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ICT Disaster Recovery Policy

This policy addresses the action the Trust will take in the event of ICT failure,
independently, or as part of a wider incident.

This policy should be seen in conjunction with the Lockdown Policy, and the
Business Continuity Plan.

It is the responsibility of the Director of Business Operations to ensure these
procedures are in place and carried out.

Servers

On the system the following procedures will take place:

A cloud based backup of the data on the servers will take place daily
by the retrospect server. This data will be retained for 30 days.
Individual PC’s documents and settings folder backed up to Retrospect
server as part of the daily backup.

Ensure on a regular basis that the backup system has enough
available disk space

Ensure each partition of retrospect (admin, academic and laptops) are
groomed and files tidied up

A system is in place which, in the event of server failure at a Trust
school, will ensure the server moves over to another Trust school.

Software

All software required to get the servers operational in the event of a
disaster are held by the IT Provider.

License codes for the server software held with the relevant server
software

All other software is held in the MAT office in a secure filing cabinet
All software license keys are held in a secure place and a copy kept in
the MAT office.

Hardware

All hardware should be secured (if appropriate)

All hardware should be recorded in the Fixed Asset inventory and
updated regularly

All hardware should be electrically tested and visually checked
annually by an authorised trained person
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Recovery Action Plans

Operational Threat

Steps to Restore Normal Working

Action by Whom

Comments/Notes

Phone and ICT
Communications Loss

Assessment to be made of duration of loss
of service — will it impact learning?

Long term loss — children to be taught in a
nearby school.

Loss of phones — BT and phone provider to
be contacted to initiate restoration of
services.

ICT — Broadband — contact Entrust to
restore.

Data held on server — backed up on a daily
basis via remote system. Contact Staffs
Tech to restore data at the earliest possible
opportunity.

CEO or Headteacher
Director of Business
Operations

School Secretary

IT Technician
Directors

Finance Process
Breakdown — payments to
staff & suppliers fail

Assessment to be made of duration of loss
of service — will it impact learning?
Contact Staffs Tech to restore data (if
necessary).

Contact IT Technician.

CEO or Headteacher
Director of Business
Operations

School Secretary




Network loss

Assessment to be made of duration of loss
of service — will it impact learning?
Contact IT Technician.

CEO or Headteacher
Director of Business
Operations

School Secretary

Hardware loss

Assessment to be made of duration of loss
of service — will it impact learning?
Contact IT Technician.

CEO or Headteacher
Director of Business
Operations

School Secretary

Software loss

Assessment to be made of duration of loss
of service — will it impact learning?
Contact IT Technician.

CEO or Headteacher
Director of Business
Operations

School Secretary

Utilities / Energy Supply Assessment to be made of duration of loss | Headteacher
failure of service & impacts on services. Director of Business
Contact power supplier. Operations
School Secretary
Directors
Building Loss — partial or Assessment to be made of duration of loss | Headteacher
complete (Fire, Flood etc.) of service. Director of Business
Contact Insurance supplier Operations
Temporary Accommodation needed? Directors




Impact on services

Remote working possible for office based
staff?

Contact Staffs Tech




