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As legislation is often amended and new regulations introduced, the references made in this policy may be superseded. For an up to date list of legislation applying to schools please refer to the Department for Education website at www.education.gov.uk/schools
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Ashurst Wood Primary School E-Safety Policy
The policy is part of the school’s Strategic Development Plan and related to other policies including Safeguarding and Data Protection policies

There are three fundamental principles which inform this policy:

A. Educating young people to be responsible users of ICT 
General principles of safe online behaviour include: pupils knowing how to react if they come across inappropriate material; pupils knowing not to give out personal information to strangers, or publish this information on the internet. 
B. Guided educational use of ICT
Curriculum ICT use should be planned, task-orientated and educational within a regulated and managed environment. Directed and successful ICT use will also reduce the opportunities for activities of dubious worth.
C. Regulation and control of ICT
Internet safety depends on staff, schools, governors, advisers, parents and, where appropriate, the pupils themselves taking responsibility for the use of internet and other communication technologies such as mobile phones.
This document describes strategies to help to ensure responsible and safe use. They are based on developing responsibility, guiding pupils towards educational activities and limiting access.

The rest of this document consists of appendices as follows:

1. How will e-mail be managed ensuring safety for pupils?

2. How should website/learning platform content be managed?

3. Newsgroups, e-mail lists and forums

4. Chat and instant messaging

5. Personal websites and blogs

6. Photographic, video and audio technology

7. How can emerging ICT applications be managed?

8. How will internet access be authorised?

9. How will risks be assessed?

10. How will filtering be managed?

11. How will the policy be introduced to pupils?

12. How will staff be consulted and made aware of this policy?

13. How will ICT system security be maintained? 

14. How will complaints regarding internet use be handled?

15. How will parents’ support be enlisted?

16. How is the internet used across the community?
17. Rules for responsible ICT use

18 User agreement & parental form for internet access
Review
Our E-safety policy has been written building on the SEGFL (South Eastern Grid for Learning) policy and government guidance. It has been agreed by senior management and approved by governors following discussions with the Parents and School Council. It will be reviewed annually. 

Appendices
1. How will e-mail and on-line access be managed ensuring safety for pupils?

· The school operates a monitoring system to screen pupils’ computer activity.
· Pupils may only use approved e-mail accounts on the school system.
· Pupils must immediately tell a teacher if they receive offensive e-mail. 

· Pupils must not reveal details of themselves or others in e-mail communication or via a personal web space, such as address or telephone number, or arrange to meet anyone. 

· Personal e-mail or messaging between staff and pupils must not take place.

· Whole-class or group e-mail addresses must be used at Key Stage 1 and below, rather than individual messaging.

· E-mails sent to an external organisation must be written carefully and authorised before sending in the same way as a letter written on school headed paper. 
· No member of staff will engage in direct email communication (in or out of school) of a personal nature with a pupil who is not a member of their direct family.
2. How should website/learning platform content be managed? 

· The point of contact on the website/learning platform should be the school address, school e-mail and telephone number. Staff or pupils’ home information will not be published. 

· Website/learning platform photographs that include pupils will be selected carefully and will not enable individual pupils to be clearly identified. 

· Pupils’ full names will not be used anywhere on the website/learning platform, particularly in association with photographs. 

· When new children join the school the parents are invited to put in writing a request not to appear on the school website/learning platform. This is part of the admissions procedure managed by the office staff.
· The headteacher or nominee will take overall editorial responsibility and ensure that content is accurate and appropriate. 

· The website/learning platform will comply with the school's guidelines for publications. 

· The copyright of all material must be held by the school, or be attributed to the owner where permission to reproduce it has been obtained. 

3. Newsgroups, e-mail lists and forums

· Newsgroups will not be made available to pupils unless an educational requirement for their use has been demonstrated. 

· Access to forums that are moderated by a responsible person or organisation and are directly linked to an educational activity will be permitted. 
4. Chat and instant messaging

· Pupils will not be allowed access to public or unregulated chat rooms. 

· Pupils will not access social networking sites.
· Children must only use regulated educational chat environments. This use will be supervised and the importance of chat room safety emphasised. 

· Any form of bullying or harassment is strictly forbidden. 

· A risk assessment will be carried out before pupils are allowed to use a new technology in school. 
· No member of staff will engage in direct communication (in or out of school) of a personal nature with a pupil who is not a member of their direct family, by any means, for example (but not limited to) SMS text message, instant messaging or telephone.  
· Should special circumstances arise where such communication is felt to be necessary, the agreement of a line manager will be sought first and appropriate professional language will always be used. 
5. Personal websites and blogs 

· Pupils will not access social networking sites.
· When publishing material to websites and elsewhere, pupils must consider the thoughts and feelings of those who might view the material. Material that victimises or bullies someone else, or is otherwise offensive, is unacceptable. 

6. Photographic, video and audio technology 

· Care should be taken when capturing photographs or video to ensure that all pupils are appropriately dressed. 

· Staff may use photographic or video devices (including digital cameras and school devices) to support school trips and curriculum activities. 

· Audio or video files may only be downloaded if they relate directly to the current educational task being undertaken. 

· Pupils must always seek the permission of their teacher before making audio or video recordings within school.
7. How can emerging ICT applications be managed?

· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed. 

· Mobile phones will not be used during lessons or formal school time.

· Mobile phone cameras must not be used by staff.
· The use of social network sites is strictly forbidden. 

8. How will internet access be authorised?

· The monitoring system (mentioned in Appendix 1, bullet point 1,) will track all pupil access to the internet and will flag any up potential dangers/safety issues.
· Parents will be informed that pupils will be provided with supervised internet access. 

· Parents will be asked to sign and return a consent form.
· Primary pupils will not be issued individual e-mail accounts, but will be authorised to use a group/class e-mail address under supervision. 

9. How will risks be assessed? 

· Some material available via the internet is unsuitable for pupils. The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. Neither the school nor the Local Authority can accept liability for the material accessed, or any consequences of internet access. 

· The use of computer systems without permission or for inappropriate purposes could constitute a criminal offence under the Computer Misuse Act 1990. 

· Methods to identify, assess and minimise risks will be reviewed regularly. 

· The headteacher will ensure that the E-safety policy is implemented and compliance with the policy monitored. 

· Access is strictly forbidden to any websites that involve gambling or financial scams.
· The policy will be audited bi-annually to ascertain effectiveness.
10. How will filtering be managed? 

· The school will work in partnership with parents, the LA and the Internet Service Provider to ensure systems to protect pupils are reviewed and improved. 

· If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the ICT technician. 

· Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable. 

· Any material that the school believes is illegal must be referred to the Internet Watch Foundation (www.iwf.org.uk). 

· Filtering strategies will be selected by the school, in discussion with the filtering provider where appropriate. The filtering strategy will be selected to suit the age and curriculum requirements of the pupil.

11. How will the policy be introduced to pupils? 
· Rules for internet access will be posted throughout the school (Appendix 16). 

· Pupils will be informed that internet use will be monitored. 

· Instruction in responsible and safe use will precede internet access. 

· E- safety lessons will be included in the PSHCE (personal, social, health, and citizenship education) programme covering both school and home use.
12. How will staff be consulted and made aware of this policy? 

· All staff must accept the terms of the ‘Acceptable Use Policy’ (Appendix 17) before using any internet resource in school. 

· All new staff will be taken through the key parts of this policy as part of their induction. 

· All new staff will be provided with a copy of this policy. 

· All staff including teachers, supply staff, classroom assistants and support staff, will be provided with the School E-safety Policy and have its importance explained. Staff should be aware that internet traffic can be monitored and traced to the individual user. Discretion and the observance of professional standards are essential. 

· The monitoring of internet use is a sensitive matter. Staff who operate monitoring procedures will be supervised by senior management. 

· Staff development in safe and responsible internet use and on the school internet policy will be provided as required. 

· Breaching this E-safety policy may result in disciplinary action being taken and access to ICT being restricted or removed. 

13. How will ICT system security be maintained? 

· The school ICT systems will be reviewed regularly with regard to security. 

· Virus protection will be installed and updated regularly. 

· Security strategies will be discussed with the LA, particularly where a wide area network connection is being planned. 

· Personal data sent over the internet will be encrypted or otherwise secured. 

· Unapproved system utilities and executable files will not be allowed in pupils’ work areas or attached to e-mails. 

· Files held on the school’s network will be regularly checked. 

14. How will complaints regarding internet use be handled? 
· Responsibility for handling incidents will be delegated to a senior member of staff and an Alert Form should be completed with all relevant information . 

· Any complaint about staff misuse must be referred to the headteacher. 

· Pupils and parents will be informed of the complaints procedure. 

· Parents and pupils will need to work in partnership with staff to resolve issues. 

· Sanctions available include: 
· interview/counselling by class teacher/ headteacher

· informing parents or carers

· removal of internet or computer access for a period

· There may be occasions when the police must be contacted. Early contact could be made to establish the legal position and discuss strategies. Advice sought should include how best to preserve any possible evidence.
15. How will parents’ support be enlisted? 

· Parents’ attention will be drawn to the E-Safety Policy in newsletters, the school brochure and on the school website. 

· Internet issues will be handled sensitively to inform parents without causing undue alarm. 

· A partnership approach with parents will be encouraged. This could include demonstrations, practical sessions and suggestions for safe internet use at home. 

· Advice on filtering systems and educational and leisure activities that include responsible use of the internet will be made available to parents.
Appendix 16

Smart Rules from Kidsmart used to teach internet safety.
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	Ashurst Wood Primary School Staff Acceptable Use Policy


School networked resources, including SIMS Learning Gateway are intended for educational purposes, and may only be used for legal activities consistent with the rules of the school. If you make a comment about the school or County Council you must state that it is an expression of your own personal view. Any use of the network that would bring the name of the school or County Council into disrepute is not allowed. 

All users are required to follow the conditions laid down in the policy. Any breach of these conditions may lead to withdrawal of the user’s access, monitoring and / or retrospective investigation of the users use of services, and in some instances could lead to criminal prosecution. Any breach of the conditions will also be considered a disciplinary matter. 

CONDITIONS OF USE 
Personal Responsibility 
Users are responsible for their behaviour and communications. Staff will be expected to use the resources for the purposes for which they are made available. It is the responsibility of the User to take all reasonable steps to ensure compliance with the conditions set out in this Policy, and to ensure that unacceptable use does not occur. Users will accept personal responsibility for reporting any misuse of the network to the Head Teacher. 
Acceptable Use 
Users are expected to utilise the network systems in a responsible manner. All computer systems will be regularly monitored to ensure that they are being used in a responsible fashion. 

	 1 
	I will not create, transmit, display or publish any material that is likely to: harass, cause offence, inconvenience or needless anxiety to any other person or bring the school (or West Sussex County Council) into disrepute. 

	2 
	I will use appropriate language –I will remember that I am a representative of the school on a global public system. Illegal activities of any kind are strictly forbidden. 

	3 
	I will not use language that could be calculated to incite hatred against any ethnic, religious or other minority group. 

	4 
	I understand that staff under reasonable suspicion of misuse in terms of time, activity or content may be placed under retrospective investigation or have their usage monitored. 

	5 
	Privacy – I will not reveal any personal information (e.g. home address, telephone number, social networking details) of other users to any unauthorised person . I will not reveal any of my personal information to students. 

	6 
	I will not trespass into other users’ files or folders. 

	7 
	I will ensure that all my login credentials (including passwords) are not shared with any other individuals, displayed or used by any individual than myself. Likewise, I will not share those of other users. 

	8 
	I will ensure that if I think someone has learned my password then I will change it immediately and/or contact the school ICT technician. 

	9 
	I will ensure that I log off after my network session has finished. 

	10 
	If I find an unattended machine logged on under other users username I will not continuing using the machine – I will log it off immediately. 

	11 
	I will not use personal digital cameras or camera phones for creating or transferring images of children and young people without the express permission of the school leadership team or through the earwig app. 

	12 
	I am aware that e-mail is not guaranteed to be private. Messages relating to or in support of illegal activities will be reported to the authorities. Anonymous messages are not permitted. 

	13 
	I will not use the network in any way that would disrupt use of the network by others. 

	14 
	I will report any accidental access, receipt of inappropriate materials or filtering breaches/ unsuitable websites to the head teacher. 

	15 
	I will not use “USB drives”, portable hard-drives, “floppy disks” or personal laptops on the network without having them “approved” by the school checked for viruses. 

	16 
	I will not attempt to visit websites that might be considered inappropriate or illegal. I am aware that downloading some material is illegal and the police or other authorities may be called to investigate such use. 

	17 
	I will not download any unapproved software, system utilities or resources from the Internet that might compromise the network or are not adequately licensed. 

	18 
	I will not accept invitations from children and young people to add me as a friend to their social networking sites, nor will I invite them to be friends on mine. 

As damage to professional reputations can inadvertently be caused by quite innocent postings or images - I will also be careful with who has access to my pages through friends and friends of friends. Especially with those connected with my professional duties, such a school parents and their children. 

	19 
	I will ensure that any private social networking sites / blogs etc. that I create or actively contribute to, are not confused with my professional role in any way. 

	20 
	I will support and promote the school’s e-safety and Data Security policies and help students be safe and responsible in their use of the Internet and related technologies. 

	21 
	I will not send or publish material that violates Data Protection Act or breaching the security this act requires for personal data, including data held on the SIMS Learning Gateway. 

	22 
	I will not receive, send or publish material that violates copyright law. This includes materials sent / received using Video Conferencing or Web Broadcasting. 

	23 
	I will not attempt to harm or destroy any equipment or data of another user or network connected to the school system. 

	24 
	I will ensure that portable ICT equipment such as laptops, digital still and video cameras are securely locked away when they are not being used. 

	25 
	I will ensure that any Personal Data (where the Data Protection Act applies) that is sent over the Internet will be encrypted or otherwise secured. 


Additional guidelines 
Staff must comply with the acceptable use policy of any other networks that they access. 

Staff will follow the “Safer Use Of The Internet By Staff Working With Young People” published within the West Sussex Schools Acceptable Use Policy - http://wsgfl.westsussex.gov.uk/AUP 

SERVICES 
There will be no warranties of any kind, whether expressed or implied, for the network service offered by the school. The school will not be responsible for any damages suffered while on the system. These damages include loss of data as a result of delays, non-deliveries or service interruptions caused by the system or your errors or omissions. Use of any information obtained via the network is at your own risk. 

NETWORK SECURITY 
Users are expected to inform the head teacher  immediately if a security problem is identified and should not demonstrate this problem to other users. Files held on the school’s network will be regularly checked by the ICT technician. Users identified as a security risk will be denied access to the network. 

MEDIA PUBLICATIONS 
Written permission from parents or carers must be obtained before photographs of students are published. Also, examples of students’ work must only be published (e.g. photographs, videos, TV presentations, web pages etc) if written parental consent has been given. 

Further guidance can be found in the “Model Policy for schools regarding photographic images of children” August 2010. 

Copies can be obtained from section 6 of the WSSS Schools Acceptable Use Policy - http://wsgfl.westsussex.gov.uk/AUP
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Staff User Agreement Form for the Staff Acceptable Use Policy 

As a school user of the network resources, I agree to follow the school rules (set out above) on its use. 

I will use the network in a responsible way and observe all the restrictions explained in the school acceptable use policy. If I am in any doubt I will consult the head teacher 
I agree to report any misuse of the network to the head teacher. 

I also agree to report any websites that are available on the school Internet that contain inappropriate material to the head teacher. 

Lastly I agree to ensure that portable equipment such as cameras or laptops will be kept secured when not in use and to report any lapses in physical security to the head teacher.
If I do not follow the rules, I understand that this may result in loss of access to these resources as well as other disciplinary action. I realise that staff under reasonable suspicion of misuse in terms of time or content may be placed under retrospective investigation or have their usage monitored. 

Staff Name: ______________________________________________ 

Staff Signature (if appropriate): _______________________________ 

Date: _ _ /_ _ /_ _ _ _

