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Executive Summary
From 25th May 2018, the General Data Protection Regulation (GDPR) as supplemented by the UK Data Protection Act 2018 (not in place yet) will have legal effect.  This replacement data protection framework places new obligations on organisations and strengthens the rights that individuals have over the processing of their personal information.  This is covered in Chapter III, Articles 15 to 21.

This procedure outlines the requirements that all employees, contractors and members needs to follow.  The procedure should be read in conjunction with the RBC Overarching IG Policy.
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Under this legislation, individuals have specified rights relating to their personal data which are limited and require an assessment to determine if they meet the legal criteria.  In addition to the rights documented in this procedure, there is also a ‘right to be informed’ of how information is being processed which is detailed in a separate guidance document.  This relates to privacy notices.

These rights are not absolute and are subject to specific conditions and exemptions. In some cases they only apply if the processing activity is undertaken on specific legal grounds and/or in defined circumstances. Therefore all of these rights are unlikely to be engaged in all cases. 

The rights need an initial assessment by the School to ensure that:
· Identity is verified and the request has been clarified where this is necessary.
· When clarification is received, an assessment as to whether the request meets the criteria and is therefore valid.

The GDPR clarifies that the reason for allowing individuals to access their personal data is so that they are aware of and can verify the lawfulness of the processing (Recital 63).

There will be an expectation that School records are kept in a manner that facilitates compliance with requests for information.
	
	Right
	Guidance

	SUBJECT ACCESS (Article 15)
Ask for confirmation of whether their personal data is being processed and access to personal information held about them.  This can be done at ‘reasonable’ intervals to be aware of, and verify, the lawfulness of the processing.
	


	RECTIFICATION (Article 16)
Ask for information to be corrected if it is inaccurate or incomplete.  The right to have incomplete information updated through the provision of a supplementary statement is dependent upon the ‘purpose’ of the processing e.g. if the information will not be used in future to take a decision, this could limit this right.
	


	ERASURE (Article 17)
Ask for personal information to be erased/deleted (right to be forgotten).  This right applies where there is no need to hold the data, it should have been deleted, consent is withdrawn, an objection is successful or it has been collected unlawfully.  These requests are unlikely to be upheld where there is a lawful and compelling reason that justifies continued processing.
	


	RESTRICTION (Article 18)
Ask that we quarantine or stop processing/using personal information without deleting it.  Restriction of processing means the marking of stored personal data with the aim of limiting or preventing their future use.  A requestor could ask that we stop processing their data if they have asked for information to be corrected or erased or they could ask that information is NOT deleted if the requestor needs them for legal or other purposes.  
	


	NOTIFICATION (Article 19)
This only applies where a data subject has made a successful request for Rectification, Erasure or Restriction.  The right is to have any changes or erasure to their information communicated to anyone with whom the data has been disclosed unless it is impossible or involves disproportionate effort.
	


	PORTABILITY (Article 20)
Ask that information (provided by the individual but processed using automated means) is made available in a machine readable format to the individual or another organisation.  This right applies when processing is based on consent or a contract.  This needs to be technically feasible.
	


	OBJECT (Article 21) – Objections to Processing
Object to how personal information is being processed and ask that the processing is stopped.  The School needs to demonstrate that its interest overrides the interest of the data subject.  There is an absolute right to stop processing for direct marketing purposes.  This right must be considered on its own merits.
	


	AUTOMATED DECISION MAKING (Article 22) 
Ask that he is not subject to a decision made using ADM if it has a legal effect.  The exceptions are that it is necessary to enter into a contract or is based on the requestor’s explicit consent. A decision made using an automated computer process needs to be reviewed by a human if it has a legal effect.    
	


	PROFILING (Article 22) 
Profiling means any form of automated processing of personal data consisting of the use of personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects concerning that natural person's performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements;
	



Managing Requests Procedure
The procedure needs to be applied as it is documented below.  Any queries or exceptions need to be agreed by a manager and a note of the decision and reason for it kept with the response documentation.

Requests can be received verbally or in writing and could be received via social media.

Under GDPR and the Data Protection Act 2018 (not in place yet), safeguards need to be applied to protect personal data.  These safeguards have been strengthened by allowing individuals certain rights to a) be informed of the processing of their data and b) challenge how & why their information is used.
2.1	Initial Tasks – Identity Verification and Clarification
Before responding to a request, the School needs to ensure that the requestor is who they say they are and that they have clarified which right(s) they are exercising and/or supplied enough information to help you to respond to the request e.g. for subject access provided clear information on where the information they have requested will be found.  Note – the wider the request, the longer it will take to complete, so it is important that you help requestors to provide a focus their search.

You must verify the identity of the person making the request, using ‘reasonable means’.

The requestor needs to provide ‘reasonable’ documentary proof of who they are to ensure that personal information is not accessed by another person.  The requirements could be:
· Your knowledge that the individual is who they say they are e.g. a face to face request from a parent known to the school. 
· Two proofs of identity which also provide confirmation of the current address. 
· Copies can be accepted by post but the School should reserve the right to have sight of original documentation. 
· Copies of recent utility bills (within the last 3 month period) bearing the name and current address and/or copies of a driving licence or passport.

The individual can be asked where the information they are requesting can be found (Recital 63). 

This means that requests asking for ‘any information you hold about me’ may need to be challenged and the requestor asked to provide additional information e.g. the time period they attended the school, the names of children if the request relates directly to a parent and you would need this information to aid your search.    

There is no ‘blanket refusal’ available if additional information is not provided.  If they cannot provide required information, a decision can subsequently be taken to refuse the request as being manifestly unfounded or excessive but only in LIMITED circumstances.  

	Policy/Guidance & Templates

	All requests
	In cases where there is inadequate or contradictory information to verify identity, the request will be refused.
	See refusing a Request Point 2.9

	All requests
	In cases where (after attempts are made to clarify) the request is deemed to be unfounded, excessive or repetitive it will be refused.
	See refusing a Request Point 2.9



2.2	Requests from 3rd Parties and/or Parents
A friend, relative, advocate or solicitor can make a request when they are acting on behalf of an individual.  

If an individual lacks mental capacity, a person with a lasting power of attorney appointed or a Deputy appointed by the Court of Protection may exercise rights on behalf of the data subject.

A child can submit a request directly but as a general rule a child must have sufficient understanding and maturity to exercise their own rights and a common sense approach will be adopted in the event a child or young person submits a request.

For children aged under 13, it will generally be expected that a request is made by a person with parental responsibility with whom the child normally resides and ‘best interest’ considerations will be taken into account.  

In all cases, 3rd parties must supply written authority to confirm that they are acting for the requestor and must provide the identification referred to above relating to the requestor.

	Policy/Guidance & Templates

	All requests
	In cases where there is inadequate or contradictory information to verify the identity of the data subject or advocate, the request will be refused.
	See refusing a Request Point 2.9

	All requests
	In cases where (after attempts are made to clarify) the request is deemed to be unfounded, excessive or repetitive it will be refused.
	See refusing a Request Point 2.9



2.3	Verbal Requests
Requests can be made verbally and need to be identified and adequate information collected from the requestor to manage the request e.g. contact details for the requestor, details of the request.

If you have a form, it may help the requestor to complete it but you cannot insist that a form is completed.

It would be good practice, for verbal requests, to confirm in writing to the requestor what they have asked for.

2.4	Timeframes for Responses
Information must be provided at least within 1 month of receipt unless the request is complex when the timescales can be extended by up to 2 months.  The requestor must be notified of this before the first month has ended.

· A month is 30 days
· Day 1 is the day after receipt of identification and clarification of where information may be held (where applicable) to locate it.

Example - An organisation receives a request on 3 September. The time limit will start from the next day (4 September). This gives the organisation until 4 October to comply with the request.  If this is not possible because the following month is shorter (and there is no corresponding calendar date), the date for response is the last day of the following month.  If the corresponding date falls on a weekend or a public holiday, you will have until the next working day to respond.  This means that the exact number of days you have to comply with a request varies, depending on the month in which the request was made. 

	Policy/Guidance & Templates

	All requests
	The standard response time will be 30 days.  It is unlikely that extensions would be compliant unless they could be shown to be exceptional.

	All requests
	Examples of cases where an extension could be sought would be a request for HR records for someone no longer employed where detailed searches would have to be undertaken 

	Exemptions
	The Data Protection Bill will finalise exemptions to some but not all of these rights.  More detailed guidance when available

	Objections, Rectification & Restriction
	If disputes over accuracy and objections to processing are not resolved quickly, you may need to ‘restrict’ processing of the data pending a determination.  Where data is restricted, it may only be used for defined purposes (see guidance and template letters)

As a restriction could have consequences for both the requestor and Council, it is imperative that they are investigated and resolved promptly.  A lengthy restriction could cause disruption to the service as access to and use of the data is not allowed e.g. a statistical report is due to be submitted to the DfE – you cannot include the individuals data in the report if this data is restricted.



2.5	Deferred Requests
Requests that are deferred and subsequently not responded to by the requestor, for either ID or information needed to understand the scope and nature of the request, it will be closed 1 month after the written request for ID or clarification has been sent.

Requestors can re-submit requests.

If a requestor disputes closure of request on basis they consider we have the required ID and necessary information and this is not the case, then we may consider formally refusing the refusing the request based on grounds the request is manifestly unfounded. Advice of IG Unit should always to sought first 

2.6	Charges
Information must be provided free of charge unless the request is repetitive (the requestor has asked for copies of information already provided or similar information to something already provided).  In these cases a reasonable administration fee can be charged which could include the cost of paper, photocopying charges, staff time and postage.

	Policy/Guidance & Templates

	The Fee
	The fee must be based on the administrative cost of providing the information.



Where a request is ‘manifestly unfounded, excessive or repetitive’, the law says we can either:
· charge a fee to respond, or
· refuse the request on one or more of these grounds 

If we conclude that a request is manifestly unfounded, excessive or repetitious, we will refuse the request as a matter of policy and therefore the question of levying a charge does not arise.

2.7	Format of Response
A requestor can ask for a response in a particular format.  We will try to meet their requirements where it is reasonably practicable to do so.  It may be convenient to fulfil subject access requests by providing copies of documents but the requester is only entitled to access their personal information and is not entitled to demand copies of the documents in which the personal data is held.   It is important that any information passed to the Officer responding to the request specifically highlights this.  

In all cases staff should adhere to the ICO guidance that all SAR documents sent to a requestor are stamped ‘data subject copy’ before release. This may help identify the source of any further disclosure of the information, should the need arise e.g. they get left in the pub by the requestor.

In cases where the requestor asks for information to be posted, we need to ensure, where there are large amounts of information or it is particularly sensitive, they are clearly informed of the security risks of posting the information and agree to accept this risk.  The Officer should be signposted to information on secure posting practices.

In cases where electronic data is transmitted to a requestor, they should be clearly informed of the security risks of keeping information on an insecure system.

2.8	Withholding information (Redaction)
The right of access to information does not extend to a right to see information about other people which could be included with the requestor’s information.  The GDPR states that ‘the right to obtain information shall not adversely affect the rights and freedoms of others’.  Information will be redacted where it is reasonable in the circumstances to do so.  

In cases where information is so interlinked that it does not seem to be possible to disclose without breaching another person’s right to privacy, you may need to seek advice and a note of the decision and reason for it recorded and kept with the response documents.  

The names of professional staff involved in decision-making will often be disclosable and their identities will not be automatically redacted, unless this is warranted in a particular case e.g. there are health and safety concerns relating to the staff member if information is disclosed.

There are a limited number of exemptions to subject access.  If information is withheld on the basis that it is exempt from disclosure, in most cases, an explanation will be given of the exemption applied and the reasons for this (unless doing so would prejudice ongoing law enforcement purposes and/or criminal investigations).  

2.9	Refusing a Request & Exemptions
In certain circumstances the School can refuse to act on a request by applying a specific exemption.  Exemptions are, in many cases, specific to the right and need to be carefully considered.  

Some of the exemptions are documented here:
· Rights of other individuals
· Crime and taxation
· Immigration
· Determined by law, and legal proceedings
· Public protection and regulatory functions 
· Parliamentary privilege
· Judicial appointments/proceedings
· Other people’s data unless consent, or reasonable without consent 
· Self-incrimination
· Corporate finance
· Management forecasts
· Negotiations
· Confidential references
· Exams
· Special purposes e.g., artistic, literary, journalistic
· Research and statistics
· Archiving in the public interest

In order to successfully apply an exemption, clear documentary evidence needs to be provided for withholding some or all of the requested information with an explanation of how the exemption applies to the request (unless doing so would reveal exempt information e.g. information held for a fraud investigation that the requestor is unaware of).  

When a request is refused, the reasons for the refusal must be explained unless it would reveal processing and prejudice another investigation.  Information must be given on the right to complain to the supervisory authority. 

	Policy/Guidance & Templates

	Manifestly unfounded or excessive
	You have to document why this is the case

	Repeated
	You have to document why this is the case



2.10	Record Keeping
In all circumstances the School have to maintain records of the request INCLUDING copies of any information/documents disclosed, email delivery receipts.  In cases where you need to refuse to comply with a request, information relating to previous requests will be required to justify any decisions taken.

	Evidence Checklist

	Original request
	Response
	Timescales for response

	Exemptions applied
	Copies of documents released including a full version and the redacted version released to the requestor.

	Approval of responses
	Management decisions taken 
	



Procedure Review Date
The DPO is responsible for monitoring and reviewing this policy.  This policy will be reviewed and updated when the Data Protection Bill becomes law (as the Data to capture any changes that will affect the Schools practice. 

Supporting Documents (Links)
	Right
	Further Guidance

	SUBJECT ACCESS (Article 15)
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/ 

	RECTIFICATION (Article 16)
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-rectification/ 

	ERASURE (Article 17)
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/ 

	RESTRICTION (Article 18)
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-restrict-processing/ 

	NOTIFICATION (Article 19)
	No current guidance

	PORTABILITY (Article 20)
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-data-portability/

	OBJECT (Article 21) – Objections to Processing
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-object/ 

	AUTOMATED DECISION MAKING (Article 22) 
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/ 

	PROFILING (Article 22) 
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/ 



‘If you need to raise a concern about our use of your personal information to our Data Protection Officer please contact DPOSchools@Rochdale.Gov.UK or Information Governance Unit, Number One Riverside, Smith Street, Rochdale OL16 1XU’
[bookmark: _GoBack]
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Right of Access - Subject Access



Legal & Compliance Background – The General Data Protection Regulation (GDPR) provides a number of rights for individuals relating to their data.  The ICO website has more detailed guidance available on the right of access 



This right of access allows individuals to be aware of and verify the lawfulness of the processing.



Article 15 - The data subject shall have the right to obtain from the controller confirmation as to whether or not personal data concerning him or her are being processed, and where that is the case, access to the personal data and additional specified information:

· supplementary information that should be contained in a privacy notice





Summary

· Where you process a large quantity of information about an individual, the GDPR permits you to ask the individual to specify the information the request relates to (Recital 63).  

· If the request is made electronically, you should provide the information in a commonly used electronic format. 

· The supplementary information can be provided with a link or copy of the privacy notice relating to the processing activity.



Requests are free of charge unless it can be demonstrated that they are unfounded, excessive or repetitive when they can be refused or a fee charged.  



Requests for subject access should be dealt with and recorded as part of the Individual Rights Procedure.  It is important that all actions are documented and evidence available to show that requests have been responded to in line with legislation.  This is a requirement under the GDPR Accountability Principle and supports organisations to manage challenge or repeated requests.



Exemptions & Refusals

In certain circumstances, the right to access will not apply either because there is a legal exemption or the request is unfounded, excessive or repetitive.  Examples could be:

· Information relating to a 3rd party when you consider it would not be reasonable to disclose

· Information where the release or identification that it is held could prejudice a criminal investigation 



		Template Response Letters



		Acknowledgement, Identity Verification & Clarification

		





		Response – needs to explain the outcome and any reasons the request has been refused:  

· what information is released and any redactions

· the right to make a complaint to the ICO or another supervisory authority; and

· the ability to seek to enforce this right through a judicial remedy.

		









Schools SLA

A15 Acknowledgement & Clarification Letter.docx

Dear Requestor, 





Reference number: [insert] 


 


We confirm receipt of your communication [dated / received on] [insert date].  Your request relates to your right of access to information Article 15 of the General Data Protection Regulation.  In order to assist us in responding to your request, I would be grateful if you could supply the following information:





Guidance Note - Optional based on circumstances 


(i) Confirmation of your identity  


Two proofs of your identity which also provide confirmation of your current address. Copies will be accepted if posted but we reserve the right to have sight of original documentation. You may supply copies of recent utility bills (within the last 3 month period) bearing your name and current address and/or copies of your driving licence or passport. 





We need this confirmation for security reasons so we are satisfied we are dealing with you to ensure none of your personal information is accessed or interfered with by anyone falsely claiming to be you.





Guidance Note - Optional based on circumstances


(ii) Clarification of Your Request 


An explanation of the request you are making and your dealings with us to help us understand:


· what personal information we hold about you so that we can focus our search (e.g. it would be helpful if you could state the dates you attended the school 


· whether your request relates to particular issues or incidents and/or dates 





Guidance Note -  Optional if you have a form


If you are seeking copies of your personal information, you may prefer to download, complete and return the subject access form available on our web site as this should help to guide you through the process.  This form is accessible at [insert} 





OR





I also acknowledge receipt of:


· copies of documents providing confirmation of your identity 


· your description of the nature of the processing within the scope of your request





We aim to respond to your request as soon as possible and generally this will be no later than one calendar month from the date of receiving confirmation of your ID and information about the precise nature and scope of your request.





Please note that if your request is broad in scope and/or complex to process, we may need to extend this time period by up to a further 2 calendar months.





Sometimes the law allows us to refuse requests that are unfounded or excessive and if we need to do this we will provide an explanation as to why we have reached this conclusion.





Guidance Note - Optional based on circumstances


Once we hear from you with the above information, we will write back to you explaining how long we anticipate it will take to respond to your request.








Yours sincerely,
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Dear Requestor,





Reference No: [insert]





I refer to our previous communication of [insert date] in relation to your subject access request. 


 


Enclosed with this letter are copies of personal data you are entitled to receive in connection with [insert description of subject matter/service area to which the request relates from original email and any information contained in the clarification response]





Guidance Note - Optional based on circumstances (this would apply if the individual had asked for a copy of a policy which would not be their personal data but we would probably provide them with if they asked for it) - You will see that when providing copies of personal data, we have sometimes gone beyond what is required in that not all of the information provided, strictly speaking, constitutes your personal data.  





Guidance Note - Retain following paras if exemptions apply - However, where we have good reason to do so we have omitted or redacted information on the basis of the following exemptions EXAMPLES BELOW:





· protection of rights of third parties


· legal professional privilege


· confidential reference given by us for employment purposes


· where disclosure is restricted or prohibited by law


· regulatory functions





At the time of collecting or obtaining your personal information we must inform you why we need to process your personal information, including for example, how we propose to use it, who we intend to share it with and the safeguards we have put in place. 





We meet these obligations in various ways depending on how you come into contact with us, including directing you to our privacy notices viewable on our web site.  In respect of this request, we have attached the link to the School privacy notice viewable on our web site at [insert link] 





You may be interested to know of certain rights that you have in connection with your personal data.   We have published a Guide to Exercising Your Rights which is available on our web site at [insert link].  The Information Commissioner who is the data protection supervisory authority in the UK also publishes information about all of your rights and this can be viewed at [insert link once we know web page]


 


If you are not satisfied with the way we have responded to your subject access request, you may complain to the Information Commissioner. For further information, see the Information Commissioner’s Office website at [insert link once updated] 


 


Please do not hesitate to contact us at [insert] if you have any questions about the contents of this letter.





[bookmark: _GoBack]


Yours sincerely
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Rectification



Legal & Compliance Background – The General Data Protection Regulation (GDPR) provides a number of rights for individuals relating to their data.  The ICO website has more detailed guidance available on rectification. 



The right to rectification ensures that data subjects can have information corrected or completed particularly where the information is being used to make decisions relating to them.  In cases where inaccurate or incomplete data could be used to make a significant decision relating to a data subject, more effort needs to be made to check accuracy.



Article 16 - The data subject shall have the right to obtain from the controller without undue delay the rectification of inaccurate personal data concerning him or her. Taking into account the purposes of the processing, the data subject shall have the right to have incomplete personal data completed, including by means of providing a supplementary statement.







Summary

· Data subjects can challenge the accuracy or completeness of information held and, in certain circumstances ask for it to be corrected or completed.

· They can also ask that the information is not used while accuracy is being checked (Restriction).  If there would be any adverse effects to the individual of stopping the use of their information, they should be made aware of this immediately.

· In cases where the data controller is of the opinion that the data is accurate, the data subject should be offered the option of having a supplemental statement made available to show their disagreement to the information held.

· If data is corrected or updated, the data controller must communicate this to any organisation the data has been shared with unless it is impossible or requires disproportionate effort.

· The data subject can ask for a list of the recipients of their data.



Requests for rectification should be dealt with and recorded as part of the Individual Rights Procedure.  It is important that all actions are documented and evidence available to show that requests have been responded to in line with legislation.  This is a requirement under the GDPR Accountability Principle and supports organisations to manage challenge or repeated requests.



Exemptions & Refusals

In certain circumstances, the right to rectification will not apply either because there is a legal exemption, there is limited evidence that information is incorrect or the request is unfounded, excessive or repetitive.  Examples could be:

· professional opinions which are accurate even when the data subject disputes this

· a date of birth where no birth certificate or other evidence can be produced

· a decision taken which is subsequently overturned, for example, on appeal – the original decision is accurate regardless of any subsequent correction.

· Information needed as evidence for another purpose (would need to be restricted, not corrected).



		Template Response Letters



		Acknowledgement, Identity Verification & Clarification

		





		Response – needs to explain the outcome and any reasons the request has been refused:  

· the reasons you are not taking action;

· the right to make a complaint to the ICO or another supervisory authority; and

· the ability to seek to enforce this right through a judicial remedy.

		









	 Copyright © 2018 Rochdale Borough Council
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Dear Requestor, 





Reference number: [insert] 


 


We confirm receipt of your communication [dated / received on] [insert date].  Your request relates to a rectification request under Article 16 of the General Data Protection Regulation.  In order to assist us in responding to your request, I would be grateful if you could supply the following information:





Guidance Note - Optional based on circumstances 


(i) Confirmation of your identity  


Two proofs of your identity which also provide confirmation of your current address. Copies will be accepted if posted but we reserve the right to have sight of original documentation. You may supply copies of recent utility bills (within the last 3 month period) bearing your name and current address and/or copies of your driving licence or passport. 





We need this confirmation for security reasons so we are satisfied we are dealing with you to ensure none of your personal information is accessed or interfered with by anyone falsely claiming to be you.





Guidance Note - Optional based on circumstances 


(ii) Clarification of Your Request 


An explanation of the request you are making and your dealings with us to help us understand:


· The information you feel is incorrect or incomplete 


· Any other names you may have been known by that would relate to your request





OR





I also acknowledge receipt of:


· copies of documents providing confirmation of your identity 


· your description of the nature of the processing within the scope of your request





We may need to ask you for additional information to deal with your request e.g. if you say that your data of birth is incorrect, we may need to ask for a birth certificate.





We aim to respond to your request as soon as possible and generally this will be no later than one calendar month from the date of receiving confirmation of your ID and information about the precise nature and scope of your request.





Please note that if your request is broad in scope and/or complex to process, we may need to extend this time period by up to a further 2 calendar months.





Sometimes the law allows us to refuse requests that are unfounded or excessive and if we need to do this we will provide an explanation as to why we have reached this conclusion.





Guidance Note - Optional based on circumstances


Once we hear from you with the above information, we will write back to you explaining how long we anticipate it will take to respond to your request.








Yours sincerely,
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Dear Requestor,





Reference No [insert] 





We refer to our acknowledgement of [insert date] your data subject rectification request received on [insert date].


 


You are entitled under Article 16 of the GDPR to ask us to: 


· correct inaccurate information about you


· update the information we hold if it is incomplete  





You have disputed the factual accuracy or completeness of


[insert service/title/name of disputed record]





Guidance Note - If the request is upheld and action has been taken


In compliance with the requirements of Article 16 of the GDPR, we can confirm that the following personal data has been rectified (corrected or completed) in accordance with your request:


•	[List rectified or completed data items]





Guidance Note - If ‘requested’ by applicant, retain para below - As requested by you, we have notified the following recipients of the rectification of your personal data identified above:


•	[List recipients (by name or generic class) to whom data disclosed and who have been notified of rectified personal data items listed above]


 


It has not been possible to contact the following recipients:


•	[List recipients who it has not been possible to contact]





This is because: 


[it would be impossible or require disproportionate effort for us to attempt to contact the above recipients]





Guidance Note - If the request is not upheld and action will not be taken include the relevant elements relating to the request


We have carefully considered your request and are satisfied that the information is accurate / complete and not incorrect or misleading.  You have asked that the information is corrected or updated.  The School will not be amending or completing the record but will offer you the option of having a statement added to the record showing your disagreement to this information.  If you choose to take up this option, please contact XXX, who will arrange for this to happen.





If you are not satisfied with the way we have responded to your request for rectification, you may complain to the Information Commissioner.  For further information, see the Information Commissioner’s Office website at [insert link once updated] 





Please do not hesitate to contact us at [insert] if you have any questions about the contents of this letter.





[bookmark: _GoBack]Yours sincerely,
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Erasure



Legal & Compliance Background – The General Data Protection Regulation (GDPR) provides a number of rights for individuals relating to their data.  The ICO website has more detailed guidance available on erasure or the 'right to be forgotten'.  The right to erasure ensures that data subjects can request that their data is deleted in certain circumstance.  This is not an automatic right.  



Article 17 - The data subject shall have the right to obtain from the controller the erasure of personal data concerning him or her without undue delay and the controller shall have the obligation to erase personal data without undue delay where one of the following grounds applies:





Summary of the grounds that may apply

· Storing personal information longer than is necessary

· Where consent to process information has been withdrawn and there is no other legal grounds to keep the information

· Where an objection to processing has been accepted as valid and you have requested that the personal data is deleted

· Where information is being processed without a legal basis to do so



Requests for erasure should be dealt with and recorded as part of the Individual Rights Procedure.  It is important that all actions are documented and evidence available to show that requests have been responded to in line with legislation.  This is a requirement under the GDPR Accountability Principle and supports organisations to manage challenge or repeated requests.



Exemptions & Refusals

In certain circumstances, the right to erasure will not apply because the request is unfounded, excessive or repetitive or there is an exemption covering:

· Compliance with a legal obligation, a task carried out in the public interest or in the exercise of official authority 

· Public interest as it relates to public health

· Processing for the purposes of preventative or occupational medicine

· Freedom of expression e.g. journalism

· The establishment, exercise of defence of legal claims

· Archiving in the public interest



If data is erased, and it has been shared or made public on-line, the data controller must take reasonable steps to communicate this to any organisation the data has been shared with unless it is impossible or requires disproportionate effort.  The data subject can ask for a list of the recipients of their data.



Children

There is an enhanced requirement for requests relating to children, particularly for information in on-line environments e.g. photo on a website when the processing is based on consent.  These rules apply in perpetuity even when the data subject is no longer a child. 



		Template Response Letters



		Acknowledgement, Identity Verification & Clarification

		





		Response – needs to explain the outcome and any reasons the request has been refused:  

· the reasons you are not taking action;

· the right to make a complaint to the ICO or another supervisory authority; and 

· the ability to seek to enforce this right through a judicial remedy.
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Dear Requestor, 





Reference number: [insert] 


 


We confirm receipt of your communication [dated / received on] [insert date].  Your request relates to an erasure request under Article 17 of the General Data Protection Regulation.  The right to erasure applies in a limited set of circumstances detailed below:





· The personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed. 


· You are withdrawing your consent to process your data and there are no other legal grounds for the processing.


· You are objecting to the processing carried out for the performance of a task carried out in the public interest and there are no overriding legitimate grounds for the processing.  


· You are objecting to processing for marketing purposes.


· You feel the data have been unlawfully processed.


· The personal data have to be erased for compliance with a legal obligation to which the Council is subject





In order to assist us in responding to your request, I would be grateful if you could supply the following information:





Guidance Note - Optional based on circumstances 


(i) Confirmation of your identity  


Two proofs of your identity which also provide confirmation of your current address. Copies will be accepted if posted but we reserve the right to have sight of original documentation. You may supply copies of recent utility bills (within the last 3 month period) bearing your name and current address and/or copies of your driving licence or passport. 





We need this confirmation for security reasons so we are satisfied we are dealing with you to ensure none of your personal information is accessed or interfered with by anyone falsely claiming to be you.





Guidance Note - Optional based on circumstances 


(ii) Clarification of Your Request 


An explanation of the request you are making and your dealings with us to help us understand:





· The grounds for your request (see above)


· The specific information you wish to be erased linked to the grounds for the request 





OR





I also acknowledge receipt of:


· copies of documents providing confirmation of your identity 


· your description of the nature of the processing within the scope of your request





We may need to ask you for additional information to deal with your request if this is needed.





We aim to respond to your request as soon as possible and generally this will be no later than one calendar month from the date of receiving confirmation of your ID and information about the precise nature and scope of your request.





Please note that if your request is broad in scope and/or complex to process, we may need to extend this time period by up to a further 2 calendar months.





Sometimes the law allows us to refuse requests that are unfounded or excessive and if we need to do this we will provide an explanation as to why we have reached this conclusion.





Guidance Note - Optional based on circumstances 


Once we hear from you with the above information, we will write back to you explaining how long we anticipate it will take to respond to your request.








Yours sincerely,
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Dear Requestor,





Reference No [insert] 





We refer to our acknowledgement of [insert date] your data subject erasure request received on [insert date].


 


You are entitled under Article 17 of the GDPR to ask us to erase your data in certain circumstance.  This is not an automatic right.  The right to erasure applies in a limited set of circumstances detailed below:





· The personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed. 


· You are withdrawing your consent to process your data and there are no other legal grounds for the processing.


· You are objecting to the processing carried out for the performance of a task carried out in the public interest and there are no overriding legitimate grounds for the processing.  


· You are objecting to processing for marketing purposes.


· You feel the data have been unlawfully processed.


· The personal data have to be erased for compliance with a legal obligation to which the School is subject





You asked for the following data to be erased:


1. insert what the requestor asked to be erased from the clarification response numbering each item in order to reference them to the reason you may not be erasing them (if applicable)





Having carefully considered your request, we have concluded that:





Guidance Note - If the request or part of the request is upheld and action has been taken


In compliance with the requirements of Article 17 of the GDPR, we can confirm that the following personal data has been erased in accordance with your request:


1. List erased data following the numbering above





Guidance Note - If ‘requested’ by applicant, retain para below - As requested by you, we have notified the following recipients of the rectification of your personal data identified above:


•	[List recipients (by name or generic class) to whom data disclosed and who have been notified of rectified personal data items listed above]


 


It has not been possible to contact the following recipients:


•	List recipients who it has not been possible to contact


This is because: 


it would be impossible or require disproportionate effort for us to attempt to contact the above recipients





Guidance Note - If the request or part of the request is not upheld and action will not be taken include the reason for refusing the request for erasure


We have carefully considered your request and are satisfied that the Council can has a legitimate reason to process your data.  The Council will not be erasing your data for the reasons detailed below:


1. List the data you will not be erasing and show the reason for the refusal from the list below.


· Exercising the right of freedom of expression and information.


· Compliance with a legal obligation which requires processing by Rochdale Borough Council or for the performance of a task carried out in the public interest or the exercise of official authority vested in the Council


· For reasons of public interest in the area of public health


· For the establishment, exercise or defence of legal claims


· For reasons of archiving in public interest





Guidance Note - If you cannot physically erased the data you should ensure that you RESTRICT its processing and confirm this to the requestor.


In the following case(s) we have been unable to erase data but have restricted its processing:


1.	List the data you will be restricting and the reason you need to keep it e.g. this is because the above data must be maintained for evidential purposes.





If you are not satisfied with the way we have responded to your request for rectification, you may complain to the Information Commissioner.  For further information, see the Information Commissioner’s Office website at [insert link once updated] 





Please do not hesitate to contact us at [insert] if you have any questions about the contents of this letter.





[bookmark: _GoBack]Yours sincerely,
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Restriction



Legal & Compliance Background – The General Data Protection Regulation (GDPR) provides a number of rights for individuals relating to their data.  The ICO website has more detailed guidance available on restriction 



The right to restriction allows the data subject to ask you to store their personal information but not USE it in cases where they may not want the information deleting.



Article 18 - The data subject shall have the right to obtain from the controller restriction of processing where one of the following applies:

(a) the accuracy of the personal data is contested by the data subject, for a period enabling the controller to verify the accuracy of the personal data;

(b) the processing is unlawful and the data subject opposes the erasure of the personal data and requests the restriction of their use instead;

(c) the controller no longer needs the personal data for the purposes of the processing, but they are required by the data subject for the establishment, exercise or defence of legal claims;

(d) the data subject has objected to processing pursuant to Article 21 pending the verification whether the legitimate grounds of the controller override those of the data subject.





Summary

· Restricted data should not be used unless a) individual has consented b) in relation to managing legal claims c) for the protection of the rights of another person d) for important public interest

· Some suggested methods or restricting data are a) temporarily moving it to another system b) making the data unavailable to system users c) temporarily removing information published on a website

· The fact that the processing of personal data is restricted should be clearly indicated.

· ICO guidance states that it would be good practice to restrict processing of information where you have received a request relating to accuracy.



Once a decision has been taken you need to:

· inform the data subject that the restriction will be lifted before it happens

· If data is restricted, the data controller must communicate this to any organisation the data has been shared with unless it is impossible or requires disproportionate effort.



Requests for restriction should be dealt with and recorded as part of the Individual Rights Procedure.  It is important that all actions are documented and evidence available to show that requests have been responded to in line with legislation.  This is a requirement under the GDPR Accountability Principle and supports organisations to manage challenge or repeated requests.



Exemptions & Refusals

In certain circumstances, the right to restriction will not apply either because there is a legal exemption or the request is unfounded, excessive or repetitive.  The exemptions include crime prevention, functions designed to protect the public, protecting the rights of other people, legal professional privilege, exam marks, social work data, and information subject to confidentiality

Examples could be:

· Confirmation that data is being processed at all if it would, for example, prejudice law enforcement

· 3rd party data – don’t forget to exclude information about other people

· Updates to be provided









		Template Response Letters



		Acknowledgement, Identity Verification & Clarification

		





		Response – needs to explain the outcome and any reasons the request has been refused:  

· the reasons you are not taking action;

· the right to make a complaint to the ICO or another supervisory authority; and

· the ability to seek to enforce this right through a judicial remedy.

		

[bookmark: _GoBack]
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Dear Requestor, 





Reference number: [insert] 


 


We confirm receipt of your communication [dated / received on] [insert date].  Your request relates to a restriction request under Article 18 of the General Data Protection Regulation.  In order to assist us in responding to your request, I would be grateful if you could supply the following information:





Guidance Note - Optional based on circumstances 


(i) Confirmation of your identity  


Two proofs of your identity which also provide confirmation of your current address. Copies will be accepted if posted but we reserve the right to have sight of original documentation. You may supply copies of recent utility bills (within the last 3 month period) bearing your name and current address and/or copies of your driving licence or passport. 





We need this confirmation for security reasons so we are satisfied we are dealing with you to ensure none of your personal information is accessed or interfered with by anyone falsely claiming to be you.





Guidance Note - Optional based on circumstances 


(ii) Clarification of Your Request 


An explanation of the request you are making and your dealings with us to help us understand:


· The information you want to be restricted – please be specific


· The reason you want the information restricting:


· You dispute the accuracy of the personal data


· [bookmark: _GoBack]You feel the processing is unlawful, you do not want us to delete it and request the restriction of its use instead


· The School no longer needs the personal data but you need the data for the establishment, exercise or defence of a legal claims


· You have objected to processing of your personal data and are awaiting a decision on this from the School.


OR





I also acknowledge receipt of:


· copies of documents providing confirmation of your identity 


· your description of the nature of the processing within the scope of your request





We aim to respond to your request as soon as possible and generally this will be no later than one calendar month from the date of receiving confirmation of your ID and information about the precise nature and scope of your request.





Please note that if your request is broad in scope and/or complex to process, we may need to extend this time period by up to a further 2 calendar months.





Sometimes the law allows us to refuse requests that are unfounded or excessive and if we need to do this we will provide an explanation as to why we have reached this conclusion.





Guidance Note - Optional based on circumstances


Once we hear from you with the above information, we will write back to you explaining how long we anticipate it will take to respond to your request.








Yours sincerely,
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Dear Requestor,





Reference No [insert] 





We refer to our acknowledgement of [insert date] your data subject restriction request received on [insert date].  


 


You are entitled under Article 18 of the GDPR to ask us to restrict (stop) processing your data where you have disputed or challenged the processing when:


· You dispute the accuracy of the personal data


· You feel the processing is unlawful, you do not want us to delete it and request the restriction of its use instead


· The School no longer needs the personal data but you need the data for the establishment, exercise or defence of a legal claims


· [bookmark: _GoBack]You have objected to processing of your personal data and are awaiting a decision on this from the School.





Your request relates to restriction of the following information


[insert service/title/name of disputed record]





Guidance Note - If the request is upheld and action has been taken


In compliance with the requirements of Article 18 of the GDPR, we can confirm that the following personal data has been restricted in accordance with your request:


· [List rectified or completed data items]





While processing is restricted, as well as storing your personal information we will only process it during the period of restriction: 


· with your consent


· if it is necessary for the establishment, exercise or defence of legal claims


· if it is necessary for the protection of the rights of another person or


· if it is necessary for reasons of important public interest, including for example, communicating with the Information Commissioner.





Guidance Note - If ‘requested’ by applicant, retain para below - As requested by you, we have notified the following recipients of the rectification of your personal data identified above:


· [List recipients (by name or generic class) to whom data disclosed and who have been notified of rectified personal data items listed above]


 


It has not been possible to contact the following recipients:


· [List recipients who it has not been possible to contact]





This is because: 


[it would be impossible or require disproportionate effort for us to attempt to contact the above recipients]





Guidance Note - If the request is not upheld and action will not be taken include the relevant elements relating to the request


We have carefully considered your request and the processing of your personal data has not been restricted because it does not fall within any of the above categories.





If you are not satisfied with the way we have responded to your request for rectification, you may complain to the Information Commissioner.  For further information, see the Information Commissioner’s Office website at [insert link once updated] 





Please do not hesitate to contact us at [insert] if you have any questions about the contents of this letter.





Yours sincerely,
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Notification



Legal & Compliance Background – The General Data Protection Regulation (GDPR) provides a number of rights for individuals relating to their data.  



The right to notification ensures that deletion or changes to personal data are communicated to other organisations with whom the data has been shared by the School.



Article 19 - The controller shall communicate any rectification or erasure of personal data or restriction of processing carried out in accordance with Articles 16, 17(1) and 18 to each recipient to whom the personal data have been disclosed, unless this proves impossible or involves disproportionate effort.

The controller shall inform the data subject about those recipients if the data subject requests it.





Summary



Notification should be considered each time action is taken following a request for rectification and erasure.  For requests where the School has restricted the use of data, this should be communicated where possible. 



It is important that all actions are documented and evidence available to show that requests have been responded to in line with legislation.  This is a requirement under the GDPR Accountability Principle and supports organisations to manage challenge or repeated requests.
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Portability



Legal & Compliance Background – The General Data Protection Regulation (GDPR) provides a number of rights for individuals relating to their data.  The ICO website has more detailed guidance available on Portability 



The right to portability ensures that data subjects can get an electronic version of the information they have provided to an organisation and transfer it electronically to another organisation.  This is to allow the re-use of information.



Article 20 - The data subject shall have the right to receive the personal data concerning him or her, which he or she has provided to a controller, in a structured, commonly used and machine-readable format and have the right to transmit those data to another controller without hindrance from the controller to which the personal data have been provided, where (a) the processing is based on consent or on a contract AND (b) the processing is carried out by automated means.





Summary

· The data has to be information that the individual has provided to you and which relates directly to them and no other person unless you have obtained consent from that person.  The ICO example would be a joint bank account.

· It does not include additional data you have created following receipt of this information e.g. you have used the data to decide if the individual meets a criteria for a service and produced additional information as a result.  This could be captured under subject access but not portability.   

· It has to be automated/electronic – paper files are not included

· Provided knowingly by the individual with consent or for the performance of a contract and relate directly to the individual e.g. demographic data, website usage

· Can include data observed by using a service e.g. data from an on-line form, internet searches, location data, and fitness data held on a phone.

· A request can be made to transfer the data to another organisation.



The School has a statutory basis for processing information to meet public functions so portability will not be a requirement in a number of areas.  



Requests for portability should be dealt with and recorded as part of the Individual Rights Procedure.  It is important that all actions are documented and evidence available to show that requests have been responded to in line with legislation.  This is a requirement under the GDPR Accountability Principle and supports organisations to manage challenge or repeated requests.



Exemptions & Refusals

In limited circumstances, the right to portability will not apply either because of there is an additional legal exemption or the request is unfounded, excessive or repetitive.  The exemptions include crime prevention, functions designed to protect the public, protecting the rights of other people, legal professional privilege, exam marks, social work data, information subject to confidentiality, Examples could be:

· Confirmation that data is being processed at all if it would, for example, prejudice law enforcement

· 3rd party data – don’t forget to redact or exclude information

· Updates to be provided



		Template Response Letters



		Acknowledgement, Identity Verification & Clarification

		





		Response – needs to explain the outcome and any reasons the request has been refused.

		









	 Copyright © 2018 Rochdale Borough Council
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Dear Requestor, 





Reference number: [insert] 


 


We confirm receipt of your communication [dated / received on] [insert date].  Your request relates to a portability request under Article 20 of the General Data Protection Regulation.  





In certain circumstances, it allows you to ask for personal information, held electronically, that you have supplied to us to be converted into a structured, commonly used and machine-readable format so that it can be transmitted to you or another organisation. Where this right applies, you are entitled to:


· receive an electronic copy of the personal data


· ask us to transmit the personal data to another organisation where technically possible.





As most of the processing activities undertaken by the School are governed by statute or as a result of legal obligations imposed on us, this right is only engaged where:


· we process your personal information on an automated basis


· the legal basis for our processing is based on your consent or for entering into or the performance of a contract with you  





In order to assist us in responding to your request, I would be grateful if you could supply the following information:





Guidance Note - Optional based on circumstances 


(i) Confirmation of your identity  


Two proofs of your identity which also provide confirmation of your current address. Copies will be accepted if posted but we reserve the right to have sight of original documentation. You may supply copies of recent utility bills (within the last 3 month period) bearing your name and current address and/or copies of your driving licence or passport. 





We need this confirmation for security reasons so we are satisfied we are dealing with you to ensure none of your personal information is accessed or interfered with by anyone falsely claiming to be you.





Guidance Note - Optional based on circumstances 


(ii) Clarification of Your Request 


An explanation of the request you are making and your dealings with us to help us understand:


· The information you want to access and receive a copy of or transfer


· The organisation you want to transfer the data to (if applicable)





OR





I also acknowledge receipt of:


· copies of documents providing confirmation of your identity 


· your description of the nature of the processing within the scope of your request





We aim to respond to your request as soon as possible and generally this will be no later than one calendar month from the date of receiving confirmation of your ID and information about the precise nature and scope of your request.





Please note that if your request is broad in scope and/or complex to process, we may need to extend this time period by up to a further 2 calendar months.





Sometimes the law allows us to refuse requests that are unfounded or excessive and if we need to do this we will provide an explanation as to why we have reached this conclusion.





Guidance Note - Optional based on circumstances 


Once we hear from you with the above information, we will write back to you explaining how long we anticipate it will take to respond to your request.








Yours sincerely,







image2.emf

A20 Response  Letter.docx




A20 Response Letter.docx

Dear Requestor,





Reference No [insert] 





We refer to our acknowledgement of [insert date] your data subject portability request received on [insert date].





You are entitled under Article 20 of the GDPR to ask us, in certain circumstances, for personal information, held electronically, that you have supplied to us to be converted into a structured, commonly used and machine-readable format so that it can be transmitted to you or another organisation. Where this right applies, you are entitled to:


· receive an electronic copy of the personal data


· transmit the personal data to another organisation where technically possible.





As most of the processing activities undertaken by the School are governed by statute or as a result of legal obligations imposed on us, this right is only engaged where:


· we process your personal information on an automated basis


· the legal basis for our processing is based on your consent or for entering into or the performance of a contract with you  





Guidance Note - If the request is upheld and action has been taken


[bookmark: _GoBack]In compliance with the requirements of Article 20 of the GDPR, we can confirm that the following personal data has been produced in a structured, commonly used and machine-readable format in accordance with your request:


· List of data





Please find an electronic copy of the information you have supplied to us in a commonly used and machine-readable format for you to retain and/or transmit, as required, to other organisations.





Guidance Note - If the request is not upheld and action will not or cannot be taken include the relevant elements relating to the request


We have carefully considered your request and must inform you that our processing of your personal data is not based on either your consent or for the purpose of entering into or performing a contract with you.





Therefore as your request does not fall within the above criteria we are unable to comply with your request for the portability of personal data you may have supplied to us for other purposes.





If you are not satisfied with the way we have responded to your request for portability, you may complain to the Information Commissioner.  For further information, see the Information Commissioner’s Office website at [insert link once updated] 





Please do not hesitate to contact us at [insert] if you have any questions about the contents of this letter.





Yours sincerely,
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Objection to Processing



Legal & Compliance Background – The General Data Protection Regulation (GDPR) provides a number of rights for individuals relating to their data.  The ICO website has more detailed guidance available on the right to object



The right to object ensures that data subjects can ask the controller to stop processing their information in a limited set of circumstances.



Article 21 - The data subject shall have the right to object, on grounds relating to his or her particular situation, at any time to the processing of personal data concerning him or her which is based on specific Article 6 conditions limited to a) tasks in the public interest/official authority b) the legitimate interests of the controller c) direct marketing or profiling and d) scientific/historical research and statistics.



The controller shall no longer process the personal data unless the controller demonstrates compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data subject or for the establishment, exercise or defence of legal claims.







Summary

· The individual must detail their reason for the objection to allow consideration to be given to the request and a balancing exercise undertaken.

· Where the School is using legitimate interests as its lawful basis, a Legitimate Interests Assessment must be undertaken setting out the reasons for the decision.

· A balance of interests needs to be undertaken to determine if the objection should be upheld – the organisations interest must clearly override the individuals privacy rights.

· When the objection relates to direct marketing, you must stop using the data immediately for that purpose.

· Information contained in the Data Protection Act allows organisations to refuse a request when the requestor cannot specify where the information in dispute is held following an objection to processing.  Seek advice where this is the case.



Requests to object should be dealt with and recorded as part of the Individual Rights Procedure.  It is important that all actions are documented and evidence available to show that requests have been responded to in line with legislation.  This is a requirement under the GDPR Accountability Principle and supports organisations to manage challenge or repeated requests.



Exemptions & Refusals

In certain circumstances, the objection will not be upheld either because there is a legal exemption, the organisations interests prevail in relation to the processing or the request is unfounded, excessive or repetitive.  Examples could be:

· The law requires the processing for statutory functions or public tasks

· The information is needed for legal proceedings 

· The information is needed to protect the health and safety of staff.



		Template Response Letters



		Acknowledgement, Clarification & Identity Verification

		





		Response – needs to explain the outcome and any reasons the request has been refused.
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Dear Requestor, 





Reference number: [insert] 


 


We confirm receipt of your communication [dated / received on] [insert date].  Your request relates to your right to object to processing of your personal data under Article 21 of the General Data Protection Regulation. The right to object applies in a limited set of circumstances where your data is being processed for:


· Direct marketing or profiling


· Performing tasks in the public interest e.g. carrying out statutory functions of the School


· In our legitimate interests or those of a 3rd party


· scientific, historical research or statistical purposes in limited circumstances





In order to assist us in responding to your request, I would be grateful if you could supply the following information:





(i) Confirmation of your identity  


Two proofs of your identity which also provide confirmation of your current address. Copies will be accepted if posted but we reserve the right to have sight of original documentation. You may supply copies of recent utility bills (within the last 3 month period) bearing your name and current address and/or copies of your driving licence or passport. 





We need this confirmation for security reasons so we are satisfied we are dealing with you to ensure none of your personal information is accessed or interfered with by anyone falsely claiming to be you.





(ii) Clarification of Your Request 


An explanation of the request you are making and your dealings with us to help us understand:


· the specific objection you are making including the information it refers to 


· where this information is likely to be held


· why you are objecting (this could be from the list above) 


· what you are expecting us to do in relation to this information e.g. stop sending me marketing emails





OR





I also acknowledge receipt of:


· copies of documents providing confirmation of your identity 


· your description of the nature of the processing within the scope of your request





We aim to respond to your request as soon as possible and generally this will be no later than one calendar month from the date of receiving confirmation of your ID and information about the precise nature and scope of your request.





Please note that if your request is broad in scope and/or complex to process, we may need to extend this time period by up to a further 2 calendar months.





Sometimes the law allows us to refuse requests that are unfounded or excessive and if we need to do this we will provide an explanation as to why we have reached this conclusion.





Once we hear from you with the above information, we will write back to you explaining how long we anticipate it will take to respond to your request if this is likely to be more than 1 month.  If you do not provide a response within 1 month of the date of this letter, we will close your request.  This will not prevent you from re-submitting it at a later date. 








Yours sincerely,
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Dear Requestor,





Reference No [insert] 





We refer to our acknowledgement of [insert date] your objection to processing of your personal data received on [insert date].


 


You are entitled under Article 21 of the GDPR to ask us to consider your objection in a limited set of circumstances where your data is being processed for:


· Direct marketing or profiling


· Performing tasks in the public interest e.g. carrying out statutory functions of the School


· In our legitimate interests or those of a 3rd party


· scientific, historical research or statistical purposes in limited circumstances





You have objected to the use of your personal data in relation to numbered points below 


1. List all items contained in the request





Guidance Note – State what the outcome is for each item


In compliance with the requirements of Article 21 of the GDPR, we can confirm that we have carefully considered your request and provide an outcome for each objection you have raised:


1. List the item in the request and the outcome for each with reasons





Guidance Note – In the response, include the relevant outcome relating to the request below





Direct Marketing - We will immediately cease processing of your personal data for direct marketing purposes [specify service area or nature of direct marketing] but you may receive further emails from us if they were part of a pre-planned marketing campaign which cannot be stopped.  Guidance Note – There is no other option for a request of this type





Scientific, historical research or statistical purposes - We have carefully considered your objection. The [only] processing of your personal data for scientific, historical research or statistical purposes, relates to:


· List data being processed





The processing a) does not expressly identify you and is in pseudonymised form OR b) identifies you directly.





a) In our view, this form of processing does not cause individuals substantial damage or substantial distress and does not involve decision-making about specific individuals.  We are satisfied this processing is necessary for the performance of a task carried out for reasons of public interest as it enables us to:  


· List what it enables e.g. monitor web site user traffic, preserve important records for future generations





For this reason, we must advise you it is not possible to uphold this specific objection.





b) Although this processing does not result in decision-making about you, as this involves the use of special category and/or sensitive personal data, we have concluded that this has the potential for causing damage or distress.  For this reason we have decided to uphold your objection to our processing of this data for the above purpose.  Processing of your data by us for this purpose will cease from XXX.     


[bookmark: _GoBack]Performing tasks in the public interest e.g. carrying out statutory functions of the School 


In our legitimate interests or those of a 3rd party - 


You have objected to our use of your personal data in relation to [remove from list as required]:


· tasks we are performing in the public interest


· our legitimate interests or those of a third party





We have carefully considered your request and have concluded that 





· We need further time to consider your objection Guidance Note – State when this will be finalised     





OR





It is necessary to continue processing your personal data in order to meet our legitimate interests, namely [insert what the legitimate interest is] and/or the legitimate interest of [insert name of the third party organisation and state their legitimate interest].  We consider that our grounds for continuing to process your personal data are sufficiently compelling to justify overriding your right to privacy.  For these reasons we must advise you it is not possible to uphold this specific objection.





If you are not satisfied with the way we have responded to your request for rectification, you may complain to the Information Commissioner.  For further information, see the Information Commissioner’s Office website at [insert link once updated] 





Please do not hesitate to contact us at [insert] if you have any questions about the contents of this letter.





Yours sincerely,
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Automated Decision Making & Profiling



Legal & Compliance Background – The General Data Protection Regulation (GDPR) provides a number of rights for individuals relating to their data.  The ICO website has more detailed guidance available on automated decision making



ADM and Profiling are considered under GDPR to be HIGH RISK.



This right allows data subjects to get a human to review a decision made using automated means e.g. on-line credit card application.  This is because decisions made using automated electronic programmes with or without profiling do not involve human beings and could have a serious negative impact on an individual.  Profiling is the connection and linking of personal data to create profiles used to make a decision.  



This is a complex area and you are advised to seek advice before responding.



ADM and profiling can be used to predict behaviour and/or make decisions about individuals.



Article 22 - The data subject shall have the right not to be subject to a decision based solely on automated processing, including profiling, which produces legal effects concerning him or her or similarly significantly affects him or her.





Summary

The use of solely automated decision making is restricted by law.

· Can only be used when a) necessary to enter into a contract b) allowed under UK law or c) the individual has consented.  These elements need to be evidenced.

· If using special category (sensitive data) such as medical information or ethnicity you must a) have explicit consent or b) be processing information in the substantial public interest

· It needs to be easy to raise an objection to a decision made and ask for human intervention.

· There need to be identified staff who can review and change decisions.

To satisfy this right you need to review the decision taken using automated means and decide if the decision should stand or needs to be changed.

There are a number of other requirements relating to Transparency (Privacy Notices) and mandatory safeguards that must be in place.



Requests for a review of a decision should be dealt with and recorded as part of the Individual Rights Procedure.  It is important that all actions are documented and evidence available to show that requests have been responded to in line with legislation.  This is a requirement under the GDPR Accountability Principle and supports organisations to manage challenge or repeated requests.



Exemptions & Refusals

In certain circumstances, the right to a review will not apply either because the processing does not match this definition, there is a legal exemption or the request is unfounded, excessive or repetitive.  The exemptions include crime prevention, functions designed to protect the public, protecting the rights of other people, legal professional privilege, exam marks, social work data, information subject to confidentiality, Examples could be:  

· Updates to be provided



		Template Response Letters



		Acknowledgement, Identity Verification & Clarification

		





		Response – needs to explain the outcome and any reasons the request has been refused:  

· the reasons you are not taking action;

· the right to make a complaint to the ICO or another supervisory authority; and

· the ability to seek to enforce this right through a judicial remedy.

		

[bookmark: _GoBack]







image1.emf

A22  Acknowledgement & Clarification Letter.docx




A22 Acknowledgement & Clarification Letter.docx

Dear Requestor, 





Reference number: [insert] 


 


We confirm receipt of your communication [dated / received on] [insert date].  Your request relates to automated decision making under Article 22 of the General Data Protection Regulation.  This right applies in a limited set of circumstances where a decision which legally affects you has been made using a wholly automated computerised process which may or may not include profiling.  You can ask that the decision is reviewed by a human being.





This right applies in a limited set of circumstances where your data was processed leading to an automated decision:


· To allow you to enter into a contract


· With your consent


· Where allowed under UK law.


· The decision you are referring to has led to a legal or similar effect





In order to assist us in responding to your request, I would be grateful if you could supply the following information:





Guidance Note - Optional based on circumstances 


(i) Confirmation of your identity  


Two proofs of your identity which also provide confirmation of your current address. Copies will be accepted if posted but we reserve the right to have sight of original documentation. You may supply copies of recent utility bills (within the last 3 month period) bearing your name and current address and/or copies of your driving licence or passport. 





We need this confirmation for security reasons so we are satisfied we are dealing with you to ensure none of your personal information is accessed or interfered with by anyone falsely claiming to be you.





Guidance Note - Optional based on circumstances 


(ii) Clarification of Your Request 


An explanation of the request you are making and your dealings with us to help us understand:


· The decision you are referring to and the legal or similar effect it has had.


· The automated process you completed (name or link to web form) and a copy of the result of the decision





OR





I also acknowledge receipt of:


· copies of documents providing confirmation of your identity 


· your description of the nature of the processing within the scope of your request





We may need to ask you for additional information to deal with your request if this is needed.





We aim to respond to your request as soon as possible and generally this will be no later than one calendar month from the date of receiving confirmation of your ID and information about the precise nature and scope of your request.





Please note that if your request is broad in scope and/or complex to process, we may need to extend this time period by up to a further 2 calendar months.





Sometimes the law allows us to refuse requests that are unfounded or excessive and if we need to do this we will provide an explanation as to why we have reached this conclusion.





Guidance Note - Optional based on circumstances 


Once we hear from you with the above information, we will write back to you explaining how long we anticipate it will take to respond to your request.








Yours sincerely,
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Dear Requestor,





Reference No [insert] 





We refer to our acknowledgement of [insert date] your request for a review of an automated decision received on [insert date].


 


You are entitled under Article 22 of the GDPR to ask us for a review of that decision by a human being.  This right applies in a limited set of circumstances detailed below:


· To allow you to enter into a contract


· With your consent


· Where allowed under UK law.


· The decision you are referring to has led to a legal or similar effect





Guidance Note - If the request is valid and action has been taken


In compliance with the requirements of Article 22 of the GDPR, we can confirm that the following decision has been reviewed and have included the outcome of that review:





1. insert what the requestor asked to be reviewed from the clarification response numbering each item in order to reference them to the outcome of the review


Guidance Note – Outcome options – examples but they must fit the request specifically


We can confirm that the decision taken in this case has been reviewed.  The outcome is that the decision in this case remains unchanged / the decision has been changed and XXX what are the changes?





The decision taken in this case does not meet the criteria under Article 22 as:


Guidance Note – choose which option(s) apply


· It did not involve a wholly automated decision but was reviewed as part of School business processes by a staff member.


· The decision does not meet the criteria under Article 22 as it did not have a contractual element or involve your consent.


· The decision you are referring to has not led to a legal or similar effect as there has not been a serious impact on you resulting from the decision.


· Where allowed under UK law.





As a result the School will not be reviewing the decision under this legislation.  Guidance Note – if there is another way to have the decision reviewed, signpost the requestor to it e.g. you can discuss your concerns with the Headteacher





If you are not satisfied with the way we have responded to your request for rectification, you may complain to the Information Commissioner.  For further information, see the Information Commissioner’s Office website at [insert link once updated] 





Please do not hesitate to contact us at [insert] if you have any questions about the contents of this letter.





Yours sincerely,
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