Year 8 Computing at LHS

Year 8 pathway overview

Pupils build their understanding of how digital systems work, how data travels, how systems are protected and how vector graphics are created.

o Understand systems

Explore binary, ASCII, image representation,

sound sampling and machine code.

e Connect devices

Study networks, protocols, hardware,
bandwidth, packets and internet services.

e Protect data

Learn about data collection, cyber risks,
social engineering, malware and defences.

e Create vectors

Use shapes, paths, nodes and SVGs to
make scalable digital graphics.
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Understanding Data Security and

Computers

Computer systems and data
representation.

» Count in binary and understand bits
» Use ASCII to represent text

« Explore pixels, RGB, metadata and
resolution

* Understand sound sampling

« Study opcodes, machine code and
instructions

e Networks and Protocols

How devices connect and communicate.

* Protocols and networked devices
 Cables, hubs, servers and routers

* 3G, 4G, 5G, wired and wireless networks
* Bandwidth and suitable network choices
» Packets, TCP/IP and internet services

Cybersecurity

Protecting data and systems.

+ Data collection and data protection

» Cybercriminals and data value

» Social engineering and scams

» Malware, bots and cyber attacks

» Defence planning with limited resources

e Vector Graphics

A creative design endpoint for Year 8.

» Create vector shapes and icons

* Use fills, strokes and path operations
» Group, align, distribute and edit nodes
* Understand SVG structure

» Showcase and improve final work

Year 8 * From systems knowledge to secure and creative digital products
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