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New teclqno]ogics have become in’cegral to the lives of children and young People in todag’s society, both
within schools and in their lives outside school. T he internet is now regarded as an essential resource to
support teaching and Ieaming. The curriculum requires Pupils to learn how to locate, retrieve and
exchange information using ICT. In clelivering the curriculum, teachers need to Plan to integrate the use
of communications techno|og3. Schools are iclea”3 Placed to I’ICIP young People learn to become e-safe.
This Po]icg is designed to ensure safe internet use 133 Pupils in school and also while online begonc} the

c]assroom environment.

The use of these exciting and innovative tools in school and at home has been shown to raise
educational standards and promote Pupi] achievement. [Jowever, the use of these new tecl’mologies can

Put young PeoPle at risk within and outside the school.

Some of the dangers theg may face include:

o Accessto i”ega], harmful or inaPProPriate images or other content

. Unautl‘yorised access to/loss o]c/sl‘yaring of Personal information

. The risk of beirsg subject to grooming }35 those with whom they make contact on the internet.
. The sharing/c‘istribution of Personal images without an individual’s consent or knowlec{ge

. ]naPProPriate communication/contact with otl‘lers, inc]ucjing strangers

° Cgbewbu”ging

o Accessto unsuitable video/internet games

e An inabi]itg to evaluate the quality, accuracy and relevance of information on the internet

° F]agiarism and copgright imcringement

° ]”egal downloading of music orvideo files

o The Potentia] for excessive use which may imPact on the social and emotional development and

learning O}C tl’]C 3oung PCFSOﬂ.

Man3 of these risks reflect situations in the off-line world and it is essential that this eSaFctg Polic3 is

used in conjunction with other school Policies (eg behaviour, anti~bu”9ing and child Protection Po]icies).



1: | eaching and Icarning

1.1 Why |nternet use is imPorI:ant

o [ he|nternctis an essential element in 2 1st century life for education, business and social
interaction. | he school has a du’c3 to Provicle students with qualitg [nternet access as part of their
1earning exPerience.

° ]nternet use is a Par’c of the statutory curriculum and a necessary tool for staff and Pupils.

o |nternet use will enhance Iearning across the curriculum.

1.2 |nternet use will enhance learning

o T heschool nternet access will be designed expressly for pupil use and will include filtering
appropriate to the age of pupils.

. Fupils will be taught what [nternet use is acceptable and what is not and gjven clear objectives for
|nternet use.

. FuPils will be educated in the effective use of the [nternet in research, including the skills of
knowledge location, retrieval and evaluation

. Fupils will be taught how to evaluate |nternet content

o T he school will ensure that the use of |nternet derived materials by staff and PuPils comP]ies with
copyright law.

o Fupils should be taught to be critically aware of the materials they read and shown how to validate

information before acccPting its accuracy.

2: Managing |nternet (Jse

|n common with other media such as magazines, books and video, some material available via the internet is
unsuitable for PuPi]s. T he school will take all reasonable Precautions to ensure that users access on19
aPProPriatc material. [Jowever, due to the international scale and linked nature of internet content, it is
not Possible to guarantee that unsuitable material will never appearona school comPuter. Neitlﬁer the
school northe | A can accept liabilitg for the material accessed or any consequences of internet access.
T he use of school computer systems without Permission or for inaPProPriatc purpose could constitute a

criminal offence under the Computer Misuse Act 1990.

Methods to iclenti?g, assess and minimise risks will be reviewed regu!ar!g. The Headteacher, GGovernors
and Computing 5ubject | ead will ensure that this Po!icg is imPIementcd and compliance with the Po!icg

is monitored.



2.1 Filtering

o T heschools will work in partnership with parents, the | A and AB T to ensure systems to
protect pupils are reviewed and improved

o [|fstaff or pupils discover unsuitable or illegal sites, the (JR]_ and content must be reporteé to the
Computing Subject [ ead. Farents of the children involved will be notified immediately.

e TheComputing SU}JJ'ect [ ead will ensure that regular checks are made to ensure that filtering
methods selected are appropriate, effective and reasonable.

° Spechcic lessons will be included within the ComPuting curriculum that teaches Pupils about
eSa{:etﬂ.

3. T he Sc[‘woo] Website (& yl E_)

e T he point of contact on the website should be the school address, school email and telephone
number. Staff or pupils’ home information will not be published.

o Website photographs that include pupils will be selected carefully and will not enable individual
PuPils to be identified by name. FuPils’ full names will not be used on the school website.

o Written permission from parents or carers will be obtained before photographs of pupils are

Pub]islﬂecl on the school website.

4+ Hanc"ing csafctq ComPIaints

o Tl‘ze ComPuting Subject Lead will deal with comP]aints of ]ntemet misuse.
(] Ang complaint about staff misuse must be referred to the Heac{teacher.
° ComP]aints of a child Protection nature must be dealt with in accordance with school Cl‘nld

Frotcction Froccclures.

See aPPendix i forthe eSa?etg Jncident Log

5: Sharing the Po]icq

5.1 5haring the Policg with PuPils

o Ru]es forinternet access will be Postec{ in all classrooms where comPuters are used.
o A taught lesson on resPonsible internet use and eSamCetg will be included in the curriculum covering

both school and home use.



e |nstruction on responsible and safe use should Precede internet access.
If using the internet at home:

- Fupils will be advised never to give out personal details of any kind which may identify them, their
friends or their location.

- Fupils must be made aware of how they can report abuse and who they should report abuse to.

- Fupils should be taught the reasons why personal photos should not be posted on any social
network space without considering how the photo could be used now or in the future.

- Fupils should be advised on security and encouraged to set passwords, to deny access to unknown
individuals and to block unwanted communications.

~ Students should on]g invite known friends and clenEj access to others.

5.2 Enlisting parents’ support

° Farents’ attention will be drawn to the School e~5a1cet9 Fo]icg in newsletters, and on the school
website.

e |nternetissues will be handled sensitivcl9 to inform parents without undue alarm.

o A Partncrship aPProach with parents will be cncouraged. T his could include demonstrations,
Practical sessions and suggestions for safe internet use at home.

o Al parents will receive support, information as and when available.

5.5 5tamq:Training

|t is essential that all staff receive eSaFctg training and understand their resPonsibilities, as outlined in

this Policg. Training will be offered as follows:

e Aplanned programme of formal e Safety training will be made available to staff. An audit of the
eSafety training needs of all staff will be carried out regularly. |t is expected that some staff will
identify eSafety as a training need within the performance management process.

o Allnew staff should receive eSafety training as part of their induction programme, ensuring that
they fully understand the school e Safety policy and Acceptable (Jse Policies.

o TheeSafety Coordinator will receive regular updates through attendance at|_A/other
information,/training sessions and by reviewing guidance documents released by BE.CT A/WDBC
and others.

o ThiseSafety Policy and its updates will be presented to and discussed by staff in staff,/team
meetings/INS T days.



e TJhe eSaFetg (oordinator will Provicle advice/guiclance/’craining as required to individuals as

required.

6: Prevent

T he internet provides children and young people with access to a wide range of content, some of which
is harmful. [~ xtremists use the internet, including social media, to share their messages. T he filtering
system at Chapelford Village Primary blocks inappropriate content, including extremist content. Where
staff, pupils or visitors find unblocked extremist content, they must report it to a senior member of staff
immediately. Young people may be vulnerable to a range of risks as they pass through adolescence.
They may be exposed to new influences and potentially risky behaviours as they begin to explore ideas

and issues around their iclentitg.
There is no singlc driver to radicalisation, nor is there a singlcjourneg to bccoming radicalised. T he
internet however, simple creates more oPPortunities to become radicalise, since it is a worldwide 247

medium that allows Pupils to find and meet PuPiIs who share and reinforce your oPinions.

(See Prevent [~ xtremism Folic9 for further details]

7: Data Protection

7.1 Data Protection

Fersonal data will be recorcled, Processed, transferred and made available accorc‘ling to the Data
Frotection Act 1998 which states that Personal data must be:

~ Fairlﬂ and lawmcung Processec{

~ Frocessec‘ for limited purposes

~ Ac{equatc, relevant and not excessive

~ Accurate

-~ KePt no longer thanis necessary

- FProcessed in accordance with the data subject’s rights

- Secure

- On13 transferred to others with adequate Protcction.



Staicic must ensure that ’ciweg:

At all times take care to ensure the safe kecPing of Personal data, minimising, the risk of its loss or
misuse.

(Jse Personai data onig on secure Passworcl Protectecl computers and other devices, ensuring that
ti’xeg are Properig “Iogged~01cic” at the end of any session in which theg are using Persona] data.

Transi:er data using encrgption and secure Password Protected devices.

7.2 The use of digital and video images

The clevelopment of cligital imaging tecimologies has created signiicicant benefits to learning, a”owing

staff and Pupiis instant use of images that tl'iey have recorded themselves or downloaded from the

internet. [Jowever, staff and PuPi]s need to be aware of the risks associated with sharing images and with

Posting digital images on the internet. | hose images may remain available on the internet forever and

may cause harm or embarrassment to individuals in the short or loriger term. Tl’iere are many rePorted

incidents of emplogers carrging out internet searches for information about Potential and existing

CmPIOHGCS.

The school will inform and educate users about these risks and will imPiement Policies to reduce the

likelihood of the Potential for harm:

en usin igital images, statt should inform and educate students/pupils about the risks
Wh o digital images, staff should inform and cd dents/pupls about the risk
associated with the taking, use, sharing, Pubiication and distribution of images. Jn Particuiar they
should recognise the risks attached to Puhlishing their own images on the internet. E.g. on social
networking sites.

tart are allowed to take digital/video images to support educational aims, but must tollow schoo
Staff lowed ke digital /vid < PP d I b foll hool
Policies concerning the sharing, distribution and Publication of those images. Those images should
on]3 be taken on school cquiPmcnt; the Persona] equiPment of staff should not be used for such
purposes. rﬂowevcr should circumstances require, images may be taken on staff owned equipment
Proviciecl that at the first available oPPortunitg theg are transferred to the school’s network / blog
and deleted from the staff device.
(Care should be taken when taking cligital/viclco images that PuPiis are aPProPriatelg dressed and
are not Participating in activities that might bring the individuals or the school into ciisrepute.
Fupils must not take, use, share, Pubiisiﬁ or distribute images of others without their Pcrmission
Fhotograpiﬁs Publisheci on the website, or elsewhere that include PuPils will be selected carei:u”g and
will compig with good Practice guiciarice on the use of such images.
Written Permission from Parents or carers will be obtained before Photographs of PuPi]s are

Pub]isiﬁéci on the school website.



APPcndix I:csa{:ctq ]nciclcnt Log

eSafety Incident Log

+ | Reported by: Reported to:

Date: Date:

Incident Description:
Describe what happened, involving which children and/or staff and what action was taken

Review Date:

Result of Review:

Signature of Subject Lead: Date:

Signature of Headteacher: Date:




