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What is this policy?

Online safety is an integral part of safeguardamgl requires a whole school, cressgrricular approach
and collaboration between key school leadsccordingly, thigolicy iswritten in line with Weeping
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statutory documents It complements existing and forthcoming subjects including Health, Relationships

and Sex Education, Citizenship and Compuiingdesigned t@it alongsideChisenhal® a
Protection andSafeguarding Policy. Any iss@@&l concerns with online safetgust¥ 2 £ £ 2 ¢

safeguarding and child protectigrocedures
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This policy is a living document, subject to full annual review but is also amended where necessary during

the yearin response to developments in the school and local area. Although many aspects will be
informed by legislation and regulations, staff, governors, pupils and parents should be included in writing
and reviewing the policy (Section 78 of KCSIE stressey rAakidza S
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the ground). This will help ensure all stakeholders understand the rules that are in place and why, and

that the policy affects dayo-day practice. Regularly reviewed Acceptable Use Policies (see appendices)

for different stakeholders will help with this. Any changes to this policy will be immediately disseminated

to all the above stakeholders
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Who is in charge of online safety?

Chisenhale has awnline-safety coordinatorGeorge Allen.  This person is not tdesignated
safeguarding lead (DSL), bl BlEnakes cleati K Ithe designated safeguarding lead should take lead
NBalLlR2yaAroAtAde F2NJ al FS3dzZ NRAy3I YR OKAfR LINERI

What are the main online safety risks today?

Onlinesafety risks are traditionally categorised as one of the 3 Cs: Content, Contact or Conduct
OARSYUGATASR o6& tNRFSaaz2zNI ¢tyel .&8NRyQa unny NB
remain a helpful way to understand the risks andqmiial school response, whether technological or
educational. They do not stand in isolation, however, and it is important to understand the interplay
between all three.

Many of these new risks are mentioned in KCSIE 2019, e.g. fake news, upskirtstiglandesign. To
keep yourself updated with prominent new emerging trends, follow safeblog.lgfl.net

The LGfL DigiSafe 2018 pupil survey pupilsurvey.lgfl.net of 40,000 pupils identified an increase in distres
caused by, and risk from, content. For mamang, onlined I FSG & YSaal3Sa KI @S 7
RFY3ISNRE APSPd YSSUAYyI adGNIy3ISNER 2yfAYyS YR (GKS
have not gone away and remain important, violent or sexual content is now prevalsendingor
receiving, voluntarily or coerced. Examples of this are the sharing of violent and sexual viddwanself
materials, and coerced nudity via live streaming. Contact and conduct of course also remain important
challenges to address.

How will this policybe communicated?

This policycan only impact upon practice if it is (eegularly updatedl living document It must be
accessibleo andunderstoodby all stakeholders. It will be communicated in the following ways

Posted on the school website

Availableon theinternal staff networkdrive

Availablein paperformatin the staffroomand from the office

Emailed to staff

Part of school induction pack fatl new staff(includingtemporary, supply and noenlassroom

based staff

Integral tosafeguardingipdatesand training for all staffespecially in September refreshers)

1 Clearly reflected in theAcceptableUse Policies (AUPs) for staff, volunteers, contractors,
governors, pupils and parents/carers

1 AUPs issued to whole school community goitry to the schoo] with annual reminders of where
to find them if unchanged, and reissued if updated after annual review

1 AUPs are displayed in appropriate classrooms/corridors (not just in Computing

corridors/classrooms)
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1 Reviews of this onlineafety mwlicy will include iput from staff, pupils and other stakeholders,
helping to ensure further engagement
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Overview
Aims

This policyaims to:

f Set outexpecttionsfor all ChisenhaléPrimary SchoatommunityY S Y 6 Shlie®ehaviour,
attitudes and activitiesnd use ofdigital technologyincluding wherdevicesare offline)

1 Help all stakeholders to recognise that online/digital behaviour stand@mdkiding social media
activity) must be upheld beyond the confines of the school gates and school day, and regardless
of device or platform

1 Facilitate the saferesponsible and respectfuke of technology to support teaching & learning,
increaseattainment and prepare children and young people for the risks and opportunities of
t2 R @ Q& | y Rdigifiel2vgrl, Kais@rviv@and thrive onlim

1 Helpschool staff working with children tanderstand their roles and responsibilities wark
safely and responsibly witiechnology and the online world

o for the protection and benefit of the children and young people in their care, and

o for their own protection, minimising misplaced or malicious allegatiamsl to better
understand theirown standards and practice

o for the benefit of the school, supporting the school ethos, aims and objectives, and
protecting the reputation of the school and profession

1 Establish cleastructuresby which online misdemeanours will be treated, and procedures to
follow where there are doubts or concerrfaith reference to other school policies such as
Behaviour Policy or ArBullying Policy)

Further Help andSupport

Internal schoolchannels should always be followed first feporting and supportasdocumented in
school policy document®specially in response to incidents, which should be reported in line with your
Safeguarding Policy. The DSL will handle referralsdal kuthoriyy multi-agency safeguarding hubs
(MASHpNd normally the headteacher will handle referrals to the LA designated officer (LRxE)cal
authority, academy trusbr third-party support organisationyou work withmay also have advisors to
offer general support.

Beyond thisyeporting.lgfl.nethas a list of curatetinksto external support and helplines for both pupils
FYR adl TFX Ay Of dzR A ySEfetyiHeISlinet frivid theSUK Satateyhét Centte atdythe A v S
NSPCC Whistleblowing Helpline, as well as hotlines for hate crime, terrorism and fraud which might be
useful to share with parents, and anonymous support for children and young people.

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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Scope

This policy applies to all members tife ChisenhalePrimary Schootommunity (including staff
governors, volunteers, contractgrstudents/pupils, parents/carers, visitoasd community users) who
have access tour digital technology, networks angstems,whether onsite or remotely, and aany

time.

Roles and responsibilities

This school is a community and all members have a duty to behave respectfully online and offline, to use
technology for teaching and learning and to prepare for life after school, and to immediately report any
concerrs or inappropriate behaviour, to protect staff, pupils, families and the reputation of the school.
We learn together, make honest mistakes together and support each other in a world that is online and
offline at the same time.

Headteacherg Sharon TayloiSezgin
Key responsibilities:

1 Fostera culture of safeguardingvhere online safety is fully integrateihto whole-school
safeguarding

1 Oversee the activities of the designated safeguarding l|eawl ensure that the DSL
responsibilities listed in the sectidrelow are being followednd fully supported

1 Ensure that policies and procedures are followed by all staff

1 Undertake trainingn offline and online safeguarding, &accordancevith statutory guidance and
relevant Local Safeguarding Children Board (LS Gijrnpe

1 Liaisewith the designated safeguarding leamh all onlinesafetyissueswhich might ariseand
receive regular updatesn school issues and broader policy and practice information

§ Take overall responsibility for data management and information decu®@ Sy & dzNA y 3
provision follows best practice in information handlimgork with the DPO, DSL and governors
to ensure a GDREbompliant framework for storing data, but helping to ensure that child
protection is always put first and dajaotection processes support careful and legal sharing of
information

1 Ensure the schooimplements and makes effective useagpropriate CT systems and services
includingschoolsafefiltering and monitoring, protected email systems and that all technology
including cloud systems are implemented according to etaliééty first principles

1 Be responsible for ensuring that all staff receive suitable training to carry out their safeguarding
and online safety roles

1 Understand and make all staffvare of procedugs to be followed in the event of a serious online
safgguardingincident

1 Ensure suitable risk assessmeii® undertaken so the curriculum meets needs of pupils,
including risk of children being radicalised

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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Ensure that there is a system in place to monitor and support $&af. network managemyho
carry out internatechnicalonline-safety procedures

 Ensure governorsk NB NB 3Idzf I NI & dzLJRIFGSR 2y GKS vy (daz
arrangements for ontie safety

1 Ensurethe school website meets statuto@fErequirements (se@ppendices for website audit
documen) | will print out once the policy is done

Designated Safeguarding Lea@nline Safety Lead Sharon TayloiSezgin

Key responsibilitieSrememberthe DSL can delegateertain online-safety duties e.g. to the online
safety coordinator,but not the overallresponsibility this assertion and all quotes below are from
Keeping Children Safe in Education 2018)

T G¢KS RS&AIYIl S Rshaultd B Fedd résPohsibiity for Sdfeguarding and child
LINEGSOGA2Y O6AYyOfdzZRAY3 2yt AYyS al FSheodé

1 Where the onlinesafety coordinator is not the named DSL or deputy DSL, ensure there is regular
review and open communication between these roles and that5h¢ [ Qa Of SI NJ 2
responsibility for online safety is not compromised

1 EnsuredAn effective approach to online safefthat] empowers a school or college to protect
and educate the whole school or college community in their use of technology aablisbes
mechanisms to identify, intervene in and escalate any incident where approgriate.

T a[AFA&S GAOK (GKS t20Fft FdzK2NRAGE YR 62N ¢
dl FS3dzr NR OKAf RNBy§

1 Take day to day responsibility for online safetyuesand be aware of the potential for serious
child protection concerns

1 Work with the headteacher, DPO and governors to ensure a &DRRBliant framework for
storing data, but helping to ensure that child protection is always put first and-plati@ction
processes support careful and legal sharing of information

1 Stay up to date with the latest trends in online safetthe new LGfL DigiSafeipil surveyof
40,000 pupils may be useful reading (new themes R& WKa NNNT odz t Ay 3IQ
undressed on camera)

1 Reviewand updatethis policy, other online safetglocuments(e.g. Acceptable Use Policies) and
the strategy on which they are baséoh harmony with policies for behaviour, safeguarding,
Prevent andbthers)and submit for review to the governors/trustees.

1 Receive regular updates in online safety issues and legislation, be aware of local and school trends

1 Ensure that online safety education is embeddedosshe curriculum(e.g. by use of the WIS
framework'Education for a Connected Wofa@nd beyond, in wider school life

1 Promote an awareness and commitment to online safety throughout the school community, with
a strong focus on parents, who are often appreciative of school support in this arealdo
including hareto-reach parents

1 Liaise with school techniggbastoral, andupportstaff asappropriate

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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Gommunicate regularly with SLT and the designated online sgstgrnor/committee to discuss

current issueganonymised) review incident log and filtering/change control logand discuss
how filtering and monitorings currently operating.
Ensure all staff are aware of the procedures that need to be followed in the event of an online
safety incidentand that these aréoggedin the same ways any othesafeguarding incident
Overseel YR RA &0Odzaa WI LILINRPLINALFGS FAf(s%Nhysical orl v R
technical?) and ensure staff are aware (Ofsted inspectors have asked classroom teachers about
this). All school network trafti and contenisfiltered through LGFLRUSTnet
Ensure the2018 Department for Education guidance on sexual violence and harassment is
followed throughout the school and that staff adopt a zéoterance approach to this, as well as
to bullying
Facilitatetraining and advice for all staff

o all staff must read KCSIE Part 1 and all those working with children Annex A

it would also be advisable for all staff to be aware of Annex C (online safety)
cascade knowledge of risks and opportunities throughout thewoigation
cpd.lgfl.nethas helpful CPD materials includidgwerPointsvideos and more

o O O

Governing Body, led by Online Safety / Safeguarding Link Govegrd@nny Lowe

Key responsibilitiegquotesare taken from KeepingChildren Safe in Education 2018

T

Approve this policy and strategy arstibsequentlyreview its effectiveness, e.g. by asking the
guestions in the helpful document from the UK Council for Child Internet Safety (UKQ@1i8)

safety in schools and colleges: Questions from the Governing Board

GO9Y aAdzNB 'y | LILINE LINR I § & tha &iohl Drcdllags adledsNip tBam, isi G |
appointed to the role of DSL [with] lead responsibility for safeguarding and child protection
(including online safety) [with] the appropriate status and authority [and] time, funding, training,
resources and supl2 NIi X €

Support the school in encouraging parents and the wider community to become engaged in
online safety activities

Have regulastrategicreviews with the onlinesafety ceordinator / DSL and incorporate online
safey into standing discussions séfegiarding at governor meetings

Where the onlinesafety coordinator is not the named DSL or deputy DSL, ensure that there is
NB3dz F NJ NEOGASE FyR 2LISYy O02YYdzyAOlI GAz2zy oSi
overarching responsibility for online safety istisompromised

Work with the DPO, DSL and headteacher to ensure a @DiRRliant framework for storing

data, but helping to ensure that child protection is always put first and-padéection processes
support careful and legal sharing of information

Che all school staff have read Part 1 of KCSIE; SLT and all working directly with children have
read AnneX; check that Annex C on Online Safety reflects practice in your school
Go9yadaNBE GKFG £t adlFF dzy RSNH2 ading Gkhddaiti A y 3
Fd AYRdzOGAZ2Y oF yR6 NB3Idzf | NI & dzLIRIXBS R2 yubh X6y SA
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training for staff is integrated, aligned and considered as part of the overarching safeguarding

I LILINB | OK®¢ ¢ KSNB A acpdigithdt K SNJ & dzLJLI2 NI F2 NJ (KA
G9Y adzNB | LILINE LINA | (8S YRAIAWSNE yIy R &4 LILSNG LINFNISI

GKFG W20SNbf201Ay3IQ R2Sa y20 tSIR (2 dzyNBI a
gAGK NBIFNR (2 2ytAyS GSIOKAyYy3 FyR al ¥FS3dz N
Go9yadzaNBE GKFG OKAf RNBY | NiBdzRAlIYdZEa KAy  FAGy2Sdzia | 57 ST
providing a broad and balanced curriculdoX 8 / 2y AaARSNI I gK2f S &a0K22

[with] a clear policy on the use of mobile technolegy ¢ fou may wish to investigate/adopt the UKCCIS eross
curricular NI YS 62 N] WORdAzOlI GA2Yy FT2NJ I /[-ehbgf&QdaéhR 2 2 NI RQ (2 & dzLJL32 NI

All staff

Key responsibilities:

T

Understand that online safety is a core part of safeguarding; as sugbeittiefS @S NEjéby S Q &
never think that someone else will pick it up

Know who the Designated Safeguarding Lead (B&d.)Online Safety Lead (OSis)- Sharon
TaylorSezgin

Read Part 1, Annex A and Annex C of Keeping Children Safe in Education (whilst Part 1 is statutor
for all staff, Annex A for SLT and those workingalily with children, it is good practice for all
staff to read all three sections).

Readandd f t 29 (GKAa LRfAOE Ay O2yadzyOlAiAzy ALK
Record onlinesafety incidents in the same way as any safeguarding incident and report
accordance with school procedures.

Understand that safeguarding is often referred to as a jigsaw puazzbe may have discovered

the missing piece so do not keep anything to yourself

Sign and follow the staff acceptable use policy and code of cofftéanddbook

Notify the DSL/OSIif policy does notreflect practice in your schoa@nd follow escalation
procedures if concerns are nptomptly acted upon

Identify opportunities to thread online safety throughll school activities, both outside the
classr@m and within thecurricuum, supporting curriculum/stage/subject leads, andkingthe

most of unexpected learning opportunities as they arishi¢h have a unique value for pupils)
Whenever overseeing the use of technology (devitke internet, new tehnology such as
augmented reality, efcin school osetting as homework tasks, encourage sensible use, monitor
what pupils/students are doing and consider potential dangers and the age appropriateness of
websites(ask your DSL what appropriate filteriagd monitoring policies are in place)

To carefully supervise and guide pupils when engaged in learning activities involving online
technology (including, extraurricular and extended school activities if relevant), supporting
them with search skills, ¢ital thinking (e.g. fake news), age appropriate materials and
signposting, and legal issues such as copyright and data law

Encourage pupils/students to follow their acceptable use policy, remind them about it and
enforce school sanctions

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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Prepare and chechll online source and resources before using within the classroom

Encourage pupils to follow their acceptable use policy, remind them about it and enforce school
sanctions

Notify the DSL/OS&f new trends and issues before they become a problem

Take azerotolerance approach to bullying and lelvel sexual harassment (your DSL will
disseminate relevant information from the new DfE document on this)

Be aware that you are often most likely to see or overhear ordatety issuegparticularly
relating tobullying and sexual harassment and violeringhe playground, corridors, toilets and
other communal areas outside the classroqiet the DSL/OSL know

Receive regular updates from the DS&L and have a healthy curiosity for online safety isgues
you may find it useful to read at least the headline statistics and conclusions from the LGfL
DigiSafepupil surveyof 40,000 pupilso Yy S 6 G KSYSA-KRK MOt dz86 f ¥R FH @
undressed on camera)

Modelsafe, responsible and professional behaviours in their own use of technology. This includes
outside the school hours and site, and on social media, in all aspects upholding the reputation of
the school and of the professiahreputation of all staff More guidance on this point can be
found in thisOnline Reputatiomguidance for schools.

PSHE / B5E/Health EducationLeads ¢ Tracy Miller

Key responsibilitiedfrom September 2019 for September 20Zuotes taken fran DfEpress release
on 19 July 2018 on New relationships and health education in schools)

)l
)l

la tAAGSR Ay GKS WLHif adlFFQ aSOGA2ys LI day
Embedconsent, mental wellbeing, healthy relationships and staying safe omlineghe PSHE /
RE / RSE curriculudtompementing the existing computing curriculura ¢ KA a gAf t Ay
taught what positive, healthy and respectful online relationships look like, the effects of their
online actions on others and knowing how to recognise and display respectful behaxime.
Throughout these subjects, teachers will address online safety and appropriate behaviour in an
F3S FLIINBLINARFGS gl @& GKIFG Aa NBESOFryd G2 GKS
This will complement the computing curriculum, which covers the principles of onliney satfet

all key stages, with progression in the content to reflect the different and escalating risks that
pupils face. This includes how to use technology safety, responsibly, respectfully and securely,
and where to go for help and support when they haveaarns about content r contact on the
internet or other online technologies.

Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues,
approaches and messaging within PHSE/RSHE.

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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Computing Curriculum LeagGeorge Allen

Key responsibilities:

T
T

la tA&AGSR Ay (GKS WLHif adlFFF¥FQ aSOGAz2ys LI dzayY
Oversee the delivery of the online safety element of the Computing curricutuaccordance

with the national curriculum

Work closely with the DSL/OSL and all other staff to ensure an stagheling of the issues,
approaches and messaging within Computing

Collaborate with technical staff and others responsible for ICT use in school to ensure a common
and consistent approach, in line with acceptahke agreements

Monitor the use of school tdmology and online platforms and ensure that any
misuse/attempted misuse is identified and reported in line with school policy

Subject keaders

Key responsibilities:

il
il

la fAAGSR Ay (GKS WHif adrFT¥Q aSOGA2Yy X L)X day
Look for opportunities to embednline safety in yousubject or aspectand model positive
attitudes and approaches to staff and pupils alike

Consider how the UKCCIS framework Education for a Connected World can be applied in your
context

Work closely with the DSL/OSL and all otherfsiafensure an understanding of the issues,
approaches and messaging within Computing

Network Manager/techniciang Melvyn Akin

Key responsibilities:

)l
)l

1a fAa0SR Ay (GKS WIHif adlF¥FQ aSOuGA2y I LI dza
YSSL) dzLlJ 62 RIFIGS 6AGK GKS a0Kz22fQa 2yfAyS &
effectively carry out their online safety role and to inform and update others as relevant

Work closely with the designated safeguarding lead / online safety/ldath protection officer

/ LGfL TRUSTnet nominated contact to ensure that school systems and networks reflect school
policy

Ensurethe above stakeholders understand the consequencesxidting services and @y
changes to these systems (especiallyemms of access to personal and sensitive records / data
and to systems such as YouTube moaeb filtering settings, sharingermissiondor files on

cloud platforms etc

SupportandadeS 2y GKS AYLI SYSy Gl A2y 27T WiddddadP LINJ
by the DSland senior leadership team

Maintainupto-R I 1§ R20dzySydl A2y 2F GKS a0K22t Qa 2\

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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T
T

T

To report onlinesafety related issues that come to their attentiomline with school policy

ME Yy F3S {KS te@snktdarks ahd dedic@siccording to a strigpassword policywith
systems in place for detectionof misuseand malicious attackwith adequate protection,
encryption and backup for data, including disaster recovery plans, and auditable accessscontrol
Network managers/technicians at LGfL TRUSTnet schools may want to ensure that you take
advantage of the following solutions which are part of your pack&ggital Security Software
and Management Sophos AntVirus, $phos AntiPhish (from Sept 20}9Sophos InterceptX,
Sophos Server Advance, MalwaBgtes, Egress (from Sept 2018) dvldraki Mobile Device
Management These solutions which are part of your package will helpgmiothe network and
users on it.

Monitor the use of school technology and thany misuse/attempted misuse is identified and
reported in line with school policy

Work with the Headteacheand website hostto ensure the school website meets statutory DFE
requirements (seen appendices for website audit document)

Data Protection Offter (DPO); Jo Bird

Key responsibilities:

NB - this document is not a general dapaotection guidance; GDPR information on the relationship
between the school and LGFL TRUSTneet can be found at gdpr.lgfl.net; there is an LGFL document on tl
generalrold YR NBalLRyaAirAoAtAldASa 2F | 5th Ay GKS wwsS

T

Be aware that of references to the relationship betwetata protection and safeguarding in key

Department for Education documentiéeeping Children Safe in Educafiand‘Pata protection:

atoolkitforschool® 06! LINAf wHamy 0> SaLISOAlfte& GKAA | dz2

0 GDPR does not prevent, or limit, the sharing of information for the purposes of keeping

children safe. Legal and secure information sharing between $clio@ / KA f RNBY
Care, and other local agencies, is essential for keeping children safe and ensuring they get
the support they need. Information can be shared without consent if to gain consent
would place a child at risk. Fears about sharing inforomatnust not be allowed to stand
in the way of promoting the welfare and protecting the safety of children. As with all data
AKFNAY3IZ | LIWNRPLNRFGS 2NBIFIyAalGA2y Il f YR
Remember, the law does not prevent infoation about children being shared with
specific authorities if it is for the purposes of safeguarding

The same document states that the retention schedule for safeguarding records may be required

G2 0SS aSié Fa W+SNE f2y3INIGRIRSWBOR odzy G Af Ll

Work with the DSL, headteacher and governors to ensure frameworks are in place for the

protection of data and of safeguarding information sharing as outlined above

Ensure that all access to safeguarding data is limited as appropriate, anthafstmred and

audited

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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LGLTRUSTnelominated contacts; Melvyn Akin
Key responsibilities:

1 To ensure all LGILTRUSTnetervices are managed on behalf of the schiadline with school
policies following data handling procedures as relevant

1 Work closely with the DSL and DPO to ensure they understdwiodthe nominated contacts are
and what they can do / what data access they have, as well asriplcations of alkexisting
services and changes to settintigt you might request; e.g. for Yotiube restricted mode,
internet filtering settings firewall port changes, pupil email settings, and sharing settings for any
cloud services such as Microsoft Office 365 and Google G Suite.

1 Ensure the DPO is aware of the GDPR information on the relatpbshiveen the school and
LGfL TRUSTnetgdpr.lgfl.net

\Volunteers and contractors
Key responsibilities:

1 Read, understand, sign and adheredn acceptableusepolicy (AUP)

1 Report any concerns, no matter how small, tthe designated safety lead 6nline safety
coordinatoras named in the AUP

1 Maintain an awareness of current online safety issues and guidance

1 Model safe, responsible and professional behaviours in their own use of tegjnol

Pupils
Key responsibilities:

1 Read, understand, sign and adhere to gtedent/pupil acceptableuse policy and review this
annually

1 Understand the importance of reporting abuse, misuse or access to inappropriate materials

1 Know what action to take if tay or someone they know feels worried or vulnerable when using
online technology

1 To understand the importance of adopting safed responsiblédbehaviours and good online
safety practice when using digital technologies sidé of school and realise that the OK 2 2 f Q
acceptable us@olidescover actions out of schoahcluding on social media

1 Understand the benefits/opportunities and risks/dangers of the online world and know who to
talk to at school or outside school if there are problems

Parents/carers
Key responsibilities:
f Read,signt Y R LINR Y 2 { SparénkaSccept@tazse doliyi(AUP) and read the pupil AUP

and encourage their children to follow it
Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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 /2yadzZ i ¢6A0K (GKS a0K22f AT (KSeé& KI @S lye O2

1 Promote positive online safety and model safe, responsible and positive behaviours in their own
dzaS 2F (SOKy2ft23@8x AyOfdzRAYy3a 2y a20Alf YSR
permission and refraining from posting negative, threatening oewibtomments aboubthers,
including theschool staffyolunteers, governors, contractorgupils orother parents/carers

1 NB: the LGfL DigiSafe survey of 40,000 primary and secondary pupils fourf@¥hatf pupils
trust their parents on online safety @bonly half talk about it with them more than once a year).

External groups includingarent assocations
Key responsibilities:

1 Any external individual/organisation will sign acceptable us@olicyprior to using technology
or the internet within school

1 Support the school in promoting online safeiyd data protection

1 Model safe, responsiblaespectfuland positive behaviours in their own use of technology
including on social mediaot sharingad K SN & A Yl 3Sa 2NJ RSGIFAfTa GA
from posting negative, threatening or violent comments abotlters, including theschool staff,
volunteers, governors, contractors, pupils or other parents/carers

Education and curriculum

The folbwing subjects have the clearest online safety links (see the relevant role descriptors above for
more information):

PSHE

Relationships education, relationships and sex education (RSE) and health
Computing

Citizenship

= =4 =4 4

However, a stated in the role descripto@bove it is the role ofall staffto identify opportunities to
thread online safety through all school activities, both outside the classroom and within the curriculum,
supporting curriculum/stage/subject leads, and makihg most of unexpected learning opportunities

as they arise (which have a unique value for pupils)

Whenever overseeing the use of technology (devices, the internet, new technology such as augmented
reality, etc) in school or setting as homework tasiisstaff shouldencourage sensible use, monitor what
pupils/students are doing and consider potential dangers and the age appropriateness of websites (ask
your DSL what appropriate filtering and monitoring policies are in place)

Equally, all staff shouldacefullysupervise and guide pupils when engaged in learning activities involving
online technology (including, extraurricular and extended school activities if relevant), supporting them
with search skills, critical thinking (e.g. fake news), age apj@i@materials and signposting, and legal

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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issues such as copyright and data .lasmferesources.lgfl.nehas regularly updated thembased
resources, materials and signposting for teachers and parents.

At Chignhale Primary Schoole recognise that online safety and broader digital resilience must be
thread throughout the curriculum and that is why we are working to adopt the ecasscular

FNFYSG2N] WORMzOFGA2Yy F2NJ I/ 2y \GiE@ CBIRINtErreiNehi&y) T |
soon to become UKCIS, no longer solely for children).

Annual reviews of curriculum plans / schemes of w(ricluding for SEND pupilgye used as an
opportunity to follow this framework more closely in its key areas of-B&je and Identity, Online
relationships, Online reputation, Online bullying, Managing online information, Health, wellbeing and
lifestyle, Privacy and security, and Copyright and ownership.

Handlingonline-safety concerns anthcidents

It is vital that #l staff recognise that onlinsafety is a part of safeguardif@s well adeinga curriculum
strand of Computing, PSHEfizenship.

General oncerns must be handled in the same way as any other safeguardimrn safeguarding is
often referred to as a jigsaw puzzle, alb stakeholders should err on the side of talking to the online
safety lead / designated safeguarding lead to contribute to the overall picture or highlight what might
not yetbe a problem

Non-teadhing staff willoften have a unique insight and opportunity fmd out about issues firsh the
playground, corridors, toilets and other communal areas outside the classfparticularly relating to
bullying and sexual harassment and violence)

School poceduresfor dealing with onlinesafety will be mostly detailed in the following policies
(primarily in the first key document)

Safeguardingnd Child ProtectioRolicy

Anti-Bullying Policy

Behaviour Policy (including school sanctions)

AcceptabldUsePolicies

Prevent Policy

Data Protection Policy, agreementsand other documentation(e.g. privacy statement and
consent forms fodata sharing, image use @tc

= =4 =4 4 -4 -

This schoolcommits totake all reasonable precautions to ensure online safétyt recognises that
incidents will occur both inside school and outside school (and that those from outside school will
continue to impact on pupils when they come into sch@dl.members of the school are encouraged to
report issueswiftly to allow us to deal withthemuA O1 f @ YR aSyaiadAar@sSte (KN
processes.

Any suspected online risk or infringemestiould bereported to the online safety lead / designated

safeguarding lead on the same dawhere clearly urgent, it will be made by the end of teeson.
Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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Any concerhallegationabout staff misuse is always referred directly to the Headteacher, unless the
concern is about the Headteacher in which case the compliant is referred to the Chair of Governors and
GKS [!'5h o[ 20t ! dzi K@affnayalSoiuseihs RSCINhistizfoRingrHEIFineO S N

The school wilactivelyseek supporfrom other agencies as needed (i.e. the local authority, LGfL, UK
{FFSNI LYGSNYySG /SyaNBQa tNRFTSaarzyltaQ hyft.AyS
We will informparents/carers of onlinesafety incidents involvintheir children, andhe Policewhere

staff or pupilengage in or are subject to behaviour whwet consider is particularly disturbing or breaks
the law(particular procedures are in place for sexting; seetisn below).

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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Actions where there are concerns about a child

Al 1

The following flow chartit cannot be edited)s taken from page 13 of Keeping Children Safe in
Education2018as the key education safeguarding documeksgoutlined previouslyonline safgy
concerns are no differertb any other safeguarding concern

Staff have concerns about child and take immediate School/college action

action. Staff follow their child protection policy and
speak to designated safeguarding lead (1)

I Other agency action

h
Referral not required, Referral (3) Designated safeguarding lead
school/college takes relevant made if or staff make referral (3) to
action, possibly including concerns [~ children’s social care (and call
pastoral support and/or early escalate police if appropriate)
help (2) and monitors locally #

¥

Within 1 working day, social worker makes decision about the type of response that is required
h r y
Child in need Section 47 (4) Section 17 (4) No formal
of immediate enquiries enquiries assessment
protection: appropriate: appropriate: required: referrer
referrer referrer referrer informed
informed informed informed
; ! ! .
Appropriate Identify child at Identify child School/college considers
emergency risk of in need (4) and pastoral support and/or
action taken significant identify early help assessment
by social harm (4): appropriate (2) accessing universal
worker, police possible child support services and other
or NSPCC (5) protection plan support
N
Staff should do everything they can to support social workers.
At all stages, staff should keep the child’s circumstances under review (involving the designated | |

safeguarding lead (or deputies) as required), and re-refer if appropriate, to ensure the child’s
circumstances improve — the child’s best interests must always come first

(1) In cases which also involve a concern or an allegation of abuse against a staff member, see Part Four of this guidance.

(2) Early help means providing support as soon as a problem emerges at any point in a child’s life. Where a child would
benefit from co-ordinated early help, an early help inter-agency assessment should be arranged. Chapter one of Working
Together to Safequard Children provides detailed guidance on the early help process.

(3) Referrals should follow the process set out in the local threshold document and local protocol for assessment. Chapter
one of Working Together to Safeguard Children.

(4) Under the Children Act 1989, local authorities are required to provide services for children in need for the purposes of
safeguarding and promoting their welfare. Children in need may be assessed under section 17 of the Children Act 1989.
Under section 47 of the Children Act 1989, where a local authority has reasonable cause to suspect that a child is suffering
or likely to suffer significant harm, it has a duty to make enquiries to decide whether to take action to safeguard or promote
the child's welfare. Full details are in Chapter one of Working Together to Safequard Children.

(5) This could include applying for an Emergency Protection Order (EPO).

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
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Sexting

All schools (regardless of phase) should refethte UK Council for Child Internet Safety (UKCCIS)
guidanceonsexting  ft a2 NBFSNNBR G2 | a VidKioaddNB-WhPeRuzOfS R 2
the parties is over 18, this is no longer sexting but child sexual abuse.

There is a ongage overview for all stafhft just classroordbased staff}o read, in recognition of the
fact thatit is mostlysomeone other than the designategifeguarding lea(DSLpr online safety leatb
first become aware of an incident, and it is vital that the correct steps are t&kaff.other than the DSL
must not attempt to view, share or delete theanage or ask anyone else to do so, but to go ghrato
the DSL.

The school DSL will in turn use the fulEYe guidance document includingse studies, typologies and
a flow chart as shown below (for information only, must be viewed in the context of the full document)
to decide next steps and wheth other agencies need to be involved.

Annex G

Flowchart for responding to incidents

Considerations - risk assessment
* Vulnerability of the child
* Coercion
¢ How shared and where
* |mpact on children
¢ Age of the children
(For more information see Annex A)

Initial disclosure
This could come from a pupil directly, a parent, a
pupil’s friend.

It is important thateveryone understands that whilsexting is illegalpupils/students can come and talk

Initial review with safeguarding team

At this initial stage the safeguarding team review
the information and consider the 5 points for
immediate referral. They make an initial decision
about whather the incident can be dealt with in
house.(For more information see page 11)

5 points for referral:

1. Adult involvement

2. Coercion or blackmail

3. Extreme or violent

4. Under 13

5. Immediate risk of harm

(For more information refer to section 2)

Risk assessment/Dealing with the incident
Consider the risk of harm and at any point if there
are ‘causes for concern’ you can refer back to
police/social care. (For more information refer to
page 12 and Annex A)

Police/social care/MASH referral
Refer to your local arrangements for
dealing with incidents and contact
local services.

(For more information refer to page 15)

Management in school

Ensure parents are informed and the incident
recorded following all child protection and
safeguarding procedures.

(For more information see page 14)

to members of staff if they have made a mistake or had a problem in this area.

The documents referenced abownd materials to support teaching about sextimgn be foundat

sexting.lgfl.net
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Upskirting

It is important that everyone understands that upskirting (taking a photo of someone under their
clothing) is now a crimal offence, as highlighted in Keeping Children Safe in Education and that pupils
can come and talk to members of staff if they have made a mistake or had a problem in this area.

Bullying

Online bullying should be treated like any other form of bullyang theschool bullying policghould be
followed for online bullyig, which may also be referred to as cyberbullying.

Materials to support teaching about bullyirapd usefulDepartment for Education guidance and case
studiesare atbullying.lgfl.net

Sexual violence and harassment

DFHRuidance on sexual violence and harassmemneferenced in Keeping Children Safe in Education and
alsoa document in its own rightlt would be useful for all staff to be aware of the DfE guidance:
paragraphs 45819 cover the immediate response to eport and confidentiality which is highly relevant

for all staff; the case studies section provides a helpful overview of some of the issues which may arise.

Any incident of sexual harassment or violerjarline or offline)should be reported to the DSL wihwill

follow the full guidance. Staff should work to foster a z&lerance cultureThe guidance stresses that
schools must take all forms of sexual violence and harassment seriously, explaining how it exists on &
continuum and that behaviours incorrdc® @A SGSR a4 Wiz2g tSOStQ | NB
to perpetuate. The document makes specific reference to behaviours such-agéypaflicking and the
careless use of language.

Misuse of school technology (devices, systems, networks or plaiie)

Clear and well communicatedles and procedures are essentialgovern pupil and adultse of school
networks, connectionsjnternet connectivity and devicesloud platforms and social media (both when
on school site and outside of school).

Theseare defined in the relevant Acceptable Use Poblisywell as in this document, for examplelie
sections relating to th@rofessional anghersonal use of school platforms/networks/clouds, devices and
other technology, as well dbe use of personal molaldevices.

Where pupils contravene these rules, the school behaviour policy will be applied; where staff contravene
these rules, action will be taken as outlined in the staffie of conducthandbook

Further to these steps, the school reserves the trighwithdraw ¢ temporarily or permanently, any or
all access to such technology, or the right to bring devices onto school property.

Updated: March 202® LGfL¢ DigiSafe is an LGfL TRUSTnet bgandw this document & more atafepolicies.lgfl.net
20

































