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RESPECT FOR ALL
Churchtown is a school where we respect and value all individuals and are respectful of each others individual needs.

LOVE OF LEARNING
At Churchtown creativity drives our love of learning. We believe that when learning is fun, purposeful, and when the
voice
and imagination of everyone is valued, we flourish.

FRIENDSHIP & FAMILY
The Churchtown family provides a safe, secure & friendly environment, where we all feel like we belong. We are kind &
caring and build friendly relationships.

FUN & HAPPINESS
Churchtown is a school that nurtures positivity and happiness.

SKILLS FOR LIFE
At Churchtown we foster independence, determination and perseverance to build skills for life, helping our children
become confident and ambitious young people.

GROWTH & DEVELOPMENT
Churchtown is a school where we encourage everyone to grow and be confident in their own abilities. We develop
through
hard work and co-operation in a caring, supportive environment.

COURAGE
Churchtown is a school where we encourage everyone to show courage, grit and determination

September 2021




Links To Our Mission Statement and Aims

At Churchtown Primary School our values and vision form the basis of all our policies and
practice. The purpose of this policy is to:

* Set out the key principles expected of all members of the school community at Churchtown
Primary School with respect to the use of ICT-based technologies.

* Safeguard and protect the children and staff at Churchtown Primary School.

» Assist school staff working with children to work safely and responsibly with the Internet and
other communication technologies and to monitor their own standards and practice.

» Set clear expectations of behaviour and/or codes of practice relevant to responsible use of the
Internet for education, personal or recreational use.

» Have clear structures to deal with online abuse such as cyber-bullying, which are cross-
referenced with other school policies.

* Ensure all members of the school community are aware that unlawful or unsafe behaviour is

unacceptable and that, where appropriate, disciplinary or legal action will be taken.
* Minimise the risk of misplaced or malicious allegations made against adults who work with

students.

Areas of Risk
The main areas of risk for our school community can be summarised as follows:

Content
e Exposure to inappropriate content, including online pornography, ignoring age ratings in
games (exposure to violence associated with often racist language), substance abuse.

o Lifestyle websites, for example pro-anorexia/self-harm/suicide sites.

e Hate sites.

e Content validation: how to check authenticity and accuracy of online contact

e Grooming.

e Cyber-bullying in all forms.

o Identify theft (including frape (hacking social media profiles)) and sharing passwords.
Conduct

Privacy issues, including disclosure of personal information.

Digital footprint and online reputation.

Health and well being (amount of time spent online).

Sexting (sending and receiving of personally intimate images) also referred to as SGll (self-
generated indecent images).

e Copyright (little care or consideration for intellectual property and ownership - such as music and
film)

(Ref Ofsted 2013)




Scope
The policy applies to all members of Churchtown Primary School community (including staff,
students, volunteers, parents/carers visitors, community users) who have access to and are
users of school/ academy computer and communication systems, both in and out of Churchtown
Primary School.

The Education and Inspections Act 2006 empowers Headteachers to such extent as is
reasonable, to regulate the behaviour of students / pupils when they are off the school site and
empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This is
pertinent to incidents of cyber-bullying, or other e-safety incidents covered by this policy, which
may take place outside of the school, but is linked to membership of the school/academy. The
2011 Education Act increased these powers with regard to the searching for and of electronic
devices and the deletion of data. In the case of both acts,action can only be taken over issues
covered by the published Behaviour Policy. The school will deal with such incidents within this
policy and associated behaviour and anti-bullying policies and will, where known, inform
parents/carers of incidents of inappropriate e-safety behaviour that take place out of school.

Role and Responsibilities
Leadership Team

» The Headteachers are responsible for ensuring the safety (including e-safety) of members
of the school community.

* The Leadership Team are responsible for ensuring that the ICT Team and other relevant
staff receive suitable CPD to enable them to carry out their e-safety roles and to train
other colleagues, as relevant.

The Headteachers and another member of the Senior Leadership Team should be aware of the
procedures to be followed in the event of a serious e-safety allegation being made against a
member of staff.
* The Leadership team should be trained in e-safety issues and be aware of the potential
child protection issues.

* The leadership team will liaise with school ICT technical staff and receive reports of e-
Safety incidents and will log this information and use it to inform future e-safety
developments.

Computing/E-Safety Subject Leaders

As part of their role, the Computing Subject Leader will take day to day responsibility for e-
safety issues and having a leading role in establishing and reviewing e-safety policies/
documents. In addition, they will:

« ensure that all staff are aware of the procedures that need to be followed in the event of an
e-safety incident taking place.

* promote an awareness and commitment to e-safeguarding.




* ensure that e-safety education is embedded across the curriculum.
* provide training and advice for staff and parents.
* liaise with the Local Authority and Computing CORE network group.

* liaise with school IT technical staff and receive reports of e-safety incidents. They will log this
information and use it to inform future e-safety developments.

« record and review all incidents relating to extremism in order to establish whether there are
any patterns of extremist groups targeting the school and whether current procedures are
robust enough to deal with the issue.

Technical Staff

The Trust Network Manager and Technician are responsible for ensuring that:

* reasonable systems are put in place to ensure that the network and related infrastructure is
as secure as possible.

» the school’s filtering policy is applied and updated on a regular basis and that its
implementation is not the sole responsibility of any single person.

» the school keeps up to date with e-safety technical information in order to effectively carry
out our e-safety role and inform and update others as relevant.

* equipment is protected adequately against threats such as hacking and viruses.
* the network infrastructure is monitored regularly and consistently.

Teaching and Support Staff

Teachers and support staff are responsible for ensuring that:

they have an up to date awareness of e-safety matters and of the current school /
academy e-safety policy and practices

they have read, understood and signed the Staff Acceptable Use Policy / Agreement (See
Appendix 1)

e they report any suspected misuse or problem to the Headteacher / Principal / Senior
Leader; E-Safety Coordinator / Officer for investigation / action / sanction

e all digital communications with students / pupils / parents / carers should be on a
professional level and only carried out using official school systems
e e-safety issues are embedded in all aspects of the curriculum and other activities

e pupils understand and follow the e-safety and acceptable use policies

e pupils have a good understanding of research skills and the need to avoid
plagiarism and uphold copyright regulations

e they monitor the use of digital technologies, mobile devices, cameras etc in
lessons and other school activities (where allowed) and implement current policies
with regard to these devices




* in lessons where internet use is pre-planned students / pupils should be guided to sites
checked as suitable for their use and that processes are in place for dealing with any
unsuitable material that is found in internet searches

* e-mails sent to parents/guardians or any other agencies should be on a professional level

and sent through office@churchtown.org.uk or year group email addresses where
appropriate.

* they are aware of those students who may be targeted or exposed to harmful influences
from violent extremists via the internet. Students and staff are warned of the risks of
becoming involved in such groups and informed that accessing such websites is against
school policies. All incidents should be dealt with as a breach of the acceptable use
policies and the school’s behaviour and staff disciplinary procedures should be used as
appropriate.

Local Academy Council

To enable the Local Academy Councilors to carry out its duties in promoting high standards
of education and achievement, Councilors need to be fully informed about the standards in

E- Safety as well as priorities for development. Councilors are kept informed in the following
ways:

* The Computing Subject Leader reports to governors when a full monitoring and evaluation
is completed of Computing/E-safety.

* The Headteachers report to governors termly on progress towards objectives within the
school improvement plan.

* The governors are given the opportunity to approve the E-Safety Policy and review the
effectiveness of the policy.

Designhated Safequarding Persons

Any designated safeguarding person should be trained in e-safety issues and be aware of the
potential for serious child protection / safeguarding issues to arise from:

* sharing of personal data.

* access to illegal / inappropriate materials.
* inappropriate on-line contact with adults / strangers.
* potential or actual incidents of grooming.

* cyber-bullying.

Parents

Parents/Guardians play a crucial role in ensuring that their children understand the need to
use the internet/mobile devices in an appropriate way. Research shows that many parents and
guardians do not fully understand the issues and are less experienced in the
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use of ICT than their children. The school will therefore take every opportunity to help parents
understand these issues through the school website, parent evenings and newsletters. Year
5/6 parents may also invited to attend an annual e-safety workshop.

Parents/Guardians will be responsible for:

e supporting the school in promoting e-safety and endorsing the Parents’ Acceptable Use
Agreement (see Appendix 2) which includes the pupils’ use of the Internet and the
school’s use of photographic and video images.

e ensuring confidentiality of children’s Google account information and remote learning
resources (see Appendix 5). Google accounts provided for children are intended for
educational purposes only, to support the use of Google Classroom, and will be
actively monitored through our domain and by staff (see Appendix 4)

e reading, understanding and promoting the school Pupil Acceptable Use Agreement
with their children.

e reading and accepting the terms of use for Google Classroom

e consulting with the school if they have concerns about their children’s use of technology.

Pupils

It is important that all pupils at Churchtown Primary school:
e have a good understanding of research skills and the need to avoid plagiarism and

uphold copyright regulations.

e need to understand the importance of reporting abuse, misuse or access to
inappropriate materials and know how to do so.

e will be expected to know and understand policies on the use of mobile devices and
digital cameras. They should also know and understand policies on the taking / use of
images and on cyber-bullying.

e should understand the importance of adopting good e-safety practice when using
digital technologies out of school and realise that the school’s / academy’s E-Safety
Policy covers their actions out of school, if related to their membership of the school.

Communication
The policy will be communicated to staff/pupils/community in the following ways:

* Policy to be posted on the school website with hard copies available from school
on request.

* Policy to be part of school induction pack for new staff.

» Acceptable use agreements discussed with pupils at the start of each year.

» Acceptable use agreements to be recorded by the office and kept in teacher files.

When using communication technologies the school considers the following as good practice:

e The official school email service may be regarded as safe and secure and is
monitored. Users should be aware that email communications are monitored.

e Users must immediately report, to the nominated person — in accordance with the school /
academy policy, the receipt of any communication that makes them feel uncomfortable, is




offensive, discriminatory, threatening or bullying in nature and must \ not respond to any
such communication.

e Any digital communication between staff and pupils (email on Purple Mash or Google
Classroom etc) must be professional in tone and content. Personal email addresses, text
messaging or social media must not be used for these communications.

e Students / pupils should be taught about e-safety issues, such as the risks attached to

the sharing of personal details. They should also be taught strategies to deal with
inappropriate communications and be reminded of the need to communicate
appropriately when using digital technologies.

e Personal information should not be posted on the school website and only official email
addresses should be used to identify members of staff.

Use of Twitter

This section explains the acceptable use of Twitter relating to Churchtown Primary School’s
twitter account: @ChurchtownSch. This policy relates to staff, children, parents and Local
Academy Councilors. It will therefore aim to explain the purpose of Twitter in Churchtown Primary
School and the benefits that will arise from its proper use. It will also deal with any potential
drawbacks from using this communication tool.

Twitter is used primarily as a method of communication made up of 140 characters called a
‘Tweet’. Tweets tend to reference people, places, and/or activities to which the said referee can
respond. Tweeters either directly reference another person or broadcast information to which
others can reply and respond.

Twitter users are able to follow or be followed. To follow somebody/something ensures that all
of their activity and comments appear in the follower’s news feed. The obvious benefit of having
followers is that the information you broadcast is instantly distributed into their news feed.
Users can also private message each other when they don’t want conversations to appear.
@ChurchtownSch will not enter into private discussions with others, unless advised to do so by
a Headteacher.

@ChurchtownSch will be used to showcase work and achievements of children at Churchtown
Primary School. It will also be used to demonstrate safe and responsible use of social media
and encourage the use of 21st Century technology. @ChurchtownSch will sometimes be used
as a tool to support parental communication.

The uploading of content for will @ChurchtownSch be undertaken by the Computing Subject
Leader only. Teachers will be responsible producing content, where consent has been obtained
from parents, which the Subject Leader will then share.

To protect the children at Churchtown Primary School off site e.g. a football tournament, tweets
should be made after the event/when all children are back at school. This will ensure that
followers of @ChurchtownSch cannot place a child and the school at a specific off site location.

All tweets will be made from the Computing Subject Leader’s laptop/phone. Use of a personal
device is acceptable in this case, as any images will be within the public domain following the
tweet. However, once photos have been posted by @ChurchtownSch, photos should be
deleted from the device.

From time to time @ChurchtownSch will be tagged in other tweets. The followers of
@ChurchtownSch may retweet the tweets of our school, however parents/carers should be
aware that the followers of @ChurchtownSch are not checked by the school. The school will
decide on a tweet by tweet basis as to whether or not to retweet this information from their own




Twitter account. The retweeting of tweets from other organisations shall be undertaken by the
Computing Subject Leader.

Approaches To Teaching and Learning

E-safety is embedded into the curriculum and is covered through Computing and PSHE
objectives.

Pupils need to understand the importance of reporting abuse, misuse or access to
inappropriate materials and know how to do so.

Pupils will be expected to know school rules and understand school policies for bullying and
behaviour, this is reinforced through circle time and Internet Safety Week.

Pupils should understand the importance of adopting good e-safety practice when using
digital technologies out of school.

Handling complaints

The school will take all reasonable precautions to ensure e-safety. However, owing to the
international scale and linked nature of Internet content, the availability of mobile technologies
and speed of change, it is not possible to guarantee that unsuitable material will never appear
on a school computer or mobile device. Neither the school nor the Local Authority can accept
liability for material accessed, or any consequences of Internet access.

Staff and pupils are given information about infringements in use and possible sanctions.
Sanctions available include:

* Interview with teacher/ Computing Subject Leaders/ SLT / Headteacher;
* Informing parents or carers;
* Removal of Internet or computer access for a period, [which could ultimately prevent

access to files held on the system, including online homework];
* Referral to LA / Police.

Our Computing Subject Leader act as first point of contact for any complaint. Any
complaint about staff misuse is referred to the Headteachers.

Complaints of cyberbullying are dealt with in accordance with our Anti-Bullying Policy.
Complaints related to child protection are dealt with in accordance with school / LA child
protection procedures.

Review and Monitoring
The e-safety policy is referenced from within other school policies:

« The school has a computing subject leader who will be responsible for document
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» The e-safety policy will be reviewed annually or when any significant changes occur

with regard to the technologies in use within the school
* The e-safety policy has been written by the computing subject leader and is current and

appropriate for its intended audience and purpose.

* There is widespread ownership of the policy and it has been agreed by the SMT and
approved by Local Academy Council. All amendments to the school e-safety policy will be
discussed in detail with all members of teaching staff.

Planning and Organisation

E-safety should be focused upon in all areas of the curriculum and staff should reinforce e-
safety messages during computing lessons. The Computing Subject Leader has a clear,
progressive and up-to-date e-safety education programme as part of the Computing
curriculum/E-safety curriculum. This covers a range of skills and behaviours appropriate to
their age and experience (see Appendix 3).

In the Early Years Foundation Stage, pupils are taught to not give out any personal information
on the internet. They are told to tell a teacher or parent if anything they see on the internet
makes them feel uncomfortable. At Churchtown Primary School we do expect children of this
age to be supervised whilst using the internet. Reception pupils take part in the school “Internet
Safety Week” using age appropriate CEOP resources.

In Key Stage One, pupils begin to understand what personal information is and who you can
share it with. Children begin to recognise the difference between real and imaginary online
experiences. They are taught to keep their passwords private and make sure that an adult
knows what they are doing online. Teachers model appropriate online behaviour when
communicating with others.

There are four key messages taught at Key Stage One:
* People you don’t know are strangers. They’re not always who they say they are.
* Be nice to others on the internet, like you would on the playground.
* Keep your personal information private.
* If you ever get that ‘uh-oh’ feeling, you should tell a grown-up you trust.

In Key Stage Two, themes taught in Key Stage One are built upon. In addition, pupils are made
aware of online experiences which could cause potential danger, e.g. use of social networking,
gaming sites and downloading or installing new applications. Links are made between
inappropriate sharing of personal information and the dangers this can pose in the real world.
Relevant resources from CEOP, Childnet and SWGfL are used during “Internet Safety Week”
and other resources can be accessed throughout the year on the school website. In Key Stage
Two, children also develop their research skills, especially through use of their iPads. They are
taught about plagerism and the need to uphold copyright laws.

Resources




E-safety resources are mainly online E-safety websites - links are available on the school
website. Information about new resources/websites are communicated to staff via email or
Google Drive.

Inclusion

At Churchtown we believe that all our children should be given the opportunity to achieve as
well as they can in everything they do.

Use of Personal Equipment - Children

Use of Facebook / Social networking sites

Children are not permitted to use social networking sites on school premises. Both on
computers, iPads or mobile devices.

Use of Mobile Phones
Mobile devices must be switched off and remain in bags during the school day. Parents and

pupils to sign a disclaimer form if they wish to bring a mobile device into school (see Appendix
3).

Mobile phones brought into school are entirely at the persons own risk. Churchtown Primary
School accepts no responsibility for the loss, theft or damage of any phone or hand held
device brought into school.

The School reserves the right to search the content of any mobile or handheld devices on the
school premises where there is a reasonable suspicion that it may contain undesirable material,
including those which promote pornography, violence or bullying.

Where parents or students need to contact each other during the school day, they should do
so only through the School’s telephone.

Email
Children currently use the closed messaging systems of Purplemash and Google Classroom.

Other messaging or e- mail solutions may be used when appropriate for a particular year
group.

Cyber-Bullying
Internet Safety Week is held annually with up to date e-safety guidance. The school website
has links to cyber-bullying advice. Incidents of cyber-bullying are dealt with by leadership

team and communicated to parents where necessary.

Acceptable Use Policy (AUP)

Staff members and Governors also have an AUP which is signed annually (Appendix 1).

All KS2 pupils during the Autumn term of the school year take home an AUP and then return
it to schools signed by parents/guardians.Both AUP’s will be reviewed annually.

Incident Management




In this school:

 there is strict monitoring and application of the e-safety policy and a differentiated and
appropriate range of sanctions, though the attitudes and behaviour of users are generally
positive and there is rarely need to apply sanctions

« all members and its wider community are encouraged to be vigilant in reporting issues, in
the confidence that issues will be dealt with quickly and sensitively, through the school’s
escalation processes.

« support will be actively sought from other agencies as needed (e.g. the local authority and
regional broadband grid, UK Safer Internet Centre helpline) in dealing with e-safety issues

» monitoring and reporting of e safety incidents takes place and contribute to developments
in policy and practice in e-safety within the school.

« parents / carers are specifically informed of e-safety incidents involving young people for
whom they are responsible.

» we will contact the Police if one of our staff or pupils receives online communication that
we consider is particularly disturbing or breaks the law

e any security breaches or attempts, loss of equipment and any unauthorised use or
suspected misuse of ICT must be immediately reported to the school’s Computing Subject
Leaders, Technician and Leadership Team.

« all security breaches, lost/stolen equipment or data virus notifications, unsolicited emails,
misuse or unauthorised use of ICT and all other policy non-compliance must be reported to
the Computing Subject Leader, Technician and Leadership Team

CCTV
We have CCTV in the school as part of our site surveillance for staff and student safety. This

will be viewed where cause is justified (in line with the Behaviour Policy) and will only be
viewed by the person leading the investigation.

POLICY REVIEW
This policy is reviewed annually by the Subject Leader and the Leadership Team.

The next scheduled review date for this policy is September 2022.




Appendix 1:

Churchtown Primary School

Acceptable Use Policy
Staff, Local Academy Councillors and Visitors

ICT and the related technologies such as email, the internet and mobile devices are an expected part of our daily
working life in school. This policy is designed to ensure that all staff are aware of their professional responsibilities
when using any form of ICT. All staff are expected to sign this policy and adhere at all times to its contents.
Churchtown Primary School allows staff to bring in personal mobile telephones for their own use. Users bringing in
personal mobile telephones must ensure there is no inappropriate or illegal content on the device.

* | understand that personal devices should be kept in bags/cupboards and not out on desks. Mobile phones can be
used in the staffroom and classrooms when the children are not present, but should not be used when walking
around school or in places where children are.

Mobile telephones should not be taken to the field. A site radio should be collected from the PPA room for use on
the field in contacting the school office.

However, for emergency purposes only, members of staff are expected to have a mobile phone with them when on
a local area visit or school trip, so that they can contact emergency services, parents or school if needed.

The only exception to this would be members of the Leadership Team/Pastoral Team/ICT Support/Premises Staff
who are able to access calls from the internal system on their mobile phones.

* | understand that personal mobile phone calls/messages may only be taken during staff breaks or in staff

members’ own time. If staff need to have their phones for emergency use, they should notify the Leadership Team.

« | will not access facebook or other social networking sites from a school computer whilst on school premises.
Facebook can be accessed on personal handheld devices at break times only.

« | will only use the school’'s email / Internet and any related technologies for professional purposes or for uses
deemed ‘reasonable’ by the Head or Governing Body.

* | will comply with the ICT system security and not disclose any passwords provided to me by the school or other
related authorities.

« | will ensure that all electronic communications with pupils and staff are compatible with my professional role and
use appropriate language.

« | will not give out my own personal details, such as mobile phone number and personal email address, to pupils.
« | will only use the approved, secure email system(s) for any school business.

« | will ensure that personal data (such as data held on SIMS) is kept secure and is used appropriately, whether in
school, taken off the school premises or accessed remotely.

« | will not install any hardware or software without permission of the IT Network Team.

« | will not browse, download, upload or distribute any material that could be considered offensive, illegal or
discriminatory.

» Images of pupils and/ or staff must only be taken and stored on computers / drivers owned by the school. Images
will not be distributed outside the school network (eg. Website / local press / Smugmug) without the permission of
the parent/ carer, member of staff or Headteacher.

+ | understand that all my use of the Internet and other related technologies can be monitored and logged and can
be made available, on request, to my Line Manager or Headteacher.

« | will support the school approach to online safety and not deliberately upload or add any images, video, sounds or
text that could upset or offend any member of the school community

« | will respect copyright and intellectual property rights.




« | will support and promote the school’s e-Safety policy and help pupils to be safe and responsible in their use of
ICT and related technologies. It is the responsibility of staff to be vigilant and report any concerns.

« | will ensure that my online activity, both in school and outside school, will not bring my professional role into
disrepute.

« | will adhere to the principles in Sefton Council’s Social Networking Policy (see policy).

Photographs

Photographs are taken for the purpose of recording a child or group of children participating in activities or
celebrating their achievements. They may also be used on our website and/or by the local press with permission
from the parents.

However, it is essential that photographs are taken and stored appropriately to safeguard the children in our care.
Only school devices are to be used to take any photos within the setting or on outings. Images taken on this device
must be deemed suitable without putting the child/children in any compromising positions that could cause
embarrassment or distress.

Social Networking

Online conduct should not be different to offline conduct.

Employees using social networking sites in a personal capacity must ensure that they do not conduct themselves in
a way that is detrimental to the School/College. To do otherwise may lead to formal disciplinary action under the
School’s/College’s Disciplinary Procedure. They should not:

* Post offensive, defamatory or inappropriate comments about the School/College, its students, suppliers or any of
its employees.

+ Allow interaction on websites to damage or compromise working relationships with colleagues

» Make discriminatory or offensive comments about work colleagues or students.

* Post photographs/videos of themselves, colleagues or students taken in school or which is work related unless
agreed by the Headteacher.

* Post or send abusive or defamatory messages.

* Record any confidential information about the School/College on any social networking sites

* Post information which would lead to the identification of a student.

* Accept requests of any pupil of the School /College or former pupils under the age of eighteen to become ‘friends’
on Facebook or any other social networking site.

« It is advisable not to accept requests from the parents or guardians of any pupil of the School/College or former
pupils under the age of eighteen to become ‘friends’ on Facebook or any other social networking site. Should you
wish to accept such a request you must seek advice from your Headteacher before doing so.

* Make a request to become ‘friends’ with any pupil of the School/College or former pupils under the age of
eighteen as friends on Facebook or any other social networking site.

* Make a request to the parents or guardians of any pupil of the School/College or former pupils under the age of
eighteen to become ‘friends’ on Facebook or any other social networking sites.

* It may be is necessary to create closed ‘blogs’ and social networking areas for curriculum purposes. Any such
activity should be agreed in advance with the Headteacher.

» On occasions when it is appropriate for staff and students to share a closed ‘blog’ or social network area for
curriculum purposes and permission has been given to do so, appropriate measures must be put in place to ensure
the safety of the staff and pupils.

* Profiles on social media should not be traceable to a person’s place of work.




Appendix 2:
Dear Parent/Guardian,

At Churchtown Primary School, ICT, including the Internet, email, Google Classroom, iPads and
mobile technologies; play an important role across the curriculum. We expect all children to be
safe and responsible when using any form of ICT.

Please read and discuss these e-safety rules with your child and return the slip at the bottom of
this page. If you have any concerns or would like further information please contact your class
teacher.

Pupil Acceptable Use Policy

All pupils must follow the rules set out in this policy when using school computers, hand held devices and
websites recommended by the school.
* T must not write anything that might upset someone or give the school a bad name.
* T know that the adults supervising me will regularly check what I have done on the school
computers/i-pads.

* I must not tell anyone my name, where I live, or my telephone number when using the Internet.

* I must never use other people's usernames and passwords, or computers left logged in by them.

* If I think someone has been using my computer log in then I will tell my teacher.

* I must log off after I have finished with my computer.

* I must not use the computers in any way that stops other people using them.

* T will only access websites that have been recommended by my teacher.

* T will report any websites that make me feel uncomfortable o my teacher

* T will fell my parents or my teacher straight away if T am sent any messages that make me feel
uncomfortable at home or at school.

* T will not try to harm any equipment or the work of another person on a computer.

* If I find something that I think I should not be able to see, I must tell the adult supervising me
straight away and not show it to other pupils.

* If I have a mobile phone in school, T must complete the school's consent form and keep it
turned off and in my bag during school hours.

UNACCEPTABLE USE

Examples of unacceptable use include, but are not limited fo:
Using a computer with another person’s username and password.
Creating or sending any messages that might upset other people.

Accessing websites that have not been checked by an appropriate adult first.

Please Return to Class Teacher
.................................................... (child's name) has discussed and agreed to follow the E-Safety
rules, to support the safe use of ICT at Churchtown Primary School.

Parent/Guardian Signature ...,
Child's Signature ..., Class ... Date ...




Appendix 3:

Year 5 & 6 Mobile Phone Permission Form

The use of mobile phones in school is strongly discouraged. The school cannot take
responsibility for loss or damage to phones.

It is recognised that some pupils do require mobile phones for their journeys to and from
school. Under these circumstances mobile phones may be switched on and used
outside normal school hours.

If a phone is activated during school hours, without the permission of a member of staff,
it will be confiscated for the rest of that school day. If the mobile phone is used
inappropriately, i.e. taking photographs or videos without permission, this privilege will
be removed.

Parent/Guardian Permission

| have read and understand the above information about appropriate use of mobile
phones at Churchtown Primary School. | understand that this form will be kept on file at
the school and that the details may be used (and shared with a third party) to assist in
the identification of a phone should the need arise (e.qg. if lost, or if the phone is being
used inappropriately).

| give my child permission to carry a mobile phone to school and understand that my

child will be responsible for ensuring that the mobile phone is used appropriately and

correctly.

| understand that the school accepts no responsibility for pupils who lose or have their
mobile phones stolen.

Parent name (print)

Parent signature

Date

Pupil name (print)

Mobile phone number

Pupil signature

Date




Appendix 4:

Google Classroom Acceptable Use Policy

From June 2020, Churchtown Primary School will provide students with filtered,
monitored Google Suite accounts for the purpose of facilitating teacher-pupil
communication and participation in web-based classroom activities via Google
Classroom. The goals of the school is to provide a tool for additional effective and
meaningful classroom instruction whilst children are undergoing remote learning and
ensure that these tools are used in a safe manner. Therefore, the Google accounts being
provided for children are intended for educational purposes only and will be actively
monitored through our domain and by staff. Failure to comply with the acceptable use
policy of Churchtown Primary School by children can result in restrictions being placed
upon the accounts.

1. Account security and safety.

It is the responsibility of children and parents to maintain the confidentiality of their Google
account information. Children will not share usernames, passwords, or other account
information. Children will report any possible unauthorised use of their accounts to a
teacher. Under no circumstances, will children attempt to login to another child’s Google
account.

Cyber-bullying and harassment will also not be tolerated. Children are expected to report
any suspicious or threatening communication immediately to their class teacher.

2. Student use guidelines.

Children’s Google accounts are to be used for the following purposes only:
 Teacher-pupil correspondence

 Accessing/submission of classroom assignments or materials

* Creation of documents for classroom work

Children may not use Google Suite accounts for:

» Unauthorised personal communication

e Bullying or harassment of other children

e Forwarding of chain mail, spam, or commercial content
e Sending inappropriate or immoral content or language

If video conferencing for ‘face to face’ contact to support remote learning develops, children and

parents must ensure:

 Children dress appropriately when video conferencing and make sure that there are no
distracting materials or backgrounds.

« Be mindful about what family activities would potentially be heard/seen during your video
conference.

» Understand that sessions will be recorded for the safety of all children and are monitored by
our security systems. These recordings will not be publicly available and may later be
accessed by school staff to support your online learning further.

» Understand that the chat feature will not be used unless stated by the teacher. We will not,
under any circumstances, take photos, screenshots, record any video, or audio, from these
conference sessions. Children do not have permissions to do so and it is a violation of our
Acceptable Use Policy

* Follow the safety measures outlined above, if the school chooses to provide live streamed
sessions. We will not share any materials from these sessions with anyone else. If materials
are found to be shared (on any platform) then we understand that may be blocked from future




sessions. All concerns will be reported using the usual behaviour management policy in
school.

3. Privacy.

Children’s Google accounts are the property of Churchtown Primary School. Children
should not expect any content to be hidden or private from school, and it should not be
used to store information that needs to be treated as such. Appropriate action will be
taken if dangerous or malicious programs or content are detected.

These terms supplement the school’s ICT ‘Acceptable User Policy’ which you have
already signed and follow at all times.

Points which parents should discuss with children

» Make sure you are ready and dressed appropriately for your session with the class

+ Don't eat or drink during the session - the session will only last around 30 mins.

» Make sure that whatever device you are using for your session is in a room in the
house where an adult can supervise you and be aware of what you are doing/saying -
you should not be in your bedroom.

« Try to make sure there are no other distractions around when you are joining the
sessions e.g. TV should be switched off and leave your phone in another room

* When you join your session make sure your microphone is on mute - your teacher will
probably have set this up anyway ! Only click the button to unmute if the adult leading
the session asks you to.

» Your camera should be on at all times.

* You must not record or take screenshots of any part of the session or of any adult or
children taking part.

Name of child: Class:

1. Parent/Guardian Consent:

Google Suite runs on an Internet domain purchased and owned by the school and
is intended for educational use. Your child’s teacher will be using Google for
lessons, assignments, and communication. School staff will monitor children’s use
of Google classroom in school. Parents are responsible for monitoring their child’s
use of Google when accessing programs from home. Children are responsible for
their own behaviour at all times.

| agree to the parent and child expectations as outlined in the AUP and give my
child permission to use Google Suite.

If my child is at home and I/another adult supports them in joining the Google Meet
call this action confirms that | have read and agree to all of the terms of this AUP.

If my child is in school | agree to a member of school staff supporting them in
joining the Google Meet call.

Parent signature:




Appendix 5

Remote Learning Acceptable Use Policy

Live online sessions for social interaction

School staff will research the providers the school will use for live online sessions,
considering ease of use, privacy measures and suitability for the purposes.

Staff will ensure privacy settings are adjusted appropriately and will test and
understand the service before conducting their live online session. Staff will ensure
they understand how to mute the microphone and how to turn off their camera on
their device before their live online session.

Staff will always have due regard for the school’s Child Protection and Safeguarding
Policy whilst conducting live online sessions.

Staff will be reminded of their safeguarding obligations and will report any incidents
or potential concerns to the DSL in line with the school’s Child Protection and
Safeguarding Policy.

Staff will ensure all video settings are private and meetings are limited to those
children/adults invited. Meeting links and passwords will be published via our online
learning platforms.

The school will communicate the importance of online safety to parents, and
encourage parents to set age-appropriate parental controls on digital devices and
use internet filters to block malicious websites. Pupils will be reminded not to share
private information through the live online system.

Personal data

Staff will have due regard for the school’s Data Protection Policy at all times whilst
conducting live online lessons.

The school will communicate the details of how to access the live online lesson and
any additional information regarding online learning to parents and pupils via our
online learning platforms.

The school will provide pupils with a school email address and login for the chosen
live online session platform to ensure no personal email addresses or usernames are
used by pupils.

All live sessions will be recorded, all members of the live lesson are notified of this in
advance via the AUP (Appendix 1 and 2)

Pupil conduct

Pupils will be reminded to adhere to the school’s Behaviour Policy at all times during
live online sessions, as they would during a normal school day.The school will ensure
that any pupils who breach the code of conduct will be disciplined in line with the
school’s Behaviour Policy

The school will provide pupils and parents with a copy of the AUP to ensure they
understand their responsibilities with regards to conduct during live online




sessions. (See Appendix 1) The school will ensure that parents and pupils receive,
sign and return the AUP prior to taking part in live online sessions.

Pupils will be reminded that they should take part in live online sessions in an
appropriate setting and that they should not record these sessions on their devices.
Pupils will be reminded not to speak during live online lessons unless they are
prompted to do so by the adult leading the session.

Staff conduct

Staff will only communicate and conduct live online lessons through channels
approved by the Leadership Team.

Staff will be aware of the requirements set out in the Staff Code of Conduct and will
ensure they understand their responsibilities with regard to their own conduct during
live online sessions. The school will ensure that staff read, sign and return the Staff
AUP prior to commencing live online sessions. (See Appendix 2)

Staff will only use school-provided email addresses to communicate with pupils
when conducting live online sessions and will only use school-owned devices for
conducting these sessions.

Staff will ensure they conduct their live online session from an appropriate
location — either the classroom, or if this is not possible, from a quiet area in their
home which has a neutral background. Staff will communicate with pupils within
school hours as far as possible (or within hours agreed with the school to suit the
needs of staff).

Staff will report any incidents which occur during live online lessons, e.g.
behavioural issues or technical glitches to ensure it dealt with by the correct
personnel e.g. DSL, Technician.

Pupils with SEND

The school will ensure pupils with SEND receive any additional support with live
online sessions where needed, e.g. from an additional member of staff within the live
online session or via a phone call.

Staff will be sensitive to the needs of any pupils who may be sensitive to certain
topics or issues that may arise during live online lessons.

Additional measures will be considered for pupils with SEND to mitigate the risk of
pupils falling behind their peers in terms of education, e.g. text transcripts being used
in video lessons.




