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COLESHILL HEATH SCHOOL

ONLINE SAFETY POLICY

At Coleshill Heath School, we understand that computer technology is an essential
resource for supporting teaching and learning. The internet, and other digital and
information technologies, open up opportunities for pupils and play an important
role in their everyday lives.

Whilst the school recognises the importance of promoting the use of computer
technology throughout the curriculum, we also understand the need for safe
internet access and appropriate use.

Our school has created this policy with the aim of ensuring appropriate and safe
use of the internet and other digital technology devices by all pupils and staff.

The school is committed to providing a safe learning and teaching environment for
all pupils.

Our Vision and Aims

C - Coleshill Heath School is a caring community,
H — Offering a hard working and happy environment,

S - Enabling children to feel secure and enjoy educational success.

Legal Framework

This policy has due regard to all relevant legislation including, but not limited to:

1. The General Data Protection Regulation
2. Freedom of Information Act 2000

This policy also has regard to the following statutory guidance:
3. DfE (2018) ‘Keeping children safe in education’

This policy will be used in conjunction with the following school policies and
procedures:

4. Positive Behaviour Policy (including Anti-Bullying)
5. Acceptable Use Policy

Coleshill Heath School
Online Safety Policy 2 Updated January 2020




Use of the Internet

1. The school understands that using the internet is important when raising
educational standards, promoting pupil achievement and enhancing teaching
and learning.

1. Internet use is embedded in the statutory curriculum and is therefore an
entitlement for all pupils, though there are a number of controls the school is
required to implement to minimise harmful risks.

2. When accessing the internet, individuals are especially vulnerable to a number
of risks which may be physically and emotionally harmful, including the
following:

1. Access to illegal, harmful or inappropriate images

Cyber bullying

Access to, or loss of, personal information

Access to unsuitable online videos or games

Loss of personal images

Inappropriate communication with others

lllegal downloading of files

Exposure to explicit or harmful content, e.g. content involving

radicalisation

9. Plagiarism and copyright infringement

10. Sharing the personal information of others without the individual’s
consent or knowledge

O NOUAEWN

Roles and Responsibilities

1. Itis the responsibility of all staff to be alert to possible harm to pupils or staff
due to inappropriate internet access or use, both inside and outside of the
school, and to deal with incidents of such as a priority.

2. The Governing Body is responsible for ensuring that there are appropriate
filtering and monitoring systems in place to safeguard pupils.

3. The Network Manager is responsible for ensuring the day-to-day e-safety in the
school and managing any issues that may arise.

4. The Headteacher will ensure there is a system in place which monitors and
supports the Network Manager, whose role is to carry out the monitoring of e-
safety in the school, keeping in mind data protection requirements.
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10.

11.

12.

The Network Manager will regularly monitor the provision of e-safety in the
school and will provide feedback to the Headteacher.

The Network Manager will ensure that all members of staff are aware of the
procedure when reporting e-safety incidents.

The Headteacher will review annually (or sooner if necessary) with the Network
Manager the effectiveness of the e-safety provision, current issues, and to
review incident logs, as part of the school’s duty of care.

The Governing Board will evaluate and review this Online Safety Policy on a two
yearly basis, considering the latest developments in ICT and any feedback from
staff/pupils.

Teachers are responsible for ensuring that e-safety issues are embedded in the
curriculum and safe internet access is promoted at all times.

All staff are responsible for ensuring they are up-to-date with current e-safety
issues, and this Online Safety Policy.

All staff and pupils will ensure they understand and adhere to our Acceptable
Use Policy.

All pupils are aware of their responsibilities regarding the use of school-based
ICT systems and equipment, including their expected behaviour.

Online Safety Communication

Effective communication across our community is key to achieving Coleshill
Heath’s vision for safe and responsible citizens.

To achieve this we will:

w

Make this policy, and related documents, available on the school website.
Introduce this policy, and related documents, to all stakeholders at appropriate
times. This will be at least once a year or whenever it is updated.

Post relevant online safety information in all areas where computers are used.
Provide online safety information at parents’ evenings, through the school
newsletter and website.
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Teaching and Learning

The purpose of Internet use in school is to raise educational standards, to promote
pupil achievement, to support the professional work of staff and to enhance the
school’s management information and administration systems.

The Internet is an essential element in 21st century life for education, business and
social interaction. Internet use is a part of the statutory curriculum and a necessary
tool for staff and pupils. Access to the Internet is therefore an entitlement for
pupils who show a responsible and mature approach to its use. Our school has a
duty to provide pupils with quality Internet access.

The school Internet access will be designed specifically for pupil use and will
include filtering appropriate to the age of pupils. Pupils will be taught what
Internet use is acceptable and what is not, and given clear objectives for Internet
use. Internet access will be planned to enrich and extend learning activities.

Access levels will be reviewed to reflect the curriculum requirements and age of
pupils. If staff or pupils discover unsuitable sites, the URL (address), time, date and
content will be reported to Solihull ICT Development Service, and where
appropriate the Headteacher.

Pupils will use the Internet outside school and will need to learn how to evaluate
Internet information and to take care of their own safety and security. This will be
supported through online safety sessions in school.

Managing Internet Access

The security of the school information systems will be reviewed regularly. Virus
protection is installed and updated regularly. Coleshill Heath uses the Solihull
Broadband with its Smoothwall firewall and filters. The school provides an
additional level of protection through its partnership with UNITY and our access to
their Network Manager.

Published Content and the School Website

1. The contact details on the school website should be the school address, e-mail
and telephone number. Personal contact information for staff will not be
published.

2. The Network Manager, under supervision from the Headteacher/Deputy, will
take overall editorial responsibility and ensure that content is accurate and
appropriate.
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3. Photographs that include pupils will be selected carefully and it is the school’s
responsibility to adhere to parental consent for published photos.

Social Networking and Personal Publishing

Social networking sites will be blocked unless a specific use is approved by the
Headteacher. Pupils are advised as part of our e-safety lessons never to give out
personal details of any kind which may identify them or their location. Examples
would include real name, address, mobile or landline phone numbers, school,
instant messaging (IM) address, e-mail address, names of friends, specific interests
and clubs etc. Children will be educated in understanding their responsibilities
when using social media. Additionally, it is vital that our children know how to
respond if they are the recipient of unwanted/negative attention through the
Internet.

Mobile Technologies

1. Staff at the school are provided with a computer/laptop for educational use
and their own professional development.

2. All staff understand that the Acceptable Use Policy applies to this equipment
at all times.

3. To ensure the security of the school systems, personal equipment is currently
not permitted to be connected to the school network.

4. Staff and visitors understand that they should use their own mobile phones
sensibly and in line with school policy.

5. Pupils understand that they should ideally not bring mobile phones to school.
However, if it is necessary, these should be switched off and handed to the
class teacher in the morning who will place them in the classroom safe.

The Educations and Inspections Act 2006 grants the Headteacher the legal power
to confiscate mobile devices where there is reasonable suspicion of misuse and the
Headteacher will exercise this right at their discretion.

Emerging technologies will be examined for educational benefit and a risk
assessment will be carried out before use in school is allowed.

Staff should not use personal mobile phones to take pictures or videos of
children. Staff should only use devices which have been provided by the school.
Mobile phones are not permitted for use anywhere in school, around the
children. There are designated areas for staff to us mobile phones. This applies
to members of staff and other visitors to the school.
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Children who bring mobile phones to school are required to hand them in to the
class teacher every morning and devices are collected at home time.

Coleshill Heath School takes no responsibility for lost or stolen devices.

The Prevent Duty and Online Safety

All schools have a duty to ensure that children are safe from terrorist and extremist
material when accessing the Internet in schools. We have an important role to play
in equipping children to stay safe on line. Internet safety is integral to our
computing curriculum. Our staff are aware of the risks posed by online activity of
extremists and have a duty to take action if they believe the well-being of any pupil
is being compromised.

Information System Security

e School ICT systems capacity and security will be reviewed regularly.
e Virus protection will be installed and updated regularly.
e Security strategies will be discussed with the Local Authority.

Assessing Risk

The school will take all reasonable precautions to prevent access to inappropriate
material. However, due to the international scale and linked Internet content, it is
not possible to guarantee that unsuitable material will never appear on a school
computer. Neither the school nor Local Authority can accept liability for the
material accessed, or any consequences of Internet access.

The school will be guided by Solihull policy to provide the best filtering and
monitoring that is available. The Deputy Headteacher will ensure that this Online
Safety Policy is implemented and its compliance with the policy is monitored.

Handling Online Safety Complaints

e Complaints of Internet misuse will be dealt with by a senior member of staff.

e Any complaint about staff misuse must be referred to the Headteacher.

e Complaints of a child protection nature must be dealt with in accordance with
school child protection procedures.

e Pupils and parents will be informed of the complaints procedure.

e Discussions will be held with the Local Police Community Officers to establish
procedures for handling potentially illegal issues.
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Communication of Policy

Pupils

e Rules for Internet access will be posted in all networked rooms.
e Pupils will be informed that Internet use will be monitored.

Staff

e All staff will be given the School Online Safety Policy and its importance
explained.

o All staff will be trained in Safeguarding procedures, including elements of
Online Safety and The Prevent Duty.

e Staff should be aware that Internet traffic can be monitored and traced to the
individual user. Discretion and professional conduct is essential.

Parents

e Parents’ attention will be drawn to the School Online Safety Policy in
newsletters, the school brochure and on the School Website. The school will
also organise Online Safety workshops to support parents’ understanding of
how to best safeguard their children against potential online dangers.
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Professional Conduct Agreement

We acknowledge that practitioners will use digital technologies in their personal
and social lives so we require them to sign the following Professional Conduct
Agreement to ensure clear boundaries between their home and professional roles.

| agree that through my recreational use of social networking sites or other online
technologies that | will:

>
>

>

Not bring Coleshill Heath or Solihull Borough into disrepute.

Observe confidentiality and refrain from publicly discussing or posting any
issues relating to work.

Not share or post in an open forum, any information that | would not want
children, parents/carers or colleagues to view.

Set privacy settings to block unauthorised access to my social networking
page and to restrict those who are able to receive updates.

Keep my professional and personal life separate by not accepting children as
‘friends’, and refraining from using social media during school hours.

Consider how my social conduct may be perceived by others and how this
could affect my own reputation and that of Coleshill Heath School.

Either avoid using a profile photograph or ensure it is an image | would be
happy to share with anyone.

Report any known breaches of the above.

| understand | am in a position of trust and that my actions outside of my
professional environment could be misinterpreted by others. | am conscious of
this when sharing information publicly with other people.

Name: Signature:

Date:

/__J

Coleshill Heath School
Online Safety Policy 9 Updated January 2020




H COLESHILL

s HEATH SCHOOL
Policy Name: ONLINE SAFETY - January 2020
Staff Responsible: Miss J Robinson - Computing Subject Leader
Mr N Singh — Network Manager
Governor Responsible: Scrutiny and Outcomes (S&0) Committee
Date for Review: January 2022
Signed Headteacher: Miss N Fowles
Signed Chair of Governors: Mrs M Fitter
Date Ratified: Scrutiny & Outcomes — 28™ January 2020




