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BEING CONNECTED
MEANS THAT WE CAN...




POSITIVE THINGS
ABOUT THE INTERNET

CAN YOU THINK OF ANY MORE FOR THIS LIST?

01  FUN GAMES
VIDEOS
CARTOONS
LEARNING THINGS
TALKING TO FAMILY AND FRIENDS




WHY WE NEED TO BE SAFE

WHILST MOST PEOPLE ARE GOOD, THERE ARE MANY

\ TRYING TO SCAM PEOPLE, USUALLY FOR MONEY
o\

-

o




THE FREE ROBUX TRAP..

You're playing Roblox when a message pops up from
someone you don't know.
They say, ‘Il can give you 1,000 free Robux if you just
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I | Pekac Py’ AN
CLICK HERE
It sounds amazing because you've been wanting new

outfits for your avatar. "' A
What would you do?







LICK HERE
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THE FAKE MR BEAST
GIVEAWAY

You're watching YouTube, and suddenly a video pops up
that says, ‘MrBeast is giving away £1,000! Just enter
your details to win!' The website looks real, and there's
even a countdown timer to make you hurry.

What would you do?







THE UNBELIEVABLE
FRIEND REQUEST

You're on TikTok (or seeing a sibling use it), and you get
a friend request from someone with lots of followers
and cool videos. They say they're a famous influencer
and want to be friends—but they start asking you

personal questions like where you live and what school
you go to.

What would you do?







Lo nection

THE 'URGENT MESSAGE
FROM A GAME COMPANY -wicious acco

Aore httpsls Suw

You receive a message that looks like it's from Minecraft
saying, ‘Your account will be deleted unless you click
this link and verify your details right now! You don't
want to lose your progress, so you're tempted to click.

What would you do?







KEEP PERSONAL ,
INFORMATION PRIVATE ¢

WHAT IS PERSONAL INFORMATION?




IF YOU ARE BEING
ASKED FOR...

YOR ¥ g  Your

|| @™ sCHOOL? 4 "¢  ADDRESS?
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Safer Internet Day 2025 - Live Lesson OEE TEACH SCAWM¥Y

Activity sheet SMASHERS ™

LEYEL 1

Can you spot the SCAM warning signs? Tick all the letters that apply.

IIWINNER! —SEI.'{ OFF LOOT B!

You’ve won a FREE
gaming console
worth £1,000!

HAAA XX AR AAXXE

S ounds too c ontact you n sks for personal H oney or trade

good to be did not expect information requested



Safer Internet Day 2025 - Live Lesson OOE TEACH L SCAMY

Activity sheet SMASHERS ™

LEYEL 2

How many clues can you spot that suggest this might be a phishing scam? Circle each one.

/<;;y you! \\\

I'm one of the game admin and I

cn offering u FREE premium membership!
All you have to do is click here and
enter your email address and password.
This offer expires in 10 minutes!
Don't miss out! 4//
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LEYEL 3

Craft a password using this recipe.,
Do this activity in your head. Never share or write your password down!

Ingredients:
» 3 random words

» at least 1 number

« at least 1 symbol

« some capital letters

Method:
« combine ingredients and
mix up the order

Create an
amazing
password!



BECAUSE YOU THINK YOU &
ARE TALKING TO THEM...

AN N NENEONAON N

BUT YOU MIGHT BE
TALKING TO THEM...




ONLINE SAFETY

(& TELL A

= | GROWN-UP

IF SOMETHING MAKES YOU FEEL WORRIED OR
CONFUSED ONLINE, TELL A GROWN-UP YOU TRUST.

ALWAYS TELL A GROWN-UP ALWAYS TELL A GROWN-UP




<
b4

»YOU MIGHT HAVE SEEN

SOMETHING...




OR SOMEONE ASKS FOR
A PHOTO QR VIDEO




ALWAYS SAY




EVEN IF THEY ASK










NOT A CHANCE, NO CANDO, FORGET IT,

LANCE! KANGAROO! SPAGHETT!!




RULE 4
BE KIND ONLINE

TO PEOPLE YOU KNOM!

TREAT OTHERS THE WAY YOU WANT TO BE -
TREATED. SAY NICE THINGS AND BE FRIENDLY:
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ONLINE SA7




BANTER CAN BE HURTFUL WHEN GAMING
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You suck at this game.
Get out!
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ONLINE SAFETY




AND STAY CLOSE TO GROWNUPS THEN
YOU HAVE THEM ON HAND.

ONLINE SAFETY




KEEP DEVICES OUT OF...

BEDROOMS N BATHROOMS : BEDTIME
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RULE 6
REMEMBER TO TURN OFF SOMETIMES

BEING CONNECTED ALL THE TIME CAN FEEL
STRESSFUL AND OVERWHELMING.

SSSSSSS




IF YOU EVER FEEL UNSWEE ONLINE, TALK TO YOUR:
» PARENTS
» CARERS
» TEACHERS
* GRANDPARENTS
* OLDER SIBLINGS
* LUNCHTIME SUPERVISORS

KEEP TALKING UNTI

ONLINE SAFE




REMEMBER THE
RULES AND

HAVE FUN
ONLINE!

natterhub

preparing children to thrive online




