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Online Safety

We use CORAM Scarf and Purple Mash to ensure we cover the key areas of learning across the school. Here is the overview linked to online safety, that we have adapted, from CORAM Scarf sharing the topics taught during PSHE lessons. On a different document, you will see the progression through Purple Mash, which is taught through our computing lessons. There will be cross over and a range of other opportunities to educate our children around staying safe in an online world, this includes: Safer Internet day, the schemes that we follow, signage around school and newsletter advice and support for parents.

DfE topics and related codes:

	Relationships Education
Families and people who care for me
Caring friendships
Respectful relationships
Online relationships
Being safe
	Code
FPC
CF
RR
OR
BS
	Health Education
Mental wellbeing
Internet safety and harms
Physical health and fitness
Healthy eating
Drugs, alcohol and tobacco
Health and prevention
Basic first aid
Changing adolescent body
	Code
MW
ISH
PHF
HE
DAT
HP
BFA
CAB








By the end of primary school pupils should know:

	Online relationships (OR)
	1. that people sometimes behave differently online, including by pretending to be someone they are not.
2. that the same principles apply to online relationships as to face-to-face relationships, including the importance of respect for others online including when we are anonymous.
3. the rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and how to report them.
4. how to critically consider their online friendships and sources of information including awareness of the risks associated with people they have never met.
5. how information and data is shared and used online.

	Being safe (BS)
	1. what sorts of boundaries are appropriate in friendships with peers and others (including in a digital context).
2. about the concept of privacy and the implications of it for both children and adults; including that it is not always right to keep secrets if they relate to being safe.
3. that each person’s body belongs to them, and the differences between appropriate and inappropriate or unsafe physical, and other, contact.
4. how to respond safely and appropriately to adults they may encounter (in all contexts, including online) whom they do not know.
5. how to recognise and report feelings of being unsafe or feeling bad about any adult.
6. how to ask for advice or help for themselves or others, and to keep trying until they are heard,
7. how to report concerns or abuse, and the vocabulary and confidence needed to do so.
8. where to get advice e.g. family, school and/or other sources.

	Internet safety and harms (ISH)
	1. that for most people the internet is an integral part of life and has many benefits.
2. about the benefits of rationing time spent online, the risks of excessive time spent on electronic devices and the impact of positive and negative content online on their own and others’ mental and physical wellbeing.
3. how to consider the effect of their online actions on others and know how to recognise and display respectful behaviour online and the importance of keeping personal information private.
4. why social media, some computer games and online gaming, for example, are age restricted.
5. that the internet can also be a negative place where online abuse, trolling, bullying and harassment can take place, which can have a negative impact on mental health.
6. how to be a discerning consumer of information online including understanding that information, including that from search engines, is ranked, selected and targeted.
7. where and how to report concerns and get support with issues online.


 



	Reception
	
	

	DfE Statutory Requirements - end of primary statements
	SCARF Lesson Plan title & half-termly unit
	SCARF Lesson Plan Learning Outcomes

	OR3, BS2, BS5, BS6
	Keeping safe online
	· Share ideas about activities that are safe to do on electronic devices;
· What to do and who to talk to if they feel unsafe online.

	FPC2, FPC6, BS4, BS5, BS6, BS8
	People who help to keep me safe
	· Name the people in their lives who help to keep them safe;
· Name people in their community who help to keep them safe;
· Talk about ways to keep themselves safe in their environment.


	YEAR 1
	
	

	RR8,OR1, OR2, OR3, OR4 OR5, BS1, BS2, BS6, ISH1, ISH3, ISH5, ISH7
	Sharing pictures
	· Start thinking about how to stay safe online, including safety around sharing images;
· Identify people they can trust to help if they see something online that makes them feel scared or uncomfortable.

	FPC6, CF2, CF3, CF4, RR5, RR6, BS5, MW8
	Who can help? (2)
	· Explain the difference between teasing and bullying;
· Give examples of what they can do if they experience or witness bullying;
· Say who they could get help from in a bullying situation.





	YEAR 2
	
	

	DfE Statutory Requirements - end of primary statements
	SCARF Lesson Plan title & half-termly unit
	SCARF Lesson Plan Learning Outcomes

	RR5, RR6
	Types of bullying
	· Explain the difference between bullying and isolated unkind behaviour;
· Recognise that that there are different types of bullying and unkind behaviour;
· Understand that bullying and unkind behaviour are both unacceptable ways of behaving.

	RR5, RR6
	Bullying or teasing? (OPTIONAL)
	· Define what is meant by the terms 'bullying' and 'teasing' showing an understanding of the difference between the two;
· Identify situations as to whether they are incidents of teasing or bullying.

	BS1, BS2, BS3, BS5
	Should I tell?
	· Identify safe secrets (including surprises) and unsafe secrets;
· Recognise the importance of telling someone they trust about a secret which makes them feel unsafe or uncomfortable.

	OR1, OR2, OR3, OR4, OR5, BS1, BS2, BS6, ISH1, ISH2, ISH3, ISH5, ISH7
	Playing games
	· Know the importance of keeping personal information private, when online and only talking to people they know in real life;
· Know that they can tell an adult they trust if anything happens that makes them worried.






	YEAR 3
	
	

	DfE Statutory Requirements - end of primary statements
	SCARF Lesson Plan title & half-termly unit
	SCARF Lesson Plan Learning Outcomes

	FPC3, RR1, RR2, RR6, OR2, MW8, ISH5
	Let’s celebrate our differences
	· Recognise the factors that make people similar to and different from each other;
· Recognise that repeated name calling is a form of bullying;
· Suggest strategies for dealing with name calling (including talking to a trusted adult).

	RR1, RR2, RR3, RR5, RR6, RR7, OR2, MW8, ISH5
	Zeb
	· Understand and explain some of the reasons why different people are bullied;
· Explore why people have prejudiced views and understand what this is.

	OR1, OR2, OR3, OR4, OR5, BS1, BS4, BS5, MW3, MW4, ISH3, ISH5, ISH7, RR8
	None of your business!
	· Know that our body can often give us a sign when something doesn't feel right; to trust these signs and talk to a trusted adult if this happens;
· Recognise and describe appropriate behaviour online as well as offline;
· Identify what constitutes personal information and when it is not appropriate or safe to share this;
· Understand and explain how to get help in a situation where requests for images or information of themselves or others occurs.

	BS2, RR8
	Secret or surprise
	· Define the terms 'secret' and 'surprise' and know the difference between a safe and an unsafe secret;
· Recognise how different surprises and secrets might make them feel;
· Know who they could ask for help if a secret made them feel uncomfortable or unsafe.





	YEAR 4
	
	

	DfE Statutory Requirements - end of primary statements
	SCARF Lesson Plan title & half-termly unit
	SCARF Lesson Plan Learning Outcomes

	RR7, OR5, ISH2, ISH5, ISH6
	That is such a stereotype!
	· Understand and identify stereotypes, including those promoted in the media.

	OR3, OR5, ISH3, ISH5
	Picture Wise
	· Identify images that are safe/unsafe to share online;
· Know and explain strategies for safe online sharing;
· Understand and explain the implications of sharing images online without consent.

	OR3, OR5, ISH3
	Traffic lights (OPTIONAL)
	· Identify strategies for keeping personal information safe online;
· Describe safe behaviours when using communication technology.

	Wider PSHE curriculum (not
covered by DfE statutory requirements)
	Logo quiz (OPTIONAL)
	· Understand some of the ways that various national and international environmental organisations work to help take care of the environment;
· Understand and explain the value of this work.





	YEAR 5
	
	

	DfE Statutory Requirements - end of primary statements
	SCARF Lesson Plan title & half-termly unit
	SCARF Lesson Plan Learning Outcomes

	OR2, OR3, MW8
	Communication
	· Understand that online communication can be misinterpreted;
· Accept that responsible and respectful behaviour is necessary when interacting with others online as well as face-to-face.

	RR1, RR6, OR1, OR2, OR3, OR5, MW8, ISH4, ISH5
	Spot bullying
	· Demonstrate strategies to deal with both face-to-face and online bullying;
· Demonstrate strategies and skills for supporting others who are bullied;
· Recognise and describe the difference between online and face-to-face bullying.

	OR1, OR2, OR3, OR4, OR5, BS1, BS4, ISH1, ISH2, ISH3, ISH5, ISH7
	Play, Like, Share
	· Reflect on what information they share offline and online;
· Recognise that people aren’t always who they say they are online;
· Know how to protect personal information online.

	ISH4
	Star qualities
	· Describe 'star' qualities of celebrities as portrayed by the media;
· Recognise that the way people are portrayed in the media isn't always an accurate reflection of them in real life;
· Describe 'star' qualities that 'ordinary' people have.





	YEAR 6
	
	

	DfE Statutory Requirements - end of primary statements
	SCARF Lesson Plan title & half-termly unit
	SCARF Lesson Plan Learning Outcomes

	RR8, OR2, OR3, OR4, BS1, ISH4, ISH5
	Think before you click!
	· Accept that responsible and respectful behaviour is necessary when interacting with others online and face-to-face;
· Understand and describe the ease with which something posted online can spread.

	RR8, OR2, OR3, OR4, OR5, BS1, BS2, BS4, ISH1, ISH3, ISH4, ISH5, ISH7
	It’s a puzzle 
	· Identify strategies for keeping personal information safe online;
· Describe safe and respectful behaviours when using communication technology.

	OR1, OR3, OR5, BS1, BS2, BS3, BS5, BS7, ISH3, ISH5, ISH7
	To share or not to share?
	· Know that it is illegal to create and share sexual images of children under 18 years old;
· Explore the risks of sharing photos and films of themselves with other people directly or online;
· Know how to keep their information private online.

	RR8, OR1, MW1, ISH4, ISH6
	‘Fakebook’ Friends
	· Know the legal age (and reason behind these) for having a social media account;
· Understand why people don’t tell the truth and often post only the good bits about themselves, online;
· Recognise that people’s lives are much more balanced in real life, with positives and negatives.

	OR1, OR3, OR4, OR5, OR6, BS1, BS3, BS4, BS5
	Pressure online
	· Understand the risks of sharing images online and how these are hard to control, once shared;
· Understand that people can feel pressured to behave in a certain way because of the influence of the peer group;
· Understand the norms of risk-taking behaviour and that these are usually lower than people believe them to be.
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