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At REAch2, our actions and our intentions as school leaders are guided by our Touchstones.


	Integrity
	We recognise that we lead by example, and if we want children to grow up to
behave appropriately, and with integrity, then we must model this behaviour

	Responsibility
	We act judiciously with sensitivity and care. We don’t make excuses but mindfully answer for actions and continually seek to make improvements.

	Inclusion
	We acknowledge and celebrate that all people are different and can play a role in the REAch2 family, whatever their background or learning style.

	Enjoyment
	Providing relevant learning, motivating and engaging releases a child’s curiosity and fun, so that a task can be tackled and their goals achieved.

	Inspiration
	Inspiration breathes life into our schools. Introducing children to influential experiences of people and place motivates them to live their lives to the full.

	Learning
	Children and adults will flourish in their learning and, through learning, discover a future that is worth pursuing.

	Leadership
	REAch2 aspires for high-quality leadership by seeking out talent, developing potential and spotting the possible in people as well as the actual.
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[bookmark: Policy_Overview][bookmark: _Toc236839884]Policy Overview
[bookmark: _Toc236839885]Scope and Principles
REAch2 recognises that digital safeguarding extends beyond internet usage and includes the safe use, management and governance of devices, networks, cloud services, artificial intelligence (AI), digital identities and online platforms. Digital safeguarding forms part of the Trust's wider safeguarding framework and is a whole-school responsibility. 
Online safety is an integral element of safeguarding. Safeguarding concerns may arise both online and offline, and the experiences and behaviours of children in these environments are often interconnected. All safeguarding concerns will therefore be considered within the context of both digital and physical environments. 
Online technologies support learning, communication, and school operations. REAch2 schools recognise the educational benefits of digital technologies whilst implementing proportionate safeguards to protect children, staff, and school communities.
Online safety risks are considered under four broad categories:
· Content: Exposure to illegal, inappropriate, or harmful content, including extremist material, self-harm content, misinformation, and AI-generated content.
· Contact: Harmful interactions with others, including grooming, exploitation, coercion, and inappropriate communications.
· Conduct: Behaviours that increase the likelihood of harm, including bullying, harassment and sharing inappropriate content.
· Commerce: Risks associated with online advertising, scams, phishing, fraud, and gambling.

The Trust will maintain appropriate safeguarding, monitoring, cyber security and educational measures to address these risks.

[bookmark: _Toc236839886]Roles and Responsibilities
[bookmark: _Toc236839887]Governing Board
The Governing Board is responsible for:
· Ensuring the effectiveness of this policy.
· Providing oversight of online safety, cyber security, filtering, and monitoring arrangements.
· Ensuring appropriate filtering and monitoring systems are in place and reviewed annually.
· Ensuring staff receive appropriate safeguarding, cyber security, and online safety training.
· Providing challenge and scrutiny regarding safeguarding effectiveness and digital risk management.

[bookmark: _Toc236839888]Headteacher
The Headteacher is responsible for:
· Ensuring online safety is embedded throughout school culture, safeguarding, and curriculum delivery.
· Appointing a member of the Senior Leadership Team with strategic responsibility for filtering and monitoring.
· Ensuring safeguarding concerns identified through monitoring systems are reviewed and acted upon appropriately.
· Supporting the DSL in fulfilling online safeguarding responsibilities.
· Promoting parental engagement and awareness regarding online safety.
· Ensuring review arrangements identified within this policy are completed.

[bookmark: _Toc236839889]Designated Safeguarding Lead (DSL)
The DSL is responsible for:
· Leading the school's approach to online safety and digital safeguarding.
· Managing online safeguarding concerns in accordance with safeguarding procedures.
· Reviewing safeguarding alerts generated through Trust monitoring systems.
· Maintaining appropriate safeguarding records.
· Monitoring trends and identifying emerging risks.
· Providing regular reports to governors regarding online safety.

[bookmark: _Toc236839890]Shared Services IT Team
The Shared Services IT Team is responsible for:
· Providing technical support and advice.
· Maintaining filtering, monitoring, and cyber security controls.
· Supporting schools with safeguarding and cyber security requirements.
· Undertaking technical reviews and system assurance activities.

[bookmark: _Toc236839891]All Staff
All staff; volunteers and governors are responsible for:
· Modelling safe and professional online behaviours.
· Understanding online safeguarding risks.
· Reporting concerns promptly.
· Protecting Trust information and systems.
· Delivering online safety education where relevant to their role.
[bookmark: _Toc236839892]Children
Children are expected to:
· Follow Acceptable Use Agreements.
· Use technology responsibly.
· Report concerns to trusted adults.
· Seek support if something online causes concern.


[bookmark: _Toc236839893]How This Relates to National Guidance and Statutory Requirements
This policy has due regard to all relevant legislation and guidance, including, but not limited to, the following:
· Voyeurism (Offences) Act 2019
· The UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· DfE (2021) Harmful online challenges and online hoaxes’
· DfE (2026) Keeping children safe in education 2026’
· UK Council for Internet Safety (UKCIS) Sharing nudes and semi-nudes: advice for education settings working with children and young people.’
· DfE (2023) Teaching online safety in school.’
· DfE (2025) Generative artificial intelligence in education’
· DfE (2023) Searching, screening and confiscation.’
· DfE (2026) ‘Meeting digital and technology standards in schools and colleges’, including but not limited to ‘Filtering and monitoring standards for schools and colleges’, Cyber security standards for schools and colleges and Broadband Internet standards for schools and colleges.  
· National Cyber Security Centre (NCSC) Cyber Security Schools Resources
· National Cyber Security Centre (NCSC) Multi-Factor Authentication Guidance
· National Cyber Security Centre (NCSC) Password Guidance
· UK Council for Child Internet Safety (2020) ‘Education for a Connected World – 2020 edition’.

This policy operates in conjunction with the following school policies:
· Acceptable Use Agreement
· Safeguarding and Child Protection Policy
· Anti-Bullying Policy
· PSHE and/or RHSE Policies
· Staff Code of Conduct
· Behaviour Policy
· Disciplinary Policy and Procedures
· Data Protection Policy
· Child Remote Learning Policy and procedures
· Information Security Policy
· Social Media Policy

[bookmark: _Toc236839894]Definitions
For the purposes of this policy:

Digital Safeguarding
The protection of children and staff from harm arising through the use of digital technologies, online services, devices, networks, and digital environments.

Filtering
The technology and processes used to restrict access to illegal, inappropriate, or potentially harmful content.

Monitoring
The technology and processes used to identify safeguarding, behavioural or security concerns through the monitoring of user activity on Trust-managed systems.

Artificial Intelligence (AI)
Technology capable of generating or analysing content including text, images, audio, video, and code.

Deepfake
Digitally altered or AI-generated content designed to imitate the appearance, voice, or actions of a real person.

[bookmark: Policy_in_Detail][bookmark: _Toc236839895]Policy in Detail
[bookmark: Managing_online_safety][bookmark: _Toc236839896]Managing online safety

All staff will be aware that technology is a significant factor in many safeguarding and wellbeing concerns affecting young people, particularly owing to the rise of social media and the increased prevalence of children using the internet.
The DSL has overall responsibility for the school’s approach to online safety, with support from deputies and the headteacher where appropriate, and will ensure that there are strong processes in place to handle any concerns about Children’s safety online.
The importance of online safety is integrated across all school operations in the following ways:
· Staff receive regular email updates regarding online safety information and any changes to online safety guidance or legislation.
· Online safety is integrated into learning throughout the curriculum.
· Assemblies are conducted termly on the topic of remaining safe online.

[bookmark: Handling_online_safety_concerns][bookmark: _Toc236839897]Handling online safety concerns
Any disclosures made by children to staff members about online abuse, harassment, or exploitation, whether they are the victim or disclosing on behalf of another child, will be managed in line with the Safeguarding and Child Protection Policy.
Unless stated otherwise, all online safeguarding concerns must be reported immediately to the DSL and managed in accordance with the Safeguarding and Child Protection Policy.
Staff will be aware that harmful online behaviour of any type can progress on a continuum, and appropriate and early intervention can prevent abusive behaviour in the future. Staff will also acknowledge that children displaying this type of behaviour are often victims of abuse themselves and should be suitably supported.
The victim of online harmful behaviour may ask that no one be told about the abuse. The DSL will consider whether this is necessary in order to protect them from further harm. Ultimately, the DSL will balance the victim’s wishes against their duty to protect the victim and other young people. The DSL and other appropriate staff members will meet with the victim’s parents to discuss the safeguarding measures that are being put in place to support their child and how the report will progress. Confidentiality will not be promised, and if the decision is made to report abuse to children’s social care or the police against the victim’s wishes, this must be handled extremely carefully – the reasons for sharing the information should be explained to the victim, and in all cases, appropriate specialised support should be offered. 
Concerns regarding a staff member’s online behaviour are reported to the headteacher, who decides on the best course of action in line with the relevant policies. If the concern is about the headteacher, it is reported to the Deputy Director of Education and the chair of governors. 
Concerns regarding a child’s online behaviour are reported to the DSL, who investigates concerns with relevant staff members, e.g. the headteacher and central IT team, and manages concerns in accordance with relevant policies depending on their nature, e.g. the Behaviour Policy and Safeguarding and Child Protection Policy.
Where there is a concern that illegal activity has taken place, the headteacher contacts the police.
The school avoids unnecessarily criminalising children, e.g. calling the police, where criminal behaviour is thought to be inadvertent and as a result of a lack of awareness or normal developmental curiosity. The DSL will decide in which cases this response is appropriate and will manage such cases in line with the Safeguarding and Child Protection Policy.
[bookmark: _Toc236839898]Cyberbullying
Cyberbullying can include, but is not limited to, the following:
· Threatening, intimidating, or upsetting text messages
· Threatening or embarrassing pictures and video clips sent via mobile phone cameras.
· Silent or abusive phone calls or using the victim’s phone to harass others, to make them think the victim is responsible.
· Threatening or bullying emails possibly sent using a pseudonym or someone else’s name.
· Unpleasant messages sent via instant messaging.
· Unpleasant or defamatory information posted to blogs, personal websites, and social networking sites, e.g. Facebook.
· Abuse between young people in intimate relationships online, i.e. teenage relationship abuse.
· Discriminatory bullying online, i.e. homophobia, racism, misogyny/misandry.
The school will be aware that certain children can be more at risk of abuse and/or bullying online, such as LGBTQ+ children and children with SEND.
Cyberbullying against children or staff is not tolerated under any circumstances. Incidents of cyberbullying are dealt with quickly and effectively wherever they occur in line with the Anti-bullying Policy.
[bookmark: Peer-on-peer_sexual_abuse_and_harassment][bookmark: _Toc236839899]Child-on-child sexual abuse and harassment
All staff will be aware of the indicators of abuse, neglect and exploitation and understand where the risk of such harms can occur online. Staff will understand that this can occur both in and outside of school, off and online, and will remain aware that children are less likely to report concerning online sexual behaviours, particularly if they are using websites that they know adults will consider to be inappropriate for their age. 
The following are examples of online harmful sexual behaviour, of which staff will be expected to be aware:
· Threatening, facilitating, or encouraging sexual violence 
· Upskirting, i.e. taking a picture underneath a person’s clothing without consent and with the intention of viewing their genitals, breasts, or buttocks.
· Sexualised online bullying, e.g. sexual jokes or taunts.
· Unwanted and unsolicited sexual comments and messages
· Consensual or non-consensual sharing of sexualised imagery
· Abuse between young people in intimate relationships.
The school recognises that sexual harassment and abuse may include AI-generated, digitally altered, or synthetic images, videos, and audio recordings, including deepfakes and AI-generated nude or semi-nude imagery.
All staff will be aware of and promote a zero-tolerance approach to sexually harassing or abusive behaviour and will challenge any attempts to pass such behaviour off as trivial or harmless. Staff will be aware that allowing such behaviour could lead to a school culture that normalises abuse and leads to children becoming less likely to report such conduct.
Staff will be aware that creating, possessing, and distributing indecent imagery of other children, i.e. individuals under the age of 18, is a criminal offence, even where the imagery is created, possessed, and distributed with the permission of the child depicted, or by the child themselves. 
The school will be aware that a victim of online harmful sexual behaviour and the alleged perpetrator(s) can be subject to harassment following the initial report, with other children “taking sides.” The school will respond to these incidents in line with behaviour, anti-bullying and safeguarding and child protection policies.
The school will respond to all concerns regarding online child-on-child sexual abuse and harassment, regardless of whether the incident took place on the school premises or using school-owned equipment. Concerns regarding online child-on-child abuse will be reported to the DSL, who will investigate the matter in line with the Safeguarding and Child Protection Policy. 
[bookmark: Grooming_and_exploitation][bookmark: _Toc236839900]Grooming and exploitation
Staff will be aware that grooming frequently occurs through online services and digital platforms. Grooming involves an individual building a relationship with a child in order to manipulate, exploit or abuse them.
Staff should remain vigilant to indicators of grooming and exploitation, including situations where technology, social engineering techniques, chatbots or AI-enabled services may be used to facilitate contact or build trust.
[bookmark: Child_sexual_exploitation_(CSE)_and_chil][bookmark: Radicalisation]Online technologies may be used to facilitate Child Sexual Exploitation (CSE) and Child Criminal Exploitation (CCE)

Any concerns relating to grooming, CSE or CCE must be reported immediately to the DSL and managed in accordance with the Safeguarding and Child Protection Policy.
[bookmark: _Toc236839901]Radicalisation
Radicalisation is the process by which a person comes to support terrorism and extremist ideologies associated with terrorist groups. This process can occur through direct recruitment, e.g. individuals in extremist groups identifying, targeting, and contacting young people with the intention of involving them in terrorist activity, or by exposure to violent ideological propaganda. Children who are targets for radicalisation are likely to be groomed by extremists online to the extent that they believe the extremist has their best interests at heart, making them more likely to adopt the same radical ideology.
Staff members will be aware of the factors which can place certain children at increased vulnerability to radicalisation, as outlined in the Prevent Duty Policy. Staff will be expected to exercise vigilance towards any children displaying indicators that they have been, or are being, radicalised.
Where staff have a concern about a child relating to radicalisation, they will report this to the DSL without delay, who will handle the situation in line with the Safeguarding and Child Protection Policy.
[bookmark: Mental_health][bookmark: _Toc236839902]Mental health
Staff will be aware that online activity both in and outside of school can have a substantial impact on a child’s mental state, both positively and negatively. The DSL will ensure that training is available to help ensure that staff members understand popular social media sites and terminology, the ways in which social media and the internet, in general, can impact mental health, and the indicators that a child is suffering from challenges in their mental health. Concerns about the mental health of a child will be dealt with in line with the SEND/Inclusion and Safeguarding and Child Protection policies.
[bookmark: Online_hoaxes_and_harmful_online_challen][bookmark: _Toc236839903]Online hoaxes and harmful online challenges
For the purposes of this policy, an “online hoax" is defined as a deliberate lie designed to seem truthful, normally one that is intended to scaremonger or to distress individuals who come across it, spread on online social media platforms. 
For the purposes of this policy, “harmful online challenges” refers to challenges that are targeted at young people and generally involve users recording themselves participating in an online challenge, distributing the video through social media channels, and daring others to do the same. Although many online challenges are harmless, an online challenge becomes harmful when it could potentially put the participant at risk of harm, either directly as a result of partaking in the challenge itself or indirectly as a result of the distribution of the video online – the latter will usually depend on the age of the child and the way in which they are depicted in the video.
Where staff suspect there may be a harmful online challenge or online hoax circulating amongst children in the school, they will report this to the DSL immediately. 
The DSL will conduct a case-by-case assessment for any harmful online content brought to their attention, establishing the scale and nature of the possible risk to children, and whether the risk is one that is localised to the school or the local area, or whether it extends more widely across the country. Where the harmful content is prevalent mainly in the local area, the DSL will consult with the LA about whether quick local action can prevent the hoax or challenge from spreading more widely. 
Prior to deciding how to respond to a harmful online challenge or hoax, the DSL and the headteacher will decide whether each proposed response is: 
· In line with any advice received from a known, reliable source, e.g. the UK Safer Internet Centre, when fact-checking the risk of online challenges or hoaxes.
· Careful to avoid needlessly scaring or distressing children.
· Not inadvertently encouraging children to view the hoax or challenge where they would not have otherwise come across it, e.g. where content is explained to younger children but is almost exclusively being shared amongst older children.
· Proportional to the actual or perceived risk.
· Helpful to the children who are, or are perceived to be, at risk.
· Appropriate for the relevant children’s age and developmental stage.
· Supportive.
· In line with the Safeguarding and Child Protection Policy.
Where the DSL’s assessment finds an online challenge to be putting children at risk of harm, they will ensure that the challenge is directly addressed to the relevant children, e.g. those within a particular age range that are directly affected or individual children at risk, where appropriate.
The DSL and headteacher will only implement a school-wide approach to highlighting potential harms of a hoax or challenge when the risk of needlessly increasing children’s exposure to the risk is considered and mitigated as far as possible.
[bookmark: Cyber-crime][bookmark: _Toc236839904]Cybercrime
Cybercrime is a criminal activity committed using computers and/or the internet. There are two key categories of cybercrime:
Cyber-enabled - these crimes can be carried out offline; however, they are made easier and can be conducted at higher scales and speeds online, e.g. fraud, purchasing and selling of illegal drugs, and sexual abuse and exploitation.
Cyber dependent – these crimes can only be carried out online or by using a computer, e.g. making, supplying, or obtaining malware, illegal hacking, and ‘booting’, which means overwhelming a network, computer or website with internet traffic to render it unavailable.
The school will factor into its approach to online safety the risk that children with a particular affinity or skill in technology may become involved, whether deliberately or inadvertently, in cybercrime. Where there are any concerns about a child’s use of technology and their intentions with regard to using their skill and affinity towards it, the DSL will consider a referral to the Cyber Choices programme, which aims to intervene where children are at risk of committing cybercrime and divert them to a more positive use of their skills and interests.
The DSL and headteacher will ensure that children are taught, throughout the curriculum, how to use technology safely, responsibly, and lawfully. 
[bookmark: Online_safety_training_for_staff]Schools will ensure that children and staff receive age-appropriate online safety and cyber awareness education, so they understand lawful, safe, and responsible use of technology, including how to recognise common online risks such as scams, phishing and attempts to manipulate or exploit users.
[bookmark: _Toc236839905]Online safety training for staff
All staff will receive online safety training as part of safeguarding induction and regular safeguarding updates. Training will include:
· Online abuse, exploitation, and harmful online behaviour.
· Child-on-child abuse occurring online.
· Filtering and monitoring responsibilities.
· Artificial intelligence, deepfakes and emerging technologies.
· Cyber security awareness and phishing prevention.
· Reporting procedures for safeguarding concerns.
Training will be adapted to reflect emerging risks, technological developments, and changes in statutory guidance.
[bookmark: _Toc236839906]Online safety and the curriculum

Online safety is embedded throughout the curriculum; however, it is particularly addressed in RSHE/PSHE and ICT. Online safety teaching is always appropriate for children’s ages and developmental stages.

Children are taught the underpinning knowledge and behaviours that can help them to navigate the online world safely and confidently, regardless of the device, platform or app they are using. The underpinning knowledge and behaviours children learn through the curriculum include the following:
· How to evaluate what they see online
· How to recognise techniques used for persuasion
· What healthy and respectful relationships, including friendships, look like
· Body confidence and self-esteem
· Consent, e.g. in relation to the sharing of indecent imagery or online coercion to perform sexual acts.
· Acceptable and unacceptable online behaviour
· How to identify online risks
· How and when to seek support
· How to identify when something is deliberately deceitful or harmful
· How to recognise when something they are being asked to do puts them at risk or is age-inappropriate
· Children will be taught digital resilience, including how to critically assess online content, recognise misinformation and disinformation, manipulated media, AI-generated content, understand algorithmic influence on online experiences and respond appropriately to online manipulation.
The online risks children may face are always considered when developing the curriculum. Please see the relevant curriculum documents for more information on how online risks are mapped across the curriculum.
The DSL is involved with the development of the school’s online safety curriculum. Children will be consulted on the online safety curriculum due to their unique knowledge of the kinds of websites they and their peers frequent and the kinds of behaviours in which they engage online.
The school recognises that, while any child can be vulnerable online, there are some children who may be more susceptible to online harm or have less support from family and friends in staying safe online, e.g. children with SEND and LAC. Relevant members of staff work together to ensure the curriculum is tailored so these children receive the information and support they need.
The school will also endeavour to take a more personalised or contextualised approach to teaching online safety for more susceptible children, and in response to instances of harmful online behaviour from children.
Class teachers review external resources prior to using them for the online safety curriculum, to ensure they are appropriate for the cohort of children. When reviewing these resources, the following questions are asked:
· Where does this organisation get their information from?
· What is their evidence base?
· Have they been externally quality assured?
· What is their background?
· Are they age-appropriate for children?
· Are they appropriate for the children’s developmental stage?
External visitors may be invited into the school to help with the delivery of certain aspects of the online safety curriculum. The headteacher and DSL decide when it is appropriate to invite external groups into the school and ensure the visitors selected are appropriate.
Before conducting a lesson or activity on online safety, the class teacher and DSL consider the topic that is being covered and the potential that children in the class have suffered or may be suffering from online abuse or harm in this way. The DSL advises the staff member on how to best support any child who may be especially impacted by a lesson or activity. Lessons and activities are planned carefully so they do not draw attention to a child who is being or has been abused or harmed online, to avoid publicising the abuse.
During an online safety lesson or activity, the class teacher ensures a safe environment is maintained in which children feel comfortable saying what they feel and ask questions and are not worried about getting into trouble or being judged.
If a staff member is concerned about anything children raise during online safety lessons and activities, or if a child makes a disclosure regarding online abuse, they will make a report in line with the Safeguarding and Child Protection Policy.
[bookmark: Use_of_technology_in_the_classroom][bookmark: _Toc236839907]Use of technology in the classroom

A wide range of technology is used during lessons, including the following:
· Hardware within IT suites 
· Laptops, Mobile Devices
· Intranet
· Email
· Online and Remote Resources (i.e. Microsoft 365 services including Teams, OneDrive and SharePoint) 
· Curriculum Online Resources 
· Cameras
· Virtual Reality and Artificial Intelligence Resources
Prior to using any websites, tools, apps or other online platforms in the classroom, or recommending that children use these platforms at home, the class teacher always reviews and evaluates the resource. Class teachers ensure that any internet-derived materials are used in line with copyright law.
Children are supervised when using devices and online materials at school – this supervision is suitable for their age and ability.
All digital services used with children must comply with the Trust's Approved Digital Services and Applications process.
[bookmark: _Toc236839908]Use of smart technology
While the school recognises that the use of smart technology can have educational benefits, there are also a variety of associated risks which the school will ensure it manages.
Children will not be permitted to use smart devices or any other personal technology whilst on the school site. Where a device is required for a medical condition or other exceptional need, parents/carers must submit a request to the school with supporting evidence. Use will only be permitted following written approval from the Headteacher (or delegated senior leader), and the agreed arrangements will be recorded by the school.
Staff will only use personal technology, including devices with smart technology, in line with the school’s Acceptable Use Agreement.
Inappropriate use of smart technology may include:
· Using mobile and smart technology to harass, bully, troll or intimidate peers.
· Sharing indecent images, both consensually and non-consensually.
· Viewing and sharing pornography and other harmful content.
Where there is a significant problem with the misuse of smart technology among children, the school will respond in line with the Behaviour Policy.
The school will hold assemblies, where appropriate, which address any specific concerns related to the misuse of smart technology and outline the importance of using smart technology appropriately. 
The school will seek to ensure that it is kept up to date with the latest devices, platforms, apps, trends, and related threats.
[bookmark: Educating_parents]The school will consider the 4Cs (content, contact, conduct, and commerce) when educating children about the risks involved with the inappropriate use of smart technology and enforcing the appropriate disciplinary measures.
[bookmark: Internet_access][bookmark: _Toc236839909]Internet access

Children, staff and other members of the school community are only granted access to the school’s internet network once they have read and signed the Acceptable Use Agreement. A record is kept of users who have been granted internet access.

All members of the school community will be instructed to only use the school’s internet network, instead of 3G, 4G and 5G networks, as the school’s network has appropriate filtering and monitoring to ensure individuals are using the internet safely and appropriately.
[bookmark: Filtering_and_monitoring_online_activity][bookmark: _Toc236839910]Filtering and Monitoring 

[bookmark: Network_security]REAch2 uses centrally managed filtering and monitoring systems to help safeguard children, protect staff and secure Trust systems. Filtering and monitoring form part of the Trust’s wider safeguarding arrangements and must be used alongside effective supervision, staff vigilance, curriculum education, and clear reporting procedures. 
Filtering is used to restrict access to illegal, inappropriate, or potentially harmful online content. Monitoring is used to identify safeguarding, welfare, behavioural or security concerns arising from user activity on Trust-managed systems. Both must be proportionate, effective and support safe teaching and learning. DfE standards require schools and colleges to have appropriate filtering and monitoring systems in place and to review their effectiveness regularly. 
Schools remain responsible for reviewing monitoring alerts, responding to safeguarding concerns, and escalating concerns in accordance with safeguarding procedures. The Shared Services IT Team is responsible for the technical configuration, supplier engagement and operational assurance of Trust-managed filtering and monitoring systems.
Filtering and monitoring arrangements will be reviewed through the following framework:

	Activity
	Frequency
	Evidence

	Technical assurance checks
	Monthly
	Technical check record, issues identified and actions taken

	School safeguarding review
	Termly
	Review record, trends considered, decisions made and actions assigned

	Governance oversight review
	Annually
	Minutes, scrutiny, challenge, and assurance received

	Trust-level assurance review
	Annually
	Summary of provision, risks, incidents, and improvement actions

	Policy review
	Annually
	Updated policy and approval record


Reviews should consider:
· safeguarding effectiveness.
· monitoring alerts, trends, and emerging risks.
· the suitability of filtering for pupils’ age and needs.
· artificial intelligence services and AI-generated content.
· new digital platforms, applications, and websites.
· attempts to bypass filtering, monitoring or security controls.
· safeguarding, behavioural, or cyber incidents linked to online activity.
· lessons learned from incidents, investigations, complaints or near misses.

Schools must retain documented evidence of termly filtering and monitoring reviews, including risks considered, decisions made, actions assigned, completion dates and any matters escalated to governors or the Trust.
Safeguarding alerts generated through monitoring systems must be reviewed promptly by the DSL or another appropriately trained safeguarding member of staff. Alerts must be considered in context and managed in accordance with the Safeguarding and Child Protection Policy. Where an alert identifies a technical issue, attempted bypass, system weakness or security concern, the Shared Services IT Team must also be notified.
Requests to allow, block or amend access to websites, services, applications, or categories of content must be recorded and subject to appropriate assessment. Decisions must consider safeguarding, curriculum need, age suitability, data protection, cyber security and impact on teaching and learning. Where the request relates to a digital service used with pupils, approval must also follow the Trust’s Approved Digital Services and Applications process.
Any deliberate attempt to bypass filtering, monitoring or security controls will be investigated and managed in accordance with the relevant safeguarding, behaviour, acceptable use, disciplinary or cyber security procedures. This includes use of proxy sites, VPNs, anonymising tools, personal hotspots, unauthorised accounts, or other methods intended to avoid Trust controls.
Filtering and monitoring evidence may be used to support safeguarding assurance, identify emerging risks, inform training, and ensure that arrangements remain effective across Trust schools.
[bookmark: _Toc236839911]Network security
Secure networks and systems are an important part of protecting children, staff, and Trust information. Detailed requirements for network security, technical controls, account protection, device configuration, and cyber assurance are set out in the Trust Information Security Policy and Cyber Security Policy. Any security concern that may create a safeguarding risk must be reported to the DSL and Shared Services IT Team.
[bookmark: _Toc236839912]Privileged Access

Privileged access to Trust systems is managed through the Trust Information Security Policy and associated technical standards. Where misuse of privileged access creates a safeguarding concern or affects safeguarding systems, this must be escalated to the DSL and Shared Services IT Team.
[bookmark: _Toc236839913]Cyber Incident Management
Cyber incidents will be managed in accordance with the Trust Cyber Incident Response procedures. Where a cyber incident affects safeguarding systems, pupil welfare, access to safeguarding records, monitoring alerts or the safety of children or staff, the incident must also be escalated to the DSL and managed alongside safeguarding procedures.
[bookmark: _Toc236839914]Emails and Digital Communication
Email and other approved digital communication tools must be used safely, professionally and appropriately. Their use must support safeguarding, protect children and staff from harm, and maintain clear professional boundaries.
Staff and children must only use approved school or Trust email accounts and communication platforms for school-related activity. Personal email accounts must not be used to communicate with children or parents/carers about school matters.
All users must follow the relevant Acceptable Use Agreement when using email or digital communication tools. Staff must ensure that communication with children, parents/carers and colleagues is appropriate, professional and capable of scrutiny.
Staff and children will be taught to recognise and report concerning inappropriate or harmful digital communication, including:
· bullying, harassment or intimidation;
· grooming, coercion or exploitation;
· inappropriate requests for personal information or images;
· discriminatory, abusive or threatening content;
· phishing, scams or suspicious links;
· impersonation, fake accounts or manipulated content;
· messages that encourage harmful behaviour or unsafe online activity.

Any digital communication that raises a safeguarding concern must be reported immediately to the DSL and managed in accordance with the Safeguarding and Child Protection Policy. Where the concern involves a member of staff, it must be managed in line with the Staff Code of Conduct, allegations procedures and relevant Trust policies.
Staff and children must not open attachments, click links or respond to messages that appear suspicious, unexpected or unsafe. Suspected phishing emails, malicious messages or compromised accounts must be reported to the Shared Services IT Team in accordance with Trust procedures.
Where an email or digital communication incident may affect safeguarding systems, pupil welfare, access to safeguarding information, or the safety of children or staff, the DSL and Shared Services IT Team must work together to assess and respond to any safeguarding impact.
The handling of personal, confidential or sensitive information by email is governed by the Trust Data Protection Policy, Information Security Policy and associated procedures. Technical controls relating to email security, encryption, account protection, spam filtering and cyber incident response are managed through the Trust’s Information Security and Cyber Security arrangements.
[bookmark: _Toc236839915]Generative Artificial Intelligence (AI)
REAch2 recognises that generative artificial intelligence, including tools that create or analyse text, images, audio, video and code, may offer educational and operational benefits. However, AI also introduces online safety, safeguarding, data protection, cyber security and information governance risks that must be managed appropriately. 

AI tools must only be used in ways that support safe, responsible and ethical use of technology. Staff must follow Trust requirements for safeguarding, data protection, cyber security, procurement and approved digital services before using AI tools for school or Trust-related activity. 

Staff must not enter personal, confidential, safeguarding, assessment, employment, pupil-identifiable or commercially sensitive information into any AI tool unless the tool has been approved through the Trust’s information governance, data protection and cyber security processes. AI tools used with pupils must also be reviewed through the Trust’s Approved Digital Services and Applications process. 

When AI is used to support teaching, learning, administration or communication, staff remain professionally responsible for checking that outputs are accurate, appropriate, unbiased, age-appropriate and suitable for the intended audience. AI-generated content must not be relied upon without human review. 

AI must not be used as the sole basis for decisions relating to:
· safeguarding;
· behaviour;
· SEND identification or support;
· assessment outcomes;
· Pupil Profiling;
· attendance or welfare intervention;
· employment-related matters.

Professional judgement, safeguarding procedures and relevant Trust policies must always take precedence. 

Children will be supported to understand the risks and limitations of AI as part of the wider online safety curriculum. This includes learning how to recognise misinformation, disinformation, manipulated media, deepfakes, impersonation, bias, harmful content and AI-generated material that may be misleading or unsafe. 

Any AI-generated or digitally manipulated content that raises safeguarding, welfare, bullying, harassment, discrimination, reputation or conduct concern must be reported and managed in accordance with the Safeguarding and Child Protection Policy and other relevant Trust procedures. This includes AI-generated images, audio, video or text that impersonates, humiliates, sexualises, threatens, exploits or harms another person.

The Trust will continue to review the online safety implications of AI as technologies, risks and statutory guidance develop.

[bookmark: _Toc236839916]Social networking
Personal use
Access to social networking sites via the school’s Wi-Fi network is blocked to all children and is available to staff as per the local schools’ policy/arrangements. Staff members are advised that their conduct on social media can have an impact on their role and reputation within the school, which is outlined within the REAch2 social media Policy, which can be accessed via the REAch2 Intranet Policy Hub. The Staff Code of Conduct contains further information on the acceptable use of social media – staff members are required to follow these expectations at all times.	Comment by Helen Beattie: Don’t we have a Trust rule set for this, or is it different in every school?
Schools are encouraged to ensure that staff receive annual training on how to use social media safely and responsibly. Staff are not permitted to communicate with children or parents over social networking sites and are reminded to alter their privacy settings to ensure children and parents are not able to access their information or contact them on social media.
Where staff have an existing personal relationship with a parent or child, and thus are connected with them on social media, e.g. they are friends with a parent at the school, they will disclose this to the DSL and headteacher and will ensure that their social media conduct relating to that parent is appropriate for their position in the school.
Staff should refer to section 5.2 of the Staff Code of Conduct (available on the REAch2 Intranet Policy Hub), which identifies the measures that staff should take to safeguard themselves and others when using social media.
Children are taught how to use social media safely and responsibly through the online safety curriculum.
Concerns regarding the online conduct of any member of the school community on social media are reported to the DSL and managed in accordance with the relevant policy, e.g. Anti-Bullying Policy, Staff Code of Conduct and Behaviour Policy.
[bookmark: Use_on_behalf_of_the_school]Use on behalf of the school.
The use of social media on behalf of the school is conducted in line with the REAch2 social media Policy. The school’s official social media channels are only used for official educational or engagement purposes. Staff members must be authorised by the headteacher to access the school’s social media accounts.
All communication on official social media channels by staff on behalf of the school is clear, transparent and open to scrutiny.
[bookmark: _Toc236839917]The school website
The school website must provide accurate, appropriate and accessible information for children, parents, carers, staff and the wider school community. Content published on the website must reflect the values of the school and Trust, protect children and staff from harm, and support a safe digital presence.

The headteacher is responsible for ensuring that website content is appropriate, accurate, up to date and regularly reviewed. Any member of staff involved in creating, editing or publishing website content must follow Trust expectations for safeguarding, data protection, copyright, accessibility and professional communication.
Personal information about children must not be published on the school website unless there is a clear, lawful and approved reason to do so. Staff must take care not to publish information that could identify, locate or place a child at risk, including unnecessary personal details, class information, routines, locations or other contextual information.

Images, videos or audio recordings of children must only be published where appropriate consent has been obtained and recorded. Staff must also consider whether publication remains appropriate in the context of safeguarding, child protection, court orders, parental restrictions or any known vulnerabilities.

Website content must not include material that is inappropriate, discriminatory, harmful, misleading or likely to compromise the safety, wellbeing, privacy or dignity of children, staff or families.

The school website must only link to external websites, platforms or resources that are suitable for the intended audience. Staff should check external links before publication and review them periodically to ensure they remain appropriate, safe and relevant.

Any concern about website content, including inappropriate publication of information, images or links, must be reported to the headteacher or DSL without delay. Where a concern may involve safeguarding, it must be managed in accordance with the Safeguarding and Child Protection Policy.

Detailed requirements relating to statutory website content, accessibility, copyright, data protection, privacy notices and records of consent are managed through the Trust’s Data Protection, Communications, Accessibility and Information Governance arrangements.
[bookmark: Use_of_devices][bookmark: _Toc236839918]Use of devices
[bookmark: School-owned_devices][bookmark: _Toc236839919]School-owned devices
Staff members may be issued the following school-owned devices to assist with their work:
· Laptop
· Mobile Device
· Handheld Device
Children may be provided with school-owned devices as necessary to assist in the delivery of the curriculum, e.g. to use during lessons, remote learning, etc.
School-owned devices are used in accordance with the Device User Agreement. It is not recommended that school-owned devices are connected to public Wi-Fi networks. All school-owned devices are password-protected.
Cases of staff members or children found to be misusing school-owned devices will be managed in line with the Disciplinary Policy and Procedure and Behaviour Policy, respectively.

[bookmark: _Toc236839920]Personal devices
Personal devices must be used in a way that protects children, maintains professional boundaries, and supports a safe digital environment. This includes mobile phones, tablets, smart watches, wearable technology and any other personally owned device with camera, audio recording, messaging, or internet capability.
Children are not permitted to use personal devices on school premises unless this has been specifically authorised by the headteacher for an agreed educational, medical or accessibility purpose. Where authorised, use must be supervised and managed in accordance with the school’s safeguarding, behaviour, and acceptable use arrangements.
Staff must only use personal devices in accordance with the Staff Code of Conduct, Acceptable Use Agreement, and this policy. Staff must not use personal devices during lesson time or when supervising children unless this is necessary in an emergency or has been specifically authorised by the headteacher.
Staff must not use personal devices to take, store, or share photographs, videos, or audio recordings of children. School-owned devices and approved systems must be used for school-related images, recordings, and communications.
Personal devices must not be used in areas where privacy and dignity could be compromised, including:
· toilets.
· changing rooms.
· first aid or medical rooms, unless required in an emergency.
· any other area where children or adults may reasonably expect privacy.
Staff must not use personal devices to communicate with children through personal messaging, social media, or personal email accounts. Communication with children and parents/carers must take place through approved school or Trust systems, in line with professional expectations and safeguarding procedures.
Any concern about the use of a personal device by a member of staff, visitor, volunteer, or child must be reported to the headteacher without delay, or if the concern is about the headteacher, to the Deputy Director of Education. Concerns may include inappropriate recording, sharing of images, online contact, bullying, harassment, suspected grooming, accessing harmful content or any behaviour that may place a child or adult at risk.
Where there is reason to believe that a personal device may contain illegal content or may have been used to commit an offence, the headteacher must seek advice and take action in accordance with the Safeguarding and Child Protection Policy, allegations procedures and, where appropriate, police guidance.
Visitors must be made aware of the school’s expectations for personal device use. Appropriate signage should be displayed, and any concerns about a visitor’s use of a personal device must be reported to the headteacher.
Any personal device used to access Trust systems, services or data must comply with the Trust’s Information Security Policy and associated technical requirements. This policy sets out the safeguarding expectations for personal device use. Technical requirements for device security, access to Trust systems, data protection and bring-your-own-device arrangements are managed through the Trust’s Information Security and Data Protection policies.
[bookmark: Remote_learning][bookmark: _Toc236839921]Remote learning
[bookmark: Accessing_documents_away_from_school]All remote learning is delivered in line with the school’s Child Remote Learning Policy and procedures. Details can be found within the Remote Learning section of REAch2 Intranet
[bookmark: _Toc236839922]Working with Parents and Carers
REAch2 recognises that parents and carers play a critical role in supporting children's online safety.
Schools will support parents and carers through:
· Online safety guidance and newsletters.
· Parent information sessions and workshops.
· Advice regarding parental controls and safer use of technology.
· Information about emerging online risks and trends.
· Communication regarding the school's filtering and monitoring arrangements where appropriate.

Parents and carers will be encouraged to:
· Discuss online safety regularly with their children.
· Monitor age-appropriate use of digital services.
· Report concerns promptly to the school.
· Collaborate with school staff to promote safe online behaviours.

[bookmark: _Toc236839923]Approved Digital Services and Applications
Staff must not introduce new digital services, applications, AI tools, browser extensions, or online platforms for pupil use until approval has been confirmed through the Trust’s established governance process.

Approval must consider age suitability, safeguarding features, moderation, reporting routes, exposure to online risks, use of AI and the handling of pupil information. Detailed requirements for procurement, supplier assurance, data protection, and cyber security are managed through the Trust’s Information Security, Data Protection and Procurement arrangements.

[bookmark: _Toc236839924]Online Reputation and Digital Footprint
REAch2 recognises that children and staff create a lasting digital footprint through their use of online platforms, social media, messaging services, gaming environments, and other digital technologies. Content shared online can often remain accessible, searchable, and recoverable even after attempts have been made to delete it.
The Trust is committed to helping children develop a positive online reputation and understand the potential long-term impact of their online actions.
Children will be taught to:
· Understand what a digital footprint is and how it is created.
· Recognise that information shared online may remain available indefinitely.
· Consider how online actions may affect future education, employment, and personal opportunities.
· Protect personal information and privacy.
· Make informed decisions about what they share, post, comment on or upload online.
· Understand how online content can influence how others perceive them.
· Respect the privacy, dignity, and reputation of others.
· Recognise the potential consequences of sharing content about themselves or others without consent.
· Identify and respond appropriately to reputational risks arising from social media, gaming platforms, and other online services.
Staff will:
· Model positive and professional online behaviour.
· Be mindful that their online activity may reflect on their professional role and the reputation of their school and the Trust.
· Maintain appropriate professional boundaries in accordance with the Staff Code of Conduct and Social Media Policy.
· Report concerns relating to content that may present a safeguarding, welfare, or reputational risk to a child.
Where concerns arise regarding a child’s online reputation, inappropriate sharing of content, or potentially harmful digital activity, these will be considered within the context of safeguarding and managed in accordance with the Safeguarding and Child Protection Policy and other relevant Trust procedures.
The Trust will support parents and carers by providing guidance and resources to help them understand digital footprints, online reputation management, and the importance of promoting safe and responsible online behaviours at home.

[bookmark: _Toc236839925]Monitoring and Review
The Trust recognises that digital technologies, cyber threats, and safeguarding risks continually evolve.
This policy will therefore be monitored through:
· Ongoing safeguarding oversight.
· Analysis of safeguarding incidents and trends.
· Filtering and monitoring reviews.
· Cyber security assurance activities.
· Governance scrutiny.
· Review of statutory and regulatory guidance.
· 
The policy will be formally reviewed annually or sooner if:
· Statutory guidance changes.
· Significant safeguarding incidents occur.
· Significant cyber incidents occur.
· Emerging technologies require policy revision.


[bookmark: Appendices][bookmark: _Toc236839926]Appendices
The policy refers to a number of supporting policies and documents. Policies can be accessed via the REAch2 Intranet Policies Page.

The Trust’s Acceptable Use Agreement templates can be accessed via the IT Documents Page on REAch2 Intranet 

 The Trust also have a Staff Code of Conduct which can be found within the REAch2 Intranet Policies page.
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