Online Safety Progression at Grange Junior School

Year 3 Online

objectives (Taken from UKCIS Education for a Connected Worl

| can explain what is
mesnt by the term

“identity’.

| can explain how peopls
can represant themsehoes
in different ways onlire

| can explain ways in
which someore might
chanpe their identicy
depending on what they
are doing online (=g
EAMINg; WSNE an L¥atar;
sooal media) and why.

Term |

Privacy and
security

| can describe simple
strategies for creating and
keeping passwords
private.

| can giee rezsons why
someone should only
share informaticn with
peopls they chaase o and
can trust | can explain
thiat if they are not sure or
feel pressured then dhey
should tell 3 trusted zdule

| can describe hiow
connected devices can
oollect and share anyone’s
mformation with othars.

Term 2

| can describe appropriate
ways 1o bebave towards
other pacple online and
why this is Imporant

| can gree examples of
hiow bulying behaviour
could appear onfine and
how someons can gat
suppart

Term 3

| can explain how to
search fior information
about advers onlne.

| can gree examples of
what anyocne may or may
not be willing to shars
about dhemselves online. |
can explain the nesd to be
carefl before sharing

arything personal.

| can explain who
someone can ask if they
are unsure about putting
somesthing online.

Term 4

Health, well-beir
and lifestyle

| can explain why spanding
too much time using
technology can sometdmes
e 3 megative iMpact on
anyone, =z mood, sleep,
body, relationships; | can
give some samples of
both positive and negatve
activities whers it s ey
to spend a bot of dme
=ngaged (2.7 daing
homewark, games, films,
wideas).

| can =xplain why some
anline aotvities bawe ape
restrictions, whiy itis
imporeant to follow them
and know who | can alk
to if odhers pressure me
to watch or do something
anline that makes me fexl
uncomforzhle (&g age
restricted gaming or web
sites).

Term 5

| can describe ways people
whao have similar liles and
interests can et topether
anline

| can explaim what it
meears to krow someone’
anline and why this might
be different from knowing
someone offline.

| can explam what is
mizart by ‘trusting
someone online’, why this
is different from ‘liking
someone onlire’, and why
it is imporant o be
carefl abowt who o trust
anline incheding what
mformation and content
they are trusted with.

| can explain why
someone may change thesr
mird about trusting
aryone with something if
they fzel nervous,

wpsamfarabls ar

worried

| can explaim how
somecne’s fzelings can be
bt by whiat is said or
writeen ardine.

| can explain the
importance of giving and
gRining permission before
sharing dhinps online; how
the prmriples of sharing
anline is the same 25
sharing affne =.g sharing
images and videos.

Term 6

| can demorstrace how m
use key phrases in search

engines to gather acourace
mformation caline.

| can explain what
aubocomphete is and how
to choose the bese
SugpEstion.

| can explain how the
nternet can be used to
sell and buy thirgs.

| can explain dhe difference
beoseen 3 'behsef, an
“opinion” and a ‘fact. and
cam pive axamples of how
and wivere they might be
shared online, eg_in
wideas, memes, posts,
nEws stories et

| can explain that noc 2l
opinions shared may be
accepted a5 trse or fair by
others (eg monsters
under the bed).

| can describe and
demaonstrate how we can
g=t help from a trusted
adule if we see content
thizt makes ws fzel s2d,
uncomfortble worried or

friphtaned.

| can explain why copying
someone else’s work from
the intermes wichout
permissian isn't fair and
can explain what problems
this might cause.




Online Safety Progression at Grange Junior School

Year i objectives (Taken from UKCIS Education for a Connected World

Term | Term 2 Term 3 Term 4 Term 5 Term &
Privacy and Health, well-being

SECIII'“:}" ifestyle

and lifestyle

| can socplain haw my | can duscribs stratagiss | an recognizs whan | can describs how gz find | | can explain how using | can describs stratugies | can amalyse Information to | W'han ssarching on tha
onling Wantity can ba for kasping parsonal sOmeDnG |5 upsat, burt or | out information about tachnology can baz for safw and fun maks & Judgemant abowt Internat for contant to
diffarant to my offline Information private, angry online. othars by searching online. | distractlon from other sxparlencas In a rangs of probables sccuracy and | wsa, | can sxplain why |
Idanfity dapanding on contaxt things, I both a posithva onling se<lal envircnmants | wnderstand why itk mesd to conslider who
| can duscribs ways pacple | | can axplain ways that and negative way. (og Ihestraaming, gamisg | Importast to make ey own | owns It and whather |

| ran duscriba positha | can wocplain that Internat | can bs bullied through a some of tha Information pharforms). darisions regarding contant | kave tha right to rewss It
ways for someana to wsn Is nevar fully privats ranga of madia (og Imags. | about anyons enline could | | can idencify tmas or and that my dacisions are
Interact with others online | and Is monttored, eg adult | wideo, taxt, chat). bave bean created, coplgd | siatons when someone | can give axamiplus of how | respected by othars. | ean give somie simiplu
and undarstand how chis suparsdsion. or sharad by othars ey maed to Imit tha to ba respertiul to others axamiplus of content
will positivaly Impact on | can sacplain why peophk amaount of time they use anling and dascriba kow to | | can describs how to ssarch | which | miust not use
Bow others parcates them. | | can describs how soma maed to think carafully tachnology a.g. | can reragnisa healthy and for Information wichin a without parmission from

onling services may seak about how content thay supgast stritagies to balp wnhaalthy onlne wida proup of tachmalogies | the ownar, ag videes,
1 @an sxplain that others consant to stors post might affuct othars, with lmlting this tima. bahaviours. and makas 3 pedpamant about | music, Imagss.
onlina can pratend to ba informatian abaut me; | thair fuslings and how it tha probable acowracy (og
somieong alss, ncheding my | kmow how to respond mrizy affact bow othears faal | can axplain how content | soclad media, Image sies
frignds, amd can suggest appropriztaly and who | about tham {their shared onling may fasl widwio shas).
reazons why thay might do | can ask 91 am net sura. ruputation). SnIMpoIFENE D ON& parson
this but may ks Important o | can duscribs soma of the

| know what tha dightal age athar paiople’s thoughes muthods used to sncourage

of consent 1s and the faalings and baliafs peopk to buy things onling

Impact this has on onling (og advartising offars In-app

sarvicas asking for consant purchases, pop-wps) and tan

recapnlss soms of thase
whan thay appsar onling.

| can sxplain why bots of
paopls sharing tha sama
apinions or ballafs onling do
=m0t maks those oplnions or
babads trss.

| can seplain that tachnology
can ba dasignad to act liks
ar Imparsonata Ing things
{og bots) and describe what
tha banadits and tha risks

mlght ba.

| can sxplain what Is meant
by fakoa naws og why soma
peopk will craats storlas or
altar photopraphs and put
tham onling to pratand

somathing Is trus whan It
Isn't




Online Safety Progression at Grange Junior School

Year 5 Online

objectives (Taken from UKCIS Education for a Connected Worl

Term |

Privacy and
SECurity

| can explain how iderdicy
online can be copied,
madifieg or alezred.

| can demarnstrase haw o
make responsible chioices
about hawing an online
identity, depending on
CoRbEL

| can explaim what a
strang password is and
demonstrace how to
Create one.

| can explaim hiow many
fre= apps or servioes may
read and share privats
wformation (=g friends,
comtacts, likes, imapes,
wideos, voice, MESSages,
geolocation) with others.

| can esplaim what app
permissions are ard @n
Five some samples,

Term 2

| can recognise online
Bullying can be different
t2 bullying in the phiysical
world and can describe
some of thase
differences.

| can describe how what
THE PEFION PErceives as
playful joking and teasing
(inchading ‘bartzr’] maght
be =xperisnced by others
a5 ballying.

| can explam how aryone
can pet help if they are
being bulbed online and
idertify when w t=ll 2
trusted aduke

| can identify a range of
WRYS 0O MEporT CoNCErmS
and aocess support both
in school and at home
about online bulkying.

| can explan how to
block abusive users.

| can describe the helphne
services which can help
peopls expariencing
bullying, and how to
access them (=g
Childime or The Mix).

Term 3

| can seardh for
mfarmarion zbout 2n
midiwidual anfne and

surnmianse dve
mformaricn fourd.

| can describe ways that
mformarion about anyone
anline can be used by
others ©o make
pudgments about an
imdividual ard why thess
may be mcorrect.

Term 4

Term 5

Health, well-being

and lifestyle

| can describe ways
technology can affect
hiezalth and well being
both positvely 2z
mirdfulness apps) and
negatively.

| can describe some
strategies, gipy or advice
to promote heabth and
wellbzing with regards to
technology.

| recogmise the benedits
ard risks of accessing
information about healch
and well-being orlne and
hiow we should balance
this with lking to
trusted adules ard
professionals.

| can explain how and
why some apps and
FAMES May equUest or
ke payment for
additional comtent (=g in-
app purchazss, lnathoxes)
and explan the
importance of seeking
permission from a trusted
adulc before purchasing.

| can giee examples of
technology specific forms
of communication [2g

=mcjis, memes and GIFs

| can explan thiat there
are some people |
oommuricate with anfine
who may want to do me
ar my fdends karm. | can
recopnise that this is not
my £ our faule

| can describe some of
the ways people may b=
irecheed in online
commurities and describe
hiow they might
oollaborate constructreely
with others and make
positive contributions.
[2g gaming communities
or sooal media groups)

| can explain how
someone can get help if
they are having problems
ard identify when o tzll a
trusted adule

| can demonstrate how
support others (incleding
those who are having
difficulties) online.

Term &

| can explain the bepefits
and lmitations of usng
different gypes of search
technologies 2 g waice-
activation search engine.
| can explain hiow some
technology can limit the
rformarion | aim
presented with =g woice-
activated searching greing
one result.

| can explain what is
mieart by ‘hemg sceprical’;
| can gree examples of
whan ard why it is
imporane to be
“soepdical’.

| can evaluate digital
cartent and can exphin
biow o make chioioss
about what is
trustworthy eg
differentizting berwean
acverts and search
results.

| can explain key concepts
mrhiding information,
reviews, fact, opinion,
belief. validity, relizhilicy
ard evidence.

| can identify ways the
ntermes can draw us
mformarion for differeanc
agendas. e g website
notifications, pop-ups.
mrpeted ads.

| can assess amd justify
whan it is acceptzble to
uge the work of others.

| can gree examples of
cont=nt that is permiced
to be reused and krow
o thiz contert can ba
found online.




Online Safety Progression at Grange Junior School

Year 6 Online Safety objectives (Taken from UKCIS Education for a Connected World)

Term |

Privacy and

SECUrity

| can identify and critically
svabuzte onfine content
relating to pender. race,
religicn, disabilty, pulpwre
and other groups, and
muplain whiy it is
important o challergs
and repact inappropriate
representions onlne.

| can describe isswes
orline that could make
ariyone feel sad, worried,
wpsamfartble or
friphtzned. | krow and
can give saamples of how
to g=t kelp, both on and
offline.

| can explaim the
importance of asking undl
| gt the help reeded.

| can describe effective
ways people can marage
pasreords (2 storing
them securely or saving
them in the browser].

| can explaim what to do i
2 paszword i shared, |gst
or stolen.

| can describe how and
why people should keep
thieir softeare and apps
up to date, 2 g uto
updates.

| can describe simple
WEYS 00 INCrease privacy
on apps and services that
provide privacy settings.

| can describe ways in
which some online
CombEnt tarpeis people to
gRin money or
mformarion illegally; | can
describe stratepies to
help me Merntdfy much
ContEnt (&5 Scams,
phishing).

| kriowr that online
services have terms and
conditions that powern
their wse.

Term 2

| can describe ko to
capture bullying cortent
as evidence (g, g soreen.
g=h, URL, profile) to
share with others whao
cam help me.

| can explaim ko
someone wauld report
anline bullying in different
combeEs.

Term 3

| can explain dhe ways in
which anyone can
develap a positive online
reputation.

| can explain strategies
ARYONE 36 WSE o
profect thes ‘digezl
personalicy’ and online
reputation, including
degrees of anonymity.

Term 4

Health, well-being

and lifestyle

| can describe common
systemns thae regulate ape-
related content ez
FEGI, BEFC, parentzl
warnimgs) and describe
their purpose.

| recogrise and can
discuss the pressures thae
techinalogy can place on
someone and how [ when
they could marage this.

| can recognise features
of persuasive design and
how they are used to
keep users =ngaped
[current and futurs use).

| can assess and action
different stratepies to
Emic the impaot of
techinalogy an heabth (g
night-shift mods, regular
breaks, correct posturs,
sleep, dist and swercise].

Term 5

| can explaim hiow sharing
something onlire may
kave an impact efther
positively or negatieely.

| can describe howr to be
kind and show respect
for others orline
mclhuding the importance
of respecting boundaries
regarding what is shared
about them online and
hiow to support dhem if
athers do ot

| can describe howr things
shared privately online
can have unintended
consequences for others.

ez screen-grabe

| can explain dhat king
or sharing inappropriate
imapes of someone (=g
embarrassing images),
mven if they say it is okay,
may kawe an impact far
the sharer and others:
and wha can help if
someone is worried
about dais.

Term &

| can explain how search
engines work and kow
results are sebeceed and
ranked.

| can explain hiow to use
search oechnologiss
effectively.

| can describe hiow some
anline infarmation can be
apinion and can offer
svamiples.

| can explain how and
why some people may
present ‘opinions s
‘facts”; why dhe popularity
of an opinion or the
personalities of those
promaoting it doas not
necessarily make it tree,
fair or perfeps even legal.

| can define the terms
‘rifluance’, ‘manipulation’
and ‘persuasion’ and
=xphlain how someone
might encounter thess
online (2g adwertising
and ‘ad Grgeting’ and
argsting for fike news)

| wnderstand the concept
of persuasive design and
hiowe it can be used to
rflusnces peoples’
choioss.

| can demorscrate the e

of s=arch tooks oo find
ard access online content
which can be reussd by
others,

| can demorserate how o
make referencas to amnd
acknowledge souroes |
Fiave wsed from dee
miernec




