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Rationale

The purpose of this policy is to:

¢ Set out the key principles expected of all members of the school’s community with respect
to the use of IT-based technologies.

¢ Safeguard and protect all of our children and staff.

e Assist staff working with children to work safely and responsibly with the Internet and
other IT and communication technologies and to monitor their own standards and practice.
* Set clear expectations of behaviour and/or codes of practice relevant to responsible use of
the Internet for educational, personal or recreational use for the whole school’s community.
¢ Have clear structures to deal with online abuse such as online bullying or harassment.

¢ Ensure that all members of the community are aware that unlawful or unsafe behaviour is
unacceptable and that, where appropriate, disciplinary or legal action will be taken.

¢ Minimise the risk of misplaced or malicious allegations made against adults who work with
students.

The main areas of risk for our school community can be summarised as follows:
Content

e Exposure to inappropriate content

o Lifestyle websites promoting harmful behaviours

® Hate content

¢ Content validation: how to check authenticity and accuracy of online content

Contact

* Grooming (sexual exploitation, radicalisation etc.)

¢ Online bullying in all forms

¢ Social or commercial identity theft, including passwords and identity



Conduct

* Aggressive behaviours (bullying)

* Privacy issues, including disclosure of personal information

e Digital footprint and online reputation

¢ Health and well-being (amount of time spent online, gambling, body image)

e Sexting

* Copyright (little care or consideration for intellectual property and ownership)

Scope
This policy applies to all members of Harlowbury Primary School community (including staff, pupils,

volunteers, parents/carers, visitors, community users) who have access to and are users of IT
systems, technologies and devices, both in and out of Harlowbury Primary School.

Role Key Responsibilities
Head teacher Must be adequately trained in off-line and online safeguarding, in-line
DSL with statutory guidance and relevant Local Safeguarding Children Board

(LSCB) guidance;

* To lead a ‘safeguarding’ culture, ensuring that online safety is fully
integrated with whole school’s safeguarding.

* To take overall responsibility for online safety provision;

* To take overall responsibility for data management and information
security (SIRO) ensuring schools’ relevant Local Safeguarding Children
Board (LSCB) guidance

* To ensure the school uses appropriate IT systems and services
including, filtered Internet Service;

* To be responsible for ensuring that all staff receive suitable training to
carry out their safeguarding and online safety roles;

* To be aware of procedures to be followed in the event of a serious
online safety incident;

* Ensure suitable ‘risk assessments’ undertaken so the curriculum
meets the needs of students, including risk of children being radicalised;
* To receive regular monitoring reports from the Online Safety Co-
coordinator;

* To ensure that there is a system in place to monitor and support staff
who carry out internal online safety procedures,

* To ensure Governors are regularly updated on the nature and
effectiveness of the schools’ arrangements for online safety;

* To ensure the school website includes relevant information.

DSL Take day to day responsibility for online safety issues and a leading role
Deputy Head Teacher in establishing and reviewing the schools’ safety policy/documents

* Promote an awareness and commitment to online safety throughout
the school’s community;

* Ensure that online safety education is embedded within the
curriculum;

* Liaise with school’s technical staff where appropriate;

* To communicate regularly with SLT and the designated online safety
governor/committee to discuss current issues, review incident logs and
filtering/change control logs;

* To ensure that all staff are aware of the procedures that need to be
followed in the event of an online safety incident;

* To ensure that online safety incidents are logged as a safeguarding
incident;

 Facilitate training and advice for all staff;

¢ Oversee any student surveys / feedback on online safety issues;




Role

Key Responsibilities

« Liaise with the Local Authority and relevant agencies;
« Is regularly updated in online safety issues and legislation, and be
aware of the potential for serious child protection concerns.

Governors/Safeguarding
governor (including
online safety)

e To ensure that the school has in place policies and practices to
keep the children and staff safe online;

e To approve the Online Safety Policy and
effectiveness of the policy;

e To support the school in encouraging parents and the wider
community to become engaged in online safety activities;

e The role of the online safety Governor will include: regular
review with the online safety coordinator.

review the

Computing Leader

e To oversee the delivery of the online safety element of the
Computing curriculum.

e To ensure the curriculum, technologies and devices used in
school support raising standards of achievement for all pupils.

Network
Manager/Technician

To report online safety related issues that come to their attention, to the
Online Safety Coordinator;
* To manage the school network and make sure that:

-school password policy is strictly adhered to and reset termly for all
users - systems are in place for misuse detection and malicious attack
(e.g. keeping virus protection up to date); - access controls/encryption
exist to protect personal and sensitive information held on school-owned
devices; - the school’s policy on web filtering is applied and updated on
a regular basis.

« That they keep up to date with the school’s online safety policy and
technical information in order to effectively carry out their online safety
role and to inform and update others as relevant;

* That the use of school technology and online platforms are regularly
monitored and that any misuse/attempted is reported to the online
safety leader /head teacher

* To ensure appropriate backup procedures and disaster recovery
plans are in place;

¢ To keep up-to-date documentation of the school disaster recovery
plans

Data and Information
Manager/Office Staff

e To ensure that the data they manage is accurate and up-to-
date;

e  Ensure best practice in information management. i.e. have
appropriate access controls in place, that data is used,
transferred and deleted in-line with data protection
requirements;

Teachers

e To embed online safety in the curriculum;

e To supervise and guide students carefully when engaged in
learning activities involving online technology (including, extra-
curricular and extended activities if relevant);

e To ensure that students are fully aware of research skills and
are fully aware of legal issues relating to electronic content such
as copyright laws.

All staff, Volunteers and
visitors.

e Toread, understand, sign and adhere to the school staff Acceptable
Use Agreement/Policy, and understand any updates annually. The
AUP is signed by new staff on induction;

e To report any suspected misuse or problem to the online safety
coordinator;

e To maintain an awareness of current online safety issues and
guidance e.g. through CPD;




Role

Key Responsibilities

e To model safe, responsible and professional behaviours in their own
use of technology.

e Atthe end of the period of employment/volunteering to return any
equipment or devices loaned by the school. This will include leaving
PIN numbers, IDs and passwords to allow devices to be reset, or
meeting with line manager and technician on the last day to log in
and allow a factory reset.

Pupils

Read, understand, sign and adhere to the Student Acceptable
Use Policy annually;

To understand the importance of reporting abuse, misuse or
access to inappropriate materials;

To know what action to take if they or someone they know feels
worried or vulnerable when using online technology;

To understand the importance of adopting safe behaviours and
good online safety practice when using digital technologies out
of the school

To have the opportunity to become Digital Leaders.

Parents and Carers .

To read, understand and promote the school’s Student
Acceptable Use Agreement with their child/children;

To consult with the school if they have any concerns about their
children’s use of technology;

To support the school in promoting online safety and endorse
the Parents’ Acceptable Use Agreement which includes the
students’ use of the Internet and the school’s use of
photographic and video images.

Communication

The policy will be communicated to staff/pupils/community in the following ways:

Policy to be published on the school website/ staffroom/classrooms

Policy to be part of school induction pack for new staff

Acceptable use agreements discussed with pupils at the start of each year.
Acceptable use agreements to be issued to whole school community, usually on
entry to the school

Acceptable use agreements to be held in pupil and personnel files

Handling Incidents

The school will take all reasonable precautions to ensure online safety.

¢ Staff and students are given information about infringements in use and possible
sanctions.

® Online Safety Leader acts as first point of contact for any incident.

* Any suspected online risk or infringement is reported to Online Safety Leader that day.

¢ Any concern about staff misuse is always referred directly to the Head, unless the concern

is about the Head in which case the compliant is referred to the Chair of Governors.




Education and Curriculum

Why is Internet use important?

e The Internet is a part of everyday life for education, business and social interaction.

® The school has a duty to provide children with quality Internet access as part of their
learning experience.

e Children use the Internet widely outside school and need to learn how to evaluate
Internet information and to take care of their own safety and security.

e The purpose of Internet use in school is to raise educational standards, to promote pupil
achievement, to support the professional work of staff and to enhance the school’s
management functions.

® Internet access is an entitlement for children who show a responsible and mature
approach to its use.

Harlowbury Primary School:-

¢ Has a clear, online safety education programme as part of the Computing
curriculum/PSHE/P4C curriculum and other curriculum areas as relevant. This covers a range
of skills and behaviours appropriate to the children’s age and experience;

¢ Plans online use carefully to ensure that it is age appropriate and supports the learning
objectives for specific curriculum areas;

¢ Will remind students about their responsibilities through the student Acceptable Use
Agreement(s);

Ensure children learn to manage their own risks within use of the internet, technologies and
the “virtual” world.

¢ Ensures staff are aware of their responsibility to model safe and responsible behaviour in
their own use of technology, e.g. use of passwords, logging-off, and use of content, research
skills, copyright;

¢ Ensures that staff and students understand issues around plagiarism; how to check
copyright and also know that they must respect and acknowledge copyright/intellectual
property rights;

¢ Ensure students only use school approved systems and publish within appropriately secure

and age-appropriate environments.

Staff and governor training
Harlowbury School:-

e Makes regular training available to staff and governors on online safety issues and
the school’s online safety education program;

e Provides, as part of the induction process, all new staff [including those on work
experience] with information and guidance on the Online Safety Policy and the
school’s Acceptable Use Agreements.



Parent awareness
The school:

e Takes every opportunity to help parents understand these issues through parents’
evenings, newsletters, letters, website / information about national / local online
safety campaigns / literature.

e  Parents and carers will be encouraged to support the school in promoting good
online safety practice and to follow guidelines on the appropriate use of such as not
taking photographs or videos during school events.

3. Expected Conduct and Incident Management
In this School all users:
e Are responsible for using the school IT and communication systems in accordance
with the relevant Acceptable Use Agreements;

e Understand the significance of misuse or access to inappropriate materials and are
aware of the consequences

e Understand it is essential to report abuse, misuse or access to inappropriate
materials and know how to do so;

e Understand the importance of adopting good online safety practice when using
digital technologies in and out of the school;

e Know and understand school policies on the use of mobile and hand held devices
including cameras.

Staff, volunteers and contractors

¢ Know to be vigilant in the supervision of children at all times, as far as is reasonable, and
uses common-sense strategies in learning resource areas where older students have more
flexible access;

¢ Know to take professional, reasonable precautions when working with students,
previewing websites before use; using age-appropriate (student friendly) search engines
where more open Internet searching is required with younger students;.

Parents/Carers
¢ Should provide consent for students to use the Internet, as well as other technologies, as
part of the online safety acceptable use agreement form;

¢ Should know and understand what the school’s rules of appropriate use for the whole
school community are and what sanctions result from misuse.

Incident Management

In this school:

* There is strict monitoring and application of the online safety policy and a differentiated
and appropriate range of sanctions;

¢ All members of the school and community are encouraged to be vigilant in reporting
issues, in the confidence that issues will be dealt with quickly and sensitively

e Support is actively sought from other agencies as needed (e.g. UK Safer Internet Centre
helpline, CEOP, Prevent Officer, Police, MASH) in dealing with online safety issues;

* Parents/carers are specifically informed of online safety incidents involving young people
for whom they are responsible;



* The Police will be contacted if one of our staff or students receives online communication
that we consider is particularly disturbing or breaks the law;

¢ Immediate referrals to the police or MASH will be made if online
materials/communications show:-

an adult is involved

coercion/blackmail is involved,

extreme or violent behaviours,

the child is under the age of 13

is at the immediate risk of harm

4. Managing Information Systems

e Internet access, security (virus protection) and filtering

This school:

Has the educational filtered secure broadband connectivity through the
Essex County Council.

Uses the Essex County Council Net Sweeper filtering system which blocks
sites that fall into categories such as pornography, race hatred, gaming, sites
of an illegal nature, etc.

Any material that the school believes is illegal will be reported to
appropriate agencies such as IWF, the Police or CEOP;
The school access strategy will be designed by educators to suit the age and

curriculum requirements of the pupils, with advice from network managers;

Changes to the filtering policies are updated by the ICT Technician as
directed by the Senior Leadership Team;

Ensure network health through use of suitable anti-virus software;

Use DfE approved systems including DfE S2S, to send ‘protect-level’
sensitive / personal data over the Internet;

Use encrypted devices or secure remote access where staff need to access
‘protect-level’ (sensitive personal) data off-site.

¢ Network management (user access, backup)

This school

Uses individual log-ins for all users.
Uses guest accounts occasionally for external or short term visitors for
temporary access to appropriate services.

Uses teacher ‘remote’ management control tools for controlling
workstations / viewing users / setting-up applications and Internet web
sites, where useful.

Ensures the Systems Administrator / network manager is up-to-date with
ECC services and policies / requires the Technical Support Provider to be up-
to-date with ECC services and policies.

Stores all of its data within the school will conform to the UK data protection
requirements.



Pupils and Staff using mobile technology, where storage of data is online, will
conform to the EU data protection directive where storage is hosted within the
EU.

To ensure the network is used safely, this school:

Ensures staff read and sign that they have understood the school’s e-safety Policy.
Following this, they are set-up with Internet, email access and network access.
Online access to service is through a unique username and password.

Staff access to the schools’ management information system is controlled through a
separate password for data security purposes.

We provide pupils with an individual network log-in username.

All pupils have their own unique username and password which gives them access to
the Internet, the Learning Platform and (for older pupils) their own school approved
email account when supplied.

Makes clear that no one should log on as another user and makes clear that pupils
should never be allowed to log-on or use teacher and staff logins as these have far
less security restrictions and inappropriate use could damage files or the network;

Has set-up the network with a shared work area for pupils and one for staff. Staff
and pupils are shown how to save work and access work from these areas.

Requires all users to always log off when they have finished working or are leaving
the computer unattended.

Where a user finds a logged-on machine, we require them to always log-off and then
log-on again as themselves.

Requests that teachers and pupils do not switch the computers off during the day
unless they are unlikely to be used again that day or have completely crashed. We
request that they DO switch the computers off at the end of the day and we also
automatically switch off all computers to save energy.

Has blocked access to music/media download or shopping sites — except those
approved for educational purposes.

Scans all mobile equipment with anti-virus software protection.

Makes clear that staff are responsible for ensuring that all equipment that goes
home has the anti-virus and spyware software maintained up-to-date and the school
provides them with a solution to do so.

Makes clear that staff are responsible for ensuring that any computer or laptop
loaned to them by the school, is used solely to support their professional
responsibilities and that they notify the school of any “significant personal use” as
defined by HM Revenue & Customs.

Makes clear that staff accessing LA systems do so in accordance with any Corporate
policies.
e.g. Borough email or Intranet; finance system, Personnel system etc.

Maintains equipment to ensure Health and Safety is followed;
e.g. projector filters cleaned by site manager / TA; equipment installed and checked
by approved Suppliers / LA electrical engineers.
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Ensures that access to the school’s network resources from remote locations by staff
is restricted and access is only through school / LA approved systems:
e.g. teachers access their area / a staff shared area for planning.

Does not allow any outside Agencies to access our network remotely except where
there is a clear professional need and then access is restricted and is only through
approved systems.

e.g. technical support or RM INTEGRIS Support, our Education Welfare Officers
accessing attendance data on specific children, parents using a secure portal to
access information on their child.

Provides pupils and staff with access to content and resources through the approved
Learning Platform (when supplied) which staff and pupils access using their
username and password.

Makes clear responsibilities for the daily back up of RM INTEGRIS and finance
systems and other important files.

Has a clear disaster recovery system in place for critical data that includes a secure,
remote back up of critical data, that complies with external Audit’s requirements.

Uses the DfE secure s2s (or similar) website for all CTF files sent to other schools.

Ensures that all pupil level data or personal data sent over the Internet is encrypted
or only sent within the approved secure system in our LA.

Follows ISP advice on Local Area and Wide Area security matters and firewalls and
routers have been configured to prevent unauthorised use of our network.

Our wireless network has been secured to industry standard Enterprise security level
/appropriate standards suitable for educational use.

All computer equipment is installed professionally and meets health and safety
standards.

Projectors are maintained so that the quality of presentation remains high.

Reviews the school ICT systems regularly with regard to health and safety and
security.

Password policy

e This school makes it clear that staff and pupils must always keep their password private,
must not share it with others and must not leave it where others can find it.

e All staff have their own unique username and private passwords to access school
systems. Staff are responsible for keeping their password private.

o We require staff to use STRONG passwords for access into our RM INTEGRIS system.

e We require staff to regularly change their passwords into the RM INTEGRIS system.

E-mail

This school:

Provides staff with an email account for their professional use, and makes clear
personal email should be through a separate account.

Provides highly restricted (Safe mail) / simulated environments for e-mail with Key
Stage 1 pupils.



Staff:

Does not publish personal e-mail addresses of pupils or staff on the school website.
We use anonymous or group e-mail addresses, for example
info@schoolname.la.sch.uk / head@schoolnhame.la.sch.uk / or class e-mail
addresses (with one or more staff having access to an aliased/shared mailbox for a
class) for communication with the wider public.

Will contact the Police if one of our staff or pupils receives an e-mail that we
consider is particularly disturbing or breaks the law.

Will ensure that e-mail accounts are maintained and up to date.

Reports messages relating to or in support of illegal activities to the relevant
Authority and if necessary to the Police.

Knows that spam, phishing and virus attachments can make e-mails dangerous.

Pupils are introduced to, and use e-mail as part of the ICT/Computing scheme of
work.

Pupils sign the school Agreement Form to say they have read and understood the e-
safety rules, including e-mail and we explain how any inappropriate use will be dealt
with.

Staff only use the school e-mail systems for professional purposes.
Access in school to external personal e mail accounts may be blocked.

Never use e-mail to transfer staff or pupil personal data. We use secure, LA / DfE
approved systems.

Staff know that e-mail sent to an external organisation must be written carefully,
(and may require authorisation), in the same way as a letter written on school
headed paper.

The sending of multiple or large attachments should be limited, and may also be
restricted by the provider of the service being used.

The sending of chain letters is not permitted.
Embedding adverts is not allowed.

All staff sign our LA / School Agreement Form to say they have read and understood
the On Line rules, including e-mail and we explain how any inappropriate use will be
dealt with.

School website

The Headteacher takes overall responsibility to ensure that the website content is
accurate and the quality of presentation is maintained.

Uploading of information is restricted to our website authorisers.

The school web site complies with the statutory DfE guidelines for publications.

Most material is the school’s own work; where other’s work is published or linked
to, we credit the sources used and state clearly the author's identity or status.
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The point of contact on the web site is the school address, telephone number and
we use a general email contact address, e.g. info@schooladdress or
admin@schooladdress. Home information or individual e-mail identities will not be
published.

Photographs published on the web do not have full names attached.

We do not use pupils’ names when saving images in the file names or in the tags
when publishing to the school website.

We do not use embedded geodata in respect of stored images.

We expect teachers using school approved blogs or wikis to password protect them
and run from the school website.

Social networking

CCTV:

Teachers are instructed not to run social network spaces for student use on a
personal basis or to open up their own spaces to their students, but to use the
schools’ preferred system for such communications.

We have CCTV in the school as part of our site surveillance for staff and student
safety. We will not reveal any recordings, without permission except where
disclosed to the Police as part of a criminal investigation.

We use specialist lesson recording equipment on occasions as a tool to share best
teaching practice. We do not reveal any such recordings outside of the staff and will
not use for any other purposes.

5. Data security: Management Information System access and Data transfer

Strategic and operational practices

At this school:

The Head Teacher is the Senior Information Risk Officer (SIRO).

Staff are clear who are the key contact(s) for key school information (the Information
Asset Owners) are.

We ensure staff know who to report any incidents where data protection may have
been compromised.

All staff are DBS checked and records are held in one central record.

We ensure ALL the following school stakeholders sign an Acceptable Use Agreement
form. We have a system so we know who has signed.

O
@)
@)
@)

staff
governors
pupils
parents

This makes clear staffs’ responsibilities with regard to data security, passwords and
access.
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We follow LA guidelines for the transfer of any data or reports of children, to
professionals working in the Local Authority or their partners in Children's Services /
Family Services, Health, Welfare and Social Services.

We require that any Protect and Restricted material must be encrypted if the material is
to be removed from the school and limit such data removal. We have an approved
remote access solution so staff can access sensitive and other data from home, without
need to take data home.

School staff with access to setting-up usernames and passwords for email, network
access and Learning Platform access are working within the approved system and follow
the security processes required by those systems.

We ask staff to undertake at least annual house-keeping to review, remove and destroy
any digital materials and documents which need no longer be stored.

Technical Solutions

Staff have area(s) on the network to store sensitive documents or photographs.
We require staff to log-out of systems when leaving their computer

We use encrypted flash drives if any member of staff has to take any sensitive
information off site.

We use the DfE S2S site to securely transfer CTF pupil data files to other schools.
We use S2S to transfer other data to schools, such as references, reports of children.

We store any Protect and Restricted written material in lockable storage cabinets in a
lockable storage area.

All servers are in lockable locations and managed by DBS-checked staff.
We use ECC off site backup for disaster recovery on our admin network.

We comply with the WEEE directive on equipment disposal by using an approved or
recommended disposal company for disposal of equipment where any protected or
restricted data has been held and get a certificate of secure deletion for any server that
once contained personal data.

Portable equipment loaned by the school (for use by staff at home), where used for any
protected data, is disposed of through the same procedure.

Paper based sensitive information is shredded, using cross cut shredder.

6. Equipment and Digital Content

Personal mobile phones and mobile devices

e Mobile phones brought into school are entirely at the staff member, pupils & parents
or visitors own risk. The School accepts no responsibility for the loss, theft or damage
of any phone or hand held device brought into school.

e Pupil mobile phones which are brought into school must be given to the office. Staff
members may use their phones during school break times.
All visitors are requested to keep their phones on silent.
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Pupils’

The recording, taking and sharing of images, video and audio on any mobile phone is
to be avoided; except where it has been explicitly agreed otherwise by the
Headteacher. Such authorised use is to be monitored and recorded. All mobile phone
use is to be open to scrutiny and the Headteacher is to be able to withdraw or restrict
authorisation for use at any time if it is to be deemed necessary.

The School reserves the right to search the content of any mobile or handheld
devices on the school premises where there is a reasonable suspicion that it may
contain undesirable material, including those which promote pornography, violence
or bullying. Staff mobiles or hand held devices may be searched at any time as part of
routine monitoring.

Where parents or pupils need to contact each other during the school day, they
should do so only through the School’s telephone. Staff may use their phones during
break times. If a staff member is expecting a personal call they may seek specific
premises to use their phone at other than their break times.

The Bluetooth or similar function of a mobile phone should be switched off at all
times and not be used to send images or files to other mobile phones.

use of personal devices

The School strongly advises that student mobile phones should not be brought into
school. The School accepts that there may be particular circumstances in which a
parent wishes their child to have a mobile phone for their own safety and children
will drop their phones off in the office in the morning and collect at the end of the
day.

If a pupil breaches the school policy then the phone or device will be confiscated and
will be held in a secure place in the school office. Mobile phones and devices will be
released to parents or carers in accordance with the school policy.

If a pupil needs to contact his or her parents or carers, they will be allowed to use a
school phone. Parents are advised not to contact their child via their mobile phone
during the school day, but to contact the school office.

Pupils should protect their phone numbers by only giving them to trusted friends and
family members. Pupils will be instructed in safe and appropriate use of mobile
phones and personally-owned devices and will be made aware of boundaries and
consequences.

Staff use of personal devices

Staff are not permitted to use their own mobile phones or devices for contacting
children, young people or their families within or outside of the setting in a
professional capacity.

Mobile Phones and personally-owned devices will be switched off or switched to
‘silent’ mode. Bluetooth communication should be ‘hidden’ or switched off and
mobile phones or personally-owned devices will not be used during teaching periods
unless permission has been granted by a member of the senior leadership team in
emergency circumstances.

Staff should not use personally-owned devices, such as mobile phones or cameras, to
take photos or videos of students and will only use work-provided equipment for this
purpose.

If a member of staff breaches the school policy then disciplinary action may be taken.
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o Where staff members are required to use a mobile phone for school duties, for
instance in case of emergency during off-site activities, or for contacting students or
parents, they should use their own device and hide (by inputting 141) their own
mobile number for confidentiality purposes.

Digital images and video
In this school:

We gain parental / carer permission for use of digital photographs or video involving
their child as part of the school agreement form when their daughter / son joins the
school.

We do not identify pupils in online photographic materials or include the full names of
pupils in the credits of any published school produced video materials / DVDs.

Staff sign the school’s Acceptable Use Policy and this includes a clause on the use of
mobile phones / personal equipment for taking pictures of pupils.

The school blocks/filter access to social networking sites or newsgroups unless there is a
specific approved educational purpose.

Pupils are taught about how images can be manipulated in their e-safety education
programme and also taught to consider how to publish for a wide range of audiences
which might include governors, parents or younger children as part of their ICT scheme
of work.

Pupils are advised not to place any personal photos on any ‘social’ online network space.
They are taught to understand the need to maintain privacy settings so as not to make
public, personal information.

Pupils are taught that they should not post images or videos of others without their
permission . We teach them about the risks associated with providing information with
images (including the name of the file), that reveals the identify of others and their
location, such as house number, street name or school. We teach them about the need
to keep their data secure and what to do if they are subject to bullying or abuse.

Asset disposal

Details of all school-owned hardware will be recorded in a hardware inventory.

Details of all school-owned software will be recorded in a software inventory.

All redundant equipment will be disposed of through an authorised agency. This will
include a written receipt for the item including an acceptance of responsibility for the
destruction of any personal data.

All redundant equipment that may have held personal data will have the storage media
forensically wiped. Alternatively, if the storage media has failed, it will be physically
destroyed. The school will only use authorised companies who will supply a written
guarantee that this will happen.

Disposal of any equipment will conform to The Waste Electrical and Electronic
Equipment Regulations 2006 and/or The Waste Electrical and Electronic Equipment
(Amendment) Regulations 2007. Further information can be found on the Environment
Agency website.

7. Appendices

e Appendix 1 - Acceptable User Policies
o Appendix 2 On Line Safety Record Form
e Appendix 3 - Online Safety Resources
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Appendix Children’s Acceptable Use Policy

Harlowbury Primary School
Responsible Use of the Internet

I will not arrange to meet anyone contacted over the Internet.
I will not try to find unacceptable material from the Internet.

I will not give my full name, home address or telephone number to anyone
over the Interneft.

I will only use the Internet when I have permission and/or am supervised
by a teacher.

I will only email people my teacher has approved.

I will respect the privacy of others. I will not publish their names,
addresses, phone numbers or photographs.

I will use the Internet only for activities and work set by school e.g.
homework, topic work.

I will report any unpleasant material or messages sent to me. I
understand that this will help to protect other pupils and myself.

I will not sent unsuitable email messages, my messages will be polite,
responsible and only signed in my name.

I know that the school may check my computer files and may monitor the
Internet sites I visit.

I understand that if I deliberately break these rules, I could be stopped
from using the Internet or computers.

The school may exercise its right by electronic means to monitor the use of the
school's computer systems, including the monitoring of web-sites, the
interception of E-mail and the deletion of inappropriate materials in
circumstances where it believes unauthorised use of the school's computer
system is or may be taking place, or the system is or may be being used for
criminal purposes or for storing text or imagery which is unauthorised or
unlawful.
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Essex County Council

Harlowbury School
Responsible Use of the Internet and Social Media

Pupil: Class:

Pupil's Agreement

I have read and understand the school Rules for Responsible Use of the Internet and Social
Media. I will use the Internet in a responsible way and follow these rules at all times. In
particular, T will not share my password with anybody else. I will not give out my name, home
address, photographs or phone number in messages or write messages that I would not let
my teachers and parents read. If I receive an e-mail, text or message which upsets me or is
from somebody I don't know, I will tell my teacher immediately.

Signed: Date:

Parent's/ Carer's Consent for Internet and Social Media.

I have read and understood the school rules for responsible use of the Internet and Social
Media and give permission for my son / daughter to access this. I understand that the
school will take all reasonable precautions to ensure pupils cannot access inappropriate
materials. I understand that the school cannot be held responsible for the nature or
content of materials accessed through the Internet.

T will ensure that my child understands the importance of keeping their password private
and have discussions with them about how to stay safe whilst using the Internet, online
gaming consoles and social media.

Signed: Date:
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Appendix Online Safety School Record
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Appendix Online Safety Resources

INFORMATION & ONLINE RESOURCES () [idnet

L OHILDNET RESOURCES AND WIBSITES

Childret: Ctrionet toratoral B o ren oot organstion sorng i parserstep 'with olhars wound e
3[:“[2‘;”(3' workd 10 helgr i thes inteenet 3 great and safe phaos ke cridren, The Gt weteris hosts of the
L VLS Ondl . Oine resourmes detaked Deiow, a2 wed 20 0 AUMDes OF IOCOrTImentiag mscurnes bor Joung pecpie
porenis, Caers g fochens, wavw chimmed o

Rscurces 10 parants and carers On 0of WelGs you C3N BICHES IRS0EDES 00 & M3N0e of 1opics,
l Foudng our pradously beandad Xnow IT A Kor Banerts neractvs guida TheSsnves and Caren ares
8 AED COMANS kay SOMCE. MONTEsan o0 RO 204 Osleésd Momanon on 8 rangs of aaalety s in
tha Hot 100ICS 92CH0N, Wi (I00red ot paranis-ars b oanmg

UK Safer UK Sater intemen Cantre: Childnet is pan of 1he Burogean Commasian sppcinsd UK Sater ntsmat
i Cartrg. Togsther with psetnens thalntamet Walch Foundation and the South West Ged for Leaming
‘ , Wa 368 SWErensss sDOut Ntame? safety. cevelop infomation mansnals andl resiuross and onganesa highn
Ca'ﬂle o averes such 46 Saler Imamat Day . You <8N Rcosss 8 5009 o resources Yom 5006 79 LK
002 8nd Wi ahsdd gt Wi aafirnionment ong Loty
KidSMART. Thas Crildre!l websitn (5 for chidren, Ssachers, porents ond cores
ard othes n actvties for chideon slongede poactical riamet safety advios. Dot
forpat 10 chadk aut our Encly Surleny’ Zone 4or 57 yoar oids whaee pou can read the
cnine siooes The Asventures of Smame the Pongury’ ang Digducks Og
Decuon whary s ako matsbie as o fros opp Sor Socs and Andimed Sabies

wars hdarmat org o

LOINFORMATION AND TODOLS FOH FARENTS & O ERS

®] Supporting Young Peopm Onine A Ves cuicks crasied by Criong! proviang Nomation wd sovos
) . for parents N0 Carers O SUORCHing wWoung pecere crting. Thy advins B alsC avaletla 0 12 aocitiond
sl ) Braams MJMJ attc HM Pokzh, Swr-n Urdu and Weksh

VN RN SRR P O T NG Y TG0 - Ol

A Parmmm o roamlogp. The \,K S-J!er Ftearat Carte Nas craglad e Quids [0 answer
COmMonY g3nd cuEstions §nd INmccs 50me of T8 most poouler devicse 3edt Dy chickan, highightng
tha salety 10082 9 &Da B0 ampoWang rarants with 1758 Knowksons Py reco 12 ueeor e chicren
10 Uaa thesa Chnologiss saialy ona responsdly wvw lrbrovnal g ok oot tooh

Intamet Parental Contralg Ths tour B intarnes providers- BT, Sky, Tak Tak andd Yvgn Meda-
Peow el customars with 498 paremial contros that ¢an be sohited a1 any hime. Video linorak on
now 50 Sownicsd and use thess Conyoks 303 avaale on the UK Sate imemet Cantra wabsals,

WA EFRETTRIE e osSpsnne conticd

Safaty Tools on Socal Networks and Other Oniing Servicas
Irformation and advcs o0 e safety 00k, 200 requraments and 15ams end Conaons R 8 wansty ol
OORNG SANI0ES POPMEA! with yOung DEOpEs. W aafirniamet ong (kdnatityiools

4. SOCIAL NETWORKING

Young Peopla & Social Networking Sites: Ame to help parants uadeeshand the paative and créaive
WESE YOU) LeORie B 113N SOCE netwonkeng speces (8.4 Faosbook, Twithar and Instaoramy, It &30
pontz o the potantial s o Geing 17858 5966 B8N0l wEys 30 MNimisa theee “eks

ws (Il nomiee

Socidl Nerwork Crecdste: Free gudes procunsd by e LK Safar imteenes Cantrg thi oontan
Ctalad instnctions and inlonmalon 0n pavacy and 8co0unt ssltings on Facatook, Twilter, Snaporat snd
Instagram. waww salrndormet ong i/croc kit

PhorsBran; A 16 created Uy Foneis™is 1 a0 eie wung pe0ps and parsnts aboul
phonGpa Saneoas such &6 calls and feals 10 pramaum rale Numbers 3nd inGpp purchases

Wars Phorsbnan om Lk

Ask Abougt Games: Inlrmation &d adwcs for parants and gamen oout e PEGI ag6 rating
GyS1em 4o Wiaso ganas and how 10 play Qames resporalily and salsly

Wars ik cames com

18



E SFIANANG & DOWNLOADING

Mysic, Fim, TV and tha Internct: Chidnet Ras develoned (s gucs with % music, fim ang
telerAzon FouTines 19 Noem parents, heaches It young peopie shoct how to sy seie and gy when
SRV Mot on e il OF VS D MODEs CRRADE, WWW TR Comidironcog

Gat It Right From A Genune Sk A UK baead wabaie crealod by nokeiry regessantalives 1o halp
tRaCNees, Darords andd 0Fer CONSUmens Know which 5183 a0 legal %0 straaming and downloacing 4ms,
by, BD00NS, MUSC, §aMes and SOMS DAOSCSCE!s www il highomaganiirecie o

[ UTHER USEFUL SITES FOH PARENTS & CARERS

NetfAwem: NSFCC and OF havs orestad o guads with nformaton &0e adeics 1o
Net Aware))) roEntsand caens on 1'6 MOt DIpUlr SO0 natwdrks 8na AN 3008 0NG games
uEad by thidren and Young peogie. Tha-miomation s siao avaalss 1 an 500 100 A00%
AN 2ok CEVIOES, Wk Dl Wi g Lk
COMMON  Commaon Senss Macka: A US mon proft argarssstion Tl prossdes ndependsnt mmamws, aos raings and

sense Cthar nformation nbout movess. gomes, apps, TV shows, webstes, bocks and muss ko fyrdes and
med 'a ctidren, vwww oorrrmaraonaoy ks ey

D ital Digital Paranting: Thas Digtal Fararting webeine and magazings. creatad by Vocktons and Parent
Zona, ofter pares roimation and ad4cs sbaot tha eet ot echndafoges and 1 chalangss young
Paerting  paopke might 1503 N ther gighal worid wisw S0 iions DOyt paants
d Intamet Matters: Laurchead by the fogr meor UK Imemst servica providarns (BT, Sky, TakTak ang
intornet WOn Madil, Intemst Matens 13 S0 Inanenden, NoH0eReolt rganisason that provides infomation snd
(RTTRTSGPEN  actecs on ordoe 5065 and tachroiogies to help panants keap ek chikren sake ondre

Wavw plprmnmalBae, o)

8. YOHERE TO GET HELP X NDWACE

Nsed help? Inkarmation aboul what 10 4o £ a8 thio comas 10 you Yor Dslp and advics 20Ut how 1o
@ ME0OT ONING DONGETE SUCN 33 HYOODUENG NECCIINans Comant of Baga DEhaviowr
Waa (ROl ooV Do s Sl
Tacking dficuk conversotions The Pawerde and Carers =seuton of the Chidnat webste rclnss
3402 20 LETES N how 10 138 10 Cridren and young pecpe® abous oréns safoty asuss. Thes saction
- A50 k06 3 Brplats Sy sgresmant 2nd CONNSREENN StaNers that C3n 06 1520 10 hel famdes
- CECES hoWw 10 SR 8% O0Brg Www CIind com e a Contvnrsat o
0, NSPCC NSPOC: The NSPCC has partnaed win OF 10 prodde sn anting sataty halping for parents sng
CEME 10 anTesr QUESHIoNE and SO00MRSS CONCHMS SDoul 3 chikfg onrg aafaty; U506 B0 BRI

LD b wah wafe 20dve

Chinsen can tafk 10 20maana fr SONCe 80 B0t @t any B By cortacting Chidingon 13300 “ 11 or
chaltng to b coumsedor oaing af www 1o g ol

Ueahyl 0405 and informalion 5 svadale oning atwww farod o (o) ok and thay provds a Yee

'§§i family Family Uves: A national Smiy 5000 charky prosding halp 80a suppon n @l aspects of famiy e
lim corfoenty W"Om‘l;”‘ RS 2002

9. WHERETO HiEPOH

Chia Expiolation and Onkng Protection [ICEDF A pokos agency tacsing ¢hec abuse on e
rtamet, Ths webiath NCTes 6 Unka)s OBy e aralies DOrenis BN poung peorss 10 maks mpons of
actual Cﬂmm‘mw #en rérG, Www Cix O VRGO

CEOFS Think U Know vt Containg imfomation for chiorn and Damrts. &3 wal 35 5 ok

for chikren 10 Ot aDUSS 07N wew b om0 s

c
TWPF  intemet watch Foundation:Part of the UK Sater Fesenst Cantrs, the 3WE ks the UK's hoting for
Inteemet 1Eparing Begal cartent nd on 1 inteenst, 1 9eas spacicaly wih 780 abuse nd cminaly (X0%ers
Mﬁ. : aiE Nostad in the UK and imamationaly, wivw Jw (40 s

ParendPort: A wabsite run Oy 1he UKs medks o B0, a¥eing you 30 oot contend ra 2508 Hor
chideen 000 In 3 programime. advert, Him, WIS0 Qars3, FewaRs0er I magazing of odher orms of meds

WA IR 0 Uk
Ermol us Fokow us Steorbo (o our newietiee

This policy will be reviewed in Spring 2018 in line with the new
requirements for General Data Protection Regulation which
comes into regulation May 2018.
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