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Online Safety Policy 
This school is committed to safeguarding and promoting the welfare of children and young 

people and expects all staff and volunteers to share this commitment. 
 
What is this policy? 
Online safety is an integral part of safeguarding. Accordingly, this policy is written in line with 
‘Keeping Children Safe in Education’ 2019 (KCSIE) and other statutory documents and is based on 
the LGFL Digi Safe Online Safety Policy guidance; it is designed to sit alongside our Child Protection 
and Safeguarding Policy. Any issues and concerns with online safety follow the school’s 
safeguarding and child protection procedures.  
 
Aims 
This policy aims to: 
 

 Set out expectations for all Henwick Primary School’s community members’ online behaviour, 
attitudes and activities and use of digital technology (including when devices are offline)  

 Help all stakeholders to recognise that online/digital behaviour standards (including social 
media activity) must be upheld beyond the confines of the school gates and school day, and 
regardless of device or platform 

 Facilitate the safe, responsible and respectful use of technology to support teaching & 
learning, increase attainment and prepare children and young people for the risks and 
opportunities of today’s and tomorrow’s digital world, to survive and thrive online 

 Help school staff working with children to understand their roles and responsibilities to work 
safely and responsibly with technology and the online world: 
o for the protection and benefit of the children and young people in their care, and 
o for their own protection, minimising misplaced or malicious allegations and to better 

understand their own standards and practice 
o for the benefit of the school, supporting the school ethos, aims and objectives, and 

protecting the reputation of the school and profession 

 Establish clear structures by which online misdemeanours will be treated, and procedures to 
follow where there are doubts or concerns (with reference to other school policies such as 
Behaviour Policy or Anti-Bullying Policy) 

 
Scope  
This policy applies to all members of the Henwick Primary School community (including staff, 
governors, volunteers, contractors, students/pupils, parents/carers, visitors and community users) 
who have access to our digital technology, networks and systems, whether on-site or remotely, 
and at any time. 
 
Roles and Responsibilities 
This school is a community and all members have a duty to behave respectfully online and offline, 
to use technology for teaching and learning and to prepare for life after school, and to immediately 
report any concerns or inappropriate behaviour, to protect staff, pupils, families and the 
reputation of the school. 
 
Headteachers  
Key responsibilities: 

 Foster a culture of safeguarding where online safety is fully integrated into whole-school 
safeguarding 
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 Take on the role of one of the designated safeguarding leads or deputy designated 
safeguarding leads 

 Ensure that policies and procedures are followed by all staff 

 Undertake training in offline and online safeguarding, in accordance with statutory guidance 
and relevant Local Safeguarding Children Board (LSCB) guidance 

 Liaise with the other designated safeguarding lead and deputy DSL on all online-safety issues 
which might arise and receive regular updates on school issues and broader policy and 
practice information 

 Take overall responsibility for data management and information security ensuring the 
school’s provision follows best practice in information handling; work with the DPO, DSL and 
governors to ensure a GDPR-compliant framework for storing data, but helping to ensure that 
child protection is always put first and data-protection processes support careful and legal 
sharing of information 

 Ensure the school implements and makes effective use of appropriate ICT systems and 
services including school-safe filtering and monitoring, protected email systems and that all 
technology including cloud systems are implemented according to child-safety first principles 

 Be responsible for ensuring that all staff receive suitable training to carry out their 
safeguarding and online safety roles  

 Understand and make all staff aware of procedures to be followed in the event of a serious 
online safeguarding incident 

 Ensure the curriculum meets needs of pupils, including risk of children being radicalised  

 Ensure that there is a system in place to monitor and support staff (e.g. network manager) 
who carry out internal technical online-safety procedures 

 Ensure governors are regularly updated on the nature and effectiveness of the school’s 
arrangements for online safety 

 Ensure the school website meets statutory DfE requirements (see appendices for website 
audit document) 

 
Online Safety Lead  
Key responsibilities  

 At Henwick, we have a team of Designated Safeguarding Persons; the team takes 

responsibility for safeguarding and child protection (including online safety).  The Online 

Safety Lead is also a Designated Person. 

 Ensure an effective approach to online safety empowers the school to protect and educate 
the whole school community in their use of technology and establishes mechanisms to 
identify, intervene in and escalate any incident where appropriate. 

 Liaise with the local authority and work with other agencies in line with Working together to 
safeguard children 

 Take day to day responsibility for online safety issues and be aware of the potential for serious 
child protection concerns 

 Work with the Co-Headteacher, DPO and governors to ensure a GDPR-compliant framework 
for storing data, but helping to ensure that child protection is always put first and data-
protection processes support careful and legal sharing of information 

 Stay up to date with the latest trends in online safety  

 Review and update this policy, other online safety documents and the strategy on which they 
are based (in harmony with policies for behaviour, safeguarding, Prevent and others) and 
submit for review to the governors. 

 Receive regular updates in online safety issues and legislation, be aware of local and school 
trends. 

 Ensure that online safety education is embedded across the curriculum and beyond, in wider 
school life. 
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 Promote an awareness and commitment to online safety throughout the school community. 

 Ensure all staff are aware of the procedures that need to be followed in the event of an online 
safety incident, and that these are logged in the same way as any other safeguarding incident. 

 Liaising with network managers to ensure appropriate filters and monitoring systems are in 
place.  

 Ensure the 2020 Keeping Children Safe in Education is followed throughout the school and 
that staff adopt a zero-tolerance approach to this, as well as to bullying. 

 Facilitate training and advice for all staff. 
 
Governing Body, led by Safeguarding Link Governor  
Key responsibilities 

 Approve this policy and strategy and subsequently review its effectiveness  

 Ensure an appropriate member of staff, including those from the school leadership team, is 
appointed to the role of DSL with lead responsibility for safeguarding and child protection 
(including online safety). 

 Support the school in encouraging parents and the wider community to become engaged in 
online safety activities. 

 Have regular strategic reviews with the online-safety lead and incorporate online safety into 
standing discussions of safeguarding at governor meetings. 

 Work with the Data DPO, DSL and Headteacher to ensure a GDPR-compliant framework for 
storing data, but helping to ensure that child protection is always put first and data-protection 
processes support careful and legal sharing of information 

 Ensure that all staff undergo safeguarding and child protection training (including online 
safety) at induction and regularly updated. 

 Ensure appropriate filters and appropriate monitoring systems are in place. 

 Ensure that children are taught about safeguarding, including online safety as part of providing 
a broad and balanced curriculum. 

 
All staff 
Key responsibilities: 

 Understand that online safety is a core part of safeguarding; as such it is part of everyone’s 
job – never think that someone else will pick it up. 

 Know who the Designated Safeguarding Leads (DSL) and Deputy DSLs and Online Safety Lead 
(OSL) are. 

 Read and follow this policy in conjunction with the school’s Child Protection and Safeguarding 
policy and Code of Conduct. 

 Record online-safety incidents in the same way as any safeguarding incident and report in 
accordance with school procedures.  

 Follow the staff acceptable use policy. 

 Whenever overseeing the use of technology (devices, the internet, new technology such as 
augmented reality, etc.) in school or setting as homework tasks, encourage sensible use, 
monitor what pupils are doing and consider potential dangers and the age appropriateness of 
websites and resources. 

 To carefully supervise and guide pupils when engaged in learning activities involving online 
technology (including, extra-curricular and extended school activities if relevant), supporting 
them with search skills, critical thinking (e.g. fake news), age appropriate materials and 
signposting, and legal issues such as copyright and data law. 

 Be aware that you may see or overhear online-safety issues in the playground, corridors and 
other communal areas outside the classroom and inform the DSL/OSL. 
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Volunteers and contractors  
Key responsibilities: 

 Read, understand and adhere to an acceptable use policy  

 Report any concerns, no matter how small, to the designated safety lead / online safety 
coordinator 

 Maintain an awareness of current online safety issues and guidance  

 Model safe, responsible and professional behaviours in their own use of technology 
 
Pupils 
Key responsibilities: 

 Review, develop and understand age appropriate online safety guidelines at the beginning of 
each academic year.  

 Understand the importance of reporting abuse, misuse or access to inappropriate materials 
in an age appropriate way as taught in school. 

 Know what action to take if they or someone they know feels worried or vulnerable when 
using online technology. 

 To understand the importance of adopting safe and responsible behaviours and good online 
safety practice when using digital technologies outside of school and realise that the school’s 
online safety guidelines cover actions out of school, including on social media. 

 Understand the benefits/opportunities and risks/dangers of the online world and know who 
to talk to at school or outside school if there are problems. 

 
Parents/carers  
Key responsibilities: 

 Follow the school’s Code of Conducts for Parents and Carers. 

 Consult with the school if they have any concerns about their children’s use of technology. 

 Promote positive online safety and model safe, responsible and positive behaviours in their 
own use of technology, including on social media.  

 
Online Safety Curriculum 
We teach online safety throughout the year. All the computing units have aspects of online safety 
and digital citizenship embedded within them. This means that even if a unit of work might not 
seem to be explicitly about online safety, it will still teach children about elements of it. For 
example, in the year 4 computing unit We are musicians, children will need to think about 
copyright when sourcing audio or publishing their own work. N.B. from September 2020: Due to 
Covid, computing lessons are not currently happening weekly due to restrictions around shared 
resources and spaces, but will be blocked weekly for each class from October half term. This means 
not all units may be taught but the half termly discrete online safety lessons (as outline below) will 
still happen in class and online safety is also taught throughout our RSHE lessons, following the 
new updated Jigsaw programme. 
 
In addition to this, each year group also starts the beginning of each half term with a standalone 
discrete online safety lesson. Each half term the lessons centre around a key theme: 
 

Autumn 1 Developing online safety guidelines 

Autumn 2 Social and emotional wellbeing and developing resilience 

Spring 1 Responsible internet use 

Spring 2 Keeping information safe 

Summer 1 Digital citizenship 

Summer 2 Playing games and having fun 
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This allows children to continually consider how to keep themselves safe online, understand what 
the risks are, whilst also strengthening their own resilience to manage an ever-changing online 
environment. 
 
We subscribe to Purplemash.com and The Maths Factor, and children have their own individual 
log-ins and passwords for these sites. 
 
Handling online-safety concerns and incidents  
It is vital that all staff recognise that online-safety is a part of safeguarding (as well as being a 
curriculum strand of Computing and RSHE).   General concerns must be handled in the same way 
as any other safeguarding concern. 
 
School procedures for dealing with online-safety will be in line with details in the following policies: 

 Safeguarding and Child Protection Policy 

 Anti-Bullying Policy 

 Behaviour Policy  

 Acceptable Use Policies 

 Prevent Policy 

 Data Protection Policy, agreements and other documentation (e.g. privacy statement and 
consent forms for data sharing, image use etc.) 

 
This school commits to take all reasonable precautions to ensure online safety, but recognises that 
incidents will occur both inside school and outside school (and that those from outside school may 
continue to impact on pupils when they come into school). All members of the school are 
encouraged to report issues swiftly to allow us to deal with them quickly and sensitively through 
the school’s escalation processes. 
 
Any suspected online risk or infringement should be reported to the online safety lead / designated 
safeguarding lead on the same day – where clearly urgent, it will be made by the end of the lesson. 
 
Any concern/allegation about staff misuse is always referred directly to the Headteachers, unless 
the concern is about the Headteacher in which case the compliant is referred to the Chair of 
Governors and the LADO (Local Authority’s Designated Officer). Staff may also use the NSPCC 
Whistleblowing Helpline as outlined in the Whistleblowing Policy.  
 
The school will actively seek support from other agencies as needed. We will inform parents/carers 
of online-safety incidents involving their children, and children services and the Police where staff 
or pupils engage in or are subject to behaviour which we consider is particularly disturbing or 
breaks the law such as sexting or upskirting (particular procedures are in place for sexting; see 
section below). 
 
Sexting 
All schools (regardless of phase) should refer to the UK Council for Child Internet Safety (UKCCIS) 
guidance on sexting (also referred to as ‘youth produced sexual imagery’) in schools. NB - where 
one of the parties is over 18, this is no longer sexting but child sexual abuse.  Staff training is based 
on this guidance.   
 
Sexting is when someone shares sexual, naked or semi-naked images or videos of themselves or 
others, or sends sexually explicit messages. They can be sent using mobiles, tablets, smartphones, 
laptops - any device that allows you to share media and messages. The term for this is youth 
produced sexual imagery. 
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‘Youth produced’ includes young people sharing images that they, or another young person, have 
created of themselves. ‘Sexual’ is clearer than ‘indecent.’ A judgement of whether something is 
‘decent’ is both a value judgement and dependent on context. ‘Imagery’ covers both still photos 
and moving videos (and this is what is meant by any reference to imagery). 
 
Responding to a sexting incident 

 Ask no leading questions, make no promises and remain non-judgemental. 

 Do not look at any images, if their device is to hand. Adults should not view youth produced 
sexual imagery unless there is good and clear reason to do so. Wherever possible responses 
to incidents should be based on what DSLs/staff have been told about the content of the 
imagery. 

 Listen carefully: can you ascertain how widely the image(s) has been shared and via what 
services or platforms? Was it consensual? Were they coerced?  

 Refer to a DSL as per our child protection procedures in order for a referral to be made. 
 
It is important that everyone understands that whilst sexting is illegal, pupils/students can come 
and talk to members of staff if they have made a mistake or had a problem in this area. 
 
Bullying 
Online bullying should be treated like any other form of bullying and the Anti-Bullying policy should 
be followed for online bullying, which may also be referred to as cyberbullying.  
 
Sexual violence and harassment 
Any incident of sexual harassment or violence (online or offline) should be reported to the DSL 
who will follow the full guidance. Staff should work to foster a zero-tolerance culture. As the 
guidance stresses, we take all forms of sexual violence and harassment seriously, and ensure 
incorrectly viewed as ‘low level’ are treated seriously and not allowed to perpetuate.  
 
Misuse of school technology (devices, systems, networks or platforms) 
Clear and well communicated rules and procedures are essential to govern pupil and adult use of 
school networks, connections, internet connectivity and devices, cloud platforms and social media 
(both when on school site and outside of school). 
 
These are defined in the relevant Acceptable Use Policy as well as in this document, for example 
in the sections relating to the professional and personal use of school platforms / networks / 
clouds, devices and other technology.  
 
Any misuse of school technology by pupils would be dealt with in line with the school behaviour 
policy.  In the event of staff misusing technology, action would be taken as outlined in the staff 
code of conduct. 
 
Further to these steps, the school reserves the right to withdraw – temporarily or permanently – 
any or all access to such technology. 
 
Social media incidents 
Many social media platforms have a minimum age of 13, but the school regularly deals with issues 
arising on social media with pupils under the age of 13. We ask parents to respect age ratings on 
social media platforms wherever possible and not encourage or condone underage use. It is worth 
noting that following on from the government’s Safer Internet Strategy, enforcement and age 
checking is likely to become more stringent over the coming years. 
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Incidents, depending on their nature, are dealt with in line with the school’s Behaviour Policy, Anti-
Bullying Policy and Safeguarding policy. 
 
Appropriate filtering and monitoring 
At this school, the internet connection is provided by LGfL TRUSTnet. This means we have a 
dedicated and secure, schoolsafe connection that is protected with firewalls and multiple layers of 
security, including a web filtering system called WebScreen, which is made specifically to protect 
children in schools. You can read more about why this system is appropriate on the UK Safer 
Internet Centre’s appropriate filtering submission pages here. 
 
We also use physical monitoring, adult supervision in the classroom, at all times.   
 
Digital images and video  
When a pupil/student joins the school, parents/carers are asked if they give consent for their 
child’s image to be captured in photographs or videos and for what purpose (beyond internal 
assessment, which does not require express consent).  Any pupils shown in public facing materials 
are never identified by name. 
 
Parents and carers are reminded regularly about the importance of not sharing without 
permission, for example at school productions, due to reasons of child protection (e.g. looked-
after children often have restrictions for their own protection), data protection, religious or 
cultural reasons, or simply for reasons of personal privacy.  
 
Pupils are taught about the importance of being mindful of their own digital footprint and online 
reputation as part of our online safety curriculum. 
 
Personal devices  
Pupils in year 6 are allowed to bring mobile phones, but must be handed iinto their class teacher 
or TA at the beginning of the day, and collected from at the end of the day. Pupils are not to have 
their mobile phone son them during the school day. 
 
All staff who work directly with children should leave their mobile phones on silent and only use 
them in private staff areas during school hours.  If a staff member is expecting an important 
personal call when teaching or otherwise on duty, they may ask a member of SLT for permission 
to check their phone. 
 
Volunteers, contractors, governors should leave their phones in their pockets and turned off. 
Under no circumstances should they be used in the presence of children or to take photographs 
or videos. 
 
Key people / dates: 

Designated Safeguarding Lead (DSL) team Claire Lotriet 
Anita Worboys 

Deputy DSL Kasia Fowle 

Online-safety Lead Claire Lotriet 

Safeguarding link governor Rebecca Cox 

Network manager / other technical support Derek Crabb, Ed Sure 

Date this policy was reviewed and by whom September 2020 – Claire Lotriet 

Date of next review and by whom September 2021 
 

 

https://www.saferinternet.org.uk/advice-centre/teachers-and-school-staff/appropriate-filtering-and-monitoring/provider-responses

