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1. Introduction
Our school is committed to protecting the rights, freedoms, and privacy of all individuals whose personal data we process. We recognise our responsibilities under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 and are committed to ensuring that personal data is handled lawfully, fairly, securely, and transparently.
2. Scope of this Policy
All schools must comply with the Data Protection Act 2018 and UK GDPR. This policy has been developed to ensure that all staff, contractors, governors, volunteers, and partners understand their responsibilities when processing personal and special category data.
This policy applies to all personal data held by the school, whether stored electronically or in paper files, and regardless of where the data is processed or stored, provided the processing is carried out for school purposes.
“Processing” includes any activity involving personal data, including obtaining, recording, storing, organising, using, sharing, disclosing, erasing, or destroying information.
3. Data Protection Principles
Personal and special category data must be:
3.1 Processed Lawfully, Fairly and Transparently
Personal data must be processed in a lawful, fair, and transparent manner in relation to individuals.
3.2 Collected for Specified Purposes
Data must only be collected for specified, explicit, and legitimate purposes and must not be further processed in a way that is incompatible with those purposes.
3.3 Adequate, Relevant and Limited
Data collected must be adequate, relevant, and limited to what is necessary for the purposes for which it is processed.
3.4 Accurate and Up to Date
Personal data must be accurate and kept up to date where necessary. Reasonable steps must be taken to correct or erase inaccurate data without delay.
3.5 Retained Only as Long as Necessary
Personal data must not be kept for longer than necessary. Data may be retained for longer periods for archiving, research, historical, or statistical purposes where appropriate safeguards are in place.
3.6 Kept Secure
Personal data must be processed securely using appropriate technical and organisational measures to protect against unauthorised access, loss, destruction, or damage.
4. Responsibilities of Staff and Contractors
All staff and contractors must:
· Be familiar with this policy and related data protection procedures.
· Process personal data only in accordance with the Data Protection Act 2018 and UK GDPR.
· Follow the six data protection principles outlined above.
· Access personal data only where there is a legitimate business need.
· Report any suspected or actual data breaches immediately in accordance with school procedures.
5. Personal Data in the Public Domain
The school may publish limited personal data where appropriate and lawful, for example the Head Teacher’s name on the school website.
Information classified as being in the public domain may be accessible worldwide and disclosed to third parties without further consent from the individual.
6. Data Security
Protecting personal data is essential to compliance with the Data Protection Act 2018. All staff and contractors are responsible for ensuring that personal data is handled securely and is not disclosed to unauthorised individuals, either verbally or in writing.
Staff must ensure that:
· Passwords are kept secure and never shared.
· Paper records containing personal data are stored in locked cabinets or secure storage when not in use.
· Personal data is not left unattended on desks or screens.
· Portable devices and removable media containing personal data are encrypted and password protected.
· Laptops, memory sticks, and other devices are securely stored when not in use.
· Computers are locked when unattended to prevent unauthorised access.
· Hard copy documents removed from school premises are kept secure at all times and only taken off-site where necessary.
7. Sending Personal Data Securely
Hard Copy Documents
Where possible, documents containing personal data should be hand-delivered directly to the data subject after verifying identity.
If documents must be posted:
· Ensure the address is correct before sending.
· Use sealed envelopes.
· Use tracked or special delivery services for sensitive information.
Encrypted Devices
Sensitive information stored externally must be saved on encrypted and password-protected devices.
The school’s preferred secure transfer systems are AnyComms and Egress.
Email
Sensitive documents must only be sent using approved secure email systems such as Egress or AnyComms wherever possible.
Where secure systems cannot be used:
· Documents must be password protected.
· Passwords must be shared separately from the email attachment.
· Files should be stored securely on the school network before sending.
Temporary scanned copies saved on school systems should be securely deleted in accordance with school retention procedures.
8. Data Subject Rights
Under the Data Protection Act 2018 and UK GDPR, individuals have the following rights:
8.1 Right to be Informed
Individuals have the right to be informed about how their personal data is collected, used, stored, and shared.
8.2 Right of Access
Individuals have the right to request access to their personal data through a Subject Access Request (SAR).
· Requests may be made verbally or in writing.
· The school will normally respond within one calendar month, (or 20 working days)
· A fee will not usually be charged.
8.3 Right to Rectification
Individuals have the right to request correction of inaccurate or incomplete personal data.
8.4 Right to Erasure
Individuals may request the deletion of personal data in certain circumstances. This is also known as the “right to be forgotten.”
· Individuals can request erasure verbally or in writing.  
· A response must be given within 20 working days
· The right is not absolute and only applies in certain circumstances. 
8.5 Right to Restrict Processing
Individuals may request that the school restrict the processing of their personal data in certain situations.
· Individuals can request erasure verbally or in writing.  
· A response must be given within 20 working days
· The right is not absolute and only applies in certain circumstances. 
8.6 Right to Data Portability
Individuals may request a copy of their personal data in a structured, commonly used, and machine-readable format.
· It allows them to move, copy or transfer personal data easily from one IT environment to another in a safe and secure way, without affecting its usability.  
· The right only applies to information an individual has provided to a controller. 
8.7 Right to Object
Individuals may object to the processing of their personal data in certain circumstances, including direct marketing.  In other cases where the right to object applies the school may be able to continue processing if it can be shown that there is a compelling reason for doing so.  

· The school must tell individuals about their right to object.  
· An individual can make an objection verbally or in writing.  
· A response must be given within 20 working days

8.8 Rights Relating to Automated Decision-Making and Profiling
Individuals have rights relating to decisions made solely through automated processing where such decisions have legal or similarly significant effects.
Where automated decision-making is used, the school will:
· Inform individuals about the processing.
· Provide opportunities for human review and challenge.
· Regularly review systems to ensure they operate correctly.
Some rights may be limited where the school is legally required to process or retain information.
9. Prohibited Activities
The following activities are strictly prohibited:
· Sharing passwords.
· Sending school data to personal email accounts.
· Sending personal data to unauthorised recipients.
· Sending personal data through insecure methods.
· Losing or misplacing personal or sensitive data.
· Leaving personal data unsecured.
· Accessing records without a legitimate reason.
· Accessing personal data for personal use.
· Disclosing personal data without a lawful basis.
Breaches of this Policy
Failure to comply with this policy may result in disciplinary action and could lead to legal liability for both the individual and the school.
10. Privacy by Design
The school is committed to embedding data protection into all processing activities. Appropriate technical and organisational measures have been implemented to minimise risks and ensure compliance.
Staff may be required to complete cyber security and data protection awareness training, including Cyber Protect User Awareness training.
11. Privacy Impact Assessments (PIAs)
The school will carry out a Privacy Impact Assessment (PIA), also known as a Data Protection Impact Assessment (DPIA), where processing is likely to result in a high risk to individuals.
Examples include:
· Large-scale processing of special category data.
· Automated decision-making or profiling.
· Use of new technologies.
· Processing biometric or genetic data*
· Process personal data without providing a privacy notice directly to the individual.  
· Process personal data in a way which involves tracking individuals’ online or offline location or behaviour.  
· Processing children’s data for profiling or marketing purposes.
PIAs help identify and minimise data protection risks before processing begins.
12. International Transfers
Personal data must not be transferred outside the UK unless appropriate safeguards are in place in accordance with UK GDPR requirements.
Transfers may only occur where:
· Adequacy regulations apply;
· Appropriate contractual safeguards are in place;
· Another lawful transfer mechanism applies. 
· Transfer is necessary for important reasons of public interest;  
· Necessary for the establishment, exercise or defence of legal claims. 
· Necessary to protect the vital interests of the data subject or other persons, where the data subject is physically or legally incapable of giving consent; or  
· Made from a register which under UK or EU law is intended to provide information to the public (and which is open to consultation by either the public in general or those able to show a legitimate interest in inspecting the register). 

13. Exemptions
Certain exemptions under the Data Protection Act 2018 may apply where necessary and proportionate, including for:
· National security;
· Crime prevention and detection;
· Regulatory functions;
· Public health and safety;
· Legal proceedings; and
· Protection of the rights and freedoms of others.
14. Conclusion
Compliance with the Data Protection Act 2018 and UK GDPR is the responsibility of all staff and contractors.
Any questions regarding this policy or data protection matters should be referred to the Head Teacher or the school’s Data Protection Officer (DPO).
*High Green Primary does not currently collect, process or store biometric information relating to pupils or staff.  Should this change in the future, the school will ensure compliance with the Protection of Freedoms Act 2012, UK GDPR and DfE guidance, including obtaining appropriate parental consent.
15. Definitions
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A request for access to data by a living person under the Act is known as a

et Accee | Subject Access Request or SAR. All records that contain the personal data of
! the subject will be made available, subject to certain exemptions.
Eroedom:of A request for access (o data held is dealt with under the Freedom of
ik Information Act 2000 and is known as a Freedom of Information Request or
Request or FOL. FOL. Requests for the data of deceased people may be processed under this

legislation.

Personal Data

Personal data means data which relate to a living individual who can be
identified directly or indirectly from the data, particularly be reference to an
identifier.

Personal data can be factual (such as a name, address or date of birth) or it
can be an opinion (such as a performance appraisal).

Examples of personal data are the name and address of an individual; email
and phone number; a Unique Pupil reference number or an NHS number

Special Category
Data

Certain personal data, special category data, is given special protections
under the Act because misuse could create more significant risks to a
person's fundamental rights and freedoms. For example, by putting them at
fisk of unlawful discrimination.

Information relating to criminal activities or convictions is not special category
data but must be treated with similar safeguards in place.

Special category data includes:

«  race or ethnic origin of the data subject
« _their political opinions
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their religious beliefs or other beliefs of a similar nature
whether they are a member of a trade union

their physical or mental health or condition

their sexual life

sexual orientation

Biometrics (where used for ID purposes)

Genetics

Confidential Data

Data given in confidence or data which is confidential in nature and that is not
in the public domain.

Some confidential data will also be personal data andlor special category
data and therefore come within the terms of this policy. Staff working in social
care and in management roles will handle confidential data regularly and
must be careful not to disclose this information incorrectly.

Data Controller

The organisation which Getermines the purposes and the manner in which,
any personal data is processed is known as the data controller. The School
is the data controller of all personal data used and held by the school.

Data Processors

Organisations or individuals who process personal data on behalf of the data
controller are known as data processors. Employees of data controllers are
‘excluded from this definition but it could include suppliers which handle
personal data on our behalf.

Data Subject

Aliving individual who is the subject of personal data is known as the data
subject. This need not be a UK national or resident. Provided that the data
controller is subject to the Act, rights with regards to personal data are
available to every data subject, wherever his nationalty or residence.

The grounds specified by the Regulations which need to be satisfied for any
data processing to be legal. One ground needs to exist for processing

Lawil Basls personal data. Where special category data is processed a second ground
must also exist.
The praciifoners who supply Tformalion held on Socal Senvices records,
Relevant and various other medical and educational records. A relevant professional

Professional

will consider where disclosure s likely to cause serious physical or mental
harm to the applicant or any third party.

Data Breach

A data breach is a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed

A data breach may occur by accidentally sending an email to the wrong
person or leaving a file in a public place. Breaches which resultin a high risk
to the individual must be reported to the ICO within 72 hours.





