HIGH GREEN PRIMARY SCHOOL • Social Media Policy 2026–27
[image: ]
Social Media Policy
Teaching and Support Staff
2026–2027
Small School with a Big Heart
To become the best version of ourselves
Be Respectful • Be Responsible • Be Kind • Be Proud
	Policy information
	Details

	Policy lead
	Lucy Harding, Headteacher

	Governor ratification
	20th October 2026

	Reviewed
	October 2026

	Next review
	October 2027, or sooner if required

	Availability
	Website; hard copy from the school office




Introduction, purpose and scope
High Green Primary School expects everyone working in or representing the school to use social media responsibly, protect children and maintain professional boundaries. Our values – Be Respectful, Be Responsible, Be Kind and Be Proud, apply online as well as in school.
This policy supports safe communication and respectful relationships while recognising the benefits of social media for school news, professional learning and community engagement.
It applies to employees, supply and agency staff, trainees, volunteers, governors and contractors. It covers personal and professional use, on or off site, during or outside working hours, using school or personal equipment, wherever the activity affects safeguarding, confidentiality or professional responsibilities.
Social media includes Facebook, Instagram, TikTok, Snapchat, X, Threads, LinkedIn, YouTube, blogs, forums, messaging services such as WhatsApp, livestreams, online communities and emerging platforms. Private groups, direct messages, comments, reactions and shared posts are covered too.
Privacy settings reduce exposure but cannot guarantee privacy. Posts and messages can be copied, forwarded and retained after deletion. Staff should consider the audience, content and potential impact before posting.
Related policies and framework
Read this policy with the Staff Code of Conduct, Child Protection and Safeguarding Policy, Low-Level Concerns Policy, Online Safety and Acceptable Use arrangements, Whistleblowing Policy, grievance and disciplinary procedures, anti-bullying arrangements, privacy notices and data protection policies.
Relevant requirements include Keeping children safe in education 2026, the Equality Act 2010, Data Protection Act 2018 and UK GDPR, applicable copyright law and Sheffield Children Safeguarding Partnership procedures. School business records may be subject to information-access law; this does not make all private social media content publicly disclosable.


Professional conduct and relationships
School representatives must communicate respectfully. Do not post abusive, discriminatory, threatening, sexually harassing, defamatory or bullying material about pupils, families, colleagues or others. Do not disclose confidential school matters or misuse school information, identity or logos.
Staff retain their rights to lawful personal expression, religion or belief, trade-union activity and protected disclosures. Concerns about conduct will be assessed fairly in context, considering the connection to the person’s role, safeguarding, legal duties and the impact on others.
Personal political or commercial activity must not be presented as the school’s position or use school resources without approval. Official school communications must comply with relevant political impartiality duties and must not endorse personal commercial interests.
Contact with pupils, former pupils and families
Do not initiate or accept personal social media connections with current pupils, send them private messages, or give them personal account or contact details. Communication relating to school must use approved school channels and remain professional and open to appropriate scrutiny.
Do not initiate or accept personal online relationships with former pupils under 18. Any exceptional family or pre-existing connection must be disclosed to the headteacher so appropriate boundaries can be agreed. Contact with adult former pupils must also be considered carefully in light of professional boundaries and safeguarding.
Where a pupil contacts a personal account, do not develop a conversation. Record and report the contact promptly to the headteacher or DSL and follow advice on responding or blocking. If the message indicates risk, prioritise safeguarding and do not simply delete it.
Exercise caution about personal connections with parents and carers. Declare pre-existing friendships, family relationships or other unavoidable connections to the headteacher where they create a boundary issue. Do not discuss school business, pupils or complaints through personal messages or private parent groups.
Professional networking and online learning are permitted where they comply with school policy. Do not use covert or unapproved social media searches to investigate pupils or families. Any exceptional safeguarding need must be referred to the DSL and considered lawfully.


Confidentiality, photographs and personal data
Do not publish information about pupils, families or colleagues through personal accounts, including information that could identify someone indirectly. Confidentiality applies to class lists, attendance, medical needs, SEND information, safeguarding concerns, behaviour incidents and internal discussions.
Use school-approved devices to take photographs or videos of pupils for school purposes. Do not use personal phones or cameras, personal cloud storage, personal email or personal social media to capture, store or share pupil images. Transfer images promptly to approved secure storage and follow the school’s retention arrangements.
Only authorised staff may publish images through official school channels. Check the intended use against current permissions, the school’s lawful basis and privacy notice, and any safeguarding restrictions. Permission for one purpose does not automatically cover another. Consult the DPO where the basis for publication is uncertain.
Check image backgrounds and captions for names, medical information, addresses, documents and location clues. Avoid tagging pupil accounts, publishing real-time whereabouts or linking identifying details unnecessarily. Do not identify a child by full name alongside a public image without specific headteacher approval and the required checks.
Respect a child’s wishes about being photographed and report withdrawal requests promptly. Take reasonable steps to remove content where required, recognising that third-party copying may be beyond school control.
Staff attending an event as a parent must follow the same event photography rules as other parents. This does not permit images taken through their school role to be used personally.
AI, altered images and misleading content
Do not upload identifiable pupil or confidential school information to unapproved AI tools, image editors or social media features. Approved use must follow school arrangements, with advice from the DPO or IT lead as needed.
Do not create or share impersonations, harmful deepfakes or manipulated images of pupils or colleagues. Check the accuracy, rights and suitability of generated content before any official publication. Report suspected harmful synthetic content to the DSL immediately.


Official school accounts and communication
The headteacher authorises school social media accounts, administrators and publishing arrangements. Accounts must have a clear educational or communication purpose. School representatives must not create unofficial class or school accounts or use school branding without permission.
Use approved school-controlled account arrangements, strong unique passwords and multi-factor authentication where available. Share access only through approved secure methods. Account recovery details, administrator permissions and handover arrangements must remain under school control and be reviewed when staff leave or change roles.
Posts must be suitable for the school community, accurate, accessible and checked against safeguarding and image permissions. Authorised administrators are responsible for reviewing posts and moderating comments in line with published page rules.
Do not discuss individual pupils, safeguarding cases, confidential employment matters or personal complaints in public comments or direct messages. Direct enquiries to approved school contact routes. Any safeguarding disclosure received through an official account must be passed promptly to the DSL and recorded appropriately.
School social media accounts are not emergency or safeguarding reporting channels and may not be monitored continuously. Families should use the school’s published contact arrangements; immediate danger requires emergency services.
If an account is compromised or an inappropriate post appears, report it immediately to the headteacher and IT support. Preserve relevant evidence securely, restrict access where needed and follow data-breach and safeguarding procedures.
Online abuse, concerns and whistleblowing
If you experience online abuse, do not retaliate or enter an argument. Preserve appropriate evidence, report it to the headteacher and use platform reporting or blocking tools as advised. Threats or suspected crimes may require police involvement.
Report concerns about staff conduct to the headteacher; concerns about the headteacher go to the Chair of Governors. Follow safeguarding, low-level concerns, grievance or whistleblowing procedures as appropriate. Nothing in this policy prevents a lawful protected disclosure or seeking confidential legal or trade-union advice.
Do not download, screenshot or forward suspected child sexual abuse imagery. Stop viewing it and seek immediate DSL advice; urgent risk requires police action. Preserve other evidence without circulating it unnecessarily.


Personal use, devices and monitoring
Personal social media must not interfere with duties or supervision. Occasional personal use during an unpaid break, away from pupils, may take place only within the school’s acceptable use arrangements. Use of school equipment or networks remains subject to the same restrictions. Approved professional use is separate from personal use.
Do not use a personal phone for personal purposes in front of pupils. An agreed medical or disability adjustment, or a specifically authorised urgent circumstance, may require an exception. It does not authorise personal photography of pupils or use of personal communication channels for school business.
The school uses Smoothwall as part of its filtering and monitoring arrangements for school systems. The actual scope depends on the school’s configured devices, accounts and network arrangements; it must not be assumed to capture all activity on every device. Concerns or alerts are reviewed and acted on under safeguarding and acceptable use procedures.
Workplace monitoring must be lawful, necessary, proportionate and explained to staff through the relevant notices. Access to monitoring information is limited to authorised people, with secure handling and retention. High-risk monitoring requires appropriate assessment and DPO advice.
This policy does not authorise routine access to private accounts or require staff to disclose personal passwords. An investigation may seek relevant evidence through a lawful, proportionate process, respecting privacy and employment rights.
Enforcement and responsibilities
The headteacher implements this policy and authorises official accounts; the DSL oversees related safeguarding matters; the DPO advises on data protection; and governors monitor implementation. All school representatives must follow the policy and report concerns promptly.
Suspected breaches will be investigated fairly, with HR, safeguarding or legal advice where appropriate. Outcomes depend on the circumstances, seriousness and role of the individual. Employee misconduct may result in disciplinary action up to dismissal following due process; appropriate action for non-employees may include restricting access or ending an arrangement.
Where there is a safeguarding allegation, statutory referral and case-management procedures take priority. A concern about the headteacher must be managed by the chair or an appropriately independent person.


Online searches during recruitment
As part of safer recruitment, the school will consider proportionate searches of publicly available online information about shortlisted candidates, in line with Keeping children safe in education and the school’s recruitment procedures.
Candidates will be informed that online searches may be undertaken. Searches will follow consistent, role-relevant criteria and will not involve accessing private accounts, requesting personal passwords or seeking information unrelated to suitability for the role.
Where practicable, searches will be undertaken by someone separate from the appointment decision. Relevant findings will be checked for accuracy and discussed with the candidate where appropriate before a decision is made. Records will be secure, restricted to those who need them and retained under the recruitment retention arrangements.
Responsibility for AI-assisted communication
Staff remain accountable for work they approve or publish, including material drafted using AI. Before use, review factual accuracy, tone, bias, accessibility, copyright and suitability for the school community. AI outputs must not be the sole basis for decisions affecting pupils, staff or families.
Identifiable photographs, video, voice recordings and other personal data must not be entered into unapproved AI systems. Any approved use requires appropriate authorisation and a lawful basis. Synthetic media must not be presented as authentic evidence or used to mislead.
Support for staff targeted online
Abusive posts or mentions affecting staff should be reported promptly to the headteacher, or to the chair where the headteacher is involved. The school will discuss the impact with the person affected, consider wellbeing support and keep them informed about the response.
Responses may include reporting content to the platform, requesting removal, seeking HR or legal advice, and contacting police where threats or suspected offences justify it. Action will be proportionate to the circumstances; staff will be told what is being done and why particular options may not be pursued.


Equality and reasonable adjustments
The school will consider reasonable adjustments sensitively under the Equality Act 2010. A staff member may need access to a personal device for disability-related or medical reasons, such as receiving health-monitoring alerts.
Requests should be discussed confidentially with the headteacher or appropriate manager. Agree the purpose, where and when the device may be used, relevant safeguards and a review date. Reasonable adjustments should be individually assessed; a diagnosis is not an automatic prerequisite for considering support.
Only the information necessary to manage the adjustment should be recorded and shared. Detailed medical information and completed individual agreements are kept in confidential staff records, not in the published policy.
Reasonable adjustment record – blank template
	Staff name / role
	Agreed device use
	Safeguards
	Date / review
	Agreed by

	
	
	
	
	

	
	
	
	
	


Induction, availability and review
This policy is shared at induction with new staff, trainees, volunteers and relevant contractors. All staff receive reminders about professional boundaries, official account security and reporting concerns.
The policy is available on the school website and a hard copy is available from the office on request. Governors review it annually, or sooner following changes in legislation, guidance, technology or learning from an incident. Amendments are subject to governor ratification and communicated to staff.


Appendix 1: Social networking standards
DO use respectful language, maintain professional boundaries and consider the impact of posts, comments, reactions and shares.
DO use privacy settings, strong passwords and multi-factor authentication; review account access and recovery arrangements.
DO use approved school channels for work, school devices for pupil images and authorised school accounts for publication.
DO check permissions, safeguarding restrictions and personal data before publishing; report mistakes promptly.
DO disclose boundary concerns or relevant pre-existing relationships and seek advice where uncertain.
DO report abuse, suspicious contact, account compromise or safeguarding concerns promptly and preserve appropriate evidence securely.
DO use professional online networks responsibly and respect copyright.
DO NOT connect personally with current pupils or former pupils under 18, except disclosed and agreed exceptional family or pre-existing connections.
DO NOT send pupils personal messages, use disappearing messages for school communications, or give pupils personal contact details.
DO NOT photograph pupils on personal devices or upload their information to personal accounts, cloud storage or unapproved AI tools.
DO NOT discuss confidential cases or individual pupils, parents or colleagues online, even where names are omitted.
DO NOT post or share discriminatory, abusive, harassing, harmful or misleading content, or create an unauthorised school account.
DO NOT engage in public arguments about school complaints or use social media in place of safeguarding reporting.
DO NOT assume a private group or deleted post is confidential.
References checked for this review
DfE: Keeping children safe in education 2026; Mobile phones in schools (June 2026); Data protection in schools – photos, videos and AI; Filtering and monitoring standards.
ICO: Data protection and monitoring workers; Taking photographs: data protection advice for schools.
Sheffield Children Safeguarding Partnership: current safeguarding and LADO procedures.
Review note: confirm the school’s current Smoothwall configuration and official-account administrators before ratification.
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