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KEEPING SAFE ONLINE

Keeping safe online is becoming increasingly more important and at Holy Family, we teach the
children about the benefits of using the Internet alongside the potential risks they could face.

We are aware that children may be spending an increased amount of time on devices with access to
the internet, so we would like to provide you with some resources and information about keeping
safe online.

Support your child with films and activities from Thinkuknow

Thinkuknow films and games are a great way to start and continue chats about
online safety.

4-7s Jessie & Friends cartoons
https://www .thinkuknow.co.uk/parents/jessie-and-friends-videos/

A three-episode animated series which helps keep 4-7s safe online. It explores
three popular online activities: watching videos, sharing pictures, and online
gaming.

8 — 11s Play Like Share cartoons
https://www .thinkuknow.co.uk/parents/playlikeshare/

A three-episode animated series that helps keep 8-11 year olds safe from risks
they might encounter online.

Band Runner game and advice website
https://www .thinkuknow.co.uk/8 10/

A fun interactive game that helps reinforce key messages about online safety.

You’ll find lots more advice on keeping your child safe online at
https://www .thinkuknow.co.uk/parents

If you’re worried that a child is at risk of harm online, you should call the police.
Children can make a report to CEOP at

https://www.ceop.police.uk/safety-centre/




Information on how to set up parental control settings and more resources

How to set up parental controls
https://www .childnet.com/resources/parental-controls

Parental guide to technology
https://www .childnet.com/resources/a-parents-guide-to-technology

More information for parents and carers
https://www .childnet.com/parents-and-carers

Other recommended resources Parent Info — Expert information for parents about digital
family life
https://parentinfo.org

NSPCC Net Aware — Provides reviews and guidance on the most popular social networks,
apps and games that children use.

https://www .net-aware.org.uk

NSPCC PANTS (The underwear rule) — A simple way to keep children safe from abuse, by
teaching them to remember the 5 rules that spell ‘PANTS”.
https://www nspcc.org.uk/keeping-children-safe/support-for-parents/underwear-rule/

Internet Matters — A useful tool showing how to set parental controls across a range of
devices and websites.
https://www nspcc.org.uk/keeping-children-safe/support-for-parents/underwear-rule/

YOUTUBE
You tube is a great resource for research and learning, but did you know you can set up a
YOUTUBE KIDS to keep your child safer!

See the how to guide on the next page and further information is also available on our Online
Safety page on the website

https://holyfamilyprimary.org.uk/information/online-safety/




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

s guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Although children of all ages often watch YouTube content directly via the website or main YouTube app, G,"QE ,C’/o
YouTube itself states that the only place children should be watching its videos is in the YouTube Kids app. < 2
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To set up the YouTube Kids app you need to
do the following:
1 - Download the YouTube Kids app and

connect your YouTube account.
2 - Specify your child’s name, age and birth

month.
3 - Select the types of videos to indude in the
app based on their age or select them
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youudtvnmwlbepnumd with some
sample videos to accept or reject. You can
select collections, shows, music or leamning.

5 - Once chosen you are ready to use the app.
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< ADVERTISEMENTS

It's worth remembering that even in YouTube Kids, children will still see adverts. These are marked as “Ad” and preceded by an ad intro. The types of advertisements and products are checked to follow
YouTube's advertis icies which exdude things like food and beverages. However, there can be toys or other items included in videos directly by creators themselves to advertise them. You can remove
adverts in YouTube Kids, like the main YouTube, b subxriblmo YouTube Premium. This has the added benefit of enabling you to download videos for offline viewing and allowing you to watch videos in
the background while using other apps. This can be really useful if you have a long journey to take children on.

As with television adverts and bus stop posters, it's a good idea to talk to children about how adverts work and how to recognise them. For example, you could point out the added light and sound effects or
the overly exciting narration in TV ads. It's important to do this for other forms of advertising as well. It'simportant to understand how YouTube collects information about your child's viewing habits
and how this relates to advertising and video content. When they watch a video, the device, e, which videos they watch and searches they make are recorded. This is used to help suggest
personalized content. It can also be used to serve contextual advertising, although the app does not allow interest-based advertising or remarketing.
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4 SELECTING GREAT CONTENT ;) saydenGImIng b) VIEWING TIME
One of the best features on YouTube Kids is the abill : Lk “"pumﬂl-. .“_ﬂwh“h.

in the‘Screen Time' section
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TV once their time has run out on their device.
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RESTRICTIONS WATCHING TOGETHER RECOMMENDATIONS
As well as using the YouTube Kids M-rﬂ to! YouTube viewing For children, you can use the
nldnutlplﬁkﬂmluc&m' positiveisto "ﬁu channels be lppbhghh-wllt
your watches YouTube. Ensure and content that your child and they have been watch onthe
are! in when YouTube benefit from. For example, a: ‘Recommended’icon on of the
turn on family activity could be to get together once home screen and then swipe You
Profile. You can also set this at the bottom amonth and show each your will see videos with the play| on
of the video page videos from the last four weeks. This not only them and a red bar at the bottom. These
Mode: On’ Ensure click the sparks conversations are the videos has watched.
“Lock Restricted on this browser to watched but also enables youto the m—-hmumsm
ensure other users can't turn it off. ﬁ'm-hxnﬁ' blackis a video your child has skipped.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 25.09.2019




