Social Media Safety and
Etiguette

Don’t be a keyboard warrior!

DON'T BE LIKE BOB




Online Abuse — Hate Incidents

* Internet trolling: quarter of teenagers suffered online abuse last year

* This article is more than 3 years old

 Survey of 13- to 18-year-olds reveals teenagers with disabilities and those
from minority ethnic backgrounds are more likely to encounter
cyberbullying

* One in four teenagers suffered hate incidents online last year, a figure
described by experts as a “wake-up call” on the impact of internet trolling.

* The survey of 13- to 18-year-olds found that 24% had been targeted due to
their gender, sexual orientation, race, religion, disability or transgender
identity. One in 25 said they were singled out for abuse all or most of the
time.



The Statistics

* A recent survey also found four in five adolescents had seen or heard online hate
during the previous 12 months. Researchers defined such abuse as offensive,
mean or threatening, and either targeted directly at a person or group or
generally shared online.

* Teenagers with disabilities and those from African, Caribbean, Asian, Middle
Eastern and other minority ethnic groups were more likely to encounter
cyberbullying, the report concluded.

* Of those questioned, 41% said online hate had increased in the past year. Social
media was found to be the most common platform in which young people
withessed such abuse, which in some instances can be classified as a hate crime.

 However, the majority of respondents said victims had received support online,
with 93% saying they had seen their friends post supportive content last year.


https://www.theguardian.com/society/cyberbullying
https://www.theguardian.com/media/social-media
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Don’t be Meme

* In just a few short words and a funny picture, memes are often able
to capture a “big” emotion they struggle with, making it smaller and
easier to handle. And while it’s definitely true some can use memes
as a way to avoid addressing unresolved trauma or pain, a lot of times
they address topics we don’t talk about openly, and can go a long way
in reassuring people they are not the only ones struggling.



Hey , you! '
The world doesn't revolve

around you.
Mr. HOTSHOT







Some of those
that have been

falsely perceived
as the villains
have actually
been the heroes
all along.

-Damien Carrion




Or just taking them too much to heart...

me: don't look too deep into it

*me 2 seconds later*




Task 1

Appendix 2

You have 2 minutes to answer as many of the questions below as possible!
Circle all the services you have an account with:

HORSN~-AvE Ki

What is your most frequently...

...used emoji?
(Draw it) ...played song? ...used hashtag?
Do you have a games console at home?  YES NO

m What'’s your favourite online game?

What was the last ...

...YouTube video you

...time you set an alarm
watched?

tor? ...message you sent?

.. filter you used?

List five things you'd find in ~ IAMSRElRTEIT

your recently liked posts: ge
u the most?
u ...always like

g u posts from?

2

z .

8 ...admire

§ u most online?

%

AN

If you could only follow the accounts of one celebrity online for the rest of
your life, who would you choose?

UK Safer

() saferinternetdayv.org.uk #freetobe Freeve



Respect & Kindness

* As a school community we build mutual respect and dialogue,
facilitating rights, and empowering everyone to be able to express
themselves and be themselves online — whoever they are.

e https://www.teachertube.com/videos/352934



https://www.teachertube.com/videos/352934

What is inappropriate or explicit content?

* terror attacks, beheadings and bombings

* cruelty to humans and animals

e self-harm sites

* pro-anorexia and eating disorder content

* pro-suicide content

* sexual abuse and rape # i b - @
* violence and distressing content z

* hate sites

* online porn.



Sexting and staying safe online

* When children share nude images of themselves with others, they are
distributing child pornography.

* If these images are received from others and stored on personal devices,
individuals are in possession of child pornography.

* Despite threats of prosecution, formal punishment, and fear-based
messages from the media, rates of sexting among children have remained
relatively constant.

* Adolescents have always experimented with their sexuality, and will
continue to do so via sexting and similar intimate behaviours.



5 facts about sexting

1.

Images sent on sites like Snapchat
can still be saved and
screenshotted.

It’s not okay for someone to
pressure you into sending a nude.
Sending or receiving a nude when
you’re under 18 is against the law.
Not everyone in a relationship will
share nudes.

If something goes wrong, there’s
support to help.

ZIPIT APP

The app that helps you get

flirty chat back on track,

which has been designed with
you in mind is there to help

ZIPIT

you to take control of your

chat game.

WHAT DOES ZIPIT DO?
If someone's trying to get
you to send nudes, use
the Zipit app to keep the
situation under control.
Respond to unwanted
chat with the power of
GIFs taken straight from
the app. We've made our
own and chosen a
selection of top ones from
GIPHY.

Use the flirting guide to
navigate intimate chats,
including tips from other
young people

What you can do with
Zipit:
save GIFs and images

onto your device and
share with friends

share GIFs and images
onin apps like
Instagram, Snapchat or
WhatsApp

get advice to help you
lirt without failing

call Childline, or save
the number to your
phone.


https://www.ceop.police.uk/Safety-Centre/

Sexting and staying safe online

* We hope that none of you are ever in this
position but . .. If you are being pressured or
threatened to send nude photos, keep evidence
when possible.

* Having digital evidence (such as screenshots of
text messages) of any maliciousness or threats of
sextortion will help the police in their
investigation and prosecution (if necessary) and
social media sites in their flagging and deletion
of accounts

ENOUGH FOR YOU2




Reporting Behaviour Online

BLOCK AND REPORT BULLYING OR SEXTING

Lots of social media sites can help you if you're being bullied or if people are bullying you online.

Here's how to report sexting or bullying on:
Snapchat
Facebook and Facebook Messenger

Instagram

Twitter

WhatsApp

Video chat sites

Tumblr

Tik Tok featuring Musical.ly

Periscope

https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/sexting/ 0800 11 11



https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/sexting/

Who are you????

* If someone sends you a sext, do not send it to—or show—anyone
else. This could be considered non-consensual sharing of
pornography, and there are laws prohibiting it and which outline
serious penalties

* If you send someone a sext, make sure you know and fully trust them.
“Catfishing” —where someone sets up a fictitious profile or pretends
to be someone else to lure you into a fraudulent relationship (and,
often, to send sexts)—happens more often than you think.

* If you havn’t met them and feel a true friendshiB, do not simply trust
them. Bare in mind people have been let down by friends sharing
secrets — you are committing your secret to your online footprint —
Forever.



* Try not to include your face in ANY messages. Of course, this is so that
images are not immediately identifiable as yours but also because
certain social media sites have sophisticated facial recognition
algorithms that automatically tag you in any pictures you may to stay
private. So basically, it wouldn’t matter what your own security
settings are you’ll be tagged on other peoples sites.

* Make sure the images do not include tattoos, birthmarks, scars, or
other features that could connect them to you. In addition, remove all
jewellery before sharing.

 Also consider your surroundings. Bedroom pictures could, for
example, include wall art or furniture that others recognize.

https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/taking-care-your-digital-footprint/



https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/taking-care-your-digital-footprint/

Where are you????

* Turn your device's location services off for all of your social media
apps, make sure your photos are not automatically tagged with your
location or username, and delete any meta-data digitally attached to
your images.

* Don’t post any pictures of yourself online without removing data links
via settings.



* No, your still not safe

Apps can promote that provide the capability for sent images to be
automatically and securely deleted

However, you can never guarantee that a screenshot was not taken,
nor that another device was not used to capture the image without you
being notified.

You have no control of the human looking at the devise, all can
screenshot!



Don’t be like . . .
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