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1. Purpose and scope
Kennington Primary School recognises that digital technology and online services are an integral part of children's education, communication and everyday lives. Technology provides significant educational and social opportunities, but also creates safeguarding risks which can affect children both inside and outside school.
The school is committed to providing a safe online environment for pupils, staff and the wider school community. Online safety is treated as a safeguarding issue and is an integral part of the school's wider approach to safeguarding and promoting the welfare of children.
This policy sets out how the school will:
· protect pupils and staff from online harm;
· identify, respond to and record online safeguarding concerns;
· provide effective filtering and monitoring;
· educate pupils to use technology safely, responsibly and respectfully;
· support parents and carers;
· manage risks associated with new and emerging technologies, including generative artificial intelligence;
· ensure that online safety is embedded across safeguarding, behaviour, curriculum, staff training and school leadership.
This policy applies to:
· all pupils;
· all members of staff;
· governors;
· volunteers;
· trainees and students;
· contractors and visitors using the school's technology or network;
· parents and carers where relevant to the school's work with children.
The policy applies to the use of:
· school-owned devices;
· the school network and internet connection;
· online platforms and applications used for educational purposes;
· school communication systems;
· personal technology where its use affects the safety or welfare of pupils, staff or the wider school community.
Online safety incidents may take place both on and off the school site. The school will respond to concerns where there is an actual or potential impact on the welfare, safety or education of a pupil.

2. Legal and statutory framework
This policy has regard to relevant legislation and statutory guidance, including:
· Keeping Children Safe in Education 2026;
· Working Together to Safeguard Children;
· the Education Act 2002;
· the Children Act 1989 and Children Act 2004;
· the Human Rights Act 1998;
· the Equality Act 2010;
· the Counter-Terrorism and Security Act 2015;
· the Prevent duty;
· the Online Safety Act 2023, where relevant;
· the Data Protection Act 2018;
· the UK General Data Protection Regulation;
· the Data (Use and Access) Act 2025;
· relevant DfE guidance on filtering and monitoring;
· relevant DfE guidance on mobile phones in schools;
· relevant guidance on sharing nudes and semi-nudes;
· relevant DfE guidance on generative AI and the safe use of technology in education.
This policy operates alongside the school's:
· Child Protection and Safeguarding Policy;
· Behaviour Policy;
· Staff Code of Conduct;
· Acceptable Use Agreements;
· Data Protection Policy;
· Relationships and Health Education Policy;
· PSHE Policy;
· Anti-Bullying Policy;
· Prevent Duty arrangements;
· Allegations Against Staff procedures;
· disciplinary procedures;
· mobile phone policy;
· any other policies relating to the use of technology, behaviour, safeguarding or information security.
Where there is any conflict between this policy and statutory safeguarding guidance, statutory guidance will take precedence.

3. The school's approach to online safety
The school recognises that online safety is not solely a computing or technology issue. It is a safeguarding issue which can affect children's:
· physical safety;
· emotional wellbeing;
· mental health;
· relationships;
· behaviour;
· attendance;
· vulnerability to abuse or exploitation.
The school will take a whole-school approach to online safety through:
· effective leadership and governance;
· clear safeguarding procedures;
· appropriate filtering and monitoring;
· regular staff training;
· an age-appropriate curriculum;
· engagement with parents and carers;
· effective reporting and recording systems;
· regular review of risks;
· consideration of new and emerging technology.
The school will take account of the four broad areas of online risk:
Content
Being exposed to illegal, inappropriate or harmful material. This may include:
· sexual or pornographic material;
· violent content;
· content promoting self-harm or suicide;
· discriminatory or hateful content;
· extremist material;
· misinformation or disinformation;
· harmful online challenges;
· AI-generated or manipulated content.
·  harmful online communities; 
· content promoted through closed online groups and communication channels.
Contact
Being subjected to harmful online interaction with other users. This may include:
· grooming;
· exploitation;
· coercion;
· harassment;
· contact with adults posing as children;
· peer pressure;
· commercial exploitation.
· harmful online communities; 
· content promoted through closed online groups and communication channels.

Conduct
Personal online behaviour that increases the likelihood of, or causes, harm. This may include:
· cyberbullying;
· sharing inappropriate or harmful content;
· making or sharing nudes or semi-nudes;
· creating or sharing manipulated or AI-generated images;
· harassment;
· participation in harmful online challenges;
· inappropriate use of technology.   
· participation in harmful online communities or group chats; 
· sharing abusive, misogynistic, discriminatory or sexually harmful content in online groups.
Commerce
Risks relating to online financial activity. This may include:
· scams;
· phishing;
· financial exploitation;
· gambling;
· inappropriate advertising;
· financial fraud.

4. Roles and responsibilities
4.1 Governing Board
The Governing Board has strategic responsibility for ensuring that appropriate safeguarding arrangements, including online safety arrangements, are in place.
The Governing Board will:
· ensure that this policy is reviewed at least annually;
· ensure that online safety is appropriately reflected in the school's safeguarding arrangements;
· receive appropriate assurance regarding the effectiveness of the school's filtering and monitoring systems;
· ensure that the school has clear roles and responsibilities for filtering and monitoring;
· support the school in maintaining effective safeguarding arrangements as technology changes;
· ensure that an appropriate governor has responsibility for supporting oversight of filtering and monitoring;
· take account of online safety risks when considering wider safeguarding, behaviour and technology arrangements;
· ensure that relevant staff receive appropriate safeguarding and online safety training.
The governor responsible for online safety will participate in the school's formal annual filtering and monitoring audit.

4.2 The Headteacher
The Headteacher has overall responsibility for ensuring that effective online safety arrangements are in place.
The Headteacher will:
· ensure that online safety is an interrelated theme across safeguarding, curriculum, behaviour and staff training;
· ensure that staff receive appropriate and regularly updated online safety information and training;
· ensure that appropriate time and resources are available for the DSL and Online Safety Lead;
· monitor online safety concerns and identify emerging trends;
· ensure that online safety arrangements are reviewed regularly;
· ensure that parents and carers receive appropriate information and support;
· oversee the school's filtering and monitoring arrangements;
· review Netsweeper monitoring reports on a weekly basis;
· ensure that concerns identified through filtering or monitoring receive an appropriate response;
· ensure that significant safeguarding concerns are managed in accordance with the Child Protection and Safeguarding Policy;
· ensure that new technologies are appropriately assessed before significant implementation.
At Kennington Primary School, the Headteacher is also the Designated Safeguarding Lead. The responsibilities of both roles will therefore be exercised in accordance with this policy and the school's Child Protection and Safeguarding Policy.

4.3 Designated Safeguarding Lead
The DSL has lead responsibility for safeguarding, including online safety.
The DSL will:
· ensure that online safety is embedded within the school's wider safeguarding arrangements;
· maintain an understanding of current and emerging online risks;
· respond to safeguarding concerns arising online;
· ensure that relevant concerns are recorded and appropriate action is taken;
· ensure that staff understand how to report online safeguarding concerns;
· work with the Online Safety Lead and IT support to identify and manage online risks;
· review relevant filtering and monitoring reports;
· consider safeguarding implications when concerns are identified;
· ensure that pupils with additional vulnerabilities, including pupils with SEND, are appropriately supported;
· make referrals to external agencies where required;
· maintain appropriate records of concerns, decisions, actions, rationale and outcomes;
· provide assurance to governors regarding the effectiveness of safeguarding arrangements, including filtering and monitoring.
Online safety concerns will not be treated solely as technical or behaviour issues where there may be a safeguarding implication.

4.4 Online Safety Lead
The Online Safety Lead is responsible for supporting the development and implementation of the school's online safety arrangements.
The Online Safety Lead will:
· work with the Headteacher and DSL on online safety matters;
· keep up to date with relevant legislation, guidance and emerging risks;
· support staff training and professional development;
· support the delivery of online safety education;
· coordinate appropriate online safety activities and events;
· work with the SENCO and other relevant staff to consider additional vulnerabilities;
· contribute to policy review and risk assessment;
· support communication with parents and carers;
· identify emerging trends and areas for development.
The Online Safety Lead does not replace the safeguarding responsibilities of the DSL.

4.5 IT support
The school's IT support provider has technical responsibility for supporting the safe operation of the school's technology systems.
IT support will:
· maintain filtering and monitoring systems;
· provide relevant reports and technical information;
· support the identification and resolution of technical concerns;
· implement agreed changes to filtering and monitoring arrangements;
· support risk assessment when new technology is introduced;
· work with the Headteacher/DSL and Online Safety Lead;
· report relevant safeguarding concerns without delay;
· understand their responsibilities in relation to safeguarding and online safety.
Technical responsibility does not transfer safeguarding responsibility from the school to the IT provider.

4.6 All staff
All staff have a responsibility to safeguard pupils online.
Staff will:
· understand that technology is a significant component in many safeguarding and wellbeing issues;
· be alert to indicators that a child may be unsafe online;
· report concerns without delay;
· follow the school's safeguarding and reporting procedures;
· model safe and professional online behaviour;
· use school technology appropriately;
· maintain appropriate professional boundaries online;
· understand the risks associated with social media, generative AI and emerging technologies;
· supervise pupils appropriately when they are using technology;
· contribute to the teaching of online safety where relevant to their role;
· respond appropriately to disclosures;
· avoid conducting their own investigations into potentially illegal or harmful material unless specifically required as part of an agreed safeguarding response.
All staff must understand that a child's online activity outside school may create safeguarding concerns requiring a school response.

4.7 Pupils
Pupils are expected to:
· use technology safely, responsibly and respectfully;
· follow the school's Acceptable Use Agreement;
· report anything online that worries, upsets or frightens them;
· seek help for themselves or another child;
· respect the privacy and safety of others;
· understand that harmful behaviour online can have consequences in the same way as harmful behaviour offline;
· understand that AI-generated or manipulated content may be misleading or harmful.
Pupils will never be expected to investigate or resolve serious online safety concerns themselves.

4.8 Parents and carers
Parents and carers play an important role in supporting children's online safety.
The school will seek to support parents and carers through:
· online safety information;
· newsletters and other communications;
· relevant workshops or information sessions where appropriate;
· signposting to reliable advice and resources.
The school recognises that parents and carers may need support in understanding emerging technologies and risks, including social media, gaming, online influencers, harmful online communities, group messaging platforms, deepfakes, AI-generated content and generative AI. The school will seek to provide practical information and signpost parents and carers to reliable and up-to-date sources of advice.


5. Pupil mobile phones and communication-capable smart devices
Kennington Primary School operates a complete ban on pupils bringing mobile phones or similar communication-capable devices onto the school site.
This includes:
· smartphones;
· mobile phones;
· smartwatches with communication capability;
· similar communication-capable devices.
Pupils must not use such devices at any point during the school day because they are not normally permitted on the school site.
This approach supports:
· a calm and focused learning environment;
· safeguarding;
· positive behaviour;
· pupil wellbeing;
· reduced exposure to inappropriate online contact or content during the school day.
Parents and carers who need to contact their child should contact the school office.
In exceptional circumstances, the Headteacher may approve an individual exception. Any approved device must be handed in on arrival and stored securely in accordance with the school's mobile phone policy.
Any unauthorised device brought onto the school site may be confiscated and returned only to a parent or carer. Further action may be taken in accordance with the Behaviour Policy.
The school accepts no responsibility for the loss, theft or damage of unauthorised devices brought onto the premises.
The school's separate Mobile Phone Use in School (Pupils) Policy sets out the full arrangements.

6. Filtering and monitoring
The school recognises that filtering and monitoring are important but distinct safeguarding measures.
Filtering is preventative and is intended to reduce the risk of users accessing illegal, inappropriate or harmful content.
Monitoring is reactive and helps the school identify concerning activity so that appropriate action can be taken.
No filtering or monitoring system can eliminate all risk. Technical arrangements are therefore supported by staff supervision, education, reporting and safeguarding procedures.

6.1 The school's current arrangements
The school uses Netsweeper Cloud as its filtering and monitoring system.
The system is configured to block categories of harmful or inappropriate material, including:
· child sexual abuse content;
· terrorism-related content;
· adult content;
· offensive language;
· gambling;
· weapons and other inappropriate material.
Filtering arrangements are tested and reviewed regularly. The school may use recognised filtering verification tools and testing services, including testfiltering.com or similar resources, to support assurance that filtering systems remain effective and appropriate.
YouTube and similar services may be restricted on pupil devices while remaining available to staff where required for legitimate curriculum purposes.
Where legitimate educational content is blocked in error, changes may be requested through the school's IT support arrangements, subject to appropriate safeguarding consideration.

6.2 Monitoring
The Headteacher/DSL reviews Netsweeper reports on a weekly basis.
All staff also have a responsibility to monitor pupils' online behaviour and device use while pupils are under their supervision.
Online safety incidents and concerns must be recorded through CPOMS where appropriate and will be reviewed by the Headteacher/DSL.
Where filtering or monitoring identifies a potential safeguarding concern, the concern will be considered promptly and action taken in accordance with the Child Protection and Safeguarding Policy.
Monitoring is not solely a technical exercise. Reports and alerts must be interpreted in context.
The school will consider:
· the nature of the activity;
· the age and developmental stage of the pupil;
· any SEND or communication needs;
· whether the activity may indicate vulnerability or harm;
· whether the activity appears accidental, exploratory or deliberate;
· any relevant safeguarding history;
· whether further support, education or intervention is required.

6.3 Annual filtering and monitoring audit
A formal filtering and monitoring audit will be carried out at least once every academic year.
At Kennington Primary School, the audit will be carried out by:
· the Headteacher/DSL;
· the Online Safety Lead;
· the governor responsible for online safety;
· the school's IT support provider.
The review will include checks that filtering is operating effectively across all internet-connected devices and systems used by the school, and a record of the review will be maintained.

The audit will consider:
· the effectiveness of current filtering;
· the effectiveness of monitoring;
· the school's technology use;
· pupils' ages and risk profiles;
· SEND and other vulnerabilities;
· significant online safety incidents or trends;
· staff and pupil use of generative AI;
· the school's ability to manage dynamic, personalised or AI-generated content;
· changes in technology;
· any technical limitations;
· relevant safeguarding concerns;
· curriculum requirements;
· staff training needs;
· the effectiveness of reporting and response procedures.
The outcome of the audit will be recorded and used to inform:
· policy;
· safeguarding arrangements;
· staff training;
· curriculum provision;
· technical changes;
· procurement decisions;
· monitoring arrangements.
A review will also be undertaken when necessary following:
· a significant safeguarding concern;
· the introduction of new technology;
· significant changes to working practices;
· the introduction of generative AI tools;
· significant changes to network or device configuration;
· major software changes.

7. Generative artificial intelligence and emerging technology
The school recognises that generative artificial intelligence can provide educational opportunities but may also create new safeguarding, privacy and wellbeing risks.
Generative AI may create or manipulate:
· text;
· images;
· audio;
· video;
· computer code;
· other digital content.
The school will take a proportionate and risk-based approach to generative AI.
Before introducing significant new AI technology for use by pupils or staff, the school will consider:
· safeguarding;
· age appropriateness;
· privacy and data protection;
· filtering and monitoring;
· the nature of content that may be generated;
· whether children can be exposed to inappropriate or harmful content;
· whether the system could facilitate manipulation, grooming or exploitation;
· the potential impact on children's cognitive, emotional and social development;
· whether the product's safety arrangements are appropriate for an educational setting;
· staff supervision requirements.
Personal or confidential information about pupils must not be entered into public or unapproved generative AI systems.
Staff must not assume that AI-generated content is accurate, appropriate or safe.
Where AI-generated material is used for educational purposes, staff must exercise appropriate professional judgement and supervision.

7.1 AI-generated and manipulated imagery
Staff must be aware that artificial intelligence can be used to create highly convincing false or manipulated images, audio and video.
This includes:
· deepfakes;
· manipulated intimate imagery;
· fake sexual imagery;
· impersonation;
· manipulated recordings.
The creation, possession or sharing of AI-generated sexual or intimate imagery involving a child may create serious safeguarding and legal concerns.
Any concern involving AI-generated or manipulated sexual imagery must be referred immediately to the DSL.
Staff must not:
· ask a child to forward or share the image;
· download or distribute the material unnecessarily;
· investigate the material beyond what is necessary to protect the child and secure an appropriate safeguarding response.
The DSL will determine the appropriate response in accordance with safeguarding guidance.

8. Making or sharing nudes or semi-nudes
The school recognises that children may make or share nude or semi-nude images or videos using a range of technologies.
This may include material:
· created by a child;
· shared between children;
· captured without consent;
· manipulated digitally;
· created or altered using AI.
All concerns involving the making or sharing of nudes or semi-nudes require an appropriate safeguarding response.
Staff must:
· remain calm;
· avoid judgement;
· reassure the child that they have done the right thing by seeking help;
· report the concern immediately to the DSL;
· avoid viewing, copying, downloading or sharing imagery unless this is necessary as part of an agreed safeguarding response.
The DSL will manage the concern in accordance with relevant safeguarding guidance and will consider:
· the welfare of the child;
· whether coercion, exploitation, abuse or harassment may be involved;
· whether the imagery was created or shared consensually;
· whether the child is at continuing risk;
· whether other children are involved;
· whether parents or carers should be informed;
· whether external agencies should be involved.
The school will seek to avoid unnecessarily criminalising children where this is not an appropriate or proportionate response, while ensuring that all children are safeguarded.

9. Cyberbullying and online harassment
Cyberbullying and online harassment are not tolerated.
They may include:
· threatening or intimidating messages;
· abusive messages;
· sharing embarrassing images or video;
· impersonation;
· exclusion;
· repeated unwanted contact;
· spreading rumours;
· creating or sharing harmful content about another person;
· racist, sexist, homophobic, transphobic or other discriminatory abuse;
· sexual harassment;
· sharing manipulated or AI-generated content.
The school will respond to cyberbullying in accordance with the Behaviour Policy, Anti-Bullying Policy and Child Protection and Safeguarding Policy.
Where there is a safeguarding concern, the matter will be referred to the DSL.
The school recognises that online abuse may continue outside school hours and may nevertheless have a significant impact on pupils' safety, wellbeing and education.

10. Child-on-child abuse, harassment and violence
Children may use technology to facilitate abuse, harassment or violence.
Online child-on-child abuse may include:
· sexual harassment;
· unwanted sexual comments or messages;
· sexualised bullying;
· sharing sexualised or intimate imagery;
· coercion;
· threats;
· humiliation;
· image-based abuse;
· AI-generated or manipulated sexual imagery;
· threats involving the sharing of images;
· encouraging or facilitating sexual violence.
The school will take all concerns seriously.
Such incidents must not be dismissed as:
· banter;
· horseplay;
· part of growing up;
· a private matter between children.
The school will consider the safeguarding needs of:
· the child who may have experienced harm;
· the child alleged to have caused harm;
· any other children affected.
All concerns will be managed through the school's safeguarding and behaviour arrangements as appropriate.

11. Grooming, exploitation and harmful contact
Staff will be alert to the fact that grooming and exploitation can take place online.
Children may be targeted through:
· gaming platforms;
· social media;
· messaging applications; 
· group messaging services; 
· private group chats; 
· online communities; 
· communication (COM) groups;
· livestreaming;
· AI-enabled platforms;
· other digital services.
Indicators may include:
· secrecy about online activity;
· sudden changes in behaviour;
· unexplained gifts or money;
· contact with unknown or older individuals;
· reluctance to discuss online relationships;
· distress associated with devices or messages;
· isolation from family or friends;
· pressure to share images or information.
Concerns relating to grooming, child sexual exploitation or child criminal exploitation must be reported to the DSL without delay.
The school recognises that online contact may form part of wider exploitation, including organised or network-based exploitation.

12. Financially motivated sexual extortion and coercion
Staff should be aware that children may become victims of financially motivated sexual extortion (often referred to as sextortion). This may involve being pressured, groomed or manipulated into sharing sexual or intimate material online and subsequently being threatened with the distribution of that material unless they:

· provide money;
· create further images;
· continue contact;
· comply with other demands.
Such concerns require an immediate safeguarding response.
Concerns may involve organised criminal networks, offenders located in the UK or overseas, and demands for money, further imagery or continued contact.
The school will support the child, consider immediate risks and work with relevant agencies where necessary.
Staff must avoid blaming the child for the circumstances in which the material was created or shared.

13. Radicalisation and extremism
The internet can be used to expose children to extremist ideologies and material or to facilitate grooming and radicalisation.
Staff will remain alert to:
· exposure to extremist content;
· changes in language or behaviour;
· online contact with extremist individuals or groups;
· attempts to recruit or groom children online.
Concerns must be reported immediately to the DSL and managed in accordance with the school's safeguarding and Prevent arrangements.

14. Online hoaxes and harmful challenges
The school recognises that harmful online challenges and hoaxes may circulate rapidly.
Staff must report concerns to the DSL.
Before communicating widely about a particular challenge or hoax, the school will consider whether doing so could inadvertently:
· increase children's awareness of harmful content;
· encourage children to search for it;
· cause unnecessary anxiety.
The school's response will be:
· proportionate;
· evidence-informed;
· age appropriate;
· supportive;
· focused on children actually at risk.
The school will seek reliable information before responding to emerging online concerns.

15. Cybercrime
The school recognises that cybercrime may be:
· cyber-enabled, where technology increases the scale or speed of an offence; or
· cyber-dependent, where technology is necessary for the offence.
Staff should be alert to inappropriate or potentially unlawful activity involving technology, including:
· unauthorised access to systems;
· hacking;
· malware;
· attempts to disrupt systems;
· other unlawful digital activity.
Where a pupil's behaviour suggests a developing interest or involvement in cybercrime, the school will consider an appropriate safeguarding, educational and behavioural response.
Where appropriate, the DSL may consider whether specialist support or diversionary programmes are relevant.
The school will avoid unnecessarily criminalising children where behaviour is exploratory or reflects developmental curiosity, while taking appropriate action where there is a risk of harm or criminal activity.

16. Mental health and wellbeing
The school recognises that online activity can have both positive and negative effects on children's mental health and wellbeing.
Potential concerns may include:
· anxiety;
· low self-esteem;
· social pressure;
· bullying;
· exposure to harmful content;
· sleep disruption;
· unhealthy comparison;
· distress caused by online relationships;
· exposure to self-harm or suicide-related content.
Staff must consider whether a change in a child's mental health or behaviour could have an underlying safeguarding cause, including online abuse or exploitation.
Concerns will be considered in accordance with the school's safeguarding and pastoral arrangements.

17. Pupils with additional vulnerabilities
Some pupils may face additional online risks because of:
· SEND;
· communication difficulties;
· social or emotional vulnerabilities;
· mental health needs;
· English as an additional language;
· previous experiences of abuse or exploitation;
· difficulties understanding risk or consent.
The school will take these factors into account when:
· teaching online safety;
· responding to concerns;
· assessing filtering and monitoring;
· providing pastoral support.
Online safety education and support will be adapted where necessary to meet individual needs.

18. Online safety education
Online safety education will be embedded within the curriculum and will not be limited to isolated events.
The school will provide age-appropriate teaching through Computing, PSHE, Relationships Education and other relevant curriculum areas.
Teaching will help pupils to understand:
· safe and respectful online behaviour;
· privacy;
· passwords and personal information;
· online relationships;
· bullying and harassment;
· recognising inappropriate content;
· how to seek help;
· misinformation and manipulated content;
· generative AI and the possibility of false or manipulated images, audio and video;
· digital consent;
· respectful relationships;
· appropriate use of technology.
Teaching will be appropriate to pupils' age and developmental stage.
The school may supplement curriculum provision through:
· assemblies;
· themed events;
· Safer Internet Day;
· workshops;
· targeted interventions;
· other age-appropriate activities.
The school recognises the importance of providing clear, accessible and well-understood systems for pupils to report concerns.
Pupils will be reminded regularly that they can seek help by:
· speaking to any trusted adult;
· speaking to their class teacher;
· speaking to the DSL or a Deputy DSL;
· reporting concerns through established school safeguarding systems;
· asking for help for themselves or another child.
Pupils will be reassured that concerns will be listened to, taken seriously and responded to appropriately.
Online safety relating to remote education, virtual lessons and live streaming
Where remote education, virtual lessons or live-streamed learning activities are used, the school will ensure that appropriate safeguarding arrangements are in place.
The school will:
· use approved platforms and systems;
· ensure that staff understand expectations regarding online conduct and professional boundaries;
· maintain appropriate supervision arrangements;
· follow safeguarding and data protection requirements;
· provide parents and carers with appropriate information about remote learning arrangements;
· respond to concerns arising from remote learning in accordance with safeguarding procedures.
The same safeguarding expectations apply during remote education as during face-to-face learning.


19. Staff training and professional development
All staff will receive safeguarding and online safety information as part of induction and ongoing safeguarding training.
Training and updates will address relevant risks, which may include:
· child-on-child abuse;
· online harassment;
· harmful sexual behaviour;
· making or sharing nudes or semi-nudes;
· AI-generated and manipulated imagery;
· grooming and exploitation;
· radicalisation;
· cybercrime;
· harmful online challenges;
· mental health;
· filtering and monitoring;
· new and emerging technologies.
Staff will receive appropriate updates as risks and technologies change.
The school will ensure that staff understand:
A concern arising online should be treated in the same way as any other safeguarding concern: record, report and respond appropriately.

20. Responding to online safety concerns
Any pupil who reports an online concern will be taken seriously.
Concerns may be reported by pupils, parents, carers, staff or external agencies and may arise both within and outside the school environment.
Staff receiving a disclosure should:
1. listen carefully;
2. remain calm;
3. avoid judgement;
4. avoid making promises of confidentiality that cannot be kept;
5. avoid investigating unnecessarily;
6. record the concern accurately;
7. report the concern immediately through the school's safeguarding procedures.
Concerns should be referred to the DSL without delay where there is a safeguarding implication.
The DSL will determine the appropriate response and record:
· the concern;
· relevant information;
· action taken;
· decisions made;
· rationale;
· outcome.
Records will be maintained in accordance with the school's safeguarding and data protection arrangements and will include the concern, action taken, decision-making, rationale and outcome where appropriate.

21. Concerns about staff
Concerns relating to a member of staff's online behaviour will be managed in accordance with:
· the Staff Code of Conduct;
· safeguarding procedures;
· allegations against staff procedures;
· disciplinary procedures.
A concern about the Headteacher will be reported to the Chair of Governors in accordance with the school's safeguarding procedures.
Professional standards apply to staff's use of technology and social media where this may affect their suitability to work with children, professional reputation or safeguarding responsibilities.

22. Data protection and privacy
The school will ensure that online safety, filtering and monitoring arrangements are implemented in a lawful, proportionate and transparent manner.
Access to monitoring information will be restricted to authorised individuals.
The school will ensure that appropriate arrangements are in place regarding:
· access to reports and alerts;
· retention of information;
· safeguarding records;
· privacy notices;
· third-party providers;
· data protection impact assessments where required.
The school will consider data protection implications before introducing significant new technology, monitoring systems or generative AI tools.
Safeguarding information will be shared where necessary and appropriate to protect children.
Data protection legislation must not be treated as a barrier to sharing information where there is a lawful and necessary safeguarding reason to do so.

23. Parent and carer engagement
The school recognises that parents and carers are central to children's online safety.
The school will provide appropriate information about:
The school will seek to communicate information in a practical and proportionate way and avoid unnecessarily alarming families about unverified or low-risk online trends.
· current online risks; 
· social media and gaming; 
· privacy and parental controls; 
· harmful content; 
· online relationships; 
· generative AI; 
· AI-generated and manipulated content; 
· deepfakes; 
· harmful online influencers; 
· online communities and communication groups; 
· online sexual coercion and sextortion; 
· mobile phone expectations; 
· where to seek further support.
The school recognises that online harm may occur alongside wider safeguarding concerns, including domestic abuse. Information received through Operation Encompass may contribute to the school's understanding of vulnerability and support planning where appropriate.



24. New technologies
Before introducing significant new technologies, platforms or services for use with pupils, the school will consider:
· educational benefit;
· safeguarding;
· age appropriateness;
· privacy and data protection;
· filtering and monitoring;
· security;
· accessibility;
· staff training;
· technical support;
· risks associated with generative AI where relevant.
Technology will not be introduced solely because it is new or popular.
Where a new technology creates a significant safeguarding or privacy risk, the school will ensure that appropriate assessment and controls are in place before implementation.

25. Monitoring, review and quality assurance
The school will review this policy annually and sooner where:
· statutory guidance changes;
· significant technology changes occur;
· a serious online safety incident identifies a need for change;
· the annual filtering and monitoring audit identifies gaps;
· significant new AI or other technology is introduced.
The Headteacher/DSL and Online Safety Lead will monitor:
· online safety incidents;
· safeguarding trends;
· filtering and monitoring concerns;
· staff training needs;
· curriculum provision;
· emerging technology risks.
Relevant findings will be used to improve policy and practice.
The Governing Board will receive appropriate assurance regarding the school's online safety arrangements.

26. Key principles for the school community
At Kennington Primary School:
· online safety is safeguarding;
· technology can create risks both inside and outside school;
· pupils should be encouraged to seek help without fear of blame;
· online harm will be taken as seriously as offline harm;
· filtering and monitoring support, but do not replace, professional vigilance;
· generative AI and new technology will be assessed before significant use;
· pupils will be taught how to use technology safely, responsibly and respectfully;
· staff will record and report concerns;
· the school will work in partnership with parents and carers;
· the school will continually review its approach as technology and risks develop.

Policy adopted: September 2026
Next review: September 2027
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