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INTRODUCTION AND AIMS

The purpose of this policy is to establish the ground rules at Kirkham Grammar School for the use of ICT equipment and the Internet.

New technologies have become integral to the lives of children and young people in today's society, both within educational establishments and in their lives outside school.  The Internet and other digital/information technologies are powerful tools which open up new opportunities for everyone.  Electronic communication helps teachers and pupils learn from each other.  These technologies can stimulate discussion, promote creativity and increase awareness of context to promote effective learning.  Children and young people should have an entitlement to safe Internet access at all times.  The requirement to ensure that children and young people are able to use the Internet and related communications technologies appropriately and safely is addressed as part of the wider duty of care to which all who work in schools are bound.  This e-safety policy will help to ensure safe and appropriate use.  The use of these exciting and innovative tools in school and at home has been shown to raise educational standards and promote pupil achievement.  However, the use of these new technologies can put young people at risk within and outside the school. Some of the dangers they may face include:

· Access to illegal, harmful or inappropriate images or other content.

· The risk of exposure to terrorist and extremist material on the internet or through social media, along with the threat of radicalisation.

· Unauthorised access to, loss of or sharing of personal information.

· The risk of being subject to grooming by those with whom they make contact on the Internet.

· The sharing/distribution of personal images without an individual's consent or knowledge.
· Inappropriate communication/contact with others, including strangers.

· Cyber-bullying.

· Access to unsuitable video/Internet games.

· An inability to evaluate the quality, accuracy and relevance of information on the Internet.

· Plagiarism and copyright infringement.

· Illegal downloading of music or video files.

· The potential for excessive use which may impact on the social and emotional development and learning of the young person.

Many of these risks reflect situations in the off-line world and it is essential that this e-safety policy is read and used in conjunction with other school policies; including but not limited to Anti-Bullying (Policy No. 2), Behaviour and Sanctions (Policy No. 7), Safeguarding (Policy No. 9), Mobile Telephones and Smart Watches (Policy No. 45), Mobile Telephones, Cameras & Devices (EYFS within Junior, Infant & Pre‑School) (Policy No. 45a).

As with all other risks, it is impossible to eliminate those risks completely.  It is therefore essential, through good educational provision, to build pupils' resilience to the risks to which they may be exposed so that they have the confidence and skills to face and deal with these risks.

The school provides the necessary safeguards to help ensure that the school does everything that could reasonably be expected to manage and reduce these risks.  The e-safety policy explains how the school intends to do this, whilst also addressing wider educational issues in order to help young people to be responsible users and stay safe while using the Internet and other communications technologies for educational, personal and recreational use.

This policy takes into account the DfE statutory guidance 'Keeping Children Safe in Education' 2026, & 'Working Together to Safeguard Children' 2026.  

Scope

This policy applies to all members of the school community who have access to and are users of school ICT systems, both in and out of school including the Boarding House.  The Education and Inspections Act 2006 empowers the Head/Headmistress, to such extent as is reasonable, to regulate the behaviour of pupils when they are off the school site and empowers members of staff to impose disciplinary penalties for inappropriate behaviour.  This is pertinent to incidents of cyber-bullying or other e-safety incidents covered by this policy, which may take place out of school, but is linked to membership of the school.  The school will deal with such incidents within this policy and associated behaviour and anti‑bullying policies and will, where known, inform parents/carers of incidents of inappropriate e-safety behaviour that take place out of school.


ROLES & RESPONSIBILITIES

This section outlines the roles and responsibilities for e-safety of individuals and groups within the school.

Governors

Governors are responsible for the approval of the e-safety policy and for reviewing the effectiveness of the policy.

Head/Headmistress & Senior Leadership Teams

The Head/Headmistress is responsible for ensuring:

· The safety (including e-safety) of all members of the school community, although the day to day responsibility for e-safety may be delegated.

· That adequate staff training is provided.

· The co-ordination and review of the e-safety education programme in school.

· That effective monitoring systems are in place and regularly reviewed.

· That relevant procedures in the event of an e-safety allegation are known and understood.

· The establishment and review of the school e-safety policies and documents (in conjunction with the Assistant Head (Operations).

· That the school's Designated Safeguarding Leads are trained in e-safety issues and aware of the potential for serious child protection issues to arise through the use of ICT.

Network Manager

The Network Manager is responsible for ensuring that:

· The school's ICT infrastructure is secure and meets e-safety technical requirements.

· The school's password policy is adhered to.

· The school's filtering policy is applied and updated on a regular basis.

· They keep up to date with e-safety technical information.

· The use of the school's ICT infrastructure (network, remote access, e-mail, iSAMS, etc) is regularly monitored in order that any misuse or attempted misuse can be reported to the Assistant Head (Operations) for investigation.



Teaching & Support Staff

In addition to elements covered in the document 'Staff Acceptable Use Policy Agreement for the use of Information & Communication Technology at Kirkham Grammar School' (Appendix A) all teaching and support staff are responsible for ensuring that:

· They have an up to date awareness of e-safety matters and of the current school e‑safety policy and practices.

· E-safety issues are embedded in all aspects of the curriculum and other school activities (useful reference: DfE publication "Teaching online safety in school").

· Pupils understand and follow the school's e-safety and acceptable usage policies.

· Pupils have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations.

· They monitor ICT activity in lessons, co-curricular and extended school activities.

· In lessons where Internet use is pre-planned, pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in Internet searches.

Pupils (to an age appropriate level)

· Are responsible for using the school ICT systems in accordance with the 'Acceptable Use Policy for the use of ICT facilities at Kirkham Grammar School by 1st to 5th Years' (Appendix B) or the 'Acceptable Use Policy for the use of ICT facilities at Kirkham Grammar School by 6th Form Pupils and Boarders' (Appendix C) (Senior School) or the 'Acceptable Use Policy for the use of ICT facilities at Kirkham Grammar Junior, Infant & Pre-School' (Appendix D and E) (Junior School) which they will be required to sign before being given access to school systems.  Parents/carers will be required to read through and sign alongside their child's/ward's signature.

· Need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so.

· Should understand the importance of adopting good e-safety practice when using digital technologies out of school and realise that the school's e-safety policy also covers their actions out of school, if related to their membership of the school.

Parents/Carers

Parents/carers play a crucial role in ensuring that their children understand the need to use the Internet/mobile devices in an appropriate way.  Research shows that many parents and carers do not fully understand the issues and are less experienced in the use of ICT than their children. The school will therefore take opportunities to help parents/carers understand these issues. 



Parents/carers are responsible for:

· Endorsing (by counter-signature) the relevant pupil Acceptable Use Policy.

· Supporting the school in its efforts to minimise the inappropriate use of the internet/mobile devices.

EDUCATION AND TRAINING

E-safety education will be provided in the following ways:

A planned e-safety programme is provided as part of the form tutor, assembly and PSHE programme and is regularly revisited in Computing and other lessons across the curriculum - this programme covers both the use of ICT and new technologies in school and outside of school.

· Pupils are taught in lessons to be critically aware of the materials/content they access online and are guided to validate the accuracy of the information.

· Pupils are helped to understand the need for an Acceptable Use Policy and encouraged to adopt safe and responsible use of ICT, the Internet and mobile devices both within and outside of school.

· Pupils are taught to acknowledge the source of information used and to respect copyright when using material accessed on the Internet.

· Rules for the use of ICT systems and the Internet are posted in school.

· Staff will act as good role models in their use of ICT, the Internet and mobile devices.

ACCEPTABLE USE POLICES (see Appendices B, C, D & E)

Parents/carers will be required to read through and sign alongside their child's/ward's signature, helping to ensure their children understand the rules.

Staff and regular visitors to the school have received a document 'Staff Acceptable Use Policy Agreement for the use of Information & Communication Technology at Kirkham Grammar School' which they should read, familiarise themselves with the content and sign. 

COPYRIGHT

Pupils are taught an appropriate understanding of research skills and the need to avoid plagiarism and uphold copyright regulations.

Pupils are taught, appropriate to their age, to acknowledge the source of information used and to respect copyright when using material accessed on the Internet.

If using a search engine for images - staff/pupils should open the selected image and go to it's website to check for copyright.

STAFF TRAINING

· E-safety training is available to all staff.  An audit of the e-safety training needs of all staff will be carried out regularly.

· All new staff receive e-safety training as part of their induction programme, ensuring that they fully understand the school E-Safety policy and Safeguarding Policies.

· Governors are invited to take part in e-safety training and awareness sessions, with particular importance for those who are members of any committee or working group involved in ICT, e-safety, health and safety or child protection.

COMMUNICATION

Email

· Digital communications with pupils (e-mail, virtual learning platforms, etc) should be on a professional level and only carried out using official school systems (see guidance in the document 'Staff Acceptable Use Policy Agreement for the use of Information & Communication Technology at Kirkham Grammar School' (Appendix A).

· It is recommended that staff should not contact pupils, parents/carers or conduct any school business using their personal email account.

Mobile Telephones

· Staff should not be using personal mobile telephones in school during working hours when in contact with pupils.

· Junior, Infant & Pre-school staff have specific rules and guidelines set out in the 'Mobile Telephones & Cameras Policy'.

· Guidelines for Senior School staff are outlined in the document 'Staff Acceptable Use Policy Agreement for the use of Information & Communication Technology at Kirkham Grammar School' (Appendix A).

· Pupils should adhere to the rules and guidelines set out in the Mobile Telephones Policy (Senior School) or the Mobile Telephones & Cameras Policy (Junior, Infant & Pre‑School) regarding mobile telephone use in school.

SOCIAL NETWORKING SITES

· Pupils below sixth form level will not be allowed to access social networking sites using school provided ICT resources; at home it is the parental responsibility, but parents/carers should be aware that it is inappropriate for children under the age of 13 to be on certain social networking sites.

· The school recognises that many staff will actively use social networking sites, such as Facebook and WhatsApp.  Staff should not post material (including text or images) which could damage the reputation of the school or which may cause concern about their suitability to work with children.  It is not appropriate to discuss issues relating to pupils or other members of staff via these social networks and could constitute a disciplinary matter if a person is found to have made comments that bring the school or its employees into disrepute.

· Staff should not make 'friendship requests' on social networking sites with pupils at the school, or accept any such requests that are made of them.  If a parent/carer of a pupil seeks to establish contact, staff should exercise their professional judgement at all times.

· Pupils/parents/carers should be aware the school will investigate misuse of social networking if it impacts on the well-being of other pupils or stakeholders.

· If inappropriate comments are placed on social networking sites about the school or school staff then advice would be sought from the relevant agencies, including the police if necessary.

· Pupils at Key Stage 3 will be taught about e-safety on social networking sites as some may use it outside of school.

DIGITAL IMAGES

· Staff must adhere to the school record of parental consent when taking images of pupils.  A list of parents/carers who have not given permission for their child's photograph to be taken or published on the school website or associated media is available from the Marketing Manager.

· Digital photographs or video images of pupils may be taken by staff, where consent has been given, to support educational aims; however staff must follow the school's Data Protection Policy concerning the sharing, distribution and publication of those images.  It is recommended that staff do not use their own personal electronic devices to take photographs of pupils, and if they do, that the images are deleted from the device as soon as they have been copied to the school network.  Under no circumstances should images of pupils be posted on personal social networking sites.

· Permission to use images of all staff who work at the school is sought on induction and a copy is located on the Staff Manager in iSAMS.

Although many of the above points are preventative and safeguarding measures, it should be noted that the school will endeavour whenever possible to use social networking in positive ways to publicise, inform and communicate information.  The school has an active website, an Instagram presence and a Facebook account which are used to inform, publicise school events and celebrate and share the achievement of pupils.

WEBSITES

· In lessons where Internet use is pre-planned, pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in Internet searches.

· Staff will preview any recommended sites before use.

· "Open" searches eg ("find images/information on...") are discouraged when working with younger pupils who may misinterpret information.

· If Internet research is set for homework, specific sites will be suggested that have previously been checked by staff.  Parents/carers will be advised to supervise any further research.

· All users must observe copyright of materials published on the Internet.

· Teachers will carry out a risk assessment regarding which pupils are allowed access to the internet with minimal supervision; this includes areas such as the Library, sixth form resources room and the Boarding House.  Minimal supervision means regular checking of the pupils on the internet by the member of staff setting the task.  All staff must be aware that if they pass pupils working on the internet that they have a role in checking what is being viewed.  Pupils are also aware that all internet use at school is tracked and logged.

PASSWORDS

Staff

· Passwords or encryption keys should not be recorded on paper or in an unprotected file.

Pupils

· Should only let school staff know their in-school passwords.

· Should inform staff immediately if passwords are traced or forgotten.

· The Network Manager, Assistant Head (Operations) and the ICT Technician are able to access the network to allow pupils to change passwords.

BRING YOUR OWN DEVICE (BYOD)

· The school has a campus-wide wireless network for use by staff, sixth form pupils and those living on site.

· In order to access the wireless network pupils and their parents/carers must sign the relevant Acceptable Use Policy and adhere to the rules and regulations set out within it.

· It should be noted that the Bring Your Own Device (BYOD) initiative is a voluntary scheme and particular note should be made of the fact that the school accepts no responsibility for the loss, theft or damage of any tablet, laptop, mobile 'phone or other device brought into school.




USE OF SCHOOL EQUIPMENT

· No personally owned applications or software packages should be installed on to school ICT equipment.

· Personal or sensitive data (belonging to staff) should not be stored on the local drives of desktop or laptop PCs.  If it is necessary to do so, the local drive must be encrypted.

· All staff should ensure any screens are locked (by pressing Windows key & L simultaneously) before moving away from a computer during the normal working day to protect any personal, sensitive, confidential or classified data and to prevent unauthorised access.

FILTERING & MONITORING

· The school currently uses a Sophos XG Firewall that provides filtering for both the email and web servers utilising technologies including blacklists, keywords and spam filters.

· The use of every PC in school is constantly monitored using NetSupport DNA.  This usage including all internet access is logged and the logs can be viewed and monitored by the Network Manager.  Whenever any inappropriate use is detected it will be followed up by a member of staff or a member of the Senior Leadership Team depending on the severity of the incident.

· Any member of staff employed by the school who comes across an e-safety issue should not investigate the matter any further but immediately report it to the Network Manager, or a member of the Senior Leadership Team as appropriate and if necessary impound the equipment.  This is part of the school's safeguarding protocol.

INCIDENT REPORTING

· Any e-safety incidents must immediately be reported to the Head/Headmistress (if a member of staff) or a member of Senior Leadership Team (if a pupil) who will investigate further following e-safety and safeguarding policies and guidance.

RESPONDING TO INCIDENTS OF MISUSE

All members of the school community should be responsible users of ICT, who understand and follow this policy.  However, there may be times when infringements of the policy could take place through careless or irresponsible, or very rarely, through deliberate misuse.

If any apparent or actual, misuse appears to involve illegal activity, eg child sexual abuse images, adult material which potentially breaches the Obscene Publications Act, criminally racist material or other criminal conduct, activity or materials the Head/Headmistress should be informed.

Actions will be followed in accordance with policy, in particular the sections on reporting the incident to the police and the preservation of evidence.

If a member of staff suspects that misuse might have taken place, but that the misuse is not illegal (as above) it is essential that correct procedures are used to investigate, preserve evidence and protect those carrying out the investigation.  It is recommended that more than one member of staff (including a member of the SLT) is involved in the investigation which should be carried out on a "clean" designated computer.  It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal misuse.  It is important that any incidents are dealt with as soon as possible in a proportionate manner, and that members of the school community are aware that incidents have been dealt with.  It is intended that incidents of misuse will be dealt with through normal school behaviour and disciplinary procedures.
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STAFF ACCEPTABLE USE POLICY AGREEMENT FOR THE USE OF INFORMATION & COMMUNICATION TECHNOLOGY AT KIRKHAM GRAMMAR SCHOOL
	

INTRODUCTION

Kirkham Grammar School is committed to providing a technology based learning environment that creates opportunities to support and extend teaching and learning throughout the whole foundation and beyond.  This Acceptable Use Policy Agreement has been written to outline the rules that apply both to the use of ICT facilities provided by the school and of your own ICT devices when connected to the school's wireless network. 

GENERAL

· The use of Information & Communication Technology including the internet and email on school premises should principally be for school use.  Any additional use should be compatible with your professional role.

· Always protect your work by keeping your login credentials and password to yourself.  Never allow pupils to use your network or internet login credentials and ensure that your password cannot be easily guessed by pupils.  It is recommended that you change your password every three months.

· Please remember to log off at the end of your session so that the security of your work is not compromised or that other people are not prevented from using the computer.

· When leaving a computer unattended for even a brief period of time, always use the Windows Key/L function to lock the screen. 

· You should not install any software or applications without seeking guidance from the Network Manager or use any software or application for which the school does not hold a valid user licence.

· The school backs up data on the network each night but cannot be held responsible for the malfunctioning of any ICT resource, nor any consequential loss.  Therefore you are responsible for independently maintaining copies of valuable data, such as lesson plans, hand-outs and worksheets.

INTERNET

· The internet in school is principally provided for you to conduct genuine research, lesson planning and to enhance the teaching and learning of our pupils and pupils.  The school uses sophisticated filtering systems to limit access to sites that are inappropriate in a school environment, however if you have a genuine educational reason for accessing a blocked site, please contact the Network Manager.  All internet usage in school is logged and can be traced back to an individual login.

· The school recognises that information is frequently accessed online through the 'streaming' of data, ie radio, television, music, etc.  Staff should only be accessing streamed information if it is of educational interest to a lesson or to its planning.  Streaming of music or videos for personal use is discouraged as it places significant demands on the school's broadband connection resulting in a slowing of the internet speed for other users.

SOCIAL NETWORKING SITES

· The school recognises that many staff will actively use social networking sites, such as Instagram, Facebook and WhatsApp.  You should not post material (including text or images) which could damage the reputation of the school or which may raise concern about your suitability to work with children.  It is not appropriate to discuss issues relating to children or other members of staff via these social networks and could constitute a disciplinary matter if a person is found to have made comments that bring the school or its employees into disrepute.

· It is strongly recommended that you do not make 'friendship requests' on social networking sites with pupils at the school, or accept any such requests that are made of you.  If a parent of a pupil seeks to establish contact, you should exercise your professional judgement at all times and if in doubt consult your line manager.

· Inappropriate use of social media by staff could result in dismissal.

LAPTOP COMPUTERS

· Any department laptop computer or accessories issued to you remain the property of the school and are on loan whilst you are employed at the school.

· Where it is absolutely necessary to store sensitive personal information (staff or pupil data, including any marks, grades or report comments of pupils) on a laptop, memory stick or any other form of removable media, it must only be done within the guidelines of the school's Data Protection Policy (Policy Number 38) and all sensitive data must be encrypted.

· Laptops should never be left on show in an unattended car or public place.

· Department laptops should be used within school at least once a month to receive software patches and antivirus updates.  These will be performed automatically if the laptop is connected to the school network.

· The school's ICT system does not backup data from laptops.  It is your responsibility to copy valuable data to the school network where it will be backed up.

· School laptops should not be used by friends or family members at home as this may compromise data protection or increase the likelihood of accidently introducing a virus onto the system.

EMAIL

· The school gives all staff (and pupils in J1 and above) their own email account to use for all school business and as a work-based tool.  This is to protect staff and to minimise the risk of receiving unsolicited or malicious emails.  It is strongly recommended that you do not contact pupils, parents or conduct any school business using your personal email account.

· The content of an email has the same weight in law as any other form of written correspondence; therefore all emails should be written and checked carefully before sending.  It is recommended that you never respond in haste to an inflammatory email, rather you take your time to prepare a measured and appropriate response.  If you have any concerns about the contents of an email you have received, seek the advice of your line manager.

· Always check the entire email chain to ensure you are not inadvertently sending inappropriate information to third parties or people who should not receive it.

· Sensitive data should never be sent by email.

· Emails created or received as part of your school job are subject to disclosure of information requests under the General Data Processing Regulations and the Data Protection Act 2018.  Therefore you should actively manage you email account by deleting all emails of short-term value and organising other emails into folders and archives. 

iSAMS
 
Use of iSAMS (the school's Management Information System) is subject to the following guidelines:

· Password security is vital.  If you believe that your password has been discovered by a pupil or other member of staff, change it immediately.  

· If you leave your computer unattended, particularly in a classroom, either log out of iSAMS or lock it by using the Windows key/L function. 

· If you are using  iSAMS on a computer in a classroom connected to an interactive whiteboard or projector, please be aware that any pupil information you display on your screen may also be displayed on the whiteboard if the projector is turned on.  To ensure protection of sensitive data, please ensure that projectors are turned off before using iSAMS. 

· Where staff are working at home and connect remotely to the school's iSAMS system then all of the above considerations also apply.  Staff must ensure that their home Internet connection is secure from outside access particularly if a wireless network is used.  Additionally, staff should take due care of any material which they print at home and store or dispose of it in accordance with data protection procedures.

MOBILE TELEPHONES

· Staff should not use their personal mobile 'phones in school during working hours when in contact with pupils, eg during lessons.
· The school recognises that there are occasions when it may be necessary for a member of staff to contact a pupil by mobile 'phone or vice versa; for example on a school trip or sports fixture; however, any such communication should be used sparingly and only when deemed absolutely necessary.

· Professional judgement should be exercised in regard to the storing of pupils' mobile 'phone numbers on your own mobile 'phone.  It is good practice to delete the mobile 'phone numbers of pupils from your mobile 'phone after the conclusion of any trip or fixture and ask that any pupils who may have your mobile 'phone number do likewise.

PHOTOGRAPHS AND VIDEO IMAGES

· Digital photographs or video images of pupils may be taken by staff to support educational aims provided consent has been given by their parents/carers; however you must follow the school's Data Protection Policy concerning the sharing, distribution and publication of those images.  It is recommended that you do not use your own personal electronic devices to take photographs of pupils, and if you do, that the images are deleted from the device as soon as they have been copied to the school network.  Under no circumstances should images of pupils be posted on personal social networking sites. 

T Marsh
Assistant Head (Operations)
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STAFF ACCEPTABLE USE POLICY AGREEMENT FOR THE USE OF INFORMATION & COMMUNICATION TECHNOLOGY AT KIRKHAM GRAMMAR SCHOOL


I confirm that I have received and read the Staff Acceptable Use Policy Agreement for the use of Information & Communication Technology at Kirkham Grammar School and agree to abide by the rules and advice outlined within it.


Staff name:		_______________________________________________________________


Signature:		_______________________________________________________________


Date:			_______________________________________________________________


APPENDIX B 

KIRKHAM GRAMMAR SCHOOL


ACCEPTABLE USE POLICY FOR THE USE OF ICT FACILITIES AT
KIRKHAM GRAMMAR SCHOOL BY 1ST – 5TH YEARS


INTRODUCTION

The use of Information & Communications Technology (ICT) in schools has brought many exciting new opportunities for pupils but has also caused problems of misuse by a small minority of individuals.  The use of ICT is now very much integral to the work of the school, particularly so in individual research, coursework and in teaching.  Pupils must, however, regard access to school ICT facilities as a privilege, not a right.  It is all too easy for pupils to abuse the trust that is involved in allowing relatively free access.  It would be very easy to limit the use of these facilities, but this would inevitably harm the majority of pupils in the school who are able to work in a mature and sensible way. 

To encourage the responsible use of ICT, the school has produced an Acceptable Use Policy that is grounded in common sense and good manners.  It is intended to protect the whole school community.  This policy is prominently displayed in all the computer rooms and a copy is available on the ICT section of the school website. 

THE FOLLOWING RULES APPLY TO ALL USERS OF ICT FACILITIES AT KIRKHAM GRAMMAR SCHOOL:

· Pupils must not use any school ICT equipment without the permission and supervision of a member of staff.  They should not remove, tamper with or attempt to reconfigure any piece of ICT or attached peripherals.  Pupils must not access, or try to access, any computer system for which authorisation has not been given.
· Pupils are responsible for all use of their account on the school network.  Pupils should never tell anyone else their password or let others use their account.  If a pupil thinks someone has discovered their password or is using their account, they should inform a member of the ICT staff immediately.  Pupils are also responsible for ensuring that files transferred to the school network are free from viruses or other harmful programmes.
· School-provided and personal ICT resources must not be used to access, create, display, store or transmit material that is either illegal under UK law and/or may reasonably be considered to be offensive, likely to incite racial hatred, obscene, indecent, abusive or otherwise inappropriate.  With the exception of Boarders in their leisure time, the playing of computer games, from any form of media, on the internet or via the wireless network, is forbidden in school.  Pupils are personally responsible for the software and data stored on their own ICT equipment and this should not contravene this Acceptable Use Policy.
· Kirkham Grammar School also accepts no responsibility for the malfunctioning of any ICT facility or part thereof, whether hardware, software or other, nor for any consequential losses.  Backups of data stored on the school network are made every night but pupils are responsible for independently maintaining copies of valuable data, eg work created for public examinations.

In order to ensure that our pupils derive the maximum educational benefit, with the minimum of risk to all members of our school, we must reserve the right to monitor the pupils' use of our facilities in accordance with the Data Protection Act 2018.  Whilst the contents of an individual pupil's network or email account cannot be accessed or viewed by other pupils or staff, senior staff reserve the right to view the files and emails of pupils to ensure that the system is being used responsibly.  This right to view also applies to files, emails or text messages held on a pupil's personal computer, tablet, mobile 'phone or any other electronic device on school premises, where the school believes that there is a child safeguarding or welfare issue.  Examples of inappropriate material includes, but is not limited to, those which promote pornography, gambling, violence, bullying, extremism, radicalisation, terrorism or discrimination in any form.

INTERNET ACCESS 

Pupils are responsible for good behaviour on the internet just as they are in all other aspects of life at school.  Access to the internet either via school owned resources or through a pupil's own device connected to the school's wireless network is filtered, monitored and recorded, it does however remain the responsibility of the pupil not to seek out unacceptable sites. 
· Pupils must not use or send bad language, and must never harass, insult or attack others through any form of electronic media, including mobile 'phones, nor should they access websites that promote extremism, radicalisation or terrorism.
· The use of software or internet sites to bypass the school's internet security systems and the use of file sharing software is forbidden.
· The use of chat forums, web-based email and the viewing or updating of social media sites using school-based ICT resources is not allowed.
· With the exception of Boarders in their leisure time, the use of any device to take still pictures or videos and/or upload them to the internet within school hours is also forbidden unless sanctioned by a teacher.
· Pupils should never give their name, home address, 'phone numbers or any personal information about themselves or others to any strangers they write to or talk to on the internet.  Pupils should never make friend requests of members of staff or people they do not actually know on social networking sites.  With the exception of Boarders in their leisure time, the use of the internet at school to purchase goods or services is also forbidden.
· Pupils must respect copyright and trademarks.  Words and pictures from internet sites should not be used without giving credit to the person who owns the site.  Pupils should not copy text or pictures from the internet and hand it to their teacher as their own work.  This is considered to be plagiarism and at external examination level could result in a pupil being disqualified from all their examinations.

DISCIPLINARY ACTION

Any failure to comply with this Acceptable Use Policy Agreement will be subject to disciplinary action.  This may include, depending upon the nature of the offence, temporary or permanent loss of access to the school network/internet/wireless network, detentions, contact with parents and in the event of illegal activities, involvement of the police.  Further information regarding the safe and responsible use of ICT devices may be found in the school's E-Safety and Mobile Telephone polices which are available on request from the school.

T Marsh
Assistant Head (Operations)	
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KIRKHAM GRAMMAR SCHOOL

ACCEPTABLE USE POLICY FOR THE USE OF ICT FACILITIES AT
KIRKHAM GRAMMAR SCHOOL BY 1ST – 5TH YEARS

Please complete and return this form to school.


Name of Pupil:  _________________________		Form (if known):  _______

Pupil

As a school user of ICT equipment, the wireless network and the internet, I agree to comply with this Acceptable Use Policy governing their use.  I have read and understood the Acceptable Use Policy and I will act in a responsible way to ensure they are observed.  I understand that any failure to comply with this Acceptable Use Policy will be subject to disciplinary action.  This may include, depending upon the nature of the offence, temporary or permanent loss of access to the school network, internet, detentions, contact with parents and in the event of illegal activities, involvement of the police.



Pupil Signature:  ____________________________		Date:  ____________________


Parents/Carers

As the parent/carer of the pupil signing above, I understand that pupils will be held responsible for their own actions.  I also understand that some material on the internet may be objectionable and I accept responsibility for setting standards for my child to follow when selecting, sharing and exploring information and media.



Parent/Carer Signature:  ___________________		Date:  ____________________



	APPENDIX C

KIRKHAM GRAMMAR SCHOOL

ACCEPTABLE USE POLICY AND AGREEMENT FOR THE USE OF ICT FACILITIES AND WIRELESS NETWORK AT KIRKHAM GRAMMAR SCHOOL
(SIXTH FORM PUPILS & BOARDERS)

INTRODUCTION

Kirkham Grammar School is committed to providing a technology based learning environment that creates opportunities to support and extend teaching and learning throughout the whole foundation and beyond.  As part of this commitment, and following the recent installation of a wireless network around the campus, we are now in a position to allow Sixth Form Pupils and Boarders access to the school wireless network using their own technology (tablet, laptop, netbook, notebook, mobile 'phone).  This Bring Your Own Device (BYOD) initiative is a voluntary scheme and particular note should be made of the fact that the school accepts no responsibility for the loss, theft or damage of any tablet, laptop, mobile 'phone or other device brought into school.

This Acceptable Use Policy (AUP) has been written to outline the rules that apply both to the use of ICT facilities provided by the school and of your own ICT device when connected to the school's wireless network.  This policy is prominently displayed in all the computer rooms and a copy is available on the school website. 

THE FOLLOWING RULES APPLY TO ALL USERS OF ICT FACILITIES PROVIDED BY KIRKHAM GRAMMAR SCHOOL:

· Pupils must not use any school ICT equipment without the permission and supervision of a member of staff.  They should not remove, tamper with or attempt to reconfigure any piece of ICT or attached peripherals.  Pupils must not access, or try to access, any computer system for which authorisation has not been given.
· Pupils are responsible for all use of their account on the school network.  Pupils should never tell anyone else their password or let others use their account.  If a pupil thinks someone has discovered their password or is using their account, they should inform a member of the ICT staff immediately.  Pupils are also responsible for ensuring that files transferred to the school network are free from viruses or other harmful programmes.
· School-provided and personal ICT resources must not be used to access, create, display, store or transmit material that is either illegal under UK law and/or may reasonably be considered to be offensive, likely to incite racial hatred, obscene, indecent abusive or otherwise inappropriate.  With the exception of Boarders in their leisure time, the playing of computer games, from any form of media, on the internet or via the wireless network, is forbidden in school.  Pupils are personally responsible for the software and data stored on their own ICT equipment and this should not contravene this Acceptable Use Policy.
· Kirkham Grammar School also accepts no responsibility for the malfunctioning of any ICT facility or part thereof, whether hardware, software or other, nor for any consequential losses.  Backups of data stored on the school network are made every night but pupils are responsible for independently maintaining copies of valuable data, eg work created for public examinations.

In order to ensure that our pupils derive the maximum educational benefit, with the minimum of risk to all members of our school, we must reserve the right to monitor their use of our facilities in accordance with the Data Protection Act 2018.  Whilst the contents of an individual pupil's network or email account cannot be accessed or viewed by other pupils or staff, senior staff reserve the right to view the files and emails of pupils to ensure that the system is being used responsibly.  This right to view also applies to files, emails or text messages held on a pupil's personal computer, tablet, mobile 'phone or any other electronic device on school premises, where there is a reasonable suspicion that it may contain inappropriate material.  Material which is considered inappropriate includes, but is not limited to, that which promotes pornography, gambling, violence, bullying, extremism, radicalisation, terrorism or discrimination in any form.


INTERNET ACCESS 	

Pupils are responsible for good behaviour on the internet just as they are in all other aspects of life at school.  Access to the internet either via school owned resources or through a pupil's own device connected to the school's wireless network is filtered, monitored and recorded, it does however remain the responsibility of the pupil not to seek out unacceptable sites. 
· Pupils must not use or send bad language, and must never harass, insult or attack others through any form of electronic media, including mobile 'phones, nor should they access websites that promote extremism, radicalisation or terrorism.
· With the exception of Boarders in their leisure time, the use of any device to take still pictures or videos and/or upload them to the internet within school hours is also forbidden unless sanctioned by a teacher.
· Pupils should never give their name, home address, 'phone numbers or any personal information about themselves or others to any strangers they write to or talk to on the internet.  Pupils should never make friend requests of members of staff or people they do not actually know on social networking sites. With the exception of Boarders in their leisure time, the use of the internet at school to purchase goods or services is also forbidden.
· Pupils must respect copyright and trademarks.  Words and pictures from internet sites should not be used without giving credit to the person who owns the site.  Pupils should not copy text or pictures from the internet and hand it to their teacher as their own work.  This is considered to be plagiarism and at examination level could result in them being disqualified from all their examinations.

BRING YOUR OWN DEVICE (BYOD) POLICY

In order to participate in the Bring Your Own Device (BYOD) programme pupils and a parent/carer must review and sign the AUP Agreement. On receipt of a signed AUP Agreement the ICT department will invite day pupils to register ONE device (tablet, laptop, netbook, notebook or mobile 'phone) with the school so that they can connect it to the wireless network. Boarders may register a maximum of TWO devices to connect to the wireless network.  Once connected to the wireless network all users will have filtered internet access through their web browser, just as they would on a school owned device.  However it should be noted that data accessed by mobile-device applications (Apps) over the wireless network is not subject to the same level of filtering.  These Apps will connect to the internet in just the same way as if they were being used over a 3G/4G network, therefore they must be used responsibly.

· Use of personal ICT devices in lesson time is entirely at the discretion of the class teacher.  If the teacher asks you not to use your device then you must follow those instructions.  With the exception of Boarders in their leisure time, the playing of games or other non-school work related activity using the wireless network is not permitted.
· Pupils must make no attempt to circumnavigate the school's network security systems.  This includes setting up proxies, downloading programmes to bypass security, using their device as a personal Wi-Fi hotspot or broadcasting their own wireless network to allow others to access the internet.
· Personal ICT devices should be capable of lasting a full day without recharging and must be charged and recharged outside of school.  Pupils must also check their device daily for basic health and safety compliance to ensure it is free from defects.  Any personal ICT device that has obvious health and safety defects should not be brought into school.
· Boarders also have access to the school wireless network from within the Boarding House and may use it responsibly for work and in their leisure time at the discretion of the Boarding House staff.  The use of the wireless network by boarders outside the school day is governed by this Acceptable Use Policy Agreement and any failure to comply with it will be subject to disciplinary action.

Please note that pupil access to the internet through the school's wireless network is currently in a trial state.  Changes may have to be made as we evaluate how it is working and it is important to understand that the school has the right to make any necessary changes to how the wireless access operates for the best interest and security of pupils and staff in the school.

DISCIPLINARY ACTION	

Any failure to comply with this Acceptable Use Policy Agreement will be subject to disciplinary action.  This may include, depending upon the nature of the offence, temporary or permanent loss of access to the school network/internet, detentions, contact with parents/carers and, in the event of illegal activities, involvement of the police.

Further information regarding the safe and responsible use of ICT devices may be found in the school's E-Safety and Mobile Telephone polices which are available on request from the school.


T Marsh
Assistant Head (Operations) 
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KIRKHAM GRAMMAR SCHOOL

ACCEPTABLE USE POLICY AND AGREEMENT FOR THE USE OF ICT FACILITIES AND WIRELESS NETWORK AT KIRKHAM GRAMMAR SCHOOL
(SIXTH FORM PUPILS & BOARDERS)

Please complete and return this form to school.

Name of Pupil: ___________________________		Form (if known):  _______

Pupil

As a school user of ICT equipment, the wireless network and the internet, I agree to comply with this Acceptable Use Policy governing their use.  I have read and understood the Acceptable Use Policy and I will act in a responsible way to ensure they are observed.  I understand that any failure to comply with this Acceptable Use Policy will be subject to disciplinary action.  This may include, depending upon the nature of the offence, temporary or permanent loss of access to the school network/internet, detentions, contact with parents and, in the event of illegal activities, involvement of the police.


Pupil Signature:  _________________________		Date:  ____________________


Parents/Carers

As the parent/carer of the pupil signing above, I understand that pupils will be held responsible for their own actions.  I understand that some material on the internet may be objectionable and I accept responsibility for setting standards for my child to follow when selecting, sharing and exploring information and media.

I also understand that Kirkham Grammar School accepts no responsibility for the loss, damage, or theft of any personal ICT device brought into school or for any consequential losses or damage through the downloading of viruses or similar applications via the wireless internet connection.


Parent/Carer Signature:  ____________________		Date:  ____________________
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APPENDIX D

KIRKHAM GRAMMAR SCHOOL

INFORMATION & COMMUNICATION TECHNOLOGY DEPARTMENT

ACCEPTABLE USE POLICY FOR THE USE OF ICT FACILITIES AT
KIRKHAM GRAMMAR JUNIOR, INFANT AND PRE-SCHOOL
(KEY STAGE 2)


These rules reflect the content of the school's e-safety policy.  It is important that parent/carers read and discuss the following statements with their children understanding and agreeing to follow the school rules on using ICT, including use of the internet.

	I will only use ICT in school for school purposes.

	I will not bring equipment, eg a mobile telephone or mobile games consoles into school unless a teacher has granted permission

 	I will only use the internet and/or online tools when a trusted adult is present.

 	I will only use my own school email address when emailing.

 	I will not deliberately look for, save or send anything that could be unpleasant or nasty.

 	I will not deliberately bring in inappropriate electronic materials from home.

 	I will not deliberately look for, or access inappropriate websites.

 	If I accidentally find anything inappropriate I will tell my teacher immediately.

 	I will only communicate online with people a trusted adult has approved.

 	I will make sure that all ICT contact with other children and adults is responsible, polite and sensible.

 	I will not give out my own, or others', details such as names, telephone numbers or home addresses.

 	I will not tell other people my ICT passwords.

 	I will not arrange to meet anyone that I have met online.

 	I will only open/delete my own files.

 	I will not attempt to download or install anything on to the school network without permission.

 	I will be responsible for my behaviour when using ICT because I know that these rules are to keep me safe.

 	I know that my use of ICT can be checked and that my parent/carer will be contacted if a member of school staff is concerned about my e-safety.

 	I understand that failure to comply with this Acceptable Use Policy may result in disciplinary steps being taken in line with the school's Behaviour Policy.

 	We have discussed this Acceptable Use Policy and ______________________________ [print child's name] Class ______ agrees to follow the e-safety rules and to support the safe use of ICT at Kirkham Grammar Junior School.



Parent/Carer Name (Print):		___________________________________________



Parent/Carer Signature: 		___________________________________________



Date: 					_____________________



This Acceptable Use Policy must be signed and returned before any access to school systems is allowed.


2
Online and E-Safety (KGS & KGJS) - Appendix D - September 2026

APPENDIX E

KIRKHAM GRAMMAR SCHOOL

INFORMATION & COMMUNICATION TECHNOLOGY DEPARTMENT

ACCEPTABLE USE POLICY AGREEMENT TEMPLATE
(EYFS/KEY STAGE 1)


This is how we stay safe when we use computers:

 	I will ask a teacher or suitable adult if I want to use the computers/tablets.

 	I will only use activities that a teacher or suitable adult has told or allowed me to use.

 	I will take care of the computer and other equipment

 	I will ask for help from a teacher or suitable adult if I am not sure what to do or if I think I have done something wrong.

 	I will tell a teacher of suitable adult if I see something that upsets me on the screen.

 	I understand that if I break the rules I might not be allowed to use a computer/tablet.

 	We have discussed this Acceptable Use Policy and ____________________________ [print child's name] in class _____ agrees to follow the e-safety rules and to support the safe use of ICT at Kirkham Grammar Junior School.


Parent/Carer Name (Print):		___________________________________________



Parent/Carer Signature: 		___________________________________________



Date: 					_____________________


This Acceptable Use Policy must be signed and returned before any access to school systems is allowed.
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