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Privacy Notice (How we use pupil data and information) Ladybridge
Primary School

The categories of pupil information that we collect, hold and share include:

e Personal identifiers (such as name, date of birth, gender, address, unique pupil number, contact details)

e Personal information of emergency family contacts (such as names, addresses, telephone numbers, email
addresses)

e Characteristics (such as ethnicity, first language, nationality, country of birth and free school meal eligibility)

e Attendance information (such as sessions attended, number of absences, absence reasons and any previous
schools attended)

e Exclusion information (such as type of exclusion, date of exclusion, reason for exclusion)

e Relevant medical information (such as doctors information, child health, allergies, medication and dietary
requirements)

e SEND information

e Assessment and attainment information

e Behavioural information

e Safeguarding information (such as court orders and professional involvement)

Why we collect and use pupil information
We use the pupil data:

e to support pupil learning

e to promote good attendance

e to monitor and report on pupil progress

e to allow parents access to their child’s learning platforms

e to provide appropriate pastoral care

e to assess the quality of our services

e to support medical needs and interventions

e to keep children safe

e to meet the statutory duties placed upon us for DfE data collections
e to celebrate achievements

The lawful basis on which we use this information

We collect and use personal data relating to pupils and their families, and we may also receive information regarding
them from their previous school, LA and/or the DfE, and other statutory agencies (for example the NHS). We collect and
use personal data in order to meet legal requirements set out in the GDPR and UK law, including those in relation to the
following:

e Article 6 Lawfulness of Processing (Section 1, (e)): Processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested in the controller.

e Article 9 Processing of special categories of personal data (d): processing is carried out in the course of its legitimate
activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political,
philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to
former members of the body or to persons who have regular contact with it in connection with its purposes and
that the personal data are not disclosed outside that body without the consent of the data subjects;

e Education Act 1996
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e Section 3 of The Education (Information About Individual Pupils) (England) Regulations 2013

Legal Basis: The lawful bases for processing are set out in Article 6 of the GDPR. At least one of these must apply
whenever we process personal data:

e Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

e Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to
take specific steps before entering into a contract.

e Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

e Vital interests: the processing is necessary to protect someone’s life.

e Public task: the processing is necessary for you to perform a task in the public interest or for your official functions,
and the task or function has a clear basis in law.

e Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third
party unless there is a good reason to protect the individual’s personal data which overrides those legitimate
interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)

Collecting pupil information

Pupil data is essential for the schools’ operational use. We collect pupil data via written requests such as data collection
sheets and electronic requests such as common transfer files. Whilst the majority of pupil information you provide to us
is mandatory, some of it is provided to us on a voluntary basis. In order to comply with the General Data Protection
Regulation, we will inform you whether you are required to provide certain pupil information to us or if you have a
choice in this.

Storing pupil data

Personal data relating to pupils at Ladybridge Primary and their families is stored in line with the school’s Data Protection
Policy and Information Management Policy. In accordance with the GDPR, the school does not store personal data
indefinitely; data is only stored for as long as is necessary to complete the task for which it was originally collected.

During the pandemic, several online platforms have been used to educate pupils remotely. The main platforms for class
online interaction are Zoom, Class Dojo and Microsoft Teams. Where required school has undertaken a Data Privacy
Impact Assessment to ensure data is stored securely and only used for the required purposes. Appendix one lists the
company’s that school use, both for everyday learning in school and remote learning, with links to company privacy
notices.

Whom do we share pupil information with?

We will not share personal information with any third parties without your consent, unless the law allows us to do so.
Some of our systems are provided by third parties, e.g. hosted databases, school website, school calendar, learning and
assessment platforms, parent engagement platforms and/or cloud storage providers. This is always subject to
contractual assurances that personal data will be kept securely and only in accordance with our specific directions. A list
of third party providers can be found at the end of this privacy notice. The school shares pupils’ information with:

e schools that the pupils will attend after leaving us

e Our local authority (or a local authority that the child is moving to / under the care of / living in their
jurisdiction)

e The NHS in relation to immunisations, dental checks, hearing checks, eye checks, weight and measures check
etc.

e the Department for Education (DfE)

e Police if requested due to safeguarding concerns

e Social Services if requested due to safeguarding concerns

e Communication providers i.e. text messaging for parents service

e Third parties in relation to hosted platforms/software/apps /storage providers

Why we share pupil information

F:\Office\Data Protection\GDPR master copies\Privacy notices\Pupils\Privacy Notice Pupilsv2 - Nov2020.docx



We do not share information about our pupils with anyone without consent unless the law and our policies allow us to
do so.

We are required to share information about our pupils with our local authority (LA) and the Department for Education
(DfE) under section 3 of The Education (Information about Individual Pupils) (England) Regulations 2013.

Data collection requirements:
To find out more about the data collection requirements placed on us by the Department for Education (for example;
via the school census) go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.

The National Pupil Database (NPD)

The NPD is owned and managed by the Department for Education and contains information about pupils in schools in
England. It provides invaluable evidence on educational performance to inform independent research, as well as studies
commissioned by the Department. It is held in electronic format for statistical purposes. This information is securely
collected from a range of sources including schools, local authorities and awarding bodies.

We are required by law, to provide information about our pupils to the DfE as part of statutory data collections such as
the school census and early years’ census. Some of this information is then stored in the NPD. The law that allows this is
the Education (Information About Individual Pupils) (England) Regulations 2013.

To find out more about the pupil information we share with the department, for the purpose of data collections, go to
https://www.gov.uk/education/data-collection-and-censuses-for-schools.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-database-user-
guide-and-supporting-information.

The department may share information about our pupils from the NPD with third parties who promote the education or
well-being of children in England by:

e conducting research or analysis
e producing statistics
e providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is maintained and there are
stringent controls in place regarding access and use of the data. Decisions on whether DfE releases data to third parties
are subject to a strict approval process and based on a detailed assessment of:

e who is requesting the data

e the purpose for which it is required

o the level and sensitivity of data requested

e the arrangements in place to store and handle the data

To be granted access to pupil information, organisations must comply with strict terms and conditions covering the
confidentiality and handling of the data, security arrangements and retention and use of the data.

For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

For information about which organisations the department has provided pupil information, (and for which project),
please visit the following website: https://www.gov.uk/government/publications/national-pupil-database-requests-
received

To contact DfE: https://www.gov.uk/contact-dfe

Requesting access to your personal data
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Under data protection legislation, parents and pupils have the right to request access to information about them that
we hold. To make a request for your personal information, contact Mr C Watson or Mrs C Taylor, Ladybridge Primary
School, Broadford Road, Bolton, BL3 4NB.

You also have the right to:

e object to processing of personal data that is likely to cause, or is causing, damage or distress

e prevent processing for the purpose of direct marketing

e object to decisions being taken by automated means

e in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed
e claim compensation for damages caused by a breach of the Data Protection regulations

Withdrawal of consent and the right to lodge a complaint

Where we are processing your personal data with your consent, you have the right to withdraw that consent, please do
so in writing to ensure it is passed to the appropriate person. If you have a concern about the way we are collecting or
using your personal data, you should raise your concern with us in the first instance or directly to the Information
Commissioner’s Office at https://ico.org.uk/concerns/

CCTV Privacy Statement

To assist in the reduction of crime, antisocial behaviour and to reduce the fear of crime and increase the confidence of
the public in areas of CCTV coverage.

Legal basis for this processing:
e Article 6(1)(f) Legitimate interest. Processing shall be lawful only if and to the extent that at least one of the
following applies:
(f) Processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third
party, except where such interests are overridden by the interests or fundamental rights and freedoms of the
data subject which require protection of personal data, in particular where the data subject is a child.”

Personal details held include live and archived video images where individuals may be identified from following
approved/authorised requests for specific access e.g. Police.

In accordance with the Schools CCTV Policy, data will be automatically over written after 14 days. Footage retained as
part of an investigation will be retained until its completion. Footage provided to the law enforcement agencies will be
retained by them in accordance with their own retention periods.

Information may be shared with emergency services including, police, fire brigade, ambulance and other relevant
agencies in the event of an emergency or to help with the prevention and/or detection of crime.

CCTV cameras are located throughout the school site and signage is prominently displayed around the site.
Telephone Calls

The school may record telephone calls to assist with staff training, quality purposes, crime prevention/reduction and
safeguarding.

If you would like to discuss anything in this privacy notice, please contact:
Mr C Watson or Mrs C Taylor, Ladybridge Primary School, Broadford Road, Bolton, BL3 4NB.

If you cannot access the information websites provided earlier in this document, please contact the school office:
office@Iladybridge.bolton.sch.uk

Last updated: We may need to update this privacy notice periodically so we recommend that you revisit this
information from time to time. This version was last updated on 4" January 2021.
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Software Used by School (click on the Privacy Policy link to see what data is stored):

Software / Learning
Programs used in

Subject:

school
Class Dojo Curriculum tool, bahaviour
management, parental
engagement
Code.org Curriculum tool

Collect (DfE)

Statutory data returns

CPOMS

Safeguarding system,
bahaviour manaegment

Discovery Education
(Espresso)

Curriculum tool

Doodlemaths

Curriculum tool

Evidence Me EYFS 2 Assessment
Simple Ltd
FFT Curriculum tool
FMS Financial accounts system

In Touch (Capita)

Parental engagement

Learning by Questions

Curriculum tool

Lucid Recall

Assessment

Microsoft Office 365

communication tool

MyMaths

Curriculum tool

Privacy Policy
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Lawful basis for Whose Data:
processing
Public task Pupil, staff, parents
Public task Pupil
Public task Pupil and staff
Public task Pupil, staff, parents
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil and staff
Contract Suppliers
Public task Pupil, emergency
contacts, staff
Public task Pupil and staff
Public task Pupil and staff
Contract Pupil and staff
Public task Pupil and staff

Country data stored in:



https://www.classdojo.com/en-gb/privacy/#classdojos-privacy-certifications
https://code.org/privacy
https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-data
https://www.cpoms.co.uk/privacy-statement/
https://www.discoveryeducation.co.uk/privacy-policy?utm_source=Silverpop&utm_medium=email&utm_campaign=DE%20725%20-%20Privacy%20policy%20update%20-%20September%202020&utm_content=EM725.1+20200921&source=EM725.1&aff=EM725.1&spMailingID=43489276&spUserID=MT
https://www.discoveryeducation.co.uk/privacy-policy?utm_source=Silverpop&utm_medium=email&utm_campaign=DE%20725%20-%20Privacy%20policy%20update%20-%20September%202020&utm_content=EM725.1+20200921&source=EM725.1&aff=EM725.1&spMailingID=43489276&spUserID=MT
https://www.doodlemaths.com/privacy-policy/
https://2simple.com/evidenceme/
https://fft.org.uk/fft-tutoring-information/
https://www.capita-sims.co.uk/privacy-notice
https://www.capita-sims.co.uk/privacy-notice
https://www.lbq.org/Privacy-Policy
https://www.lbq.org/Privacy-Policy
https://www.gl-assessment.co.uk/media/351886/gl-data-policy-oct-2019.pdf
https://www.gl-assessment.co.uk/media/351886/gl-data-policy-oct-2019.pdf
https://privacy.microsoft.com/en-gb/privacystatement
https://global.oup.com/privacy?cc=gb

New Era (Uniservity)

Virtual Learning environment

Oddizzi

Curriculum tool

Page One

Communication

Parents Evening

Parental Engagement

System
Phonicsplay Curriculum tool
Purple Mash Virtual Learning Environment,

Blog

School Library Systems

Library booking system

Schudio Website
Serial Mash Curriculum tool
Sims.net Management information
system
Spelling Shed Curriculum tool
TTRockstars Curriculum tool
Wonde Data integrator tool
YourTrak Curriculum tool
Zoom Communication

Hikvision (CCTV)

Surveillance
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Public task Pupil
Public task Pupil and staff
Public task Pupil, emergency
contacts, staff
Public task Pupil, emergency
contacts, staff
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil, emergency
contacts
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil and staff
Public task Pupil and staff
Legitimate Pupil, staff and
interest visitors



https://www.neweraed.co.uk/products/gdpr
https://www.oddizzi.com/privacy-statement/
https://www.pageone.co.uk/downloads/policy/Privacy-Policy.pdf
http://www.schoolcloudsystems.co.uk/privacy-notice.asp
http://www.schoolcloudsystems.co.uk/privacy-notice.asp
https://www.phonicsplay.co.uk/privacy-policy
https://www.purplemash.com/mashcontent/applications/security/privacy_usa/Purple_Mash_USA_Privacy_Policy.pdf
http://schoollibrary.co.uk/docs/PrivacyDocumentGDPR1.pdf
https://www.schudio.com/privacy-policy/
https://www.2simple.com/serial-mash
https://www.capita-sims.co.uk/privacy-notice
https://www.edshed.com/en-gb/privacy
https://ttrockstars.com/data_files/file_fe28bb125a722a188a0f609885941790.pdf
https://www.wonde.com/privacy-policy
https://zoom.us/privacy
https://www.hik-connect.com/views/terms/privacypolicy.html

