Learn and Prosper School

GDPR Framework
1. Introduction
1.1 Purpose of the GDPR Policy
This policy outlines how the school complies with its statutory responsibilities under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. It ensures that personal data is collected, processed, and stored securely and lawfully. The school is committed to respecting the privacy rights of pupils, staff, governors, and any other individuals whose personal data we hold.
1.2 Scope
This policy applies to all personal data processed by the school, whether in electronic form or as part of a structured filing system. It applies to all staff, governors/trustees, volunteers, contractors, pupils, parents/carers, and any third parties working with or on behalf of the school who have access to personal data.
1.3 Legal Framework
This policy is based on the following legislation and guidance:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Freedom of Information Act 2000
· Protection of Freedoms Act 2012
· Education Act 1996
· Department for Education’s (DfE) Data Protection: A Toolkit for Schools
· Information Commissioner’s Office (ICO) guidance
· Ofsted Education Inspection Framework
2. Roles and Responsibilities
2.1 Data Controller
The school, as a public authority, is the Data Controller and determines the purposes and means of processing personal data. The school has ultimate responsibility for ensuring compliance with the UK GDPR.
2.2 Data Processor
A Data Processor is any individual or organisation that processes personal data on behalf of the school. All processors are bound by contract to comply with data protection legislation and the school's instructions.
2.3 Data Protection Officer (DPO)
The school has appointed a Data Protection Officer in accordance with Article 37 of the UK GDPR. The DPO is responsible for monitoring the school’s compliance, advising on data protection obligations, and acting as the point of contact with the ICO. The DPO must report directly to the governing body or the highest level of management and is provided with authority and resources to carry out their role.
DPO Contact Details:   Frederico Baroseiro               Contact email:  fred@1ststaff.co.uk
2.4 Staff Responsibilities
All staff are responsible for:
· Ensuring they understand and comply with this policy
· Only accessing personal data necessary for their role
· Reporting any data protection concerns or breaches immediately to the DPO
· Completing annual data protection training. Staff who breach this policy may face disciplinary action.
3. Data Protection Principles
In processing personal data, the school adheres to the following UK GDPR principles. Personal data must be:
3.1 Lawful, Fair, and Transparent
Processed lawfully, fairly and in a transparent manner in relation to the data subject.
3.2 Purpose Limitation
Collected for specified, explicit, and legitimate purposes and not further processed in a manner incompatible with those purposes.
3.3 Data Minimisation
Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.
3.4 Accuracy
Accurate and, where necessary, kept up to date. Every reasonable step must be taken to ensure inaccurate data are erased or rectified without delay.
3.5 Storage Limitation
Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the data are processed.
3.6 Integrity and Confidentiality
Processed in a manner that ensures appropriate security of the personal data including protection against unauthorised or unlawful processing, access or loss.
3.7 Accountability
The school is responsible for, and able to demonstrate, compliance with these principles.
4. Lawful Bases for Processing Personal Data
The school processes personal data based on the following lawful grounds under Article 6 of the UK GDPR:
· Legal Obligation: Personal data is processed when necessary to comply with a legal obligation.
· Public Task: As a public authority, the school processes data to perform an official task or function in the public interest.
· Vital Interests: Personal data may be processed to protect someone’s life.
· Consent: For specific purposes (e.g. use of pupils’ images), consent is obtained in advance.
· Contractual Necessity: Data may be processed if required under a contract.
· Legitimate Interests: Used only in limited instances where processing is necessary and does not override data subject rights.
Special category personal data is processed under Article 9 UK GDPR where:
· There is clear parental or pupil (if aged 13+) consent
· Processing is necessary for reasons of substantial public interest (e.g. safeguarding, equality of opportunity, SEND provision)
5. Types of Personal Data Processed
5.1 Categories of Data
The school collects and processes the following categories of personal data:
· Personal data: Name, DOB, address, contact details, gender, assessment data.
· Special category data: Ethnic background, medical information, special educational needs, biometric data (if applicable).
· Criminal offence data: DBS status for staff and volunteers.
5.2 Data Subjects
Data is collected and processed about:
· Pupils
· Parents and carers
· School staff
· Volunteers
· Contractors and service providers
· Governors/trustees
· Visitors
5.3 Data Collection Sources
Data is collected from:
· Enrolment and admissions forms
· Direct correspondence
· CPOMS/safeguarding systems
· Digital platforms (e.g. MIS, remote learning platforms)
· On-site CCTV and signing-in systems
6. Consent
6.1 Obtaining Consent
Where consent is used as a lawful basis for processing, the school ensures that:
· Consent is freely given, specific, informed, and unambiguous
· Clear opt-in methods are used (e.g. consent forms)
· Separate consent is sought for different types of processing
6.2 Withdrawal of Consent
Individuals have the right to withdraw consent at any time. The process for withdrawal is clearly communicated and facilitated through school communication channels. Withdrawal of consent does not affect the lawfulness of processing before consent was withdrawn.
7. Data Subject Rights
Under the UK GDPR, individuals have the following rights:
7.1 Right to be Informed
Individuals must be informed about how the school uses their data through privacy notices.
7.2 Right of Access (Subject Access Request)
Individuals have the right to request access to the data the school holds about them. The school will respond to such requests within one calendar month. Requests must be submitted in writing to the DPO.
7.3 Right to Rectification
Individuals have the right to request inaccurate personal data be corrected or completed.
7.4 Right to Erasure
In certain circumstances, individuals can ask for their data to be deleted (e.g. where consent is withdrawn or data is no longer necessary).
7.5 Right to Restriction of Processing
Individuals may ask the school to restrict processing of their data in specific circumstances.
7.6 Right to Data Portability
This allows individuals to obtain and reuse their personal data across different services. It applies only where processing is based on consent or a contract, and is carried out by automated means.
7.7 Right to Object
Individuals can object to processing carried out under the lawful basis of ‘public task’ or ‘legitimate interests’. The school will consider the objection and cease processing unless there are compelling legitimate grounds to continue.
7.8 Rights related to Automated Decision-Making
The school does not engage in any automated decision-making or profiling.
8. Data Protection by Design and by Default
The school follows a proactive approach to data protection through:
· Conducting Data Protection Impact Assessments (DPIAs) before implementing new systems or processing with high risk to individuals
· Risk assessments and consultation with the DPO
· Embedding data minimisation and appropriate security in systems from the outset
9. Data Security
9.1 Technical and Organisational Measures
The school maintains robust measures to keep data secure, including:
· Encrypted devices and secure cloud storage
· Restricted user access through role-based permissions
· Use of secure email systems for personal data
· Regular system backups and antivirus software
9.2 Physical Security
Physical data is stored securely in lockable filing cabinets or restricted-access rooms. Visitors to the school site are supervised at all times.
9.3 Staff Training
All staff undertake mandatory data protection training during induction and at regular intervals. Staff are regularly reminded of expectations through briefings and CPD.
10. Data Breach Management
10.1 Definition of a Data Breach
A personal data breach is a breach of security leading to destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.
10.2 Reporting Procedures
All data breaches must be reported immediately to the DPO. Internal breach logs are maintained for all incidents, regardless of severity. If a breach is likely to result in a risk to rights and freedoms, the DPO will report it to the ICO within 72 hours.
10.3 Notification to Data Subjects
Where required, the school will inform affected individuals of breaches without undue delay, providing details of the breach and recommended steps they should take.
11. Data Retention and Disposal
11.1 Retention Schedule
The school follows the IRMS (Information and Records Management Society) Records Management Toolkit for Schools to ensure appropriate retention periods. Records are held only for as long as legally required or for the purpose they were collected.
11.2 Secure Disposal
Data which is no longer required is disposed of securely:
· Paper records are shredded on-site or through a certified contractor
· Electronic records are deleted permanently with certified data deletion processes used on hardware
12. Third Party Data Sharing
12.1 Sharing with External Agencies
Where data is shared with other organisations – such as local authorities, NHS, or the DfE – the school ensures there is a legal basis for doing so, and that only necessary data is shared.
12.2 Data Processing Agreements (DPAs)
When engaging data processors, the school puts contracts in place which outline their responsibilities, processing instructions, and obligations for data protection compliance.
12.3 International Transfers
Where data is transferred outside the UK, the school ensures such transfers comply with UK GDPR requirements for international transfers and that minimum safeguards (e.g. standard contractual clauses) are in place.
13. Monitoring and Review
13.1 Policy Review Cycle
This policy is reviewed annually or sooner if required by changes in legislation or practice. It is approved by the governing body and updates are communicated to staff.
13.2 Compliance Monitoring
The DPO monitors implementation through audits, documentation review, and spot checks. The DPO reports termly to the Headteacher and Governors on current compliance status.
14. Linked Policies and Documentation
This policy works alongside other key documents which also reference data protection:
· Privacy Notices (pupil, parent, staff)
· Acceptable Use Policy
· Safeguarding and Child Protection Policy
· Online Safety Policy
· ICT and Security Policy
· Staff Code of Conduct
· Recruitment and Retention Policies
· Freedom of Information Policy
15. Contacts
Data Protection Officer:
Frederico Baroseiro
​fred@1ststaff.co.uk


Headteacher:
Paul Adams
​paul.adams@learnandprosper.co.uk
​
Information Commissioner's Office (ICO):
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Phone: 0303 123 1113
Website: https://ico.org.uk
