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E-Safety Policy




INTRODUCTION

The curriculum requires students to learn how to create, locate, retrieve and exchange information using ICT. Teachers need to plan to integrate the use of communications technology such as web-based resources and email. ICT skills are vital to access life-long learning and employment.
Technologies present risks as well as benefits. Internet/social networking use for work, home, social and leisure activities is expanding in all sectors of society. This brings students into contact with a wide variety of influences, some of which may be inappropriate or place them at risk. Unmediated internet access through computers, telephones, iPads etc. brings with it the possibility of placing students in embarrassing, inappropriate and even dangerous situations.

The school’s e-safety policy will operate in conjunction with other policies including those for Acceptable ICT Use, Student Behaviour, Bullying, Curriculum, Data Protection and Safeguarding Policy, including Preventing Radicalisation/Extremism
CORE PRINCIPLES

· Guided Educational Use – curriculum ICT use should be planned, task-orientated and educational within a regulated and managed environment.

· Risk Assessment – students must be protected from danger (violence, racism, exploitation) and learn how to recognise and avoid it.

· Responsibility – all staff, governors, external providers, parents and students must take responsibility for the use of ICT.

· Regulation – in some cases eg. unmoderated chat rooms, immediate dangers are presented and their use is banned. In most cases strategies on access must be selected and developed to suit the educational activities and their effectiveness monitored. 

· Sound implementation of e-safety policy in both administration and curriculum, including secure school network design and use.

· Safe and secure broadband provision and effective management of the web filtering and threat protection.

· National Education Network standards and specifications. 

· This policy is closely related to the guidance contained in; Keeping Children Safe In Education – statutory guidance to schools and colleges (DfE July 2015).
· With regard to radicalisation via the internet and social media the school fully adopts The Prevent Duty – departmental advice for schools and childcare providers (DfE June 2015) – see Longbenton High School’s Safeguarding and Child Protection Policy.

Further Information

Mr I Williams, E-safety Co-ordinator  
lhs@lblearning.com

North Tyneside IT helpdesk

0191 643 5444
CEOP - https://www.ceop.police.uk/safety-centre/ 
Internet Watch Foundation - https://www.iwf.org.uk/ 

	Scope



	This policy applies to teachers, support staff, governors, volunteers and all who work on the school site.

This policy takes account of all the appropriate legislation and sets out to: 
· Assist those who work with pupils to work safely and responsibly, to monitor their own standards of behaviour and to prevent the abuse of their position of trust with pupils.
· Offer a code of practice relevant to social media for educational, personal and recreational use.

This document will be made available to all staff (as defined below) engaged in school who will then be expected to familiarise themselves with the principles covered within this policy. Where these principles are not adhered to then the school reserve the right to take appropriate action, in the following manner:

· Where they are an employee - reference may be made to the school disciplinary policy and procedure to determine appropriate action.

· Where they are an agency worker - reference may be made to the agency for their withdrawal and a request made for the agency to consider its own procedures relating to conduct.

· Where they are acting under a “contract for service” - reference may be made to the obligations within the relevant contract with the school.  





Student Evaluation of Internet Content
· Any user discovering inappropriate sites must report the address and content to a teacher in the first instance. Beyond this the Senior Leadership Team, the schools internet service provider, the school’s managed network service through RM, the designated Child Protection Co-ordinator, the Internet Watch Foundation / CEOP and other external agencies may be involved as appropriate.
· Students will be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.
· Students will be taught to acknowledge the source of information and to respect copyright when using internet material in their own work.
ICT System Security
· The security of the school’s ICT systems will be reviewed regularly.

· Virus and malware protection and intrusion detection will be installed at the network perimeter and on all client devices and updated regularly.
· Files held on the school’s network will be scanned on creation and access for malware and content violation.
· Security strategies will be discussed with the Local Authority and other advisors.

· Use of the school’s ICT systems will be subject to the General Data Protection Regulations and the Computer Misuse Act.
Management of the Content of the School Website
· The point of contact on the website will be the school address, email and telephone number. Staff and students’ home information will not be published.
· IT Support the LRC manager and the school office manager, acting as the Headteacher’s nominee, will take overall editorial responsibility and ensure that content is accurate and appropriate, working alongside the school’s SLT.
· The copyright of all material must be held by the school or be attributed to the owner where permission to reproduce has been obtained.
Publishing Students’ Names and Work
· Students’ full names will not be used anywhere on any external website or associated service in association with photographs without the consent of parents or carers and the students themselves where they are aged 13 or over. The same consent will be required where students work is reproduced externally.

Social networking services - defining social networking
For the purpose of this policy, social networking can be defined as :

· “Web-based services that allow individuals to (1) construct a public or semi-public profile within a bounded system, (2) articulate a list of other users with whom they share a connection, and (3) view and traverse their list of connections and those made by others within the system.”

· This definition is commonly used to include websites which allow people to interact with each other in some way – by sharing information, opinions, knowledge and interests. Examples evidenced by ACAS include:

· Facebook – a social networking service where users create personal profiles, add other users as friends and exchange messages. 

· Twitter - a micro blogging service enabling its users to send and read publicly visible messages called tweets and subscribe to other users’ tweets. 

· LinkedIn – a business-related social networking site mainly used for professional networking. 

· MySpace – an online community of users’ personal profiles. These typically include photographs, information about personal interests and blogs.

· Instagram - a photo and video-sharing social networking service
· WhatsApp Messenger - a cross-platform messaging and Voice over IP service. It allows users to send text messages and voice messages, make voice and video calls, and share images, documents, user locations, and other media.
· SnapChat - a multimedia messaging app.
· This list is not exhaustive and would include other web based services such as personal websites, blogs, message boards, dating websites, photo document and video sharing websites and micro blogging services and will grow as future technologies are exploited for social networking applications. 

· The purpose of this section of the policy is to ensure that personal usage of social networking sites promotes safer working practice and in doing so will minimise the risk of misplaced or malicious allegations made against workers within school. It will also act as a preventative measure in relation to workers misusing their position of trust and in doing so reduce the potential risk to the school (both legal and to its reputation) and to staff within school through a requirement that they follow an agreed set of principles in their usage of social networking.  

· In addition it will ensure clarity between information issued on behalf of the school by a member of staff (covered by the school E-Safety Policy) and information released through general usage of social networking sites.

Social networking services - using social networking

· Though use of social networking sites outside of school and not related to school based activities does not require approval, it is expected that workers covered by this policy will follow the following principles while engaged in such activities:

· Where it is intended to use social networking sites for an activity on behalf of school, you should ensure you have received approval from a member of the Senior Leadership Team prior to undertaking such activities.

· Personal social networking posts should not reference or identify the school.

· Communication between adults and students by whatever method, should take place within clear and explicit professional boundaries as agreed by the school Senior Leadership Team (e.g. copying line manager into any emails to parents), conforming with the requirements of equalities legislation in such communications. Any digression from such boundaries should be reported to your line manager.

· Personal access to social networking sites on school based equipment is not permitted without the express permission of a member of the Senior Leadership Team. Non work related access on personal devices during work time is not permitted unless prior approval has been granted by a member of the Senior Leadership Team. Usage at any time should not involve any breach of copyright, or promote any financial, commercial, business, or political interests. 

· All staff, particularly those new to the school setting, should review their social networking sites at least annually to ensure that information available publicly about them is accurate and appropriate (e.g. does not display photographs that may cause embarrassment to themselves, colleagues and the school if they are published outside of the site). They should also review their security settings regularly and specifically whenever service providers notify their users of changes to security settings.

· Confidentiality needs to be considered at all times through ensuring that staff do not release any confidential information about themselves, the school or its partners, students or other stakeholders within the community.

· Assigning a school student as a ‘friend’ on their social networking page is prohibited, and caution should be taken regarding becoming ‘friends’ with ex-students where siblings continue to attend the school. In addition, staff should never use, access, or become a “friend” of the social networking pages of students on the roll of the school.

· Staff who comment upon policies relating to school should highlight their connection to the school, making it clear that comments are their own personal views or opinions and not representative of those of the school unless such comment has received prior approval by a member of Senior Leadership Team. 

· When using social media sites, when not in use for school business, you should refrain from using a work based e-mail contact address (such as user@lblearning.com), the school logo or school social media feed links unless prior approval has been granted by the school Senior Leadership Team.

· While commenting within social networking sites, remarks must never be derogatory or offensive, contravene the GDPR, reflect negatively on your professionalism, or have the potential to bring the school into disrepute .  

· There will be occasions when there are social contacts between students and staff, where for example the parent and teacher are part of the same social circle. These contacts however, will be easily recognised and should be openly acknowledged with the Headteacher where there may be implications for the adult and their position within the school setting.

· All staff have a responsibility to report any unsuitable material uncovered relating to staff activities within a social networking site to the Headteacher, who will determine the appropriate action inclusive of reporting to external agencies.  

· If staff are uncertain or concerned about the appropriateness of any statement or posting, they should refrain from posting it until they have discussed it with their line manager. All communication via social networking sites should be made with the awareness that anything said, shown or received could be made available, intentionally or otherwise, to an audience wider than that originally intended (social networking sites are public forums). Staff are strongly advised, in their own interests, to take steps to ensure as far as possible that their on-line personal data is not accessible to anybody who they do not want to have permission to access it. For example, staff are strongly advised to check the security and privacy settings of any social networking site they subscribe to and set these to maximum and, where relevant, use strong passwords and change them regularly. For further information see the safer internet website http://www.saferinternet.org.uk/

· For further information about the safe, secure and proper use of social media and networking sites, please see http://www.childnet.com/resources/socialnetworking-a-guide-for-teachers-and-professionals  or NASUWT, (2012). Social networking – guidelines for members. http://www.nasuwt.org.uk/InformationandAdvice/Professionalissues/SocialNetworking/NASUWT_007513

· When using social media for educational purposes, the following practices must be observed: 

· Staff should set up a distinct and dedicated social media site or account for educational purposes. This should be entirely separate from any personal social media accounts held by that member of staff, and should be linked to an official school email account; 

· The URL and identity of the site should be notified to the appropriate Line Manager or a member of the Leadership Team before any account is activated; 

· The current password or login details for all social media accounts must be provided to IT network Manager who will retain a record of such information; 

· The content of any school‐sanctioned social media site should be solely professional and should reflect well on the school

· Staff must ensure that the school has parent/carer consent to use, post or publish a photograph or video image of the student and also student consent where the student is aged 13 or over;

· Care must be taken that any links to external sites from the account are appropriate and safe; 

· Any inappropriate comments on or abuse of school‐sanctioned social media should immediately be reported to a member of the Senior Leadership Team; 

· Staff should not engage with any direct messaging of students through social media where the message is not public; 

· Staff should not seek to view/link up with student accounts. For example, in the case of Twitter, staff should not “follow back” those who follow, share or like School comments/posts. 

· Staff may be required to remove any social media content that we consider to constitute a breach of this policy. Failure to comply with such a request may in itself result in disciplinary action.

Streaming media services

·  ‘Online streaming media services such as YouTube offer rich teaching and learning content but can also expose users to inappropriate content. To address this many such services have a customised, education focused interface (such as ‘restricted mode’ in the case of YouTube) which allows only a designated, appropriate set of educationally relevant content to be viewed and removes unmoderated public comments sections of each page. The school will use these interfaces, where available, for all streaming media services.
· Access to streaming media services for activities that do not have a clear educational purpose or do not further the work of the school are forbidden without express permission from a member of the Senior Leadership Team. This can be sought by logging a helpdesk ticket which IT Support will escalate accordingly. The helpdesk call history will then be used for auditing which streaming media services are available and why.
Protecting Personal Data
· Personal data will be recorded, processed, transferred and made available according to the General Data Protection Regulations 2018 in line with the schools Data Protection Policy.
Authorisation of access to network resources
· Network and internet access will only be given to authorised devices and users.  This will be controlled by IT Support alongside the school’s managed IT service provider RM.

· All internet access is content filtered and monitored. Access logs are recorded using electronic means and retained for up to 6 months.
· Access to the school wireless network is secured by WPA2 preshared key settings. Only approved devices are granted access. The headteacher will be made aware of which devices have network access.

· Only the headteacher can approve any device to be “whitelisted” and exempt from the firewalls and other security measures on the network. The list of whitelisted devices to be reviewed by headteacher at least annually.

Risk Assessment
· Some material available via the internet is inappropriate for students. The school will take all reasonable precautions to prevent access to such material. However, due to the size, scope and dynamic nature of internet content, it is not possible to guarantee that such material will never appear on a school computer. Neither the school nor the LA can accept liability for the material accessed, or any consequences of internet access.  

· The use of computer systems without permission or for inappropriate purposes could constitute a criminal offence under the Computer Misuse Act 1990 and may result in legal action being taken by the school and/or a criminal investigation by police.
· Methods to identify, assess and minimise risk will be reviewed regularly.
Handling E-Safety Complaints
· Complaints of internet misuse will be dealt with by a member of the Senior Leadership Team.
· Any complaint about staff misuse must be referred to the Headteacher.
· Complaints of a child protection nature must be dealt with in accordance with school child protection procedures.
· Students and parents will be informed of the complaints procedure.
· Discussions will be held with the police when handling potentially criminal issues. Any police requests for information must comply with our GDPR policies.
	Student, Staff and Parental Awareness
· All staff, students, parents and governors will be made aware of this policy and how it relates to them.
· All staff will sign the Acceptable Use Policy. and agree to a reminder during every login.
· All students will sign the Acceptable Use Policy – countersigned by parents - and agree to a reminder during every login.
· Students will be instructed in responsible and safe internet use before being granted access.
· Responsible use of ICT, including social networking and wider internet usage will be discussed through the PSD/RSD and IT curriculum, covering use in school and outside of school.
· The monitoring of internet use and policy compliance is a sensitive matter – staff who undertake monitoring procedures and activities will be directed in their actions by SLT or the chair of governors.
· Staff training in safe and responsible internet use and on the contents of this policy and other related policies will be provided on induction and updated as appropriate.
· A partnership approach with parents will be encouraged, with relevant information on issues covered by this policy made available.
· Any complaints associated with the application of this policy will be dealt with through the school’s Complaints Procedure.
Violating the E-Safety Policy
Any conduct which violates the Acceptable Use Policy or any other conduct which is deemed unsuitable will contravene the conditions, and may result in any or all of the following: 

· BFL sanctions.
· Restricted network access or loss of access privileges.

· Disciplinary action up to and including dismissal in accordance with the school’s Disciplinary Policy and Procedure, and/or legal action including criminal prosecution under appropriate laws.

· In some cases it may be deemed appropriate to refer the matter to North Tyneside’s Front Door Service.

· Any member of staff suspected of committing a breach of this policy will be dealt with in accordance with the school’s Disciplinary Policy and Procedure. 

Review of policy



	The Governing Body of Longbenton High School have agreed to review this policy annually as it is an area of constant change.
This policy should also be read in conjunction with the following school documentation:

· Equality and diversity policy

· Data protection policy

· Staff and student ICT acceptable use policies

· Information security policy

· Safeguarding and child protection policy

· Disciplinary policy and procedures 

· Staff Code of conduct 
· School GDPR policies



RESPONSIBILITY:	  		Headteacher


IMPACT ASSESSMENT:		Yes
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