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1. Aims

Our school aims to:

2 Have robust processes in place to ensure the online safety of pupils, staff, volunteers
and governors

? Deliver an effective approach to online safety, which empowers us to protect and
educate the whole school community in its use of technology, including mobile and
smart technology (which we refer to as ‘mobile phones’)

? Establish clear mechanisms to identify, intervene and escalate an incident, where
appropriate

The 4 key categories of risk
Our approach to online safety is based on addressing the following categories of risk:

2 Content — being exposed to illegal, inappropriate or harmful content, such as
pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism,
radicalisation and extremism

? Contact — being subjected to harmful online interaction with other users, such as peer-
to-peer pressure, commercial advertising and adults posing as children or young adults
with the intention to groom or exploit them for sexual, criminal, financial or other
purposes

? Conduct — personal online behaviour that increases the likelihood of, or causes, harm,
such as making, sending and receiving explicit images (e.g. consensual and non-
consensual sharing of nudes and semi-nudes and/or pornography), sharing other explicit
images and online bullying; and

? Commerce - risks such as online gambling, inappropriate advertising, phishing and/or
financial scam

2. Legislation and guidance

This policy is based on the Department for Education’s (DfE) statutory safeguarding
guidance, Keeping Children Safe in Education, and its advice for schools on:

2 Teaching online safety in schools

2 Preventing and tackling bullying and cyber-bullying: advice for headteachers and school
staff

2 Relationships and sex education

2 Searching, screening and confiscation

It also refers to the DfE’s guidance on protecting children from radicalisation.

It reflects existing legislation, including but not limited to the Education Act 1996 (as
amended), the Education and Inspections Act 2006 and the Equality Act 2010. In addition, it
reflects the Education Act 2011, which has given teachers stronger powers to tackle cyber-
bullying by, if necessary, searching for and deleting inappropriate images or files on pupils’



https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted

electronic devices where they believe there is a ‘good reason’ to do so. The policy also takes
into account the National Curriculum computing programmes of study. This policy complies
with our funding agreement and articles of association.

4. Roles and responsibilities

4.1 The governors

The governors have overall responsibility for monitoring this policy and holding the
headteacher to account for its implementation.

The governors will co-ordinate regular meetings with appropriate staff to discuss online
safety, and monitor online safety logs as provided by the designated safeguarding lead
(DSL).

The governor who oversees online safety is Clare Long.
All governors will:
? Ensure that they have read and understand this policy

? Agree and adhere to the terms on acceptable use of the school’s ICT systems and the
internet (appendix 3)

? Ensure that, where necessary, teaching about safeguarding, including online safety, is
adapted for vulnerable children, victims of abuse and some pupils with SEND because of
the importance of recognising that a ‘one size fits all’ approach may not be appropriate
for all children in all situations, and a more personalised or contextualised approach may
often be more suitable

4.2 The Headteacher

The Headteacher is responsible for ensuring that staff understand this policy, and that it is
being implemented consistently throughout the school.

4.3 The designated safeguarding lead

Details of the school’s DSL and deputy are set out in our child protection and safeguarding
policy as well as relevant job descriptions.

The DSL takes lead responsibility for online safety in school, in particular:

2 Supporting the headteacher in ensuring that staff understand this policy and that it is
being implemented consistently throughout the school

? Working with the headteacher, ICT manager and other staff, as necessary, to address
any online safety issues or incidents

? Managing all online safety issues and incidents in line with the school child protection
policy

? Ensuring that any online safety incidents are logged (see appendix 4) and dealt with
appropriately in line with this policy

? Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in
line with the school behaviour policy



2 Updating and delivering staff training on online safety
2 Liaising with other agencies and/or external services if necessary

? Providing regular reports on online safety in school to the headteacher and/or governing
board

This list is not intended to be exhaustive.

4.4 The ICT manager
The ICT manager is responsible for:

? Putting in place an appropriate level of security protection procedures, such as filtering
and monitoring systems, which are reviewed and updated on a regular basis to assess
effectiveness and ensure pupils are kept safe from potentially harmful and inappropriate
content and contact online while at school, including terrorist and extremist material

? Ensuring that the school’s ICT systems are secure and protected against viruses and
malware, and that such safety mechanisms are updated regularly

2 Conducting a full security check and monitoring the school’s ICT systems on a fortnightly
basis

? Blocking access to potentially dangerous sites and, where possible, preventing the
downloading of potentially dangerous files

? Ensuring that any online safety incidents are logged (see appendix 4) and dealt with
appropriately in line with this policy

? Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the
school behaviour policy

This list is not intended to be exhaustive.

4.5 All staff and volunteers

All staff, including contractors and agency staff, and volunteers are responsible for:
2 Maintaining an understanding of this policy
? Implementing this policy consistently

? Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and
the internet (appendix 3), and ensuring that pupils follow the school’s terms on
acceptable use (appendices 1 and 2)

2 Working with the DSL to ensure that any online safety incidents are logged (see
appendix 4) and dealt with appropriately in line with this policy

? Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the
school behaviour policy

2 Responding appropriately to all reports and concerns about sexual violence and/or
harassment, both online and offline and maintaining an attitude of ‘it could happen
here’

This list is not intended to be exhaustive.



4.6 Parents
Parents are expected to:

2 Notify a member of staff or the headteacher of any concerns or queries regarding this
policy

2 Ensure their child has read, understood and agreed to the terms on acceptable use of
the school’s ICT systems and internet (appendices 1 and 2)

Parents can seek further guidance on keeping children safe online from the following
organisations and websites:

2 What are the issues? — UK Safer Internet Centre

2 Hot topics — Childnet International

? Parent resource sheet — Childnet International

2 Healthy relationships — Disrespect Nobody

4.7 Visitors and members of the community

Visitors and members of the community who use the school’s ICT systems or internet will be
made aware of this policy, when relevant, and expected to read and follow it. If appropriate,
they will be expected to agree to the terms on acceptable use (appendix 3).

5. Educating pupils about online safety
Pupils will be taught about online safety as part of the curriculum:

It is also taken from the guidance on relationships education, relationships and sex
education (RSE) and health education.

All schools have to teach:

? Relationships education and health education in primary schools

In Key Stage 1, pupils will be taught to:
? Use technology safely and respectfully, keeping personal information private

? Identify where to go for help and support when they have concerns about content or
contact on the internet or other online technologies

Pupils in Key Stage 2 will be taught to:
? Use technology safely, respectfully and responsibly
? Recognise acceptable and unacceptable behaviour
? Identify a range of ways to report concerns about content and contact

By the end of primary school, pupils will know:


https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
http://www.childnet.com/parents-and-carers/hot-topics
https://www.childnet.com/resources/parents-and-carers-resource-sheet
https://www.disrespectnobody.co.uk/
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://schoolleaders.thekeysupport.com/uid/8b76f587-7bf6-4994-abf0-43850c6e8d73/

2 That people sometimes behave differently online, including by pretending to be
someone they are not

? That the same principles apply to online relationships as to face-to-face relationships,
including the importance of respect for others online including when we are anonymous

2 The rules and principles for keeping safe online, how to recognise risks, harmful content
and contact, and how to report them

2 How to critically consider their online friendships and sources of information including
awareness of the risks associated with people they have never met

2 How information and data is shared and used online

? What sorts of boundaries are appropriate in friendships with peers and others (including
in a digital context)

? How to respond safely and appropriately to adults they may encounter (in all contexts,
including online) whom they do not know

The safe use of social media and the internet will also be covered in other subjects where
relevant.

Where necessary, teaching about safeguarding, including online safety, will be adapted for
vulnerable children, victims of abuse and some pupils with SEND.

6. Educating parents about online safety

The school will raise parents’ awareness of internet safety in letters or other
communications home, and in information via our website. This policy will also be shared
with parents.

Online safety will also be covered during parents’ evenings.

If parents have any queries or concerns in relation to online safety, these should be raised in
the first instance with the headteacher and/or the DSL.

Concerns or queries about this policy can be raised with any member of staff or the
headteacher.

7. Cyber-bullying

7.1 Definition

Cyber-bullying takes place online, such as through social networking sites, messaging apps
or gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one
person or group by another person or group, where the relationship involves an imbalance
of power. (See also the school behaviour policy.)

7.2 Preventing and addressing cyber-bullying

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to
do if they become aware of it happening to them or others. We will ensure that pupils know
how they can report any incidents and are encouraged to do so, including where they are a
witness rather than the victim.



The school will actively discuss cyber-bullying with pupils, explaining the reasons why it
occurs, the forms it may take and what the consequences can be.

Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to
cover cyber-bullying. This includes personal, social, health and economic (PSHE) education,
and other subjects where appropriate.

All staff, governors and volunteers (where appropriate) receive training on cyber-bullying,
its impact and ways to support pupils, as part of safeguarding training (see section 11 for
more detail).

The school also sends information/leaflets on cyber-bullying to parents so that they are
aware of the signs, how to report it and how they can support children who may be
affected.

In relation to a specific incident of cyber-bullying, the school will follow the processes set
out in the school behaviour policy. Where illegal, inappropriate or harmful material has
been spread among pupils, the school will use all reasonable endeavours to ensure the
incident is contained.

The DSL will consider whether the incident should be reported to the police if it involves
illegal material, and will work with external services if it is deemed necessary to do so.
7.3 Examining electronic devices

School staff have the specific power under the Education and Inspections Act 2006 (which
has been increased by the Education Act 2011) to search for and, if necessary, delete
inappropriate images or files on pupils’ electronic devices, including mobile phones, iPads
and other tablet devices, where they believe there is a ‘good reason’ to do so.

When deciding whether there is a good reason to examine or erase data or files on an
electronic device, staff must reasonably suspect that the data or file in question has been, or
could be, used to:

2 Cause harm, and/or
? Disrupt teaching, and/or
? Break any of the school rules

If inappropriate material is found on the device, it is up to the staff member in conjunction
with the DSL or other member of the senior leadership team to decide whether they should:

? Delete that material, or
? Retain it as evidence (of a criminal offence or a breach of school discipline), and/or
? Report it to the police*

* Staff may also confiscate devices for evidence to hand to the police, if a pupil discloses
that they are being abused and that this abuse includes an online element.

Any searching of pupils will be carried out in line with:

? The DfE’s latest guidance on screening, searching and confiscation

2 UKCIS guidance on sharing nudes and semi-nudes: advice for education settings working
with children and young people



https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people

> The school’s COVID-19 risk assessment

Any complaints about searching for or deleting inappropriate images or files on pupils’
electronic devices will be dealt with through the school complaints procedure.

8. Acceptable use of the internet in school

All pupils, staff, volunteers and governors are expected to sign an agreement regarding the
acceptable use of the school’s ICT systems and the internet (appendices 1-3). Visitors will be
expected to read and agree to the school’s terms on acceptable use if relevant.

Use of the school’s internet must be for educational purposes only, or for the purpose of
fulfilling the duties of an individual’s role.

We will monitor the websites visited by pupils, staff, volunteers, governors and visitors
(where relevant) to ensure they comply with the above.

More information is set out in the acceptable use agreements in appendices 1, 2 and 3.

9. Staff using work devices outside school

All staff members will take appropriate steps to ensure their devices remain secure. This
includes, but is not limited to:

? Keeping the device password-protected.

2 Ensuring their hard drive is encrypted — this means if the device is lost or stolen, no one
can access the files stored on the hard drive by attaching it to a new device

? Making sure the device locks if left inactive for a period of time
? Not sharing the device among family or friends
? Keeping operating systems up to date — always install the latest updates

Staff members must not use the device in any way which would violate the school’s terms of
acceptable use, as set out in appendix 3.

Work devices must be used solely for work activities.

If staff have any concerns over the security of their device, they must seek advice from Mr
W Lewis or ICT manager.

10. How the school will respond to issues of misuse

Where a pupil misuses the school’s ICT systems or internet, we will follow the procedures
set out in our policies on behaviour policy. The action taken will depend on the individual
circumstances, nature and seriousness of the specific incident, and will be proportionate.

Where a staff member misuses the school’s ICT systems or the internet, or misuses a
personal device where the action constitutes misconduct, the matter will be dealt with in
accordance with the staff code of conduct. The action taken will depend on the individual
circumstances, nature and seriousness of the specific incident.

The school will consider whether incidents which involve illegal activity or content, or
otherwise serious incidents, should be reported to the police.



lllegal Incidents
If there is any suspicion that the web site(s) concerned may contain child abuse images, or if
there is any other suspected illegal activity, refer to the right hand side of the Flowchart

(below and appendix) for responding to online safety incidents and report immediately to
the police.

- .
Online Safety Incident
l b v ) ¥
| Illegal materials
[ Unsuitable materials ] or activities found
1 or suspected
Report to the person . B h 4
ponsible for Online . Report to Police using any number and report
. under local safeguarding arrangements.
1 DO MOT DELAY, if you have any concerns, report
) . them immediately.
If stafffwoluntesror |
child /young person,
review the incident B .
and deade upon the - " Secure and preserve | f Call
iq:lpm!:lnate EW-TSE of e fassional
action, applying strategy
sanctions where Remember do ot ting
necessary investigate yourself,
.~ @@~ Do not view or take
possession of any

images/videos. Do

. Debrief on online . . Record details in .
safety incident incident log

o Fa Y Await Police
| Review polices | | Provide collated | response
and share incident report  ————
experiences and logs to relevant
practice as authority as P
required. appropriate If no illegal [ Ifillegal activity or
A i | | activity or materials are
. 7 miaterial is confirmed, allow
l' confirmed, then Paolice or relevant
| Implament changes | revert to authority to
intarmal complete their
procedures, investigation and
1 A% v seek advice from the
| Monitor situation | N relevant professional
body

In the case of a member of staff or volunteer, it is
likely that a suspension will take place at the point

Mamed Person is responsible for the child's
wellbeing and as such should be informed of

a""'":"rdf"g that "::“’EE the d‘:: :‘II”S"' :Tm | of referral to police, whilst police and internal
safeguarding procedures must ollowe re jures are being undertaken.
appropriate.

h vy




Other Incidents

It is hoped that all members of the academy community will be responsible users of digital
technologies, who understand and follow school/academy policy. However, there may be
times when infringements of the policy could take place, through careless or irresponsible
or, very rarely, through deliberate misuse.

In the event of suspicion, all steps in this procedure should be followed:

Have more than one senior member of staff involved in this process. This is vital to
protect individuals if accusations are subsequently reported.
Conduct the procedure using a designated computer that will not be used by young
people and if necessary can be taken off site by the police should the need arise. Use
the same computer for the duration of the procedure.
It is important to ensure that the relevant staff should have appropriate internet access
to conduct the procedure, but also that the sites and content visited are closely
monitored and recorded (to provide further protection).
Record the URL of any site containing the alleged misuse and describe the nature of the
content causing concern. It may also be necessary to record and store screenshots of
the content on the machine being used for investigation. These may be printed, signed
and attached to the form (except in the case of images of child sexual abuse — see
below)
Once this has been completed and fully investigated the group will need to judge
whether this concern has substance or not. If it does, then appropriate action will be
required and could include the following:

o Internal response or discipline procedures

o Involvement by Local Authority/Academy Group or national/local organisation

(as relevant).
o Police involvement and/or action

e If content being reviewed includes images of child abuse, then the monitoring should be
halted and referred to the Police immediately. Other instances to report to the police

would include:

o incidents of ‘grooming’ behaviour

the sending of obscene materials to a child

adult material which potentially breaches the Obscene Publications Act
criminally racist material

promotion of terrorism or extremism

offences under the Computer Misuse Act (see User Actions chart above)
o other criminal conduct, activity or materials

0 O O O O

Isolate the computer in question as best you can. Any change to its state may hinder
a later police investigation.

It is important that all of the above steps are taken as they will provide an evidence trail for
the academy and possibly the police and demonstrate that visits to these sites were carried
out for safeguarding purposes. The completed form should be retained by the group for
evidence and reference purposes.



11. Training

All new staff members will receive training, as part of their induction, on safe internet use
and online safeguarding issues including cyber-bullying and the risks of online radicalisation.

All staff members will receive refresher training at least once each academic year as part of
safeguarding training, as well as relevant updates as required (for example through emails,
e-bulletins and staff meetings).

By way of this training, all staff will be made aware that:

2 Technology is a significant component in many safeguarding and wellbeing issues, and
that children are at risk of online abuse

2 Children can abuse their peers online through:
o Abusive, harassing, and misogynistic messages

o Non-consensual sharing of indecent nude and semi-nude images and/or
videos, especially around chat groups

o Sharing of abusive images and pornography, to those who don’t want to
receive such content

? Physical abuse, sexual violence and initiation/hazing type violence can all contain an
online element

Training will also help staff:

e develop better awareness to assist in spotting the signs and symptoms of online
abuse

e develop the ability to ensure pupils can recognise dangers and risks in online activity
and can weigh the risks up

e develop the ability to influence pupils to make the healthiest long-term choices and
keep them safe from harm in the short term

The DSL and deputy will undertake child protection and safeguarding training, which will
include online safety, at least every 2 years. They will also update their knowledge and skills
on the subject of online safety at regular intervals, and at least annually.

Governors will receive training on safe internet use and online safeguarding issues as part of
their safeguarding training.

Volunteers will receive appropriate training and updates, if applicable.

More information about safeguarding training is set out in our child protection and
safeguarding policy.

12. Monitoring arrangements

The DSL logs behaviour and safeguarding issues related to online safety. An incident report
log can be found in appendix 4.



This policy will be reviewed every year by the computing lead. At every review, the policy
will be shared with the governing board. The review (such as the one available here) will be
supported by an annual risk assessment that considers and reflects the risks pupils face
online. This is important because technology, and the risks and harms related to it, evolve
and change rapidly.

13. Links with other policies
This online safety policy is linked to our:

? Child protection and safeguarding policy
2 Behaviour policy

? Staff disciplinary procedures

? Data protection policy and privacy notices
2 Complaints procedure

2 ICT and internet acceptable use policy


https://360safe.org.uk/

Appendix 1: EYFS and KS1 acceptable use agreement

Lugwardine Primary Academy

Baneby Avenue, Bartedtioe, Hereford HRT 400
Emall Kiytheliglugvardne heseforcd schub

ephone 01452 B50MS

Headteacher: Mr Richard Foster
School Business Manager: Miss Katie Bythell

KS1 Online Safety Agreement

| agree to keep these computer rules:

Content

| always tell an adult if:

v |see something that upsets me on a computer.

v laskan adult to help me if lam not sure what to do or if something goes wrong.
v~ lonly do the things that an adult says are OK.

Contact

v"lonly use a computer or iPad when there is an adult around.
v"Itell an adult if anyone that | don’t know sends me a message oris mean to
me.

Conduct

v" I make sure that everything | do on a computer is the best it can be.
v" lam always nice about people and the things they have done at the computer.
v |ltake care of the computers and iPads.

Commerce
v"lwill not clickon advertisements on the computer.

v"1will check with an adult if the computer asks me to clickon something | am not
sure about.

lam a good, responsible person and proud that | take responsibility for my online behaviour.
I think these are great rules to keep us all safe and | agree to keep them. | promise to do my best to help
others to keep these rules too.

Name: Date

Reception

Year1

Year 2

A company limited by guarantee « Begistared in England and Wales « Company Reg No 7988355




Appendix 2: KS2 acceptable use agreement

Lugwardine Primary Academy

Baneby Avenus, Banestee Haefond HAIT 400

Emait KBythelkgiugwardine heveford sch ub

Tolophore: 01432 850449

Bartestree
- =~ _—— Headteacher: Mr Richard Foster
— e ' School Business Manager: Miss Katie Bythell
g s G T KS2 Online Safety Agreement
| agree to keep these computer rules:

Content

v"If Ifind anything online that makes me uncomfortable or that | think we shouldn’t
have on a school computer I tell an adult so they can sort it out for us.

v" | know that it’s best if | check with an adult before downloading anything in school.

Contact
v

I make sure | keep personal information private and help others to do the same.
V' Ikeep all my passwords safe and never use anyone else’s (even with their

permission).

v lonly use social networking (chat, blogs etc) through the sites the school lets me
use.

v"If anyone | don’t know tries to make contact with me online | ask an adult to give
me advice.

Conduct

v" |show great respect for what others do online and | only post positive comments.

v" I make sure that my online image and the way | behave online reflects what a
great person lam.

v" I make sure that | never share other people’s personal information and
photographs online unless | check with them first.

Commerce
v"lunderstand that people use the internet to advertise their products and that

advertisements can not always be trusted.

v~ will not click on advertisements that|see online or on a computer.

v" | will not make anyin-app purchases and | will show an adultifan application asks
me to buy orclick on anything .

lam a good, responsible person and proud that | take responsibility for my online behaviour.
I think these are great rules to keep us all safe and | agree to keep them. | promise to do my best to help

others to keep these rules too.

Name: Date

Year 3

Year4

Year5

Year 6
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Appendix 3: Acceptable use agreement (staff, governors,
volunteers and visitors)

ACCEPTABLE USE OF THE SCHOOL'S ICT SYSTEMS AND INTERNET: AGREEMENT FOR STAFF, GOVERNORS,

VOLUNTEERS AND VISITORS

Name of staff member/governor/volunteer/visitor:

When using the school’s ICT systems and accessing the internet in school, or outside school on a work
device (if applicable), | will not:

e Access, or attempt to access inappropriate material, including but not limited to material of a violent,
criminal or pornographic nature (or create, share, link to or send such material)

e Use them in any way which could harm the school’s reputation
e Access social networking sites or chat rooms

e Use any improper language when communicating online, including in emails or other messaging
services

e Install any unauthorised software, or connect unauthorised hardware or devices to the school’s
network

e Share my password with others or log in to the school’s network using someone else’s details

e Take photographs of pupils without checking with teachers first

e Share confidential information about the school, its pupils or staff, or other members of the community
o Access, modify or share data I’'m not authorised to access, modify or share

e Promote private businesses, unless that business is directly related to the school

I will only use the school’s ICT systems and access the internet in school, or outside school on a work device,
for educational purposes or for the purpose of fulfilling the duties of my role.

| agree that the school will monitor the websites | visit and my use of the school’s ICT facilities and systems.

I will take all reasonable steps to ensure that work devices are secure and password-protected when using
them outside school, and keep all data securely stored in accordance with this policy and the school’s data
protection policy.

I will let the designated safeguarding lead (DSL) and ICT manager know if a pupil informs me they have
found any material which might upset, distress or harm them or others, and will also do so if | encounter
any such material.

I will always use the school’s ICT systems and internet responsibly, and ensure that pupils in my care do so
too.

Signed (staff member/governor/volunteer/visitor): Date:



ONLINE SAFETY INCIDENT LOG

Date Where the incident took place Description of the incident Action taken Name and signature
staff member recordi
incident

online safety incident report log

Appendix 4



Social Media Policy

Aims

Social media (e.g. Facebook, Instagram, Twitter, LinkedIn) is a broad term for any kind of
online platform which enables people to directly interact with each other. However, some
games, for example Minecraft or World of Warcraft and video sharing platforms such as You
Tube have social media elements to them.

Lugwardine Primary Academy recognises the numerous benefits and opportunities which a
social media presence offers. Staff and parents/carers are actively encouraged to find
creative ways to use social media. However, there are some risks associated with social
media use, especially around the issues of safeguarding, bullying and personal reputation.
This policy aims to encourage the safe use of social media by the academy, its staff, parents,
carers, and children.

Scope
This policy is subject to the school’s codes of conduct and acceptable use agreements.

This policy:

e Applies to all staff and to all online communications which directly or indirectly,
represent the school.
e Applies to such online communications posted at any time and from anywhere.
e Encourages the safe and responsible use of social media through training and
education
e Defines the monitoring of public social media activity pertaining to the school
The school respects privacy and understands that staff and pupils/students may use social
media forums in their private lives. However, personal communications likely to have a
negative impact on professional standards and/or the school’s reputation are within the
scope of this policy.

Professional communications are those made through official channels, posted on a
school account or using the school/academy name. All professional communications are
within the scope of this policy.

Personal communications are those made via a personal social media accounts. In all cases,
where a personal account is used which associates itself with, or impacts on, the academy, it
must be made clear that the member of staff is not communicating on behalf of the
academy with an appropriate disclaimer. Such personal communications are within the
scope of this policy.

Personal communications which do not refer to or impact upon the academy are outside
the scope of this policy.



Organisational control

Roles & Responsibilities

SLT

o Receive completed applications for Social Media accounts
o Approve account creation

Computing coordinator/ Moderator

Staff

Facilitating training and guidance on Social Media use.

Developing and implementing the Social Media policy

Taking a lead role in investigating any reported incidents.

Making an initial assessment when an incident is reported and involving
appropriate staff and external agencies as required.

Create the account following SLT approval

Store account details, including passwords securely

Be involved in monitoring and contributing to the account

Control the process for managing an account after the lead staff member has
left the organisation (closing or transferring)

o O O O

o O O O

o Know the contents of and ensure that any use of social media is carried out in
line with this and other relevant policies

o Attending appropriate training
Regularly monitoring, updating and managing content he/she has posted via
school/academy accounts

o Adding an appropriate disclaimer to personal accounts when naming the
school/academy

Process for creating new accounts

The academy community is encouraged to consider if a social media account will help them
in their work. Anyone wishing to create such an account must present a case to the
Leadership Team which covers the following points:

The aim of the account

The intended audience

How the account will be promoted

Who will run the account (at least two staff members should be named)
Will the account be open or private/closed

Following consideration by the SLT an application will be approved or rejected. In all cases,
the SLT must be satisfied that anyone running a social media account on behalf of the
school/academy has read and understood this policy and received appropriate training. This
also applies to anyone who is not directly employed by the school/academy, including
volunteers or parents.



Monitoring

School/academy accounts must be monitored regularly and frequently (preferably 7 days a
week, including during holidays). Any comments, queries or complaints made through those
accounts must be responded to within 24 hours (or on the next working day if received at a
weekend) even if the response is only to acknowledge receipt. Regular monitoring and
intervention is essential in case a situation arises where bullying or any other inappropriate
behaviour arises on an academy social media account.

Behaviour

The school/academy requires that all users using social media adhere to the
standard of behaviour as set out in this policy and other relevant policies.

Digital communications by staff must be professional and respectful at all times and
in accordance with this policy. Staff will not use social media to infringe on the rights
and privacy of others or make ill-considered comments or judgments about staff.
School/academy social media accounts must not be used for personal gain. Staff must
ensure that confidentiality is maintained on social media even after they leave the
employment of the school/academy.

Users must declare who they are in social media posts or accounts. Anonymous posts
are discouraged in relation to school activity.

If a journalist makes contact about posts made using social media staff must follow
the academy media policy before responding.

Unacceptable conduct, (e.g. defamatory, discriminatory, offensive, harassing content
or a breach of data protection, confidentiality, copyright) will be considered extremely
seriously by the school/academy and will be reported as soon as possible to a relevant
senior member of staff, and escalated where appropriate.

The use of social media by staff while at work may be monitored, in line with academy
policies. The academy permits reasonable and appropriate access to private social
media sites. However, where excessive use is suspected, and considered to be
interfering with relevant duties, disciplinary action may be taken

The academy will take appropriate action in the event of breaches of the social media
policy. Where conduct is found to be unacceptable, the academy will deal with the
matter internally. Where conduct is considered illegal, the academy will report the
matter to the police and other relevant external agencies, and may take action
according to the disciplinary policy.

Legal considerations

Users of social media should consider the copyright of the content they are sharing
and, where necessary, should seek permission from the copyright holder before
sharing.

Users must ensure that their use of social media does not infringe upon relevant data
protection laws, or breach confidentiality.



Handling abuse

Tone

When acting on behalf of the academy, handle offensive comments swiftly and with
sensitivity.

If a conversation turns and becomes offensive or unacceptable, school/academy users
should block, report or delete other users or their comments/posts and should inform
the audience exactly why the action was taken

If you feel that you or someone else is subject to abuse by colleagues through use of
a social networking site, then this action must be reported using the agreed
school/academy protocols.

The tone of content published on social media should be appropriate to the audience, whilst
retaining appropriate levels of professional standards. Key words to consider when
composing messages are:

Engaging

Conversational

Informative

Friendly (on certain platforms, e.g. Facebook)

Use of images
School/academy use of images can be assumed to be acceptable, providing the following
guidelines are strictly adhered to.

Permission to use any photos or video recordings should be sought in line with the
academy’s digital and video images policy. If anyone, for any reason, asks not to be
filmed or photographed then their wishes should be respected.

Under no circumstances should staff share or upload pupil pictures online other than
via academy owned social media accounts

Staff should exercise their professional judgement about whether an image is
appropriate to share on academy social media accounts. Pupils should be
appropriately dressed, not be subject to ridicule and must not be on any academy list
of children whose images must not be published.

If a member of staff inadvertently takes a compromising picture which could be
misconstrued or misused, they must delete it immediately.

Personal use

Staff

Personal communications are those made via a personal social media accounts. In all
cases, where a personal account is used which associates itself with the school or
impacts on the academy, it must be made clear that the member of staff is not
communicating on behalf of the academy with an appropriate disclaimer. Such
personal communications are within the scope of this policy.



Personal communications which do not refer to or impact upon the academy are
outside the scope of this policy.

Where excessive personal use of social media in school is suspected, and considered
to be interfering with relevant duties, disciplinary action may be taken

The school/academy permits reasonable and appropriate access to private social
media sites.

Pupil/Students

Staff are not permitted to follow or engage with current or prior pupils of the
academy on any personal social media network account.

The academy’s education programme should enable the pupils to be safe and
responsible users of social media.

Pupils are encouraged to comment or post appropriately about the school. Any
offensive or inappropriate comments will be resolved by the use of the school’s
behaviour policy

Parents/Carers

If parents/carers have access to a school learning platform where posting or
commenting is enabled, parents/carers will be informed about acceptable use.

The school/academy has an active parent/carer education programme which supports
the safe and positive use of social media. This includes information on the website.
Parents/Carers are encouraged to comment or post appropriately about the academy.
In the event of any offensive or inappropriate comments being made, the school will
ask the parent/carer to remove the post and invite them to discuss the issues in
person. If necessary, refer parents to the academy’s complaints procedures.

Monitoring posts about the school

As part of active social media engagement, it is considered good practice to pro-
actively monitor the Internet for public postings about the academy.

The school should effectively respond to social media comments made by others
according to a defined policy or process.

Appendix

Managing your personal use of Social Media:

“Nothing” on social media is truly private

Social media can blur the lines between your professional and private life. Don’t use
the school/academy logo and/or branding on personal accounts

Check your settings regularly and test your privacy

Keep an eye on your digital footprint

Keep your personal information private

Regularly review your connections — keep them to those you want to be connected to
When posting online consider; Scale, Audience and Permanency of what you post

If you want to criticise, do it politely.



Take control of your images — do you want to be tagged in an image? What would
children or parents say about you if they could see your images?
Know how to report a problem

Managing school/academy social media accounts
The Do’s

Check with a senior leader before publishing content that may have controversial
implications for the school

Use a disclaimer when expressing personal views

Make it clear who is posting content

Use an appropriate and professional tone

Be respectful to all parties

Ensure you have permission to ‘share’ other peoples’ materials and acknowledge the
author

Express opinions but do so in a balanced and measured manner

Think before responding to comments and, when in doubt, get a second opinion
Seek advice and report any mistakes using the school’s reporting process

Consider turning off tagging people in images where possible

The Don’ts

Don’t make comments, post content or link to materials that will bring the
school/academy into disrepute

Don’t publish confidential or commercially sensitive material

Don’t breach copyright, data protection or other relevant legislation

Consider the appropriateness of content for any audience of school/academy
accounts, and don’t link to, embed or add potentially inappropriate content

Don’t post derogatory, defamatory, offensive, harassing or discriminatory content
Don’t use social media to air internal grievances.



