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[bookmark: _Hlk189573874]All Education Data Hub policies, procedures and guidance notes will be read in conjunction with the relevant HR advice and guidance.
1. [bookmark: _Toc195689710]Introducing our DP Policy
1.1		Our Data Protection (DP) Policy lays out our approach to data protection. We recognise the importance of 	protecting the personal data we are entrusted with, and this policy sets out how we comply with relevant 	legislation.
1.2.	If you have any queries about this Policy, please contact our Data Protection Officer, whose details can be 	found in our Privacy Notices.

[bookmark: _Toc195689711]2.	Scope and Responsibilities 
2.1.	This Policy applies to all staff, including temporary staff, consultants, governors, volunteers, and contractors, and anyone else working on our behalf. 
2.2.	All staff are responsible for reading and understanding this policy before carrying out tasks that involve 	handling personal data, and for following this policy, including reporting any suspected breaches of it to our 	Data Protection Officer.
2.3.	All leaders are responsible for ensuring their team read and understand this policy before carrying out tasks that involve handling personal data, and that they follow this policy, including reporting any suspected breaches of it.
2.4.	Our Data Protection Officer is responsible for advising us about our data protection obligations, dealing with breaches of this policy, including suspected breaches, incidents, identified risks, and monitoring compliance with this policy. Our Data Protection Officer is impartial and any other duties they perform will: 
· be Compatible with their duties as a data protection officer.
· not lead to a conflict of interest.

[bookmark: _Toc195689712]3.	DP Legislation & Regulator 
3.1.	Relevant legislation includes, but is not limited to:
· UK General Data Protection Regulation (UK GDPR);
· Data Protection Act 2018 (DPA 2018), which enacts the GDPR in the UK and includes exemptions and further detail, as well as offences that individuals can be prosecuted for;
· Privacy and Electronic Communications Regulations (PECR), which cover electronic direct marketing (“marketing” includes fundraising and promoting an organisation’s aims, not just selling.)
· [bookmark: _Hlk99364435]Freedom of Information Act 2000, which provides key definitions referred to in the other legislation.
· Environmental Information Regulations 2004	
· Human Rights Act 1998
· Computer Misuse Act 1990, which covers unauthorised access to, and use of, computers and computer materials.  
· Education (Pupil Information) Regulations 2005 which gives parents the right to access their child’s education record. 
· The School Attendance (Pupil Registration) (England) Regulations 2024
· [bookmark: _Hlk194392171]The Data (Use and Access) Bill (anticipated to be passed in 2025)
· Children's Wellbeing and Schools Bill (anticipated to be passed in 2025)
3.2.	In the UK, the Information Commissioner’s Office (ICO) is the data protection regulator. 
3.3.	Breaches of data protection legislation can result in significant monetary penalties and damage to reputation, as well as the risk of real harm to people whose data is handled in an unfair or unlawful way.
3.4.	Individual members of staff may be prosecuted for committing offences under Sections 170 – 173 of the DPA 2018.

[bookmark: _Toc195689713]4.	Our DP Objectives 
We are committed to making sure that:
4.1	Personal data is only processed in keeping with legal data protection principles. The principles include: data being processed lawfully, fairly and in a transparent manner; data being processed only for specific, explicit and valid purposes; data being adequate, relevant and accurate; data not being kept longer than is necessary; and data being kept secure;
4.2	We adopt a “Privacy by Design” and “Privacy by Default” approach;
4.3	We can demonstrate our accountability and compliance;
4.4	The people whose data we hold (Data Subjects) understand the ways and reasons why we process their data, and can easily and fairly exercise their rights around their data; 
4.5	We only share personal data when it is fair and lawful to do so, and when we share data we do it in a safe and secure way; 
4.6	Data is not transferred outside of the UK except where the country has an ‘adequacy decision’ or the transfer is covered by ‘appropriate safeguards’, as defined in UK GDPR Article 46, or there is a specific situation that allows the transfer as defined by UK GDPR Article 49;
4.7	All data breaches, including near misses, are managed properly and reported appropriately, so we can minimise any risks and improve practices in the future. This includes any breaches of the Data Protection Act (DPA 2018) where the individual responsible may be liable.

[bookmark: _Toc195689714]5.	 Our DP Rules
5.1	We follow the legal Data Protection Principles:
i.	Fair, lawful and transparent processing: The reason for processing personal data will meet one of the legal conditions listed in Article 6 of the UK GDPR.  In addition, when “special categories” of personal data are being processed, the purpose will also meet one of the legal conditions listed in Article 9 of the UK GDPR. “Special categories” are information about a person’s race or ethnic origin, political opinions, religious or similar beliefs, trade union membership, physical or mental health, sexual life or sexual orientation, or genetic and biometric data.
Legal conditions: See Annexe 1 for an explanation of the Legal Conditions for Processing.
Other legislation: All processing will also comply with the other DP Principles and any other relevant legislation, including the DPA 2018 and the Privacy and Electronic Communications Regulations (PECR) as appropriate. Any individual who obtains, discloses or retains data when they do not have permission to do so may be committing an offence under the DPA 2018 Section 170. All electronic “direct marketing” is subject to the PECR, which require us to obtain consent before sending direct marketing messages electronically by email or SMS (“marketing” includes fundraising and similar types of messages, not just selling.)
Transparency: To be fair and transparent, our data processing, including how and why we process data, is explained in our Privacy Notices. We also explain how and why data will be processed at the point where we collect that data, as much as is reasonably possible, and especially if the processing is likely to be unexpected. 
ii.	Purpose limitations: We only use the data we collect for the reasons we explained in our privacy notice. If we need to use it for another reason, we will inform our data subjects of the new reason for processing before we do it.
iii.	Data limitations: We minimise the amount of data that we collect and process, keeping it to only what is necessary for the reasons we are collecting it. We will never collect or keep any personal data “just in case”. 
iv.	Data accuracy: We will always try to make sure the data we collect and hold is accurate, and keep it up to date as appropriate. 
v.	Data retention: We only keep personal data for as long as is necessary for the reasons for which we are processing it, and we will be transparent with our data retention schedules which can be found below:

[bookmark: _MON_1811833639]	
Any individual who purposefully retains data that they do not have authority for may be committing an offence under the DPA 2018 Section 170.
vi.	Data security & integrity: We use both technical and organisational security measures to protect data from unauthorised or unlawful processing, or from accidental loss, destruction or damage. Security measures will be appropriate to the level of risk involved in the data and the processing. Our measures include, but are not limited to: technical measures such as ICT systems security, ICT access controls, pseudonymisation, and encryption; and organisational measures such as business continuity plans, physical security of our premises and data, policies, procedures, training, audits and reviews.
Security is considered at all times. This includes when data is being stored, used, transferred, or disposed of, whether the data is electronic or hard copy, and regardless of how and where the data is being accessed and stored, especially when data is sent or taken off site, or to another organisation.
Any individual who purposefully re-identifies pseudonymised information without permission may be committing an offence under the DPA 2018 Section 171.
Organisational measures include extensive staff training. All staff are trained. This training is delivered live and covers all aspects of Data Protection awareness. Key themes are explained, including lawful basis, consent, and breach and subject access request awareness. The training is based on 'lessons learned' from other schools, action taken by the ICO and incidents reported in the press. There is discussion, questions and debate. It includes an assessment which must be passed (75% is the pass score), the school holds a register of attendance and scores. 
This training is delivered in full every two years with refresher updates shared in between. A refresher 'inset' day pre-recorded presentation from the DPO is provided every September.
In addition, there is role-based training for Senior staff, Designated Safeguarding Leads, Governors, midday supervisors and other casual staff. 
Specific areas of compliance are addressed in a Bitesize suite of short courses, accessed regularly by relevant staff.

5.2	Privacy by Design & Default 
When we are planning projects or new ways of working that involve processing of personal data, we will consider the data protection implications, and how to make sure we meet legal and good practice requirements, from the planning stages, and keep a record of the outcomes.
For particularly high-risk processing, whether from a new or adapted way of working with personal data, we will do this using formal Data Protection Impact Assessments (DPIAs), to document the risks, decision-making process and decisions made, including recommendations and actions. 
High risk processing includes processing the data of children, especially if processing special categories of data about children. 
A DPIA is always required before setting up CCTV or biometric systems, or similar tracking technologies.
A DPIA may be carried out retroactively to decide if changes or new controls are needed for existing ways of working.
5.3 	To demonstrate and support our compliance with data protection legislation, we keep records of the processing we carry out, we have appropriate policies and procedures in place, we train our staff in data protection, we have a Data Protection Officer in post, we carry out regular audits and reviews of our activities, and we record and investigate data security breaches. 
Our records of processing include our contact details and information about why we are processing personal data, what types data we process, the categories of people we process data about, information about how long we hold the data for, and general information about our security measures, as well as the types of external organisations the data is shared with, including any transfers outside of the UK, and the safeguards in place if data is transferred outside the UK.

[bookmark: _Toc195689715][bookmark: _Ref64973783]6.	Rights: 
We process personal data in line with the legal rights of data subjects’, including their right to:
•	Be informed about their data being processed, which links to the first DP Principle of fair, lawful and transparent processing;
•	Request access to their data that we hold (sometimes requests are known as [Data] Subject Access Requests, or DSARs or SARs);
•	Ask for inaccurate data to be rectified; 
•	Ask for data to be erased (sometimes known as the “right to be forgotten”), in limited circumstances;
•	Restrict processing of their data, in limited circumstances;
•	Object to the processing, in some circumstances, including stopping their data being used for direct marketing; 
•	Data portability, which means to receive copies of some of their data in a format that can be easily used by another organisation or person;
•	Not be subject to automated decision making or profiling, if it has legal effects or similarly significant effects on the data subjects;
•	Withdraw consent when we are relying on consent to process their data;
•	Make a complaint to the ICO or seek to enforce their data-related rights through the courts.  
We will respond to, and fulfil, all valid requests within one calendar month, unless it is necessary to extend the timescale, by up to two months in certain circumstances.  Not all the rights are absolute rights, and we cannot always carry out the requested action in full, or at all. For example, the right to erasure may be limited in some circumstances because we are required to keep some records, and a number of exemptions in the DPA 2018 apply to SARs, meaning we can withhold some information in some situations.
In responding to requests, we also explain to data subjects they have the right to make a complaint to the ICO or seek to enforce their rights through the courts.
Any individual who purposefully alters, defaces, blocks, erases, destroys or conceals information to prevent it being provided in a SAR to a data subject who has requested it, and has a right to receive it, may be committing an offence under the DPA 2018 Section 173.

[bookmark: _Toc195689716]7.	Data sharing
7.1 Data Processors: 
We rely on the services of a number of external organisations to support our work (both management and curriculum).  These include people, companies, systems and software that process personal data as part of the work they do on our behalf.  These are our “data processors”. When working with data processors, we carry out appropriate due diligence checks to make sure that they can provide sufficient guarantees that they will comply with data protection legislation, including keeping data secure and cooperating with us to uphold data subjects’ rights. We will require contractors and their staff to comply with this DP Policy.
In accordance with UK GDPR Article 28, we will appoint data processors only on the basis of a legally binding, written contract, that requires them to, amongst other things: only process personal data based on our instructions; keep the data secure; assist us to comply with our legal obligations and uphold data subjects’ rights; delete or return the data at the end of the contract; and allow inspections and audits of their processing activities. Data Processor contracts, and compliance, will continue to be monitored throughout the contract period.  These are sometimes referred to as Data Processing Agreements (DPA).
7.2 Third Parties: 
We will only share personal data with any other external organisation, including other data controllers such as agencies and other schools, when the sharing meets one or more appropriate legal condition, and is carried out in keeping with the data protection principles and while upholding the rights of data subjects. Where necessary we will enter into Data Sharing Agreements (DSA), or similar agreements, to help facilitate the sharing of personal data. A DSA does not make the sharing lawful, it only provides a framework to work within, to help share data in an effective and safe way that respects people’s data protection rights, when an appropriate and lawful reason to share the data has been identified.

8. [bookmark: _Toc195689717]Non-UK data transfers
Personal data will not be transferred outside the UK unless it is allowed by the conditions in Chapter V of the UK GDPR, including having appropriate safeguards in place or the transfer being necessary for a specific situation that allows it. A “non-UK transfer” includes storing data on cloud-based software and systems where the servers that are located outside the UK, or where data remains in the UK, but is under the control of a non-UK service provider.

9. [bookmark: _Toc195689718]Data protection breaches and incidents
a. [bookmark: _Hlk195618058]All breaches, suspected breaches and incidents will be reported immediately to the Data Protection Officer, and will be investigated appropriately, corrective and preventive action taken and recorded. This includes, but is not limited to, any personal data we handle being lost, or being shared, destroyed, changed or put beyond use when it should not be. This also includes Cyber Incidents/Attacks.
b. Specifically, breaches and incidents that are likely to result in a risk to any rights and freedoms of the data subjects affected, will be reported to the ICO within 72 hours of the school becoming aware of them.
c. If a breach or incident is likely to cause a high risk to affected data subjects, we will also tell the data subjects, as soon as possible and without undue delay, to allow them to take any actions that might help to protect them and their data. We will also consider informing data subjects about a breach or incident, even if we are not legally obliged to, if it is appropriate for other reasons, such as preserving open communication.
d. We will log all breaches and incidents, including those that are not reportable to the ICO.
More information relating to data protection breaches and incidents can be found in Annexe.2 Data Protection - Personal Data Breach Procedure (including Cyber Incidents)

[bookmark: _Toc195689719]10.	Artificial Intelligence (AI)
We recognise that technology is rapidly evolving [and are committed to remaining at the forefront of developments, adapting our ways of working as necessary.
AI is an integral part of the modern world and offers numerous opportunities for enhancing teaching, learning, and administrative processes, as well as potential risks, including to data protection principles.
We have an Artificial Intelligence Policy as we aim to foster a responsible and inclusive environment for the use of AI in education, upholding privacy, fairness, and transparency for the benefit of all involved.
 



[bookmark: _Toc195689720]Annexe.1 Legal Conditions for Processing
[bookmark: _Toc195689721]A1.1 Introduction

 “Personal data” means any information where a living person is either identified or identifiable, from the information alone, or with other information.  Personal data can include written information, pupil work, photographs, CCTV and film footage or voice recordings, in electronic format (which can include in Social Media, apps, databases or other electronic formats) or hard copy (including copies printed from electronic sources, and handwritten data when it is part of a filing system, or intended to be filed).
“Special category data” is personal data that needs more protection because it is sensitive, and there are tighter controls around this type of data:
• personal data revealing racial or ethnic origin;
• personal data revealing political opinions;
• personal data revealing religious or philosophical beliefs; 
• personal data revealing trade union membership; 
• genetic data;
• biometric data (where used for identification purposes);
• data concerning physical and mental health;
• data concerning a person’s sex life; and
• data concerning a person’s sexual orientation.
In addition, the DfE advises that Pupil Premium/FSM status is treated as Sensitive Data. 
“Data Subjects” include our pupils, staff, contractors, parents, local authority contacts, and anyone else we might come into contact with. 
“Data Controller” means the school, which alone or jointly with other Data Controllers, decides on why and how personal data is processed.
“Processing” means collecting, storing, using, sharing and disposing of data.
“Processors” are the external bodies who processes personal data on behalf of the controller.

[bookmark: _Toc195689722]A1.2 Our role and basis for processing
The role of any school is to educate and safeguard children.  These are statutory obligations and come from various Acts and statutory instruments.
This means the overwhelming volume of our collection and processing data is based on the legal condition listed in Article 6 (1) c of the UK GDPR that “processing is necessary for compliance with a legal obligation to which the controller is subject”. The relevant legal obligations depend on the specific data processing, but they include:
Equality Act 2010 
Education (Governors’ Annual Reports) (England)(Amendment) Regulations 2002. 
Special Educational Needs and Disability Act 2001 
Health & Safety of Pupils on Educational Visits 1998 
Safeguarding Vulnerable Groups Act 2006 
Disability Discrimination Act(s) 
The Education Act 1944, 1996, 2002, 2011 
The Education & Adoption Act 2016 
The Education (Information About Individual Pupils) (England) Regulations 2013 
The Education and Skills Act 2008 
The School Attendance (Pupil Registration) (England) Regulations 2024
Statutory Guidance for Local Authorities in England to Identify Children Not Receiving Education – February 2007) 
The Education and Inspections Act 2006 
The Children Act 1989, 2004 
The Childcare Act 2006 
The Children & Families Act 2014 
Local Safeguarding Children Boards Regulations 2006 (SI 2006/90) 
The Localism Act 2011 Contract (traded services)
The Education (Pupil Information) (England) Regulations 2005
Keeping Children Safe in Education 2024 (Statutory Guidance)
Processing personal data as part of some of our functions related to safeguarding children that don’t directly link to a statutory function above is based on Article 6 (1) e of the UK GDPR, that “processing is necessary for the performance of a task carried out in the public interest.”
We have a separate Special Category Data Policy document which sets out in detail what lawful basis we rely on for processing Special Category Data. 
When we wish to process data for any other reason, we will ask for consent as per Article 6 (1) a of the UK GDPR.  Typically, this will be for areas of our work that includes the public celebration of our school and pupils’ work.  Data Subjects, or their parent/guardian, retain the right to change their consent preferences at any time by notifying the school office.

[bookmark: _Toc195689723]A1.3 Data Subjects’ Rights
All of our data subjects have a number of rights – these are detailed in section of the policy 1.6 above. 
To exercise these rights or for further help and information about processing and our commitment to keeping data safe, please contact our Data Protection Officer:
	[bookmark: _Hlk64982148]Data Protection Officer 
	Education Data Hub, Derbyshire County Council 

	DPO Email:
	dpforschools@derbyshire.gov.uk

	DPO Phone:
	01629 532888

	DPO Address:
	County Hall, Smedley Street, Matlock, Derbyshire, DE4 3AG



[bookmark: _Annexe.2_Data_Protection][bookmark: _Toc195689724]Annexe.2 Data Protection - Personal Data Breach Procedure (including Cyber Incidents)
[bookmark: _Toc195689725]A2.1 Introduction
A2.1.1	We recognise that a breach of personal data could happen, despite our policies, procedures and measures in place to protect personal data, and we will respond to any breach as quickly as possible in order to minimise any risks or potential harm to the school or to individuals. 
A2.1.2	This procedure supports our Data Protection Policy. It includes our guidelines for reacting to and handling any actual or suspected breach of personal data, as soon as we become aware of the incident, in line with the UK GDPR, the DPA 2018 and best practice. 

[bookmark: _Toc195689726]A2.2 Scope and Responsibilities
[bookmark: _Hlk195618381]This policy applies to all instances when it is known or suspected that personal data that the school handles has been subject to a breach or incident (see below for breach definition.)
All staff are responsible for reading, understanding and complying with this policy.
Our Data Protection Officer provides assistance and further guidance on data breaches and incidents. The Head Teacher is responsible for taking the lead on the steps in this procedure once a breach, or suspected breach, has been reported internally, including reporting to the Data Protection Officer.
Any staff member becoming aware of a breach or incident is responsible for immediately reporting it internally, to ensure it can be handled appropriately. 

[bookmark: _Toc195689727]A2.3 What is a Personal Data Breach?
A2.3.1 	If personal data we handle is lost, destroyed, altered, disclosed, accessed or put beyond use when it shouldn’t be, this is a Personal Data Breach.
A2.3.2 	Where we suspect personal data has been subject to a breach, we will follow this procedure until we are sure that the personal data has or hasn’t been breached.
A2.3.3. 	A personal data breach can occur accidentally or intentionally, and can be caused by staff, by an external threat (including cyber incidents), or anyone else. 

[bookmark: _Toc195689728]A2.4 Breach / Incident Response Plan
All members of staff are responsible for taking all reasonable steps and cooperating with key staff in following this procedure when a breach is found or suspected (including Cyber incidents/attacks). 
The breach response plan has 8 steps, which are covered in detail below:
1.	Report the breach or incident internally;
2.	Record the breach or incident (using the GDPRiS software where applicable)
3.	Assess the risk; 
4.	Contain and recover;
5.	Notify the ICO of the breach (if applicable);
6.	Notify the affected Data Subjects of the breach (if applicable);
7.	Review;
8.	Implement any necessary changes to prevent reoccurrence.
Use the Data Breach Checklist (at the end of this procedure) and Data Breach Log for all personal data breaches.

A2.4.1	Report the breach internally (staff)
As soon as you become aware of a breach, or possible breach, report it to the Head Teacher or School Business Officer who will lead on the breach response, including informing the Data Protection Officer of the breach and keeping them updated on the investigation and actions. 
The report will be made as soon as possible even if the breach is discovered outside of normal working hours. 

A2.4.2	Record the breach (school staff)
Log the breach or incident (using the GDPRiS software where applicable). Include as many details as possible and attach documents or evidence if appropriate.
If full details aren’t available immediately, log what information is available, and add more detail as it becomes available.

A2.4.3	Assess the risk (DPO)
Consider what harm could come from the breach, including who could be harmed, how they could be harmed, and how severe the harm could be, as well as how likely it is the harm will happen. This risk assessment, based on severity and likelihood, will depend on the types of information involved (how sensitive is it, what could be done with it?), how much information is involved, and how exposed the data is, as well as the individual circumstances of the data subjects (that the data is about).
Examples:
If a laptop has been lost, if it is encrypted there is a very small chance of any data being accessed. But if hard copy documents have been lost or left unattended, they are much more likely to be accessed and read. 
If personal data is included in an email by accident, the data may be at more risk of being misused if the email has gone to a member of the public, rather than to another school.
Accidentally disclosing an address might not pose a risk to most data subjects, but it could be very high risk for someone who is escaping domestic violence, or for the adoptive family of a child.

A2.4.4	Contain and recover (with DPO support)
Take reasonable actions to contain the risks, and/or recover the data, if possible. 
Containment and recovery actions could include, as appropriate:
•	Attempting to find lost devices or paperwork;
•	If devices have been stolen, report this to appropriate law enforcement agencies e.g. police.
•	If a breach or incident is still occurring, for example, due to an ongoing IT issue, then IT will take appropriate steps to minimise the breach, such as closing down an IT system or server.  In the event of a Cyber attack, immediately report to the Action Fraud line on 0300 1232040.
•	Warning staff and third parties such as the County Council, to be aware of any “phishing” attempts that might be linked to personal data that has been accessed by criminals/unauthorised people;
•	If data has been sent to, or shared with, someone it shouldn’t have been, consider if you can contact them to recover the data. Bear in mind that “recall” doesn’t usually work on externally sent emails;
•	If bank details have been lost/stolen, consider contacting banks directly for advice on preventing fraudulent 	use;
•	If the data breach or incident includes any entry codes or IT system passwords, change these immediately and inform the relevant agencies and members of staff;
•	Contacting the Trust / Local Authority Communications Division if part of the crisis service, so that they can be prepared to handle any press enquiries. 

A2.4.5	Notify the ICO of the breach (DPO);
Breaches or incidents that could cause a risk to people will be reported to the Information Commissioner’s Office (the ICO – the UK’s data protection regulator) and, in some cases, to the data subject(s) involved too.
Not all breaches will need to be reported. For example, if data is deleted in error it is technically a breach, but if the data is backed up and can be promptly reinstated, it does not represent a risk to data subjects. 
If the DPO decides not to report a breach to the ICO and/or the data subjects involved, the decision and reasons will be recorded. 
If it is likely the breach will result in a risk to people’s rights and freedoms, it will be reported to the ICO. 
Reports to the ICO will be made within 72 hours of us becoming aware of the breach. Information can be provided to the ICO in stages, giving them the details as and when we find out more, but the first contact will be within 72 hours.
The information to be provided to the ICO:
•	A description of the personal data breach or incident that has occurred including, where possible:
o	the types and approximate number of people whose data is involved;
o	the types and approximate number of personal data records involved;
•	The likely consequences of the breach or incident;
•	The measures taken, or proposed to be taken, in response to the breach, including actions to mitigate any possible harm to data subjects;
•	The name and contact detail of the Data Protection Officer, or any other contact details of people who can provide more information.
Guidance on how to report to the ICO is on their website: https://ico.org.uk/for-organisations/report-a-breach/

A2.4.6	Notify the affected Data Subjects of the breach (DPO);
If the risk to data subjects is assessed as high, the breach will also be reported to everyone whose data is involved, to allow them to take any appropriate steps to protect themselves and so they are aware of anything that may happen. For example, if financial information has been lost or stolen, they can alert their bank for fraudulent activity, or if passwords have been lost or stolen they can change them on their accounts and any other accounts that they used the same password on. 
We can choose to report to data subjects even if the risk is not high, if it would be better for us to tell them about the breach for other reasons, such as supporting transparent relations and trust. In many circumstances it will be preferable for data subjects to hear about a breach or incident from us rather than from any other source.

A2.4.7	Review
Once the immediate controls have been put in place, review how the breach happened, going right down to the root causes of the breach. Consider all possible impacts on the situation that may have caused, or contributed to, the breach. Identify what changes will help prevent any similar breaches in future.
The review stage also includes reviewing and evaluating the response to the breach. Consider how effective the response was, and if improvements could be made when handling any future breaches.
As examples, did the person who first became aware of the breach know to report it internally? Did attempts to recover the data work? How could the breach have been handled better or quicker?
The breach, and outcomes of the review, will be reported to the next available Senior Management Team meeting. Governors are given updates on GDPR in regular governing board meetings.  If systemic or ongoing problems are identified, then an action plan will be drawn up to put these right. If the breach warrants a disciplinary investigation, the manager leading the investigation will liaise with Human Resources or Internal Audit for advice and guidance.

A2.4.8	Implement any necessary changes to prevent reoccurrence.
Depending on what the review indicates about how the breach occurred, actions will be taken to reduce the risk of something similar happening, including amongst other things, improved IT security, new or improved written procedures, refresher training, improved supervision, changes to processes, communications to remind colleagues about risks, etc.
 


[bookmark: _Toc195689729]A2.5 Data Breach/Incident Checklist

	Action
	Give dates, initials and links to docs where appropriate

	Date and time of discovery

	

	Date and time of occurrence

	

	What happened

	

	Immediate steps taken to contain the breach, e.g. changing passwords, shutting computers down, halting network traffic, restore data from backups

	

	Acknowledge breach by thanking informant for information – log it here	

	

	Inform DPO 
01629 532888

	

	Assess Risk:
	[Consider how many people are affected, what type of data is involved, how could people be harmed, and how likely are they to be harmed?]

	Necessary to inform ICO?
0303 1231113	

	

	Date and time reported to ICO	

	

	Necessary to inform data subjects?
	

	Data subjects informed?

	

	Law enforcement agencies e.g. police informed?
	

	Any other third parties informed?
	[Consider banks, suppliers, anyone else who needs to know about the breach.]

	Review:	
	[Consider what was in place that should have prevented the breach, and why it failed, how could further breaches be prevented, how have we helped the people effected? Should we improve security, procedures, training, etc?]


	Steps taken to avoid reoccurrence

	

	Concluding letter

	

	SLT / Governors de brief

	

	Report completed by

	


[bookmark: _Toc195689730]Annexe.3 Data Protection Impact Assessment Guidance 
[bookmark: _Toc195689731]A3.1 Introduction 
A Data Protection Impact Assessment (DPIA) is a tool to help us identify how to comply with our data protection obligations and protect individuals’ rights. 
An effective DPIA, carried out in the earliest planning stages of a project pr change to policy, will allow us to identify and fix problems early on, reducing the associated costs, risks, and damage to reputation which might otherwise occur. 
This guidance explains the principles which form the basis for a DPIA, sets out the basic steps to carry out during the assessment process and includes a template which can be adapted as needed to fit the project. 
DPIAs will be drawn up with the assistance of the DPO, who will have the expertise needed to fully consider the issues, but the responsibility for ensuring a DPIA is undertaken lies with the staff member responsible for the project or policy. 

[bookmark: _Toc195689732]A3.2 What is a Data Protection Impact Assessment (DPIA)?
A DPIA is a process which helps an organisation to identify and reduce the privacy risks of any project which involves personal data. To be effective a DPIA will be used throughout the development and implementation of the School’s project.
 A DPIA will enable the school to systematically and thoroughly analyse how a particular project or system will affect the privacy of the individuals involved, as well as provide evidence of investigation into the suitability of any third parties who will be given access to data in the project.

[bookmark: _Toc195689733]A3.3 When will a DPIA be appropriate?
DPIAs will be considered for all new projects, at the earliest stages, to allow greater scope for influencing how the project will be implemented. A DPIA can also be useful when planning changes to an existing system. 
The school will carry out a DPIA for processing that is likely to result in a “high risk to individuals” (Article 35(1) UK GDPR). When considering if the processing is likely to result in high risk, the school and the DPO will consider the relevant ICO Guidance: 
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/ 
These list types of data processing that are likely to result in high risk. The most relevant to schools relate to processing of vulnerable data subjects (children), the processing of sensitive data or data of a highly personal nature, and monitoring of people’s online or offline behaviour. Because so many activities in schools include the processing of children’s data including sensitive data, it is likely that most projects in schools will require a DPIA to be carried out. 
Prior to implementation, use of AI tools will be assessed to consider if a DPIA is required to determine whether their use is proportionate and fair by assessing the benefits against the risks to the rights and freedoms to individuals and/or whether it is possible to put safeguards in place.
Conducting a DPIA does not have to be complex or time consuming but there will be a level of rigour in proportion to the potential privacy risks. 

[bookmark: _Toc195689734]A3.4 The Benefits of a DPIA 
Consistent use of DPIAs will increase the awareness of privacy and data protection issues within the school and ensure that all relevant staff involved in designing projects think about privacy at its earliest stages. 
Examples of where a DPIA would be appropriate
•	Purchasing/implementing a new IT system for storing and accessing personal data.
•	A data sharing initiative where two or more schools seek to pool or link sets of personal data. 
•	A proposal to identify people in a particular group or demographic and take action in relation to the group. 
•	Using existing data for a new and unexpected or more intrusive purpose.
•	A new database which consolidates information held by separate parts of the school
•	Legislation, policy or strategies which will impact on privacy through the collection or use of information, or through surveillance or other monitoring.
•	Purchasing/implementing cloud hosted applications.
•	The collection of new data on an existing system.
[bookmark: _Hlk195619818]•	Setting up a CCTV system. 
•	Authorising the use of a Generative AI platform. 

[bookmark: _Toc195689735]A3.5 Steps to be followed when considering a new project
A DPIA will be undertaken before a project is underway, in the same way that schools consider the cost impact of a project before making a commitment to spend any money. Consult with the DPO and consider consulting with affected data subjects as a first step. The DPIA process will then be a collaborative task between the Headteacher, Business Officer and staff who will be using the system/managing the project. 

[bookmark: _Toc195689736]A3.6 Monitoring
The completed DPIA will be checked and approved by the DPO and then submitted to the Governing Body for final review and approval. The Governing Body will monitor implementation of actions identified in DPIAs.  In urgent cases, approval may be delegated to the Headteacher. 
Where risks highlighted in the DPIA meet the school’s threshold, these will added to the risk register.
[bookmark: _Toc195689737]Annexe.4 Subject Access Request (SAR) Procedure

[bookmark: _Toc195689738]A4.1 Introduction
A4.1.1	We process personal data in line with all of the legal rights of data subjects’, including their right to:
•	Be informed about their data being processed, which links to the first DP Principle of fair, lawful and transparent processing;
•	Request access to their data that we hold;
•	Ask for inaccurate data to be rectified; 
•	Ask for data to be erased (sometimes known as the “right to be forgotten”);
•	Restrict processing of their data, in limited circumstances;
•	Object to the processing, in some circumstances, including stopping their data being used for direct marketing; 
•	Data portability, which means to receive copies of some of their data in a format that can be easily used by another organisation or person;
•	Not be subject to automated decision making or profiling, if it has legal effects or similarly significant effects on the data subjects;
•	Withdraw consent when we are relying on consent to process their data;
•	Make a complaint to the ICO or seek to enforce their rights through the courts.

A4.1.2	This procedure supports our Data Protection Policy, and explains how we respond to requests from, or on behalf of, individuals for access to the data we hold that is about the individual. This is known as the right to access, and is a legal right under the UK GDPR and the DPA 2018. Requests are known as [Data] Subject Access Requests, or DSARs or SARs. 
A4.1.3	In addition, pupils, or parents on their behalf, have the right to access the pupil’s curricular and educational records, under the Education (Pupil Information) (England) Regulations 2005 (EPIR 2005). 
A4.1.4	For any queries about how to exercise any of the rights above, contact our Data Protection Officer.

[bookmark: _Toc195689739]A4.2 Scope and Responsibilities 
The right to access applies to all pupils, parents, staff and anyone else that we hold personal data about. In some circumstances, for example with pupils, a parent or other person with authority may make the Subject Access Request on their behalf.
All leaders are responsible for ensuring their team read and understand this procedure as they may receive a SAR on behalf of the school.
Our Data Protection Officer (DPO) provides assistance and further guidance on responding to SARs. 
Any individual who purposefully alters, defaces, blocks, erases, destroys or conceals information to prevent it being provided to a data subject who has requested it, and has a right to receive it, may be committing an offence. 

[bookmark: _Toc195689740]A4.3 Receiving a valid SAR 
Format: A SAR does not need to be in writing, it can be in any format, including a letter, email, text message, over social media, over the telephone, or face to face, and can be made to any representative of the school.
However, in order to process the request as efficiently as possible, and to help us comply with statutory timeframes, we ask that the form contained in Annexe 1 below is completed.
Content:  A SAR does not need to refer to data protection legislation or be described as a subject access request to be a valid SAR. Any request for access to personal information from, or on behalf of, a data subject, will be treated as a SAR.
Identity & Authority: We will verify the identity of the person making the SAR, and if the SAR is being made on behalf of someone else, we will confirm they have authority to act on their behalf in exercising their rights. Checking identity will not be used as a delaying tactic, and how to verify identity will depend on who is making the SAR, and how well they are known to the person handling the request. For example, a staff member will not usually be required to confirm their identity, but a request from a former staff member, or on behalf of someone else, would need to be verified using proof of identity, signature and address.
A parent / person with parental responsibility does not automatically have the right to make a SAR on behalf of their child.
A child may exercise these rights on their own behalf if we believe they are competent to do so. Assessing competence is based on the age, maturity and level of understanding of the child. Each situation will be decided in collaboration with the professionals working with the child, but 12 years is regarded as a starting point. A child will not be considered competent if it is evident that he or she is acting against their own best interests or under pressure from a parent or other person with authority.
Where a SAR is received from a parent of a competent child, consent to process the request and release all/part of the information will be sought from the child.
No charge: In most cases, a SAR will be responded to free of charge. In limited circumstances, where a request is manifestly unfounded or excessive an appropriate charge can be made. Requests made under EPIR 2005 may be charged for. A proposed charge will be agreed with the DPO.
Refusing to fulfil a SAR: In limited circumstances, the request or elements of it may be refused under the exemptions in the DPA 2018, for example:
•	if the requestor cannot confirm their identity or authority to make the request on behalf of another person, 	the request will be refused until confirmation is provided; 
•	where a request is manifestly unfounded or manifestly excessive;
•	information relating to education data, social work data or health data if might cause serious harm to the physical or mental health of the data subject or another individual (this applies even when a competent child has consented to their parent receiving their data); 
Elements of data held that may be withheld or redacted, include:
•	information that would reveal that a child is at risk of abuse, where disclosure of that information would not be in the child’s best interests (this applies even when a competent child has consented to their parent receiving their data); 
•	information contained in adoption and parental order records; 
•	certain information given to a court in proceedings concerning a child. 

[bookmark: _Toc195689741]A4.4 Responding to a SAR
Timescales: SARs will be responded to as soon as possible, and within one month at the latest. In the case of complex or multiple requests an extension of up to an extra two months can be applied, but the requestor will be informed of the extension within the first month. The calculation of time will commence once the SAR is determined as valid. An acknowledgement will be sent to the requestor as soon as possible to inform them that the SAR has been received, the start date, and that it is being processed. 
For SARs, school holidays, bank holidays and weekends are all included within the month. For example, a valid SAR received on 20th July will be fulfilled by 20th August despite the school closure.
Requests made under EPIR 2005 will be fulfilled within 15 school days.
Format: The DPO will decide with the requestor, the most appropriate and preferred method of providing information.
Content: The ‘right to access’ allows the requestor to receive information held about them, as a Data Subject. The requestor will not necessarily receive every version of information, if it is held in different ways or duplicated. Access is to the data, not the particular documents.
Third party data: Where the person’s data is combined with another person’s data, which does or could identify that other person (third party), that data may be redacted, or withheld if redaction would not fully prevent the other person being identified. Data can be disclosed that identifies the third party if that person has given their consent to disclose it, or it is judged to be reasonable to disclose the information without that person’s consent.  Deciding if it is reasonable will take into account things such as the type of information, any duty of confidentiality owed, the role of the other person, whether the person is capable of giving consent, and whether they have expressly refused consent. 

[bookmark: _Toc195689742]A4.5 Exemptions
Exemptions under the DPA 2018 allow us to withhold data from a SAR in some further circumstances, including amongst others: where legal professional privilege applies, where management forecasts or negotiations could be prejudiced by disclosing the data, confidential references, and where exam results are requested but they are not yet due to be published.
The application of exemptions will be approved by the DPO, but if in doubt do not disclose information, as it can always be disclosed at a later date.
Response: When sending the relevant data to the requestor, the information will be clear, so any codes or jargon used will be explained in the SAR response. In responding to requests we also explain to data subjects they have the right to make a complaint to the ICO or seek to enforce their rights through the courts.
Data subjects also have a right to receive, in response to their SAR, the following information, which is contained within our Privacy Notice (a link to which will accompany the release):
•	the purposes of our processing;
•	the categories of personal data concerned;
•	the recipients or categories of recipient we disclose the personal data to;
•	retention periods for storing the personal data or, where this is not possible, our criteria for determining 	how long it will be stored for;
•	the existence of their right to request rectification, erasure or restriction or to object to such processing;
•	information about the source of the data, where it was not obtained directly from the individual;
•	the existence of any automated decision-making (including profiling); and
•	the safeguards we provide if we transfer their personal data to a third country or international organisation.
Monitoring: The receipt of SARs will be logged and coordinated centrally, using GDPRiS where appropriate, to ensure timescales are being met and SARs are being handled appropriately.
 
[bookmark: _Toc195689743]A4.6 SAR Request Form
Section 1
About yourself or person you are making this request on behalf of (Please use block capitals and black ink) – this information will help us to identify the personal data that we may hold about you.
	Title  
(Mr /Mrs /Miss /Ms /Dr /Rev etc)
	



	Surname/Family Name
	

	First Name(s)
	

	Maiden/Former Name(s) 
(if applicable)
	



	Date of Birth    (dd/mm/yyyy)
	



	Home Address 
(Include Postcode)

	



This is the address to which all replies will be sent, unless you specify otherwise. 
	Name of person making request on behalf of data subject (if applicable)

	Surname/Family Name
	

	First Name(s)
	

	Relationship to data subject
	

	Preferred alternative address for correspondence 
(if applicable)
	







	Contact telephone number
	

	Contact e mail address
	



Section 2- About your request
What records that you believe we hold would you like access to:
	





	Have you made a request for this information before?  (Yes/No)
	

	If Yes, could you please provide date of request?   (dd/mm/yyyy)
	



	Where do you want to view your information?
For example in person, or be sent a paper copy to your home or alternative address or be sent a copy in a specific electronic format to an e mail address 
(if this is your preferred option we would encrypt the file to keep it secure)

	



	Do you need any other help with this request? (Please specify below)

	




Section 3 - Proof of identity
Establishing Proof of Identity 
If we have a verified current address for you on our systems we will contact you at that address and ask you to confirm that the request has come from yourself.
If this is not possible, we will ask for documentary evidence to verify you are who you say you are. 
To help establish your identity we may ask you to provide at least two different documents which, between them, provide sufficient information to prove your name, date of birth, current address and signature. For example, a combination of driving licence, medical card, birth/adoption certificate, passport and any other official documents e.g. utility bills, which show those details. 
If you are making this request on behalf of someone else you must provide evidence you have the right to do so, e.g. letter of consent, birth certificate evidencing you have parental responsibility for a child or any other relevant legal documentation, unless you have supplied this information to us already for other purposes.
On receipt of completed form we will contact you to arrange verification of these documents.
Please note that it may be necessary to seek further information or proof of identity (of data subject or requestor) before the request can be processed. If this is the case, then the statutory one month day limit will start from the date all necessary information and proof is received. Every effort will be made to provide you with your information as soon as possible after receipt of your application, however in some cases we may need longer than a month to respond to your request if any complex issues are involved.
Section 4 – Declaration
(To be signed by the Requestor) 
The information, which I have supplied in this application, is correct, and I am the person to whom it relates/I have the right to make this request on their behalf (delete as appropriate).
Signature
	
Date	

Warning – A person who impersonates another or attempts to impersonate another may be guilty of an offence.  It is similarly an offence to coerce consent from a Data Subject or interested third party.
Should any advice or guidance be required in completing this application, please contact our Data Protection Officer.
General advice on the UK GDPR and Data Protection Act 2018 can be obtained from The Information Commissioners’ Office, contact details are below.
The information on this form will only be used to support you in exercising your rights under the Data Protection Act 2018 and will be destroyed, in line with our retention policy, after a decision on your request has been made. For further information on how the school may use your personal information visit: GDPR | Melbourne Infant School
Please return this form once completed to: 
FAO Data Protection Officer, Melbourne Infant School
Mark your envelope “Subject Access Request - Confidential”.
	Data Protection Officer 
	Education Data Hub, (GDPR for Schools), Derbyshire County Council 

	DPO Email:
	dpforschools@derbyshire.gov.uk

	DPO Phone:
	01629 532888

	DPO Address:
	County Hall, Smedley Street, Matlock, Derbyshire, DE4 3AG


If however you are dissatisfied with our response to your concerns you can of course contact the ICO quoting our ICO registration number Z6385715 and stating that the Data Controller is Melbourne Infant School.
Information Commissioners Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Tel: 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national rate number
Fax: 01625 524 510
Website: https://ico.org.uk/concerns/


[bookmark: _Toc195689744]Annexe.5 Requests under the Freedom of Information Act 2000 / Environmental Information Regulations 2004
Requests for Environmental Information, for example, information about land development, pollution levels, energy production, and waste management will dealt with under the Environmental Information Regulations 2004, all other requests will be dealt with under the Freedom of Information Act 2000
[bookmark: _Toc195689745]A5.1 Introduction: what a publication scheme is and why it has been developed

One of the aims of the Freedom of Information Act 2000 (FOIA) is that public authorities, including all maintained schools, should be clear and proactive about the information they will make public. Therefore, all schools are required to produce a Publication Scheme that specifies the classes of information which the school publishes or intends to publish.
The scheme must set out the school’s commitment to make certain classes of information routinely available, such as policies and procedures, minutes of meetings, annual reports and financial information.
Melbourne Infant School will make the publication scheme available on the website under ‘freedom of information’, ’guide to information’ or ‘publication scheme’. If required, information should also be available in hard copy. If the school are asked for any of the information listed on the publication scheme, it will be made available quickly and easily. 
[bookmark: _Hlk195621514]In order to comply with the above, Melbourne Infant School will produce a publication scheme, setting out:
•	The classes of information which we publish or intend to publish;
•	The manner in which the information will be published; and
•	Whether the information is available free of charge or on payment.

The scheme (in 5.6 below) covers information already published and information which is to be published in the future. 
Some information which we hold may not be made public, for example personal information.
This publication scheme conforms to the model scheme for schools approved by the Information Commissioner, which sets out Melbourne Infant School’s high-level commitment to proactively publish information. 

[bookmark: _Toc195689746]A5.2 Values
Our school vision and values can be found on our website: https://www.melbourne-inf.derbyshire.sch.uk/our-school/mission-statement 
In addition to our obligations under the FOIA and EIR, we seek to be as transparent as possible with our community and stakeholders. This annex outlines how we will respond to requests.

[bookmark: _Toc195689747]A5.3 Categories of information published
This publication scheme guides you to information which we currently publish or which we will publish in the future. This is split into categories of information known as ‘classes’. These are contained in section 5.4 below. 
[bookmark: _Toc195689748]A5.4 Classes of Information Currently Published
A5.4.1 Information to be published on the [insert name of school/trust/academy] website
[bookmark: _Hlk194651131][Academy/Colleges only] The information required to be published on the school/trust/academy [school to delete as appropriate] website can be found here: What academies, free schools and colleges must or should publish online - GOV.UK (www.gov.uk).
[Maintained schools only] The information required to be published on the school website can be found here: What maintained schools must or should publish online - GOV.UK

A5.4.2	Governing Body Documents
Information published in governing body documents includes:
•	The name of the school
•	The category of the school 
•	The name of the governing body
•	The manner in which the governing body is constituted
•	The term of office of each category of governor if less than 4 years
•	The name of anybody entitled to appoint any category of governor
•	Details of any trust
•	If the school has a religious character, a description of the ethos
•	The date the instrument takes effect
• 	A ‘public’ version of governing body and its committees minutes that have been approved by the governing body [current and last full academic school year].

A5.4.3	Melbourne Infant School  Policies & Information [including pupils & curriculum] 
Policies that can be found on the school website.  The full range of policies can be found on our website.
This includes but is not limited to:
· Attendance Policy
· Charging and Remissions Policy
· Child Protection and Safeguarding Policy
· Complaints Procedure 
· Curriculum Information
· Data Protection Policy
· Disability Equality Duty
· Homework Policy
· Lettings Policy
· Mission Statement
· Privacy Notices
· SEN and Disability Policy


A5.4.4	Other information related to the school
•	Published reports of Ofsted referring expressly to the school
•	Published report of the last inspection of the school and the summary of the report and where appropriate inspection reports of religious education in those schools designated as having a religious character 
•	Post-Ofsted inspection action plan - A plan setting out the actions required following the last Ofsted inspection and where appropriate an action plan following inspection of religious education where the school is designated as having a religious character
•	School session times and term dates
•	School Calendar
•	Details of school events and Inset days throughout the academic year

[bookmark: _Toc195689749]A5.5 How to request information 
Where information is not published on our website, you may make a request by contacting the school in writing.

To help us process your request quickly, please clearly mark any correspondence “FREEDOM OF INFORMATION REQUEST or ENVIRONMENTAL INFORMATION REQUEST”.
We will, respond to requests no later than 20 working days from receipt of the request. 
Except where:
•	We reasonable require further information to meet a request, have informed the requestor of this requirement, but have not been supplied with that further information.
•	The information is no longer readily available as it is contained in files that have been placed in archive storage or is difficult to access for similar reasons.
•	An exemption applies under part 2 of the Freedom of Information Act 2000 or part 3 of the Environmental Information Regulations 2004.
•	The cost of providing the information exceeds the appropriate limit under Freedom of Information Act 2000, part 1, section 12. 
•	The request is vexatious or manifestly unreasonable.
•	The request is a repeated request from the same person made within 60 consecutive working days of the initial one.
•	A fee notice was not honoured.

Where information has been exempted from disclosure, we will, within 20 working days, give notice to the requestor which:
•	States the fact, and
•	Specifies the exemption in question.

A5.5.1 Format 
The information provided will be in the format requested, where possible. Where it is not possible to provide the information in the requested format, we will assist the requestor by discussing alternative formats in which it can be provided.
The information provided will also be in the language in which it is held, or another language that is legally required. Translations and alternative formats required under relevant disability and discrimination regulations will be provided where necessary.

A5.5.2 The appropriate limit
The school will not comply with any freedom of information request that exceeds the statutorily imposed appropriate limit of £450.
In determining whether the cost of complying with a freedom of information request is within the appropriate limit, we will take account only of the costs we reasonably expect to incur in relation to:
•	Determining whether we hold the information.
•	Locating the information, or a document which may contain the information.
•	Retrieving the information, or a document which may contain the information.
•	Extracting the information from a document containing it.
•	Costs related to the time are to be estimated at a rate of £25 per person per hour.

Where multiple requests for information are made to the school within 60 consecutive working days of each other, either by a single person or by different persons who appear to be acting in concert, the estimated cost of complying with any of the requests is to be taken to be the total costs to the school of complying with all of them.

[bookmark: _Toc195689750]A5.6 Advice & Assistance 
The school has a duty to provide advice and assistance and will do so in the following circumstances.  
•	If an individual requests to know what types of information the school holds and the format in which it is available, as well as information on the fees regulations and charging procedures.
•	If a request has been made, but the school is unable to regard it as a valid request due to insufficient information, leading to an inability to identify and locate the information.
•	If a request has been refused, e.g. due to an excessive cost, and it is necessary for the school to assist the individual who has submitted the request.

The school will provide assistance for each individual on a case-by-case basis.

In order to provide assistance as outlined above, the school will engage in the following good practice procedures:
 
•	Make early contact and keep the requestor informed of the process of their request.
•	Accurately record and document all correspondence concerning the clarification and handling of any request.
•	Give consideration to the most appropriate means of contacting the requestor, taking into account their individual circumstances.
•	Remain prepared to assist a requestor who has had their request denied due to an exemption.

The school will give particular consideration to what level of assistance is required for a requestor who has difficulty submitting a written request.

In circumstances where a requestor has difficulty submitting a written request, the school will:
•	Make a note of the application over the telephone and then send the note to the requestor to confirm and return – the statutory time limit for a reply would begin here.
•	Direct the individual to a different agency that may be able to assist with framing their request.
This list is not exhaustive and the school may decide to take additional assistance measures that are appropriate to the case.

Where a requestor’s request has been refused either because the information is accessible by other means, or the information is intended for future publication or research, the school as a matter of good practice, will provide advice and assistance.
The school will advise the requestor how and where information can be obtained, if it is accessible by other means.
Where there is an intention to publish the information in the future, the school will advise the requestor of when this publication is expected.
If the request is not clear, the school will ask for more detail from the requestor in order to identify and locate the relevant information, before providing further advice and assistance.
If the school is able to clearly identify the elements of a request, it will respond following usual procedures and will provide advice and assistance for the remainder of the request.
If any additional clarification is needed for the remainder of a request, the school will ensure there is no delay in asking for further information.
If a requestor decides not to follow the school’s advice and assistance and fails to provide clarification, the school is under no obligation to contact the requestor again.
If the school is under any doubt that the requestor did not receive the advice and assistance, the school will re-issue it.
The school is not required to provide assistance where a requestor’s request is vexatious or repeated, as defined under section 14 of the Freedom of Information Act 2000 or manifestly unreasonable under regulation 12(4)(b) of the Environmental Information Regulations 2004.  
The school is also not required to provide information where the cost of complying with a request exceeds the limit outlined in the Freedom of Information Act 2000. In such cases, the school will consider whether any information can be provided free of charge if the requestor refuses to pay the fee.
A record will be kept by the school of all the advice and assistance provided.


[bookmark: _Toc195689751]A5.7 Paying for information
Information published on our website is free, although you may incur costs from your Internet service provider. If you don’t have Internet access, you can access our website using a local library or an Internet café.
Single copies of information covered by this publication are provided free unless stated otherwise in section 6. If however your request means that we have to do a lot of photocopying or printing, the following charges will apply: 
•	5p per single side of A4, 
•	10p per single side of A3. 
•	plus any postal charge at the current rate applied by Royal Mail. 
For a priced item such as some printed publications or videos we will let you know the cost before fulfilling your request. Where there is a charge this will be indicated on application on an individual basis.


[bookmark: _Toc163994801]A5.7 Feedback and Complaints
If you want to make any comments about this publication scheme or if you require further assistance or wish to make a complaint please contact the School Office, Headteacher or School Data Protection Officer: 
	Data Protection Officer 
	Education Data Hub (GDPR for Schools), Derbyshire County Council 

	DPO Email:
	dpforschools@derbyshire.gov.uk

	DPO Phone:
	01629 532888

	DPO Address:
	County Hall, Smedley Street, Matlock, Derbyshire, DE4 3AG




If however you are dissatisfied with our response to your concerns you can of course contact the ICO quoting our ICO registration number Z6385715 and stating that the Data Controller is Melbourne Infant School.
Information Commissioners Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Tel: 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national rate number
Fax: 01625 524 510
Website: https://ico.org.uk/concerns/

[bookmark: _GoBack]
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		Minor amendments indicated in green text.

4. Disposal of Data- amended some wording from ‘disposed of’ to destroyed

5. Transfer to Archives – this section has been re-written

Added a paragraph to section 6 regarding the transfer of paper copies to digital and the disposal of said paper copes

8. Management Information System (MIS) section updated

11. Academisation- this section has been re-written

Updated ‘The Education (Pupil Registration) (England) Regulations 2006’ to ‘The School Attendance (Pupil Registration) (England) Regulations 2024’

Wording and abbreviations updated throughout:

	KCSiE 2024 (also updated paragraph references and 	hyperlinks)

	Updated the words ‘must’ and ‘should’ to ‘will’ where 	necessary throughout.

13. Retention Tables: 

Amended Retention table throughout regarding when to offer certain information to the Local Authority Record Office at the end of use or when school closes. 

5. School Communications- added 5.2 section which covers Pupil emails. 

8.6. Directors – disqualification (MATs only) added to retention table

10.11. Fire Assessments added to retention table

11.4. Records relating to school vehicles (records that are not required anywhere else e.g. health and safety, litigation etc) added to retention table

Updated info for 15.1. 

15. Financial Management – School Meals, added a new section (15.4) which covers retention in relation to the breakfast club grant. 

19.3- Added in retention guidance for unauthorized absence

20. Special Educational Needs (SEN) updated

































































This document will be reviewed annually and sooner when significant changes are made to the law



[bookmark: _Hlk97299262][bookmark: _Hlk127445695]Guidance from the Department for Education about school policies can be found here: https://www.gov.uk/government/publications/statutory-policies-for-schools-and-academy-trusts/statutory-policies-for-schools-and-academy-trusts
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[bookmark: _Toc195793134]1.	How to use this document

This is a very big document. It can be read from front to back, but this will take time, alternatively you can select from an A-Z of relevant provisions.

A-Z

		Admissions



		Attendance



		Central Government



		Child Protection (CP) / Safeguarding Records



		Curriculum (Implementation)



		Curriculum Management



		Extra Curriculum Management



		Family Liaison / Early Help / Alternative Provision



		Financial Management – Accounts and Statements including Budget Management



		Financial Management – Contract Management



		Financial Management – Risk & Insurance, Asset Management



		Financial Management – School Fund



		Financial Management – School Meals



		Governing Body



		Headteacher & Senior Management/Leadership Team



		Health and Safety



		HR - Management of Disciplinary and Grievance Processes



		HR – Operational Staff Management



		HR – Payroll & Pensions



		HR – Recruitment



		Local Authority Returns



		Medication (Administration Records)



		Operational Administration



		Parent / Alumni Associations



		Property Management



		Pupil Education Record inc SEN, Ed Psych reports



		Recording Meetings, calls, online lessons, training



		School Communications inc email & social media



		Special Educational Needs (SEN)



		Work Experience / Placement (pupil)





[bookmark: _Toc195793135]2.	Introduction

This record retention and deletion policy contains recommended retention periods for the different record series created and maintained by Melbourne Infant School. The schedule refers to all information whether it is held in hard copy or electronic format including cloud and web based or on third party platforms.

Some of the retention periods are governed by statute.  Others are guidelines, following best practice, employed by schools throughout the United Kingdom.  Every effort has been made to ensure that these retention periods are compliant with the requirements of the UK General Data Protection Regulation 2018 (UK GDPR), the Data Protection Act 2018 (DPA), the Human Rights Act 1998, the Freedom of Information Act 2000 (FOI) and the Code of Practice on Records Management (under Section 46 of the FOI).

Managing records series using these retention guidelines will be deemed to be ‘normal processing’ under the terms of the legislation noted above.  If those record series are to be kept for longer or shorter periods than the time scales held in this document, the reasons for any deviation will be recorded.



[bookmark: _Toc66172759][bookmark: _Toc195793136]3.	Purpose

[bookmark: _Hlk195605463]This policy, for managing records at Melbourne Infant School has been drawn up in conformity with legislation, regulations affecting schools and best practice as promoted by the Information and Records Management Society (IRMS).

[bookmark: _Hlk187756397]As well as containing Record Retention tables, this document sets out more general information and guidelines for recording, managing, storing and the disposal of data, whether they are held on paper or electronically (including online), in order to assist staff, and the school, to comply with the General Data Protection Regulation (EU) 2016/679 (GDPR) including as adopted by the United Kingdom as a result of its exit from the European Union (“UK GDPR”), Data Protection Act 2018 and the FOI.  It will be read and used in conjunction with all of our related policies.

It is expected that;

· All information held by Melbourne Infant School needs to be justifiable, by reference, to its purpose.

· [bookmark: _Hlk189575556]Melbourne Infant School will be transparent and accountable as to what data they hold.

· Melbourne Infant School will understand and explain the reasons why they hold data.

· Melbourne Infant School will be able to respond to Subject Access Requests.

· Melbourne Infant School will be able to amend, delete or transfer data promptly upon any justified request.

· Melbourne Infant School will be able to audit how personal data was collected and when and why.

· Melbourne Infant School will hold sensitive data securely, accessed only by those with reason to view it and possess a policy as to why it is needed.

· Melbourne Infant School will have retention policies that reflect the importance of records relating to child sexual abuse to victims and survivors, and that they may take decades to seek access to such records. 



[bookmark: _4._Disposal_of][bookmark: _Toc66172768][bookmark: _Toc195793137]4.	Disposal of Data

Article 5(e) of the UK GDPR states that personal data will be ‘kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes... in order to safeguard the rights and freedoms of the data subject (‘storage limitation’)’.

[bookmark: _Hlk187756633]Not all data needs to be destroyed. The school will determine whether records are to be selected for permanent preservation, or for destruction or to be transferred into a different format.

When information is no longer required, it will be destroyed.  For confidential, sensitive or personal information, to be considered securely disposed of, it will be in a condition where it cannot either be read or reconstructed.  

Skips, ‘regular’ waste disposal and ribbon shredders are not secure.

Paper records will be cross-shredded, incinerated, or pulped.

CDs/DVDs/discs will be cut into pieces.  Hard copy images, AV recordings and hard disks will be dismantled and destroyed.  Where third party disposal companies are employed, a certificate of destruction will be obtained.  Staff working for external provider will have been trained in the handling and destruction of confidential data.

[bookmark: _Hlk187756684]If the school receives a request for records that have not yet been destroyed, even if they should have been destroyed, that record will still be made available to the requestor.

The FOI requires the school to maintain a list of all records that have been destroyed and who authorised their destruction. This record will be retained for 15 years. The appropriate members of staff (Data Lead) will record:

· File reference and/or unique identifier

· File title or brief description of contents

· Number of files

· Name of the authorising officer

An example is contained in Annex A.



[bookmark: _Toc66172769][bookmark: _Toc195793138]5.	Transfer of Records to Archives

[bookmark: _Toc195793139]a)	Storage archives, for school business purposes

[bookmark: _Toc66172770]Little-used records can clutter up the work environment. Some schools and trusts relieve pressure by moving records to a storage space until the retention period runs out. A school or trust lacking room to keep its records safe from harm (such as fire, flood, unauthorised access) may transfer them to a commercial storage service with credentials such as certification to the ISO 27001 information security standard. The school or trust remains legally responsible for the records.

[bookmark: _Toc195793140]b)	Historic archives, for school heritage

Usually, disposal means securely destroying the documents after the retention period. But if there is an enduring historical value in the records, disposal need not mean destruction. Instead, the school or trust may offer to transfer them to the care of a dedicated archival repository, such as the relevant local authority record office (see Find an archive | The National Archives). Establishing a relationship with an archival repository is the standard method for preserving institutional heritage, as it allows the community to view historic information in a comfortable and supervised setting. Archivists are trained not just to care for the physical documents (using acid-free packaging, humidity-controlled storage, etc) but to manage requests for access in accordance with data protection legislation. They may also loan documents back to the school or trust for special occasions such as anniversary events.

To identify records of historic value, look out for “offer to local record office” in the guidance below. Other records may have obvious historic interest even if they are not mentioned (e.g. a World War II roll of honour). The school / trust should approach the record office with a list of files and agree on how and when to transfer them. It may help to set aside items for permanent preservation routinely, such as by filing a single signed copy of the minutes and key agenda papers after each meeting of the governing body, ready to offer to the repository every few years.

Attempting to set up an onsite alternative to a local record office would be a complex undertaking. A school or trust wishing to do so should consult its Data Protection Officer and approach the record office for advice on management and storage conditions. Remember that archives can include electronic data such as digital photographs, which can only be digitally preserved with the right technical interventions (see the Digital Preservation Handbook).

[bookmark: _Toc195793141]6.	Transfer of Records to other Media

Where lengthy retention periods have been allocated to records, organisations will consider converting paper records to other media (e.g. digital or virtual, ‘cloud’ based).  The lifespan of the media, and the ability to migrate data, will be documented in a Digital Continuity Policy. A scanning risk assessment is recommended to ensure the procedure is adequate. Further information about digital continuity can be found on the National Archives website who also provide guidance on assessing and managing digital continuity risks and a digital continuity checklist. Organisations that believe that they need to retain digital records over a long period on devices, software systems or in formats that may become inaccessible due to developments in technology will seek further advice from the Data Protection Officer and their IT support staff. 

Once any paper records have been digitally converted, the paper copies of these records will then be securely and confidentially disposed of (see section 4. Disposal of Data). Melbourne Infant School will ensure that a record of destruction is held for these paper records (see Appendix A- example of how to create a destruction record). The only records that should always be retained as physical records are any original documents such as birth certificates, passports, marriage certificates etc (it is unlikely that schools will hold these types of documents). Documents of historical significance such as logbooks may also be retained as hard copies. 



[bookmark: _Toc66172771][bookmark: _Toc195793142][bookmark: _Hlk126761121]7.	Transfer of Records to other Settings & ‘Last Known School’

When a child leaves the school, all pupil records, including safeguarding/child protection records will be transferred in a secure manner, to the child’s new school.  If the records contain sensitive information (e.g. Child Protection records), proof of receipt will be obtained and logged by the school’s Data Lead. Keeping Children Safe in Education 2024 (KCSiE) states that “where children leave the school or college, the designated safeguarding lead should ensure their child protection file is transferred to the new school or college as soon as possible, and within 5 days for an in-year transfer or within the first 5 days of the start of a new term to allow the new school or college to have support in place for when the child arrives. The designated safeguarding lead should ensure secure transit, and confirmation of receipt should be obtained. For schools, this should be transferred separately from the main pupil file.”   All copies of data held by the school that the child has departed will then be deleted or retained in line with the retention schedule below, including all paper records and data stored electronically.  Generally, a record will be kept for tracking and auditing purposes only. Schools will be aware that where electronic systems are used, sending a pupil file to the next setting does not mean that their own copy of the file is deleted, so action should be taken to delete or archive copies retained where they are no longer required by the school that the pupil has left.

There are four main categories of pupil records that need to be transferred to other settings:

· Management Information System (MIS) data

[bookmark: _Hlk188362105]Data held on the MIS is extracted by the school using the Common Transfer File mechanism as specified in The Education (Pupil Information) (England) Regulations 2005 and subsequent amendments. The Department for Education specifies what data is to be included in the CTF in technical specification documentation. This will mean that the majority of information held on the MIS is transferred using the CTF method. However, it is important to note that not all personal data is transferred, only the data sets specified in the CTF schema. If the MIS has been used to store additional information (documents such as copies of end of year reports or letters) schools will take proactive action to ensure these are sent separately and securely. Traditionally, this sort of documentation was held in a pupil ‘buff’ file, but as organisations have turned to digital ways of working, these are frequently stored by attaching them to the digital MIS record. 

· Safeguarding/Child Protection records

Schools frequently use vendor educational technology (edtech) products to hold and transfer these records. Many of these products include the functionality to electronically transfer a copy of (and obtain receipt for) pupil records directly to the next school, where the same product is also used by the receiving school. Where this is not possible, these products should have the functionality to download a pupil record for it to then be transferred electronically or printed out and delivered to the new school. Paper records will be dealt with carefully to ensure that these are safely received by the new school. 

Some safeguarding edtech products enable schools to use the same system to record behavioural and other information in the same log. Schools will ensure that safeguarding/child protection records are clearly identified as such so that the receiving school can quickly identify this information. The school will consider if information such as behaviour notes needs to be transferred to the next setting, or whether it will be deleted if no longer required or relevant (e.g. a child’s toileting routine may be very relevant when younger, or merits/demerits received but does not need to be part of a permanent safeguarding record). 

· Special Educational Needs records

It is becoming more common for schools to use vendor edtech products to manage these records. Whether stored in such edtech products, on Melbourne Infant School IT systems/cloud storage or on paper, the SEND co-ordinator will ensure that a complete record is compiled and passed securely to the next school. 

· Pupil ‘buff’ files

For many schools, in recent years, the traditional pupil buff files have dwindled in relevance and importance as organisations have increasingly moved to digital storage. Schools are left with either sending or receiving folders which are very light and seemingly irrelevant. However, there will be documentation, whether on paper or electronic (on the server, in emails, in the MIS) that will be sent to the next setting that the pupil will attend. The Education (Pupil Information) (England) Regulations 2005 state that this “Educational Record” will be transferred to the next setting within 15 school days of confirmation that a pupil is registered at another school. There may be a significant amount of material that is not contained in the CTF, safeguarding or SEND records that will be transferred to the next setting. Schools may have inadvertently not adapted their records transfer practices as management of these records have moved from a paper ‘buff’ file to digital format and so this will be noted where relevant on the retention schedule below.



Schools may wish to retain some minimal ‘skeleton’ data about pupils’ admission, departure and next destination (where known) in order to respond to any requests for information about these pupils and for the historical archive. They may also wish to retain records relating to safeguarding/child protection or SEND records, even though there is no legislative requirement to do so (i.e. to have their own copy of evidence in case of any later legal action).   If schools intend to create and maintain skeleton records or retain copies of records, this will be noted on the retention policy. In some instances, schools may have a legitimate interest in retaining a copy of more detailed pupil records for a longer time period. If the school does retain pupil records, then they will be prepared to justify this retention and will need to consider if a Data Protection Impact Assessment should be completed for any extended retention of records once a pupil has left the school. See section 17.5 below. 

Responsibility for maintaining the pupil record passes to the ‘last known school’.

The school is the final or last known school if:

· secondary phase and the pupil left at 16 years old or for post-16 or independent education, or;

· at any point the pupil left for elective home education, they are missing from education, or have left the UK, or have died.



Tertiary colleges are not included in this definition, therefore the school will retain the record. However, the college will receive a copy of the child protection file, as per the requirements of KCSiE above.



The Pupil Record will be retained as a whole for 25 years from the date of birth of the pupil, after which time, if no longer required, it can be deleted or destroyed. 

SEN and other support service records can be retained for a longer period of 31 years to enable defence in a “failure to provide a sufficient education” case. 

If a school wishes to retain data for analysis or statistical purposes, it will be done in an anonymised fashion.

[bookmark: _Toc195793143]8.	Management Information System (MIS)

The majority of pupil records and some staff records are held on the school MIS.  Managing data retention on the MIS can be complex because different data sets held on the MIS have different retention requirements. School staff have limited time and resources to manage these differing retention periods and will work with their MIS provider to request support on how to efficiently delete data sets from a record without deleting the entire record (or deleting all data sets except those that are required as part of the ‘skeleton’ record for long term retention). Where this is not possible, schools may make a policy decision to retain the entirety of a record for the longest applicable retention period for a data set within the MIS (usually current plus six years).  The school will set out how records will be retained in the MIS in the relevant section of the Retention Table below. 

[bookmark: _Toc195793144]9.	Records relating to Child Sexual Abuse

Records relating to child sexual abuse will be retained for 75 years, in line with the recommendations arising from the outcome of the Independent Inquiry into Child Sexual Abuse (IICSA). The Inquiry stated that these records should be retained for such a long period in recognition of the importance of these records to victims, but that they should be regularly reviewed during that extended retention period. Organisations will particularly need to consider digital continuity where:

· they hold digital records for staff or governors, or 

· they are the ‘last known school’ responsible for this long retention period for any relevant pupil records.

Where there is evidence, or allegations of child sexual abuse, then it will almost certainly be appropriate to retain the entire pupil, staff or other record as a whole, not just the parts of the record that pertain to the abuse. Staff whose duties include reviewing or digitising records will be trained to understand the importance of any evidence or allegations of child sexual abuse that they may happen to uncover, whether that was what they were looking for and the importance of them bringing these to the attention of school leadership and/or preserving these records. 

The Inquiry report also recommends that the UK government directs the Information Commissioner’s Office (ICO) to introduce a Code of Practice on retention of and access to records known to relate to child sexual abuse. This Policy will be updated in line with any Code of Practice from the ICO. The report states that such a code should set out that institutions should have:

· retention policies that reflect the importance of such records to victims and survivors, and that they may take decades to seek to access such records;

· clear and accessible procedures for victims and survivors of child sexual abuse to access such records;

· [bookmark: _Toc66172772]policies, procedures and training for staff responding to requests to ensure that they recognise the long-term impact of child sexual abuse and engage with the applicant with empathy.



[bookmark: _Toc195793145]10.		Retention of Records relating to Staff

[bookmark: _Hlk127204000]As stated above regarding the long-term retention of minimal pupil records, schools may wish to retain very basic ‘skeleton’ records about staff beyond the normal retention of the whole personnel/HR file. This information may include the staff name, role, contract start and end dates. This may be useful for schools who may need to respond to requests for information from/regarding staff, in the event of it being needed for litigation or other legal purpose and as part of their historical archive. If schools intend to create and maintain these records, this will be noted on the retention policy (at section 7.11 below)

[bookmark: _Toc195793146]11.		Academisation

When a maintained school becomes an academy, it is legally a new organisation. However, it can still have an operational need for the records of the original school, including files relating to former pupils and employees. The Commercial Transfer Agreement that created the academy may include a section assigning responsibility for these old records, so the rights of the academy and the local authority are formally established. For instance, the agreement might direct the academy to keep the school records on trust until the retention period runs out, and to offer historically valuable documents to the local record office (see 5. Transfer of Records to Archives).



For further information regarding academy record keeping and retention information from the DfE, please see the following link: 



Record keeping and retention information for academies - GOV.UK



[bookmark: _Toc195793147]12.		Responsibility and Monitoring

The Head Teacher holds primary and day to day responsibility, for implementing this policy.  The Data Protection Officer, in conjunction with the school, is responsible for monitoring its use and effectiveness and resolving any queries with regards the interpretation of the policy. 



All permissions to access data are granted by the Head Teacher and recorded in the member of staff’s personnel file.

All teaching and office staff are given training and guidance on accessing and managing on school records, to ensure compliance with the time scales laid out under the retention schedule.  All members of staff, with access to records, are expected to;

· Manage their current record keeping systems using the Retention Policy.

· Only dispose of records in accordance with the requirements outlined in this policy, if authorised to do so.

· Ensure that any proposed divergence from the records retention schedule and disposal policies is authorised and documented by the Head Teacher.



This policy does not form part of any employee’s contract of employment and is not intended to have a contractual effect.  However, it does reflect the school’s current practice, the requirements of current legislation and best practice and guidance.  It may be amended by the school but any changes will be notified to employees within one month of the date on which the change is intended to take effect. The school may also vary any parts of the procedure, including time limits, as appropriate.
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[bookmark: _Toc195793148]13.		Retention tables	

		Reference

		File description

		Format / How / Where this file is held

		Responsible Role

		Retention



		

		

		

		

		Period

		Trigger

		Basis

		Action at end of use



		1. [bookmark: _Governing_Body][bookmark: _Toc195793149]Governing Body 



		1.1

		Instruments of Government including Articles of Association

		Digitally held on school network

		Clerk

		Permanent

		Closure of school

		Common practice

		Offer to the Local Authority Record Office when the school closes



		1.2

		Trusts and Endowments managed by the Governing Body

		Digitally held on school network

		Clerk

		Permanent

		End of operational use

		Common practice

		Offer to the Local Authority Record Office when the school closes



		1.3

		Scheme of delegation and terms of reference for committees

		Digitally held on school network

		Clerk

		Until superseded or whilst relevant (schools may wish to retain these records for reference purposes in case decisions need to be justified)

		Expiration of terms

		Common practice

		If the school is unable to store these, they will be offered to the Local Authority Record Office



		1.4

		Governor’s Code of Conduct

		Digitally held on school network

		Clerk

		One copy of each version should be kept for the life of the school.

		

		Common practice

		



		1.5

		Records relating to the election of chair and vice chair

		Digitally held on school network

		Clerk

		Once the designation has been recorded in the minutes, the records relating to the election can be destroyed

		Date of appointment

		Common practice

		Secure disposal



		1.6

		Appointment of a clerk to the governing body



		Digitally held on school network

		Clerk

		Date of end of appointment + 6 years (note HR records may require different retention)

		Date of appointment

		Common practice

		Secure disposal



		1.7

		Records relating to the appointment of parent and staff governors, not appointed by the governors

		Digitally held on school network

		Clerk

		Date of election + 6 months

		Date of election

		Common practice

		Secure disposal



		1.8

		Records relating to the appointment of co-opted governors

		Digitally held on school network

		Clerk

		Provided that the decision has been recorded in the minutes, the records relating to the appointment can be destroyed once the co-opted governor has finished their term of office (except where there have been allegations concerning children – in this case, retain for 25 years, or for allegations involving child sexual abuse for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse.

		Date of appointment

		Common practice

		Secure disposal



		1.9

		Application forms – successful candidates

		Paper copy – held in file in secure / locked room



		Clerk

		End of term in office + 1year

		End of period of office

		Common practice

		Secure disposal



		1.10

		Appointment documentation:

· Terms of office of serving governors, including evidence of appointment

· Governor declaration against disqualification criteria

· Register of business interests

· Training required, and received, by governors

· Induction programme for new governors

· DBS checks carried out on the clerk and members of the governing body

· Governor personnel files.

		Digitally held on school network

		Clerk

		End of term of office + 6 years (note HR records may require different retention)

		Date of appointment

		Common practice

		Secure disposal



		1.11

		Annual Reports

		Digitally held on school network

		Clerk

		Date of the report + 10 years

		End of the calendar year that the record was created in

		Education (Governor’s Annual Reports)

(England)

(Amendment)

Regulations 2002 and The Limitation Act 1980

		If the school is unable to store these, they will be offered to the Local Authority Record Office



		1.12

		Annual reports required by the Department of Education

		Digitally held on school network

		Clerk

		Date of report + 10 years

		Date of report

		Common practice

		Secure disposal



		1.13

		Meetings schedule

		

		

		Current year

		Date of meeting

		Common practice

		Secure disposal



		1.13

		Meetings schedule

		Digitally held on school network

		Clerk

		Current year

		Date of meeting

		Common practice

		Secure disposal



		1.14

		Agendas for Governing Body meetings

		Digitally held on school network

		Clerk

		One copy to be retained with the master set of minutes - all other copies can be disposed of

		Conclusion of meeting

		Common practice

		Secure disposal



		1.16

		Minutes of Governing Body meetings (Principal Set signed)

		Digitally held on school network



Paper copy – held in file in secure / locked room



		Clerk

		Permanent to be held at school

		Date of meeting

		Common practice

		If the school is unable to store these, they will be offered to the Local Authority Record Office



		1.17

		Action plans created and administered by the Governing Body

		Digitally held on school network

		Clerk

		Until superseded or whilst relevant

		Expiration of action plan

		Common practice

		Secure disposal



		1.18

		Reports presented to the Governing Body

		Digitally held on school network

		Clerk

		Reports should be kept for a minimum of 6 years.  However, if the minutes refer directly to individual reports then the reports should be kept permanently

		Date of report

		Common practice

		If the school is unable to store these, they will be offered to the Local Authority Record Office



		1.19

		Policy documents created and/or administered by the Governing Body

		Digitally held on school network

		Headteacher

		A copy of each policy  will create a time line of policy development OR a robust version control which allows a snapshot of a policy at any given date.

Keep all policies relating to safeguarding and child protection for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse. 

		Expiration of the policy

		Common practice

		Secure disposal



		 

		Records relating to complaints made to, and investigated by the Governing Body and/or Head Teacher

		Digitally held on school network

		School Business Assistant / School Business Officer

		[bookmark: _Hlk131159504]Date of the resolution of the complaint + a minimum of 6 years. 

If negligence or child protection/safeguarding is involved then current year + 15 years.

If child sexual abuse issues are involved then for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse.

		Resolution of complaint

		

		



		1.21

		Proposals concerning the change of status of a maintained school, including Specialist Status Schools and Academies

		Digitally held on school network

		Clerk / Headteacher

		For the life of the organisation

		Date proposal accepted or declined

		Common practice

		If the school is unable to store these, they will be offered to the Local Authority Record Office



		1.22

		Records relating to Governor Monitoring Visits

		Digitally held on school network

		Clerk / Headteacher

		Date of visit + 3 years

		Date of visit

		Common practice

		Secure disposal



		2. [bookmark: _Headteacher_&_Senior][bookmark: _Toc195793150]Headteacher & Senior Management/Leadership Team



		2.1

		Log books of activity in the school maintained by the Head Teacher (Legislation no longer requires the completion of a school log book)

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Date of the last entry in the log book + a minimum of 6 years and then review

		Date of last entry in the log book

		Common practice

		If the school is unable to store these, they will be offered to the Local Authority Record Office



		2.2

		Minutes and reports of Senior Management Team meeting and the meetings of other internal administrative bodies

		Digitally held on school network



		Headteacher

		Date of the meeting + 3 years

		Date of the meeting

		Common practice

		If the school is unable to store these, they will be offered to the Local Authority Record Office



		2.3

		Correspondence created by the Head Teacher, deputy Head Teachers, Heads of Year and other members of staff with administrative responsibilities – not principally concerning pupils, staff or complaints. In those cases, correspondence will be immediately transferred to the relevant file. 

		Email (see email retention period in section 5)

		

		Date of correspondence + 3 years and then review

		Date of correspondence

		Common practice

		Secure disposal



		2.4

		Professional Development Plans

		Securely held in School Office

		School Business Manager

		Life of plan + 6 years

		Date plan commences

		Common practice

		Secure disposal



		2.5

		School Development Plans

		Digitally held on school network

		Headteacher

		Life of plan + 3 years

		Date plan commences

		Common practice

		Secure disposal



		3. [bookmark: _Admissions][bookmark: _Toc195793151]Admissions



		3.1

		All records relating to the creation and implementation of the School’s Admission’s Policy

		Digitally held on school network

		Headteacher 

		Life of the policy + 7 years then review

		

		The School Admissions (Admission Arrangements and Co-ordination of Admission Arrangements) (England) Regulations 2012



and



School Admissions Code

Statutory Guidance 

2021

		Secure disposal



		3.2

		Admissions – if the admission is successful 



Proofs of address, supplied by parents, as part of the admissions process



Supplementary information forms to include; religion, medical conditions etc.

		Proof of address is seen but not retained



Medical conditions: digitally held on RM Integris and in classroom file (in secure location)

		School Office / Teacher (classroom file)

		Added to the pupil file

		Date of admission

		

		



		3.3

		Admissions – if the admission is unsuccessful (where no appeal is made)

		Digitally held on school network

		Headteacher 

		Date of applied for admission + 1 year



		Date of applied for admission

		

		Secure disposal



		3.4

		Admissions – if the admission is unsuccessful (where an appeal is made)

		Digitally held on school network

		Headteacher 

		Resolution of case + 1 year

		Resolution of case

		

		Secure disposal



		3.5

		Register of Admissions

		Digitally held on RM Integris

		School Office

		Every entry in the School admission and attendance register is to be preserved for 6 years beginning with the day on which the entry was made.

Every back up copy of the register is to be preserved for 6 years after the end of the school year to which it relates.

		Last entry in register

		The School Attendance (Pupil Registration) (England) Regulations 2024

Regulations 5, 7 



School Admissions Code

Statutory Guidance 

2021

		Offer to the Local Authority Record Office



		3.6

		Proofs of address, supplied by parents, as part of the admissions process

		Proof of address is seen and verified but not retained



		School Office

		Current year + 1 year

		Date of admission

		

		Secure disposal



		3.8

		Supplementary information forms to include; religion, medical conditions etc. For successful admissions

		Medical conditions: digitally held on RM Integris and in classroom file (in secure location)

		School Office / Teacher (classroom file)

		This information will be added to the pupil file

		Date of admission/annual data check

		The Limitation Act 1980

		Secure disposal



		3.9

		Supplementary information forms to include; religion, medical conditions etc. For unsuccessful admissions

		In School Office (in secure location)

		School Office 

		Until the appeal process is completed

		Date of admission

		

		Secure disposal



		4. [bookmark: _Operational_Administration][bookmark: _Toc195793152]Operational Administration



		[bookmark: _Hlk100829354]4.1

		Records relating to the creation and publication of the school brochures or prospectus

		Digitally held on school network

		School Office 

		Current year + 3 years

		Expiration of current publication

		Common practice

		Offer to the Local Authority Record Office



		4.2

		Records relating to the creation and distribution of circulars to staff, parents or pupils

		Digitally held on school network

		School Office 

		Current year + 1 year

		Date of record

		Common practice

		Offer to the Local Authority Record Office



		4.3

		Newsletters and other items with short operational use

		Digitally held on school network and on Class Dojo

		School Office 

		Current year + 1 year

		Date of record

		Common practice

		Offer to the Local Authority Record Office



		4.4

		Visitor management systems (including electronic systems, visitors’ books and signing in sheets)

		Secure location in School Office

		School Office 

		Current year + 6 years then review

		End of calendar year

		Common practice

		Secure disposal



		4.5

		Pupil & Family Privacy Notice which is made available via the school website as part of UK GDPR compliance

		Held securely by PTA

		

		Date of issue + 6 years

		When policy is superseded

		Common practice

		Secure disposal



		4.6

		Consents relating to school activities as part of UK GDPR compliance (e.g. consent for photographs to be published, social media / website etc as well as for mailings)

		Digitally held on school network and on website

		School Office 

		This information will be added to the pupil file

		Date of admission

		Common practice

		



		4.7

		Security breach logs

		Digitally held on school network and and in classroom file (in secure location)

		School Office / Teachers (for classroom file)

		Date of issue + 25 years (pupils) and 6 years (staff)

		Date of implementation

		Common practice

		Secure disposal



		4.8

		Digital continuity plans which may include:  - Digital Strategy

- IT Disaster Recovery Procedure and Plan

		Digitally held on school network

		School Office 

		Date of issue + 6 years

		Expiration of current plan

		Common practice

		Secure disposal



		4.9

		Call Recordings (including VOIP messages and recordings)

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		

		Date of call recording

		Common practice

		Secure disposal



		4.10

		CCTV Recordings (retention for all ‘ordinary’ footage- any footage retained for specific purposes e.g. accident will need to be considered individually regarding how long it will be retained- please see CCTV policy)

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		

		Date of footage recording

		Common practice

		Secure disposal



		5. [bookmark: _School_Communications][bookmark: _Toc195793153]School Communications



		5.1

		School staff / governor emails and other platforms such as Microsoft Teams containing personal data – inbox, sent items, deleted items

		Digitally held on email for school year and then deleted.  Key information about specific pupils and staff printed placed in pupil / staff files  

		All school staff

		School to determine and document here



Where forming part of a record, information in these will be transferred to appropriate record keeping (eg staff file, pupil record, MIS safeguarding / behaviour log) as soon as possible. The Code of Practice states that there is no need to retain ephemeral material and this may be destroyed on a routine basis.

		In line with guidance in Acceptable use policy

		Common practice

		Full deletion



		5.2

		Social media platforms 

		Facebook only

		School Office 

		Two academic years and then any personal data relating to pupils is removed

		End of academic yr

		Common practice

		Posts deleted



		5.3

		Website – pictures / news stories

		Digitally held

		School Office 

		Two academic years and then any personal data relating to pupils is removed

		End of academic yr

		Common practice

		Posts deleted



		6. [bookmark: _HR_–_Recruitment][bookmark: _Toc195793154]HR – Recruitment 

Information containing allegations of sexual abuse must be preserved for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse. Unless allegations are found to be malicious or false, other records pertaining to an accused person will be retained at least until the accused has reached normal pension age or for a period of 10 years from the date of the allegation if that is longer. (KCSiE 2024 para 424).



		6.1

		All records leading up to the appointment of a new Head Teacher

		Held by Derbyshire County Council (DCC)

		DCC

		Unsuccessful attempts - date of appointment + 6 months.   Successful attempts - add to the staff personnel file and retain until the end of the appointment + 6 years, except in cases of negligence or claims of child abuse then at least 15 years or information containing allegations of sexual abuse will be preserved for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse.

		Date of appointment

		Common practice. Right to work - Immigration, Asylum and Nationality Act 2006

		Secure disposal 



		6.2

		All records leading up to the appointment of a new member of staff (successful candidate)

		Securely held in School Office

		School Business Manager

		This information will be added to the staff personnel file 

		Date of appointment

		Common practice. Right to work - Immigration, Asylum and Nationality Act 2006

		





		6.3

		All records leading up to the appointment of a new member of staff (unsuccessful candidate)

		Securely held in School Office

		School Business Manager

		Date of appointment + 6 months 

		Date of appointment

		Common practice

		Secure disposal



		6.4

		Pre-employment vetting information of successful candidates 

		Securely held in School Office

		School Business Manager

		Application forms, references and other documents – for the duration of their employment + 6 years. Note there is no requirement to keep a copy of DBS once the details have been entered into the Single Central Record. At the end of employment, information contained in the Single Central Record will be transferred to the personnel file.

		Date of receipt

		Right to work - Immigration, Asylum and Nationality Act 2006.

KCSiE 2024

		Secure disposal 



		6.5

		Proofs of identity

		Securely held in School Office

		School Business Manager

		To be kept only as proof of right to work. Not kept for any other purpose.

These documents will be added to the personal folder.  Home Office requires that the documents are kept until termination of employment plus not less than 2 years.

		Date of receipt

		Right to work - Immigration, Asylum and Nationality Act 2006.

KCSiE 2024

		Secure disposal 



		6.6

		Pre-employment vetting information of successful candidates – for the purposes of ensuring staff are adequately qualified

		Securely held in School Office

		School Business Manager

		To be added to the member of staff’s personal folder

		Date of receipt

		KCSiE 2024

		Secure disposal 



		

		

		

		

		

		

		

		



		7. [bookmark: _HR_–_Operational][bookmark: _Toc195793155]HR – Operational Staff Management

Information containing allegations of sexual abuse will be preserved for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse. Unless allegations are found to be malicious or false, other records pertaining to an accused person will be retained at least until the accused has reached normal pension age or for a period of 10 years from the date of the allegation if that is longer. (KCSiE 2024 para 424)



		7.1

		Staff Personnel File

		Securely held in School Office

		School Business Manager

		Termination of employment + 6 years

		Date of appointment

		Limitation Act 1980

		Secure disposal 



		7.2

		Timesheets

		Securely held in School Office

		School Business Manager

		Current year + 6 years

		Date of appointment

		Common practice

		Secure disposal 



		7.3

		Annual appraisal/assessment records

		Securely held in Headteachers Office

		Headteacher 

		Current year + 6 years

		End of calendar year that the record was created in

		Common practice

		Secure disposal 



		7.4

		Sickness absence monitoring

		Digitally held  on school network / Securely held in School Office

		School Business Manager

		Sickness records are categorised as ‘sensitive data’.  There is a legal obligation under Statutory Sickness Pay to keep records for sickness monitoring.  Sickness records will be kept separate from accident records.  Current practice recommends that sickness records will be held for the current year + 3 years.

		Date of absence

		Common practice & Statutory Sick Pay Act 1994

		Secure disposal



		7.5

		Staff training records

		Securely held in School Office

		School Business Manager

		Keep on personnel file (see above).

		Date of appointment

		Common practice (unless dictated by a professional body)

		Secure disposal 



		7.6

		Annual leave records

		Securely held in School Office

		School Business Manager

		6 years after the end of tax year they relate to or possibly longer if leave can be carried over from year to year

		End of relevant tax year

		Common practice

		Secure disposal



		7.7

		Working Time Regulations:

·         Opt out forms

·         Records of compliance with WTR

		Securely held in School Office

		School Business Manager

		2 years from the date on which they were entered into

2 years after the relevant period

		End of relevant tax year

		Common practice

		Secure disposal



		7.8

		Maternity/Adoption/Paternity Leave records

		Securely held in School Office

		School Business Manager

		Current year + 3 years

		End of relevant tax year

		Common practice

		Secure disposal



		7.9

		Consents for the processing of personal and sensitive data (this will be rare as the majority of staff data is processed due to:

- contract (UK GDPR A9 (1) (b) 

- public task (UK GDPR A9 (1) (e)

- legal obligation (UK GDPR A9 (1) (c)

Consent (UK GDPR A9 (1) (a) is only required where one of the above is not relevant.)

		Securely held in School Office

		School Business Manager

		For as long as the data is being processed and up to 6 years afterwards

		End of employment

		Common practice

		Secure disposal



		7.10

		Staff policy acknowledgement

		Digitally held on MyConcern platform or on Microsoft Forms

		Headteacher

		Life of the policy + 3 years

		Implementation of the policy

		Common practice (unless otherwise dictated eg KCSiE, H&SWA)

		Secure disposal 



		7.11

		Staff ‘skeleton’ record (which would include a brief record of name, job role, contract start and end dates (and any information that would be needed to be included in a reference)

		Digitally held on SAP system

		Headteacher / School Business Manager

		Permanent. These form part of the historical archives of the school. 

		Archive on closure of the school. 

		Common Practice. 

		Offer to the Local Authority Record Office



		7.12

		Register of business interests



		Digitally held  on school network / Securely held in School Office

		Headteacher / School Business Manager

		Date of appointment + 6 years

		Date of appointment

		Common practice

		Secure disposal



		8. [bookmark: _HR_-_Management][bookmark: _Toc195793156]HR - Management of Disciplinary and Grievance Processes

Information containing allegations of sexual abuse will be preserved for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse. Unless allegations are found to be malicious or false, other records pertaining to an accused person will be retained at least until the accused has reached normal pension age or for a period of 10 years from the date of the allegation if that is longer. (KCSiE 2024 para 424)



		8.1

		Allegation of a child protection nature, against a member of staff, including where the allegation is unfounded

		In employee file, held securely in School Office



Copy also held securely in Headteacher Office

		School Business Manager / Headteacher

		Until the person’s normal retirement age or 10 years from the date of allegation, whichever is longer, then review.  Information containing allegations of sexual abuse will be preserved for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse NB – allegations that are found to be malicious  will be removed from personnel files, from the date they are proven to be unfounded.

		Date of referral

		KCSiE 2024 and Working Together to Safeguard Children

		Secure disposal 



		8.2

		Disciplinary proceedings:

Verbal warning

		In employee file, held securely in School Office

		School Business Manager / Headteacher

		Date of warning + 6 months

		Date of warning

		KCSiE 2024

		Secure disposal 



		8.3

		Disciplinary proceedings:

Written warning (level 1)

		In employee file, held securely in School Office

		School Business Manager / Headteacher

		Date of warning + 6 months

		Date of warning

		KCSiE 2024

		Secure disposal 



		8.3

		Disciplinary proceedings:

Written warning (level 2)

		In employee file, held securely in School Office

		School Business Manager / Headteacher

		Date of warning + 12 months

		Date of warning

		KCSiE 2024

		Secure disposal 



		8.4

		Disciplinary proceedings:

Final Warning

		In employee file, held securely in School Office

		School Business Manager / Headteacher

		Date of warning + 18 months

		Date of warning

		KCSiE 2024

		Secure disposal 



		8.5

		Warnings subsequently found to be based on an unfounded case (excluding child protection related warnings)

		In employee file, held securely in School Office

		School Business Manager / Headteacher

		If the incident is child protection related then see above; otherwise dispose following the conclusion of the case

		Date of resolution

		KCSiE 2024

		Secure disposal 



		N.B.  The ACAS code of practice on disciplinary and grievance procedures recommends that the employee should be told how long a disciplinary warning will remain current. However, this does not mean that the data itself should be destroyed at the end of the set period.

Any disciplinary proceedings data will be a record of an important event in the course of the employer’s relationship with the employee.  Should the same employee be accused of similar misconduct at a later date, and then defend themselves by denying they would undertake such an action, reference to the earlier proceedings may show that they should not be given credence.  Alternatively, if the employee were to be dismissed for some later offence and then claim at tribunal that they had e.g. “fifteen years of unblemished service”, the record of the disciplinary proceedings would be effective evidence to counter this claim.

Employers should, therefore, be careful not to confuse the expiry of a warning for disciplinary purposes with a requirement to destroy all reference to its existence in the personnel file. One danger is that the disciplinary procedure itself often gives the impression that, at the end of the effective period for the warning, the warning will be “removed from the file”. This or similar wording should be changed to make it clear that, while the warning will not remain active in relation to future disciplinary matters, a record of what has occurred will be kept.



		



		9. [bookmark: _HR_–_Payroll][bookmark: _Toc195793157]HR – Payroll & Pensions



		9.1

		Maternity Pay Records

		In employee file, held securely in School Office and/or on SAP Payroll system

		School Business Manager / Headteacher

		Current year + 3 years

		End of the financial year in which the maternity pay period ends

		Statutory Maternity Pay (General) Regulations 1986

		Secure disposal



		9.2

		Records held under Retirement Benefits Schemes - records of notifiable events, for example, relating to incapacity

		In employee file, held securely in School Office and/or on SAP Payroll system

		School Business Manager / Headteacher

		Current year + 6 years

		End of the financial year

		Retirement Benefits Schemes (Information Powers) Regulations 1995

		Secure disposal



		9.3

		Batches, Bonus Sheets, Car Loans, Car Mileage Output, Insurance, Members Allowance Register, National Insurance (Schedule of payments), Part Time Fee claims, Payroll (gross/net, weekly or monthly), Payroll Reports, Payslips (copies), Pension Payroll, Superannuation adjustments and reports

		In employee file, held securely in School Office and/or on SAP Payroll system

		School Business Manager / Headteacher

		Current year + 6 years

		End of the financial year

		Taxes and Management Act 1970, Income and Corporation Taxes Act 1988

		Secure disposal



		9.4

		Bonus sheets, Car Allowance claims, Overtime

		In employee file, held securely in School Office and/or on SAP Payroll system

		School Business Manager / Headteacher

		Current year + 3 years

		End of the financial year

		Taxes and Management Act 1970, Income and Corporation Taxes Act 1988

		Secure disposal



		9.5

		Income Tax P60, Personal bank details. Tax Forms P6/P11/P11D/P35/P45/P46/P48

		In employee file, held securely in School Office and/or on SAP Payroll system

		School Business Manager / Headteacher

		Current year + 6 years

		End of the financial year

		Common practice

		Secure disposal



		9.6

		Absence records, Sickness records, Staff returns, Time Sheets/Clock Cards/Flexitime

		In employee file, held securely in School Office and/or on SAP Payroll system

		School Business Manager / Headteacher

		Current year + 3 years

		End of the financial year

		Common practice

		Secure disposal



		9.7

		Statutory Sick Pay

		In employee file, held securely in School Office and/or on SAP Payroll system

		School Business Manager / Headteacher

		Current year + 3 years

		End of the financial year

		Common practice

		Secure disposal



		

		

		

		

		

		

		

		



		10. [bookmark: _Health_and_Safety][bookmark: _Toc195793158]Health and Safety



		10.1

		Accessibility Plans

		Digitally held  on school network

		Headteacher

		Current year + 6 years

		End of the calendar year that the records was created in

		Equality Act 2010 and The Limitation Act 1980

		Secure disposal



		10.2

		Health and Safety Policy Statements

		Digitally held  on school network

		School Business Manager

		Life of the policy + 3 years

		Implementation of the policy

		Common practice

		Secure disposal



		10.3

		Health and Safety Risk Assessments

		Digitally held  on school network

		School Business Manager

		Life of the assessment + 3 years

		Implementation of the assessment

		Common practice

		Secure disposal



		10.4

		Adults: Accident reporting (reportable accidents - https://www.hse.gov.uk/riddor/reportable-incidents.htm) and https://www.hse.gov.uk/pubns/edis1.htm 



		Securely held in Accident Book (located in Accessible Toilet)

		Headteacher

		Retain for 7 years

		Date of incident

		Common practice

		Secure disposal



		10.5

		Children: Accident reporting (reportable accidents - https://www.hse.gov.uk/riddor/reportable-incidents.htm) and https://www.hse.gov.uk/pubns/edis1.htm



		Securely held in Accident Book (located in Accessible Toilet)

		Headteacher

		Retain for 25 years

		Date of birth

		Common practice

		Secure disposal



		10.6

		Minor incidents (non reportable in 10.4 & 10.5 above) accident book

		Securely located in each Classroom

		Teacher

		Retain for 3 years

		End of academic year

		Common practice and The Social Security (Claims and Payments Regulations 1979) Regulation 25

		Secure disposal



		10.7

		Control of Substances Hazardous to Health (COSHH)

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 40 years

		Last action on file

		The Control of Substances Hazardous to Health Regulations 2002

		Secure disposal



		10.8

		Process of monitoring areas where employees/pupils are likely to come into contact with asbestos

		Red Box in inner foyer

		Headteacher / School Business Manager





		Last action + 40 years

		Last action on file

		The Control of Asbestos at Work Health Regulations 2012

		Secure disposal



		10.9

		Process of monitoring areas where employees/pupils are likely to come into contact with radiation

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Last action + 50 years

		Last action on file

		[bookmark: _Hlk131163458]The Ionising Radiations Regulation 2017

		Secure disposal



		10.10

		Fire Precautions log books

		Red Box in inner foyer

		Headteacher / School Business Manager





		Current year + 3 years

		End of calendar year

		Common practice

		Secure disposal



		10.11

		Fire Assessments

		Red Box in inner foyer

		Headteacher / School Business Manager





		Life of the risk assessment + 6 years

		End of calendar year

		Fire Service Order 2005 and The Limitation Act 1980

		Secure disposal



		

		

		

		

		

		

		

		



		11. [bookmark: _Financial_Management_–_2][bookmark: _Toc195793159]Financial Management – Risk & Insurance, Asset Management 



		11.1

		Employer’s Liability Insurance Certificate

		Displayed in inner school foyer

		School Business Manager

		Date of closure + 40 years

		Closure of school

		Common practice

		Offer to Local Record Office



		11.2

		Inventories of furniture and equipment

		Equipment only: on school inventory held on SAP

		School Business Manager

		Current year + 6 years

		End of calendar year

		Common practice

		Secure disposal



		11.3

		Burglary, theft and vandalism report forms

		Insurance section in County / secure location in school office

		School Business Manager

		Current year + 6 years

		End of calendar year

		Common practice

		Secure disposal



		11.4

		Records relating to school/trust vehicles (records that are not required anywhere else e.g. health and safety, litigation etc)

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL

		6 years from the disposal of the vehicle

		End of calendar year

		The Limitation Act 1980

		Secure disposal



		

		

		

		

		

		

		

		



		12. [bookmark: _Financial_Management_–][bookmark: _Toc195793160]Financial Management – Accounts and Statements including Budget Management



		12.1

		Annual accounts

		Secure location in school office

		School Business Manager

		Current year + 6 years

		End of financial year

		Common practice

		Offer to Local Record Office



		12.2

		Loans and grants managed by the school

		Grants only - Secure location in school office and on school network

		School Business Manager

		Date of last payment on the loan + 12 years then review

		End of financial year

		Standard financial regulations

		Secure disposal



		12.3

		Student Grant applications

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 3 years

		End of financial year

		Standard financial regulations

		Secure disposal



		12.4

		All records relating to the creation and managements of budgets, including the Annual Budget statement, and background papers

		Digitally held  on school network and on SAP

		Headteacher / School Business Manager

		Current financial year + 3 years

		End of financial year

		Common practice

		Secure disposal



		12.5

		Invoices, receipts, order books and requisitions, delivery notices, VAT records

		Secure location in School Office

		School Business Manager

		Current financial year + 6 years

		End of financial year

		Standard financial regulations and Record Keeping (VAT Notice 700/21)

		Secure disposal



		12.6

		Records relating to the collection and banking of monies

		Digitally held  on school network / secure location in School Office

		School Business Manager

		Current financial year + 6 years

		End of financial year

		Standard financial regulations

		Secure disposal



		12.7

		Records relating to the identification and collection of debt

		Digitally held  on school network / secure location in School Office

		School Business Manager

		Current financial year + 6 years

		End of financial year

		Standard financial regulations and The Limitation Act 1980

		Secure disposal



		12.8

		Pupil Premium Fund records, including evidence of successful FSM eligibility checks

		Digitally held  on Perspective / RM Integris and a hard copy is held in a secure location in the School Office

		Headteacher

		Date pupil leaves the provision + 6 years

		End of financial year

		Common practice

		Secure disposal



		

		

		

		

		

		

		

		



		13. [bookmark: _Financial_Management_–_1][bookmark: _Toc195793161]Financial Management – Contract Management 



		13.1

		All records relating to the management of contracts under seal

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 12 years

		End of contract

		The Limitation Act 1980

		Secure disposal



		13.2

		All records relating to the management of contracts under signature

		Secure location in School Office

		School Business Manager

		Current year + 6 years

		End of contract

		The Limitation Act 1980

		Secure disposal



		13.3

		Records relating to the monitoring of contracts

		Secure location in School Office

		School Business Manager

		Current year + 6 or 12 years

		End of calendar year

		The Limitation Act 1980

		Secure disposal



		

		

		

		

		

		

		

		



		14. [bookmark: _Financial_Management_–_3][bookmark: _Toc195793162]Financial Management – School Fund [where one exists, or has done in the previous 7yrs]



		14.1

		School Fund:

· cheque books and paying in books

· ledger

· invoices

· receipts

· bank statements

· journey books

		Secure location in School Office

		School Business Manager

		Current year + 6 years

		End of use

		Financial Services Act 2012, HMRC regulations

Companies Act 2006

		Secure disposal



		

		

		

		

		

		

		

		



		15. [bookmark: _Financial_Management_–_4][bookmark: _Toc195793163]Financial Management – School Meals



		15.1

		Free School Meals Register, including evidence of successful FSM eligibility checks

		[MIS]

		Headteacher

		Date pupil leaves the provision + 6 years

		End of financial year

		Common practice

		Secure disposal



		15.2

		School Meals Register

		[MIS]

		School Office

		Current year + 3 years

		End of calendar year

		Common practice

		Secure disposal



		15.3

		School Meals Summary Sheets

		[MIS]

		School Office

		Current year + 3 years

		End of calendar year

		Common practice

		Secure disposal



		15.4

		Data for the purposes of the DfE breakfast club provision

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL – THIS IS PROVIDED BY A THIRD PARTY

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL – THIS IS PROVIDED BY A THIRD PARTY

		Current year + 7 years

		End of the Academic year

		Breakfast clubs early adopters: conditions of grant for the 2024 to 2025 academic year, beginning from 22 April 2025 - GOV.UK



		Secure Disposal



		

		

		

		

		

		

		

		



		16. [bookmark: _Property_Management][bookmark: _Toc195793164]Property Management



		16.1

		Title deeds of properties belonging to the school/trust

		Derbyshire County Council (property leased) 

		Derbyshire County Council

		Permanent. These will follow the property unless the property has been registered with the Land Registry

		Archive upon closure

		Common practice

		Offer to Local Authority  Record Office



		16.2

		All records relating to the maintenance carried out by contractors

		Secure location in School Office

		School Office

		Current financial year + 6 years

Records relating to rewiring, major alterations etc will be retained in the health and safety file whilst the building belongs to the school and will be passed onto any new owners if the building is leased or sold.

		End of financial year that the record was created in 

		Common practice and Record Keeping (VAT Notice 700/21)

		Secure disposal



		16.3

		All records relating to the maintenance carried out by school employees, including maintenance log book

		Secure location in School Office

		School Office

		Current calendar year + 6 years

Records relating to rewiring, major alterations etc will be retained in the health and safety file whilst the building belongs to the school/trust and will be passed onto any new owners if the building is leased or sold.

		End of calendar year that the record was created in

		Common practice  and Record Keeping (VAT Notice 700/21)

		Secure disposal



		16.4

		Plans of property belonging to the school/trust

		Derbyshire County Council (property leased) 

		Derbyshire County Council

		These will be retained whilst the building belongs to the school/trust and will be passed onto any new owners, if the building is leased or sold.

		Transfer of asset

		Common practice

		Offer to Local Authority  Record Office



		16.5

		Leases of property leased by, or to, the school/trust

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL

		Expiry of lease + 6 years

		Commencement of lease

		Common practice

		Secure disposal



		16.6

		Records relating to the letting of school/trust premises

		Secure location in School Office

		School Office

		Current financial year + 6 years

		End of financial year that the record was created in

		Common practice

		Secure disposal



		

		

		

		

		

		

		

		



		17. [bookmark: _Pupil_Education_Record][bookmark: _Toc195793165]Pupil Education Record (see s2 Education Record (Pupil Information) Regulations 2005 ). 

Much of this information is stored in electronic form on the school’s Management Information System [insert name].

SEN is dealt with in section 20.



		17.1

		Primary

		[MIS]

		Headteacher

		Retain whilst the child remains at the primary school. Records may be kept on the MIS in an archive or ‘former roll’ area) after a pupil has left the school – see 1.7 Last School and 1.8 Management Information System



		Date pupil changes school

		Education (Pupil Information)

(England) Regulations 2005

		The file will follow the pupil when they leave the primary school (see 1.7 Last School. If pupil does not attend a secondary school, or the child dies, then records will be retained as per 17.2 below )



		17.4

		Examination Results - Pupil Copies

Internal

		[MIS]

		Headteacher

		This information will be added to the pupil file

		Date of examination

		Common practice

		Secure disposal



		17.5

		Pupil ‘skeleton’ record (which would include a brief record of pupil names, UPNs, date of birth, address, parent details, date of admission, date of departure and destination (if known)) 

		[MIS]

		Headteacher

		Permanent. These form part of the historical archives. 

		Archive on closure of the school/trust. 

		Common Practice. 

		Offer to the Local Authority Record Office



		18. [bookmark: _Child_Protection_(CP)][bookmark: _Toc195793166]Child Protection (CP) / Safeguarding Records



		18.1

		Child Protection Information - Primary

		Digitally held on MyConcern platform

		Headteacher

		CP files will be transferred to the new school as 

soon as possible (5 days), to maintain continuity.

Ensure secure transit, and a confirmation of receipt will

be obtained. 

The CP file will be transferred separately from the main pupil file.

Please add a note here if you use a safeguarding platform and you intend to retain a copy of the log once the child has left for secondary



		Date pupil changes school

(Where a child is removed from the roll to be educated at home/missing from education, see below)

		KCSiE 2024 & Annex C

		Transferred to new or Secondary school. Duplicates  will be securely disposed of.



		18.3

		Child Protection (CP) Information – Children Missing from Education, Traveller, Roma, or Gypsy and, therefore, removed from roll and child deaths.

		Digitally held on MyConcern platform

		Headteacher

		Retain for 25 years from the child’s date of birth, then review.  

Information relating to child sexual abuse will  be preserved for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse.

		Date removed from roll

		Common Practice (there is guidance in KCSiE, but not as to retention period)

		Transfer to LA Coordinator for Missing Children 

and

Secure disposal 



		18.4

		Child Protection (CP) Information – Child is removed from the roll and is Elective Home Educated

		Digitally held on MyConcern platform

		Headteacher

		Retain for 25 years from the child’s date of birth, then review.  

Information relating to child sexual abuse will  be preserved for 75 years in line with the IICSA recommendations for extended retention of records relating to child sexual abuse.

		Date removed from roll

		Common Practice (there is guidance in KCSiE, but not as to retention period)

		Transfer to LA Elective Home Education Coordinator

and

Secure disposal 



		18.5

		Filtering & Monitoring Logs.  Where these indicate a child protection/safeguarding concern, the log will be added to the pupil CP Information and retained in line with the periods in 18.1-18.4.

		Digitally held – ICT Filtering Provider (EKA Quantum in 2025)

		I Digitally held – ICT Filtering Provider (EKA Quantum in 2025)

		Retained for one year

		Date of log

		Common Practice

		Deletion



		

		

		

		

		

		

		

		



		19. [bookmark: _Attendance][bookmark: _Toc195793167]Attendance





		19.1

		Attendance Registers

		[MIS]

		Headteacher

		Every entry in the School admission and attendance register is to be preserved for 6 years beginning with the day on which the entry was made. 

Every back up copy of the register is to be preserved for 6 years after the end of the school year to which it relates.

		Last entry in register

		The School Attendance (Pupil Registration) (England) Regulations 2024

Regulations 5, 7  



		Secure disposal



		19.2

		Correspondence relating to authorized absence

		[MIS] and digitally held on school network

		Headteacher

		Date of absence + 2 years

		Date of absence

		DfE School attendance

Guidance for maintained schools,

academies, independent schools and

local authorities

May 2022 

		Secure disposal



		19.3

		Correspondence relating to unauthorized absence

		[MIS] and digitally held on school network

		Headteacher

		Date of absence + 3 years

		Date of absence

		Section 23 of the Anti-Social Behaviour Act 2003

		Secure disposal



		

		

		

		

		

		

		

		



		20. [bookmark: _Special_Educational_Needs][bookmark: _Toc195793168]Special Educational Needs (SEN)



		20.1

		Statements and Reviews of Special Educational Needs under Section 324 and 328 of the Education Act 1996  and any amendments made to the plan – Primary



		Securely held in SEN lead’s classroom / digitally on school network

		SENCO

		Retain for duration of attendance at school

		Date pupil changes school

		The Limitation Act 1980

		Transfer to new or Secondary School



		20.3

		Individual Education Plans and Education Health Care Plan (EHCP) and all other SEN files -Primary

		Securely held in SEN lead’s classroom / digitally on school network

		SENCO

		Retain for duration of attendance at school

		Date pupil changes school

		The Limitation Act 1980

		Transfer to new or Secondary School



		

		

		

		

		

		

		

		



		21. [bookmark: _Curriculum_Management][bookmark: _Toc195793169]Curriculum Management



		21.1

		Curriculum returns

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 3 years

		End of the calendar year that the record was created in

		Common practice

		Secure disposal



		21.2

		Curriculum development

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 6 years

		End of the calendar year that the record was created in

		Common practice

		Offer to the Local Authority Record Office



		21.3

		Examination Results (School’s copy)

		Digitally held on Insight / RM Integris

		Year 2 Teachers / School Office

		Current year + 6 years

		Date of examination

		Common practice

		Secure disposal



		21.4

		SATs Results

		Digitally held on Insight / RM Integris

		Year 2 Teachers / School Office

		The SATS result will be recorded on the pupil’s educational file and will therefore be retained until the pupil reaches the ages of 25 years.  The school/trust may wish to keep a composite record of all the whole year SATS results.  These could be kept for the current year + 6 years to allow suitable comparison

		Date that results are released

		Common practice

		Secure disposal



		21.5

		SATs Examination papers

		Secure location in Headteachers Office

		Year 2 Teachers

		The examination papers will be kept until any appeals/validation process is complete

		Date of examination

		Common practice

		Secure disposal



		21.6

		Published Admission Number (PAN) Reports

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 6 years

		End of the calendar year that the record was created in

		Common practice

		Secure disposal



		21.7

		Value Added and Contextual Data

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 6 years

		End of the calendar year that the record was created in

		Common practice

		Secure disposal



		21.8

		Self-Evaluation Forms

		Digitally held  on school network

		Headteacher

		Current year + 6 years

		Date of completion

		Common practice

		Secure disposal



		21.9

		Internal Moderation

		Secure location in classrooms

		Teacher

		Academic year + 1 academic year

		Date of commencement

		Common practice

		Secure disposal



		21.10

		External Moderation

		Secure location in classrooms

		Teacher

		Until superseded

		Date of commencement

		Common practice

		Secure disposal



		

		

		

		

		

		

		

		



		22. [bookmark: _Implementation_of_Curriculum][bookmark: _Toc195793170]Implementation of Curriculum



		22.1

		Schemes of Work

		Digitally held on school network 

		Headteacher 

		Current year + 1 year

		End of the academic year that the record was created in

		Common practice

		Review these records at the end of each year and allocate a further retention period or secure disposal



		22.2

		Timetable

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 1 year

		End of the academic year that the record was created in

		Common practice

		Secure disposal



		22.3

		Class Record books, mark books, homework records (eg teacher spreadsheets etc)

		Secure location in classrooms / on Dojo platform

		Teachers

		Current year + 1 year

		End of the academic year that the record was created in

		Common practice

		Secure disposal



		22.4

		Pupil work

		Returned to the child at the end of the school year

		Teachers

		Where possible, pupils’ work will be returned to the pupil at the end of the academic year.  If this is not, currently policy then it will be retained for the current year +1

		End of the academic year that the record was created in

		Common practice

		Secure disposal



		22.5

		Online learning platforms

		Class Dojo / SeeSaw

		Teacher responsible for each platform

		As above. Work will be cleared from platforms at the end of the following academic year

		End of the academic year that the record was created in

		Common practice

		Secure disposal



		22.6

		Teacher diaries & Notebooks

		Secure location in classrooms 

		Teachers

		Contents will be transferred to appropriate record keeping (eg staff file, pupil record, MIS safeguarding / behaviour log) as soon as possible. Destroyed within 3 months.

		Expiration of diary. Completion of notebook

		Common practice

		Secure disposal



		23. [bookmark: _Extra_Curriculum_Management][bookmark: _Toc195793171]Extra Curriculum Management



		23.1

		Records created by schools to obtain approval to run an Educational Visit outside the Classroom (Primary schools) where there has not been a Major Incident 

(Records created might include risk assessments)

		Evolve

		EVC 

		Date of visit + 14 years

		Date of visit

		The Health and Safety at Work Act 1974



		Secure disposal



		[bookmark: _Hlk101767345]23.2

		Parental consent forms for school trips where there has been no Major Incident

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. 

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		No retention is required

		

		Common practice

		Secure disposal



		23.3

		Records created by schools to obtain approval for to run an Educational Visit outside the Classroom, where there has been a Major Incident

(Records created might include risk assessments)

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. 

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Retain for 25 years from the date of birth of the pupil/s involved in the incident

		Pupil’s DOB

		The Limitation Act 1980

		Secure disposal



		23.4

		Parental consent forms for school trips, where there has been a Major Incident

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. 

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Retain for 25 years from the date of birth of the pupil/s involved in the incident.

The permission slips for all the pupils on the trip need to be retained to show that the rules had been followed for all pupils

		Pupil’s DOB

		The Limitation Act 1980

		Secure disposal



		

		

		

		

		

		

		

		



		24. [bookmark: _Walking_Bus][bookmark: _Family_Liaison_/][bookmark: _Toc195793172]Family Liaison / Early Help  / Alternative Provision



		24.1

		Day books

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 2 years then review

		End of the calendar year that the record was created in

		Common practice

		Secure disposal



		24.2

		Reports for outside agencies – where the report has been included on the agency case file

		Secure location in Headteachers Office / My Concern Platform

		Headteacher / SLT

		Whilst the child is attending school and then destroy

		Date of completion of report

		Common practice

		Secure disposal 



		24.3

		Referral forms

		Secure location in Headteachers Office / My Concern Platform

		Headteacher / SLT

		While the referral is current

		Date of completion of form

		Common practice

		Secure disposal 



		24.5

		Contact data sheets and database entries

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. 

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year then review – if contact is no longer active then destroy

		End of the calendar year that the record was created in

		Common practice

		Secure disposal 



		24.6

		Group registers

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. 

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL.

		Current year + 2 years

		Last entry in register

		Common practice

		Secure disposal



		

		

		

		

		

		

		

		



		25. [bookmark: _Local_Authority][bookmark: _Toc195793173]Local Authority



		25.2

		Attendance Returns

		RM Integris

		School Office

		Current year + 1 year

		End of the calendar year that the record was created in

		Common practice

		Secure disposal



		25.3

		School Census Returns

		RM Integris

		School Office

		Current year + 5 years

		Completion of return

		Common practice

		Secure disposal



		25.4

		Circulars and other information sent from the Local Authority

		RM Integris

		School Office

		Operational use

		Date of issue

		Common practice

		Secure disposal



		

		

		

		

		

		

		

		



		26. [bookmark: _Central_Government][bookmark: _Toc195793174]Central Government



		26.1

		OFSTED reports and papers

		Secure location in Headteachers Office 

		Headteacher 

		Retain whilst current

		Date new report is issued

		Common practice

		Offer to Local Authority Record Office



		26.2

		Returns made to central government, including Schools financial value standard (SFVS) and assurance statement

		Secure location in Office 

		Headteacher 

		Current year + 6 years

		End of the calendar year that the record was created in

		Common practice

		Secure disposal



		26.3

		Circulars and other information sent from central government

		Email

		Headteacher

		Operational use

		Date of issue

		Common practice

		Secure disposal



		

		

		

		

		

		

		

		



		27. [bookmark: _Parent_/_Alumni][bookmark: _Toc195793175]Parent / Alumni Associations



		27.1

		Records relating to the creation and management of PTA and Old Pupil Associations

		Securely held by PTA

		Chair of the PTA

		Current year + 6 years

		Date of foundation

		Common practice

		Offer to the Local Authority Record Office



		

		

		

		

		

		

		

		



		28. [bookmark: _Recordings_(meetings,_calls,][bookmark: _Toc195793176]Recordings (meetings, calls, online lessons) – please adapt this section to suit ensuring it is consistent with the Acceptable Use policy



		28.1

		Incoming & Outgoing calls

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. – None are recorded

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. – None are recorded

		

		

		Common practice

		



		28.2

		Meetings

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. – None are recorded

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. – None are recorded

		

		

		Common practice

		



		28.3

		Online lessons

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. – None are recorded

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. – None are recorded

		

		

		Common practice

		



		28.4

		Staff training

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. – None are recorded

		THIS IS NOT CURRENTLY APPLICABLE TO THE SCHOOL. – None are recorded

		

		

		Common practice

		



		29. [bookmark: _Administration_of_Medication][bookmark: _Toc195793178]Administration of Medication



		30.1

		Non-prescription medicines and remedies inc painkillers, or very commonly prescribed drugs such as antibiotics or asthma inhalers

		Medicines: held in staff room or in office

Documentation: held in student file and electronically on Medical Tracker

		School Office / Online Medical Tracker platform

		Current year + 1 year

		Date of administration

		Limitation Act 1980

		Secure disposal



		30.2

		All other administration of medication not covered by 30.1 including, but not limited to: peg feeding, injections, treatments for serious conditions such as diabetes, ADHD or depression

		Medicines: held in staff room or in office

Documentation: held in student file and electronically on Medical Tracker

		School Office / Online Medical Tracker platform

		Date of birth of the pupil + 25 years

		Date of administration

		Limitation Act 1980

		Secure disposal
























[bookmark: _Appendix_A_–][bookmark: _Toc195793179][bookmark: Appendix_A]Appendix A – List of School Records and Data safely destroyed

[bookmark: _Toc66172816]Specimen Checklist for Annual Review of School Records and Safe Data Destruction

The following is an example of how to create a destruction record – this could be a spreadsheet.

		Reference Number

		File/Record Title

		Description

		Reference or Cataloguing Information

		Number of Files Destroyed

		Method of Destruction

		Confirm;

(i) Safely Destroyed

(ii) In accordance with Data Retention Guidelines



Yes/No

		Name of Authorising Officer



		1. 

		School invoices

		Copies of purchase invoices dated 2011/12

		Folders marked ‘Purchase Invoices 2011/13’ 1-3

		3 Folders

		Cross shredded

		Yes

		J Smith (Head)







CONTROLLED



CONTROLLED
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