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National Online Safety Mobile
App

It's time to get #OnlineSafetySavvy. o
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% Online Safety Courses
for Parents, hosted by
Myleene Klass

Children are spending more time than ever online. As adults, we need to do everything
we can to keep them safe in the digital world. But with new apps, games and
platforms emerging every day, how can you stay in the know?

Say hello to the new National Online Safety mobile application. Created by experts,
developed by us.

With all online safety knowledge available at your fingertips, the NOS app empowers pare
and
teachers to understand and address online safeguarding risks - any time, anywhere. Recently Added

The world’s most comprehensive online safety app, it's packed with insightful courses, @* (&@’ SR 5%
explainer v = :

videos, webinars and guides on topics that will help you protect the kids you care abou
when they're online.

£ Download on the GETITON
€ App Store V’ Google Play

National Download for apple: CLICK HERE
Online Download for android: CLICK HERE
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https://t.co/VNrn1suz6q?amp=1
https://t.co/AjNNOyXLK6?amp=1
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There'’s a very good chance you 've heard of Minecraft. The block building phenomenon is, ai rzulbly, the
most beloved video game of all time which has managed to maintain its popularity since its first release
back in 2011. Nine years later, it still has a huge userbase of 112 million people playing the game every
month. Accessible to those 7+, Minecraft can be a gateway into a world of learning and exploration which
encourages players to use their imagination to auild -dimensional worlds with virtual buildin
hln(ks.vlhl? Minecraft is considered rellllvely safe genenil speaking, there are some safety precautions
parents may want to consider before allowing l‘elv children loose on the game.
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MINECRAFT

OPEN TO HACKING RISK OF GRIEFING

Hackers can ba a real problem In any onfine

CONTACT WITH STRANGERS

Most players aged 7 and over will be able to play the game
account does ask

stop playing.
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‘SCARY’' CHARACTERS FOR YOUNGER GAMERS

For the most Minecraft is not a scary game. Despite this, there are certain: in the game children in particular find frightening. Creepers, zombies.
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contact with strangers or experiencing griefing.

MeeLour eXPGK‘L

Mark Foster has worked in the gaming industry for 5 years as a writer, editor and
presenter. He s the current gaming editor of two of the biggest gaming news sites in
The world, UNILAD Gaming and GAMINGbible. Starting gaming from  young a9

s siblings, he has a passion for understanding how games and tech work, but
more importantly, how to make them safe and fun.

www.nationalonlinesafety.com  Twitter - @natonlinesafety  Facebook - /NationalOnlineSafety
Users of this guide do so at their own discration. No liability is entared into. Current as of the date of release: 15.01.2020
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RESTRICT DIRECT MESSAGES
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MANAGE NEGATIVE INTERACTIONS

If your child 15 recelving umwanted of negative comments,
they can block that sccount so that they can'tInteract with
them, This stops them seeing and commenting on thelr
posts, stories and live broadcasts.n addition, your child can
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USE A PRIVATE ACCOUNT

By default, any Image or video your child uploads to
Instagrams visbie to ayone. A prvate accourt means that
you have to approve a request If somebody wants to follow
Y00 S Sy people you approve will se€ your posts and
‘Videos. Children should also use a secure password and
enable a two-factor authentication to add an extra layer of
urity to thelr account
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http://www.middletonparishce.rochdale.sch.uk/page/online-and-internet-safety/31706

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Founded in 2011, Zoom is one the world’s leading video conferencing software providers. It
has a number of features, including video and audio conferencing, real-time messaging,
screen-sharing and the ability to upload, share and search for content. Users can start their
own meetings or they can join meetings set up by others. The app is available to use across
PCs, laptops, tablets and mobiles phones and is free to download on both the app store and

ZOOM BOMBING

‘Zoom bombing’is the term which has been coined to describe
unauthorised people joining zoom meetings uninvited and
broadcasting pornographic or inappropriate videos. An attacker can
hijack a meeting if they know the meeting ID and it isn’t reinforced
with a password. Not taking preventative measures or implementing
privacy controls could open up the risk of children witnessing sexual
or inappropriate content with very little notice.

BYVIM N LIVE RECORDINGS

One of the features of Zoom is the ability to record live meetings.
By default, only the host of the meeting can usually record live
sessions however other meeting members can also record if the
host gives them access. Recordings can be stored on devices or on
the cloud and can be downloaded and shared with no restrictions.
This means that videos, audio clips and transcripts of recordings
involving your children could be widely shared on the internet or
between users without your authorisation or consent.

on Android.

RISK OF PHISHING

The rise in popularity of Zoom has led to arise in
hacking operations and phishing campaigns. This is
when participants are encouraged to click on links to
join what they believe to be legitimate Zoom
meetings via email, but which are in fact fraudulent.
These scams aim to obtain sensitive information such
as user login details, passwords and/or credit card
information.

PRIVATE ZOOM MEETINGS

Zoom has a facility to set up breakout rooms, which enables
a private meeting within the main Zoom session. The host
can choose to split the participants of the original meeting
into separate sessions. This gives children the ability to
speak privately away from the main group to other users
however chats aren't always monitored by the host and if
the meeting has been made pubilic, children could be more
vulnerable to experiencing negative comments.

PRIVACY CONCERNS

Depending on how the app has been set-up, Zoom can offer very little
privacy. In many cases, the meeting hosts can see detailed information
about each participant including their full name,

phone numbers and maybe even location data.

Furthermore, depending on where the camera 4

has been set up or where your child’s computer is

positioned, private or personal information could
be stolen depending on what can be seen in the
background.

Al ‘LIVE STREAMING'RISKS G

At its very core, Zoom facilitates live streaming. That means it inevitably
carries some of the associated risks that live streaming brings. These are
likely to be minimal within a controlled environment (for instance when
used in a classroom setting for remote learning). However, live
streaming means that content isn't always moderated and children who
use the app unsupervised or with limited security settings, may be more
atrisk of exposure to viewing inappropriate material. Other risks can
include downloading malicious links, sharing personal information or
even potential grooming.
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REPORT INAPPROPRIATE
CONTENT

Remind your child that if they do see something that
makes them feel uncomfortable or upset then they
need to talk about it and report it. Parents can
report unwanted activity, harassment, and
cyberattacks to Zoom directly. To help your child,
you could try setting up a checklist before they go
online, with an agreed set of rules and what they
should do if they see something inappropriate.

o
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UNNECESSARY FEATURES

If your child is using Zoom, there are a number of
features that you can turn off to make the
experience safer for them. For instance, disabling
the ability to transfer files or engaging in private
chats can help to limit the risk of receiving any
malicious attachments or receiving any
inappropriate messages. In addition, you can turn
off the camera if it is not needed or mute the
microphone when not in use.

Mee{ our exper(

Emma Davis is a cyber security expert and
former ICT teacher. She delivers cyber
awareness training to organisations
nationally and has extensive knowledge
and experience of managing how children
access services and apps online.

SOURCES: https://zoom.us/privacy | https://zoom.us/
eguardian.com/technology/2020/apr/!

https://www.!

USER PRIVATE MEETING
IDS & PASSWORDS

Itis always better to set up a meeting with arandom
ID number generated by Zoom than by using a
personal number. This means it is harder to guess
and less likely to be hacked. It's important to never
share meeting IDs with anybody you don't ?
know and always set-up a password function to
allow other people to sign-in.

This should already be a

default setting that is applied

on Zoom.

USETHE‘VIRTUAL
WAITING ROOM FEATURE

The waiting room feature on Zoom means that
anybody who wants to join a meeting or live
session cannot automatically join and must‘wait’
for the host to screen them before entering. This is
now a default function and adds another layer of
security to reduce the
likelihood of zoom
bombing.

Lhttps://zoom.us/docs/doc/SchooI%ZoAdministrators%2OGuide%20to%20Ro|ling%200ut%20200m.pdf
2/zoom-technology-security-coronavirus-video-conferencing
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PROTECT YOUR
PERSONAL DATA

It’s important to discuss with your child that they
should not share personal information on Zoom.
This includes passwords, their address, phone
number, etc. Create your child’s account undera
false name or pseudonym and always set a custom
background to help hide details in your home.
Zoom allows you to turn on virtual backgrounds and
select your own image to appear behind you.

KEEP YOUR
VERSION UPDATED

It's important to ensure you are using the latest
version of Zoom available and always update it if
you get a prompt. These updates are usually to fix
security holes and without the update you will be
more vulnerable to an attack. Check the official
website to see what the latest version isand
compare it to your own.

BEWARE OF PHISHING
EMAILS

Every time you or your child gets a Zoom link; it’s
good practice to ensure it has come from the official
platform and is not fraudulent. Signs of a phishing
email include an unrecognisable email address, an
unofficial domain name or a slightly -

distorted logo. The email itself might

also be poorly written or contain
HOST IMPLEMENTED

suspicious attachments.

PRIVACY CONTROLS

If your child is part of a larger group meeting, then
it'simportant to make sure that the host is abiding
by Zoom's Terms of Service. This includes the fact

that they have gained everybody’s permission for

the session to be recorded. ~

The host should also have set —_—
screen sharing to‘host only’and Sl
disabled ‘file transfer’ to help keep il —— =~
the live stream secure. =X 3¢
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AGE LIMIT CHANGE

Since May 2018, the minimum age for using WhatsApp is 16
years old if you live in the European Union, including the UK.
Prior to this, the minimum age was 13, which still applies for
the rest of the world. WhatsApp has not yet stated whether it
will take action against anyone aged between 13 and 16 who

already hold accounts under the old terms and conditions,
such as closing their account or seeking parental permission.

SCAM MESSAGES

Occasionally on WhatsApp, people receive spam messages
from unauthorised third parties or from fraudsters
pretending to offer prizes to ‘lucky people, encouraging
recipients to click on a link to win a prize. A common scam
involves messages warning recipients that their WhatsApp
subscription has run out with the hope that people are
duped into providing their payment details. Other scam
messages include instructions to forward the message in

Y

FAKE NEWS AND HOAXES

WhatsApp has been linked to enabling the spread of
dangerous viral rumours. In India, for example, a number of
attacks appear to have been sparked by false rumours shared
on WhatsApp.

THE‘ONLY ADMIN’ FEATURE
AND CYBERBULLYING

Cyberbullying is the act of sending threatening or taunting
text messages, voice messages, pictures and videos, with the
aim to hurt and humiliate the receiver. The group chat and
group video call features are great for multiple people to chat
simultaneously, but there is the potential for people to hurt
others with their comments or jokes. The ‘only admin’ feature
gives the admin of a group chat greater control over who can
send messages. Whilst this can be good for one-way
announcements, the group admin has the power to block
somebody from responding to an offensive message in a chat,

A
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(" CONNECTING WITH STRANGERS

To start a chat in WhatsApp, you need to know the mobile
number of the contact you want to speak to and they also need
to have the app downloaded. WhatsApp can find contacts by
accessing the address book of a device and recognising which
of those contacts are using WhatsApp. If your child has shared
their mobile number with some- body they don’t know, they can
use it to get in touch via WhatsApp.

LIVE LOCATION SHARING

WhatsApp’s ‘Live Location’ feature enables users to share their
current location in real time to their contacts in a chat, allowing
friends to show their movements. The feature, which can be
found by pressing the ‘attach’ button, is described by WhatsApp
as a “simple and secure way to let people know where you are.”
Location-sharing is already a common feature on other social
apps, including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know they
are safe. However, if your child is in a group chat with people

|

\which could result in a child being upset and unable to reply.)

they do not know, they will be exposing their location.

Ieturn for a reward or gift from WhatsApp or another person.
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CREATE A SAFE PROFILE

Even though somebody would need your child’s phone number
to add them as a contact, as an extra security measure we
suggest altering their profile settings to control who can see
their profile photo and status. The options to choose from are
‘Everyone,‘My Contacts’ and ‘Nobody. We suggest selecting ‘My
Contacts’ or ‘Nobody’ to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

If your child has received spam or offensive

messages, calls or attachments from a contact,
they should block them. Messages and status
updates sent by a blocked contact will not
show up on the phone and will stay
undelivered. Blocking someone will not
remove this contact from the contact list -
they will need to be removed from the phone’s
address book. To block a contact, your child

*
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REPORT SCAM MESSAGES

Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child receives a message from an unknown number for the first
time, they will be given the option to report the number as
spam directly inside the chat. They can also report a contact or
a group as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3) Scroll to the bottom and tap ‘Report Spam.

LEAVE A GROUP

If your child is part of a group chat that makes them feel
uncomfortable or has been added to a group they don’t want to
be part of, use the group’s settings to show them how to leave.
If someone exits a group, the admin can add them back in once,
If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY

DELETE ACCIDENTAL
MESSAGES

If your child has sent a message to the wrong chat
or if a message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on
the message, choose ‘Delete’ and then ‘Delete for
everyone. The app allows seven minutes to delete the
message after it has been sent, but it is important to
remember that recipients may have seen and screenshot a
message before it was deleted.

L

SET TIME LIMITS

A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of

1f vour child needc< to uce the ‘live L ocation’ feature to <hare

video chat. Although it is inevitable that your child will use




, Signs of Cyber Bullying?

It is not always easy tospot the signs of cyuhber-bullying.
Communicaotion devices and apps now mean that children
have the opportunity for constant communication. Be alert to
changes in your child's behanviouwr.

Being upset after using the internet or o mohile phone.
Being unwilling to talk or bheing secretive ahout online
activities and mohile phone use.

Spending much more or much less time texting / gaming /
communicating online.

New phone numhers, texts, emails showing wp on their
devices.

After using denvices, being withdrown, wpset or outrage.d.
Not wanting to go to school or meet with friends.
Avoiding situations they have formerly enjoyed.
Difficulty sleeping.

Low self-esteem.



Good Haohits for
Parents

Taken from owr ‘Good Hahit for Children on the school E-Safety

wszag,p,
Be aw.are of any APPs your children are wsing to
communicate with others on their phones.

* Keep computers and devices in open spoces in the howse.

* Make yourself aware of the oge restrictions of the APPs

 Talk openly with youwr child abouwt their online activity an.d
the different forms of cyher bullying. This will ensure
children ore aware of whaot is acceptahble and
uwnacceptahle tosay online and know they can discuss any
LOoncerns with y.ouw.

* Ensure you know how to report bullying online.

* Use parental controls to manoge the content of what
children are ahle toaccess online.

* Check messages toensure you are fully awore of the
content of messages heing sent.ond received online.

* Be.aowore of the risks of wsing APPs where anyone can stort
a communication with youwr child.



Good Haohits for
Children

Taken from owr ‘Good Hahit for Children on the school E-Safety

wszag,p,

If you oare o target of bullying it can bhe stopped and can
wsually he troced.

* Always use privocy settings

* Alwoys respect others.If you wouldn't soy it to someone's
face, do not soy it online.

* Be careful of whaot pictures youw send of yowrself, or
someone else. Once o picture or video is sent, you can nexNer
take it hack.

* Newver retaliate or reply to offending emails, messages or
online connversations.

* Think carefully ahout the things you write and how you
hehave online. Don't hecome a bully, even if you think it is
a joke,if someone might he hurt or worried about it, don't
send it.

 Ifyou feel you need someone to talk toyow can phone
Childline 08001111



WHAT IF I

Speak with your
child

HAVE A CONCERN?

Report the
incident to
school

E-Safety
officer is
notified and
will
investigate

Support and
consequences
considered in
line with
Behaviour
Policy

Review of
policies. E-
Safety
committee may
meet. Follow up
checks with
those involved.



CONTACT US

Twitter
r- @middparish
®] Email

M office@middletonparishce.rochdale.sch.uk

D Phone
0161 643 0753



