The Enquire Learning Trust CCTV Policy
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Objectives

To protect the Academy buildings and assets
To increase personal safety and reduce the fear of crime
To support the Police in a bid to deter and detect crime
To assist in identifying, apprehending and disciplining offenders
To protect members of the public and private property
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1. Introduction

1.1 This policy outlines the Trust’s approach to the use of CCTV in its academies and how it
complies with the Data Protection Act 1998.
1.2 Each academy in the Trust may use closed circuit television (CCTV) images to monitor the
academy buildings in order to provide a safe and secure environment for pupils, employees and
visitors, and to prevent the loss or damage to academy assets, resources and property.
1.3 The system may comprise a number of internal and external fixed and dome cameras.

1.4 The systems do not currently have sound recording capability. If an academy wishes to install
sound recording capability this must be done so in consultation with employees and the academy
communities.

1.5 The CCTV system is owned and operated by the academy where it is situated and the
deployment of it is determined by that academy’s leadership team.

1.6 The CCTV is used by each academy’s Senior Leadership Team and in a limited capacity by
the Trust. The Principal or their representative has overallresponsibility as the designated Data
Controlling Officer.

1.7 The further introduction of, or changes to, CCTV monitoring will be subject to consultation
with employees and the academy communities.

1.8 All authorised operators and employees with access to images must be aware of the
procedures that need to be followed when accessing the recorded images. All operators must be
aware of their responsibilities under the CCTV Code of Practice. All employees must be aware of
the restrictions in relation to access to, and disclosure of, recorded images.
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2. Statement of Intent

2.1 Each academy will seek to comply with the Information Commissioner’s Office (ICO) CCTV
Code of Practice and the Data Protection Act 1998 and to ensure it is used responsibly and
safeguards both trust and confidence in its continued use.

2.2 Each academy will treat the system and all information, documents and recordings obtained
and used as data which are protected by the Data Protection Act.

2.3 Cameras may be used to monitor activities within the academy grounds to identify criminal
activity occurring, anticipated, or perceived, and for the purpose of securing the safety and
well-being of the academy, together with its visitors.

2.4 Unless an immediate response to events is required, employees must not direct cameras at
private property, an individual, their property or a specific group of individuals, without an
authorisation being obtained for Directed Surveillance to take place, as set out in the Regulation of
Investigatory Power Act 2000.

2.5 CCTV warning signs will be clearly and prominently placed at all external entrances to each
academy where CCTV is operational, including the academy gates as coverage includes outdoor
areas. Signs will contain details of the purpose for using CCTV (see Appendix B). In areas where
CCTV is used, the academy will ensure that there are prominent signs placed at both the entrance
of the CCTV zone and within the controlled area.
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2.6 The planning and design of the system should provide maximum effectiveness and efficiency but it
is not possible to guarantee that a system will or can cover or detect every single incident taking place
in the areas of coverage.

2.7 Materials or knowledge secured as a result of CCTV will not be used for any commercial purpose.
Recorded materials will only be released to the media for use in the investigation of a specific crime and
with the written authority of the Police. Recorded materials will never be released to the media for
purposes of entertainment.

3. Siting the Cameras

3.1 Cameras will be sited so they only capture images relevant to the purposes for which they are
installed (described above) and care will be taken to ensure that reasonable privacy expectations are
not violated. For example cameras will not be placed in areas which are reasonably expected to be
private such as toilets. Each academy will ensure that the location of equipment is carefully considered
to ensure that images captured comply with the Data Protection Act.

3.2 Each academy will make every effort to position cameras so that their coverage is restricted to the
academy premises, which includes the academy’s outdoor areas.

3.3 CCTV will not be used in classrooms, except in exceptional circumstances (see Covert Monitoring
below).

3.4 Employees should have access to details of where CCTV cameras are situated, with the exception of
cameras placed for the purpose of covert monitoring.

4. Covert Monitoring

4.1 An academy may in exceptional circumstances set up covert monitoring. For example:
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Where there is good cause to suspect that an illegal or serious unauthorised action(s), is taking place, or
where there are grounds to suspect serious misconduct;
Where notifying the individuals about the monitoring would seriously prejudice the reason for making
the recording.

4.2 In these circumstances authorisation must be obtained from the Academy Principal.

4.3 Covert Monitoring may take place in classrooms when circumstance 4.1 (i.) and 4.1 (ii.) are satisfied.
Covert Monitoring used in classrooms will never be used to observe or assess a teacher’s professional
performance, or to contribute to capability proceedings.

4.4 Covert monitoring must cease following completion of an investigation.

4.5 Cameras sited for the purpose of covert monitoring will not be used in areas which are reasonably
expected to be private, for example toilets.

5. Storage and Retention of CCTV images
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5.1 Recorded data will not be retained for longer than is necessary. While retained, the integrity of the
recordings will be maintained to ensure their evidential value and to protect the rights of the people
whose images have been recorded1.

5.2 All retained data will be stored securely.

6. Access to CCTV images

6.1 Access to recorded images will be restricted to those employees authorised to view them, and
outside agencies such as the Police and will not be made more widely available.

6.2 The ability to view live and historical CCTV data available via network software is only to be
provided at designated locations and to authorised persons only.

7. Subject Access Requests (SAR)

7.1 Individuals have the right to request access to CCTV footage relating to themselves under the Data
Protection Act.

7.2 All requests should be made in writing to the Academy Principal or their representative. Individuals
submitting requests for access will be asked to provide sufficient information to enable the footage
relating to them to be identified. For example, date, time and location.

7.3 The Academy will respond to requests within 40 calendar days of receiving the written request and
fee.

7.4 A fee of £10 will charged per request.

7.5 The Academy reserves the right to refuse access to CCTV footage where this would prejudice the
legal rights of other individuals or jeopardise an ongoing investigation.
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8. Access to and Disclosure of Images to Third Parties

8.1 There will be no disclosure of recorded data to third parties other than to authorised personnel
such as the Police and service providers to an academy where these would reasonably need access to
the data (e.g. investigators).

8.2 Requests should be made in writing to the Academy Principal or their representative.

8.3 The data may be used within the Trust’s discipline and grievance procedures as required, and will
be subject to the usual confidentiality requirements of those procedures.

8.4 When it is within the power of the academy whether or not to disclose information to the police,
that disclosure of information will be at the discretion of the academy Principal.

1 ‘The DPA does not prescribe any specific minimum or maximum retention periods which apply to all
systems or footage. Rather, retention should reflect the organisation’s purposes for recording
information. The retention period should be informed by the purpose for which the information is
collected and how long it is needed to achieve this purpose’ (Information Commissioner’s Office CCTV
Code of Practice: In the picture - A data protection code of practice for surveillance cameras and
personal information.
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9. Complaints

9.1 Complaints and enquiries about the operation of CCTV within an Academy should be directed to
the Principal of that academy in the first instance.

10. Further Information

10.1 For further information on CCTV and its use please see below:
Data Protection Act 1998
Regulation of Investigatory Powers Act (RIPA) 2000
Protection of Freedoms Act (POFA) 2012
CCTV Code of Practice Revised Edition 2008 (published by the Information
Commissioners Office)
Information Commissioner’s Office (ICO) CCTV Code of Practice is published at:

http://www.ico.gov.uk/~/media/documents/library/Data_Protection/Detailed_specialist_gui
des/ICO_CCTVFINAL_2301.ashx

11. Policy Status and Review
Revisions and alterations to this policy will be made as and when necessary to ensure that it is kept up
to date. The Trust will ensure that all staff is made aware of any changes to the policy.
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Appendix A - Checklist

This CCTV system located at Morrside Primary Academy and the images produced by it are controlled by
the Principal or their representative who is responsible for how the system is used and for notifying the
Information Commissioner about the CCTV system and its purpose (which is a legal requirement of the
Data Protection Act 1998).
Moorside Primary Academy has considered the need for using CCTV and has decided it is required for
the prevention and detection of crime and for protecting the safety of users. It will not be used for
other purposes. We conduct an annual review of our use of CCTV to ensure its compliance.
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Appendix B – CCTV Signage

It is a requirement of the Data Protection Act 1998 to notify people entering a CCTV protected area
that the area is monitored by CCTV and that pictures are recorded. The Academy is to ensure that
this requirement is fulfilled.
The CCTV sign should include the following:
That CCTV surveillance is in operation in this area and that pictures are recorded
The purpose of using CCTV
The details of the organisation operating the system if not obvious
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Appendix C – Data Protection Act
The Data Protection Act 1998: Data Protection Principles

1. Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless:
(a) at least one of the conditions in Schedule 2 is met, and (b) in the case of sensitive personal data, at
least one of the conditions in Schedule 3 is also met.
2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall not
be further processed in any manner incompatible with that purpose or those purposes.
3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes
for which they are processed.
4. Personal data shall be accurate and, where necessary, kept up to date.
5. Personal data processed for any purpose or purposes shall not be kept for longer than is necessary
for that purpose or those purposes.
6. Personal data shall be processed in accordance with the rights of data subjects under this Act.
7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful
processing of personal data and against accidental loss or destruction of, or damage to, personal data.
8. Personal data shall not be transferred to a country or territory outside the European Economic Area
unless that country or territory ensures an adequate level of protection for the rights and freedoms of
data subjects in relation to the processing of personal data.

This is not a full explanation of the principles, for further information refer to the Data
Protection Act.
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Academy

Moorside Primary Academy

Assessment carried out by

L Mills

Assessment effective from

Assessment effective to

Data Controlling Officer for (Name of
Academy)

D Metcalfe
Moorside Primary Academy

Registration with the Office of the
Information Commissioner last
updated on

Date when checks for serviceability of 01/03/2020
CCTV systems and clarity of images
last completed
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Appendix D - Academy CCTV Impact Assessment for the use of surveillance CCTV
Introduction
Camera information
Areas on the Academy campus covered by installed surveillance CCTV, whether active or not.
(At least this should include all outside areas on the school grounds, all entrances, all internal
communal areas and all teaching units, individually stated where possible. Total number of
possible operative cameras should be included.)
(A separate sheet should be completed for each area, giving precise details of the use of
surveillance CCTV and the data collected from that area. It may be adequate to group together
some areas where the information to be recorded is entirely or partially common, without loss of
specific reference.)

CAMERA AREA

No.

CAMERA AREA

No.

OUTSIDE FRONT ENTRANCE

1

OUTSIDE TOP END OF YEAR 2,4
AND 6 PLAYGROUND

11

OUTSIDE PLAYGROUND LOOKING AT 2
KITCHEN AREA

OUTSIDE FOOTBALL PITCHES

12

OUTSIDE YEAR 1,3 AND 5 DOOR

3

OUTSIDE FOOTBALL PITCHES

13

OUTSIDE YEAR 2,4 AND 6
PLAYGROUND

4

OUTSIDE FOOTBALL PITCHES

14

OUTSIDE YEAR 1,3 AND 5
PLAYGROUND

5

OUTSIDE NURSERY AND RECEPTION 6
OUTSIDE RECEPTION ENTRY AND
EXIT
OUTSIDE YEAR 2,4 AND 6
PLAYGROUND

7
8

OUTSIDE ADVENTURE PLAYGROUND 9
MAIN OFFICE RECEPTION
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Impact Assessment for use of CCTV in All Outdoor Areas & Reception Area

Purpose(s) for use of surveillance CCTV:
The purpose of using CCTV is to protect employees, students, visitors and property from
the actions of individuals. These actions may not necessarily be criminal offences but will
have a negative impact on teaching, learning and employees' working environment.
Being an Academy monitoring behaviour using employees alone can be a challenge.
CCTV images are recorded so that they can be used to establish who committed an
offence. The CCTV recordings are used alongside traditional ways of investigating such as
obtaining witness statements.

Advantages of use of CCTV over other possible methods:
Enables employees to concentrate on teaching and learning. It is not reliant on
employeesing availability and it is operational at times of the day that the building is
unoccupied.

Assessment of amount of equipment used and time equipment is active:
The equipment has been chosen to provide the maximum coverage in the area it is
situated, reducing the number of overall cameras. The equipment has been evaluated for
its ability to provide the required image clarity to identify individuals. The equipment is
active for 24hours a day, seven days a week.

Specific ways in which data collected will be used, including restrictions:
Images will be used to investigate reports of crime, including vandalism, intimidation and
theft and to monitor pupil behaviour. It is also a tool for investigating accidents and
incidents on the Academy buildings and grounds.
Data will not be used to monitor individuals working practices, check timekeeping or to
covertly monitor without the permission of the Principal, and will only be relevant to the
investigation that has been requested.

For stored data, the method used, the maximum length of time of storage, and how the
data might be used:
All data will be stored digitally. The data will be stored for up to 30 days to allow an
incident to come to light and be investigated. The data maybe used by outside services
and authorities such as the police in relation to the investigation of crime against
property or an individual.
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All personnel having immediate access to data collected and stored, as part of specific
duties:
The Senior Leadership Team – List names
Estates Officer The Site Manager –
The Head of ICT The CCTV Servicing Company –
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Details of how data may be processed, by whom and what purpose(s):
Data may only be processed by the nominated person above. Data can be stored to disk oranother
digital format for the purposes of a police request for information or to take the stored data to a third
party for identification purposes, after which the data will be erased.
Details of further personnel who may gain temporary access to data as part of their duties:
Administration and Teaching Employees who would require written authorisation from the Senior Team
to access the system and be issued with a temporary access code.

Methods of notification of the presence of surveillance CCTV and other information channels:
Visible signage at each camera location and the Academy community has received a copy of the
Academies CCTV policy outlining use and access.
Details of all method(s) by which images, or collected data, from CCTV may be streamed to any outside
agency or other parties, if relevant. Restrictions on access are also included:
Data may be streamed to remote handheld devices in exceptional circumstance to authorised personnel
such as the police.

Where an outside agency is entirely responsible for the operation and control of the CCTV equipment,
it’s monitoring and the collection and use of data collected, all relevant and necessary details:

Assessment of any possible impact of CCTV surveillance on the right to privacy, performance or general
well-being of any individuals: CCTV has located in areas that do not impact on privacy of student’s
employees and visitors. CCTV in toilet areas is limited to the hand wash area and does not look into
cubicles or changing areas. CCTV will not be used to monitor employees performance.

Other relevant information:
Although we have not surveyed people, we believe the following to be correct: Employees are aware
that they are under surveillance and know that it is for their protection and not to monitor them
working. Students feel protected having CCTV and we know that some park their bikes in front of
cameras to keep them safe.
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Log of stored CCTV images

Date
Stored

Who by

Log Number
/ Crime Ref
Number

Please state the format these images
are being stored (e.g. CD ROM/Hard
Drive/Flash drive)
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Please state the date the footage was
destroyed, by whom and why.

Signed off by Manager
Name, Position and Date.

3rd Party viewing log

Date & Time of
viewing

Name/s of the
person/s viewing the
images & the
organisation they
represent

State the reasons for
the viewing

Images viewed
(state location, date
and time of original
image/s)
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The outcome if any of
the viewing

Date and time the
images were returned
for storage/destroyed

