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DRNG ALERT: ROBLOX - Harmful sexual content alert

App Name: Roblox

Risks: Sexualised content

Dear Members,

There have been recent reports about harmful sexualised content on gaming platform Roblox. The latest reports

outlined worrying accounts of younger children being sent ‘friend requests’ from strangers, virtual online dating
(OD’ing) and exposure to sexualised content, with in-game characters imitating sexual acts.

A further report from INEQE group also found avatars have been observed simulating sexual acts, using the power of
suggestion and in-game chat functions. For example, characters using different moves, such as giving CPR. While this
may seem innocent, when this action is paired with risqué outfits and words from chat, it can be used to simulate sex
acts.

Roblox has a PEGI rating of 7 in the UK. The Roblox app has a rating of ‘Everyone 10+’ on Google Play Store and
12+ on the Apple App Store. The platform’s Terms of Use say that users under the age of 18 require parental consent

to use the services.

This is not the first time Roblox has caused issues, can we make the request that professional and parents are aware of
this developing risk in the application and ask that you circulate the attached parental guide from National Online
Safety.

This is not a request for prohibition or to start banning children from these platforms, a resilience approach has been
shown to have more impact. We therefore want to raise awareness and request that parents use the attached guide to
start conversations; and ensure children and young people know where to go, what to do and who to speak to if
something goes wrong using the application.

I have also attached the Childnet/UK Internet Safety Centre digital family agreement that parents may find useful to
set some rules and boundaries with their children.

A range of resources can be found at; www.thinkuknow.co.uk/parents
and at www.parents.parentzone.org.uk

Childline - 0800 11111 24/7 advice available for children and parents via their phone in system and website
www.childline.org.uk

CEOP - Report online sexual abuse or the way someone has been communicating online website www.ceop.police.uk

Middlesbrough Digital Resilience Networking Group
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one game of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

G What Parents & Garers Need to Know about @

With more than 150 million users worldwide, Roblox isione of the most popular video games of recent times. Roblox allows users to create
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Roblox is rated 7+ by PEGI, but the b . RESTE, — | Users can join group chats with
platformitself doesn'thave a : | &= S % ‘ almost anyone through the Chat
minimum age requirement. It p G ] Wi ! & Party function. While the chat
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Robux is the in-game currency

used to buy things like special

outfits or emotes, and to play

certain sections of the game. A

' subscription service (costing
£4.99 per month) called Roblox
Premium offers more privileges
and more in-game currency. dating is against Roblox's
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An‘ODer’ (online dater) joins Roblox
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can easily pay for these, or player-built games on the platform

i o ad e ) are specifically for ‘ODers’ and
\?v'}lt'::&s;glgﬁr;i? N ﬁ \ ) . should be avoided by children.

{; o . oy NE k .
\}_ e W R A .,._j ; R l‘ s i mb

OnﬁnePredators

Roblox's developers aim to maintain a safe place for children; they employ human moderators for their players’ protection. But there will, sadly, always be individuals who try to bypass these
safeguards so they can chat to children and attempt to communicate outside the game. Anyone asking for your child’s personal information or to talk privately should be blocked and reported.
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“Advice For Parents & Ganers

ﬁ ake Note of Ratings B St Parental Controls . )
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Recentpress reports drew attention toRoblox’sissties with potentiallyoffensive Raoblox has controls that allow parents to maderate who their children can
content:Some players wereusing Roblox'Studiotocreate games featuring nudity, talk to and which games they can play. To enable these, add your email address
sexualiactivity and extreme politicalviews:Inresponse; Robloxis introducing a toyourchild's accountthrough the Security menu, and create a secure PIN to stop
rcmn ssystem which will rank'contentby age appropriateness, withiclear settings being tampered with. Then head into the Privacy menuwhere youcan 1
warnmgs itagameis not suitable foryoungerplayers: apply moderation toin-game chat, personalmessages, invites and more.

( Disable Messages ‘ /BIock and Report \w

It’s advisable to block allmessaging ifyou have concerns overyour child’s safety.lftheyre Toreport players inagame;findthe Robloxsymbolon'screen (orthe‘Settings*button
playingWithfriends theyknowinreallife,encotrage themtochatinanotherway (likelon on some devices):dentifythe offending playerand clicktheflagicon: Claritywhyithe
the phone); solyot know exactlywho theyire talking to dnd how: Accounts canibe tweaked playeris beingreported bychoosingareason from thellist.Ifyoutthinka particular
toalfowmessages from specificgroupsof people, stichas friendsorisers thatyourchild gameisindppropriate;youcdnalsoflagitforamoderatortocheckbyfollowingithe
follows. Qﬂme steps butselecting‘Game’insteadof ‘Playert

' Encourage Creativity

It could prove alittle too complexforyounger children, butRoblox Studio is a great place to start learning the fundamentals of game design. Many budding developers have
created Roblox games which have become popular among the community. There are plenty of tutorials on making games onssites like YouTube. You never know, your child’s
creation might be the nextbig thing!
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how to make them safe and fun. q‘ - J . ! #wakEUPWEdnESdaﬂ

Mark Foster has worked in the gaming industry for several years as a writer, editor and
presenter. He is the gaming editor of two of the biggest gaming news sites in the world,
UNILAD Gaming and GAMINGbible. Starting gaming from a young age with his siblings,

Meet Our Expert i Nat.lonal

he has a passion for understanding how games and tech work, but more importantly,

@ www.nationalonlinesafety.com ’ @natonlinesafety n /NationalOnlineSafety @nationalonlinesafety

Users of this guide do so at their own discretion. No ligbility is entered into. Current as of the date of release: 28.04.2021




