Pool House CP School
Computer System Integrity PoliCy

Virus Introduction And Copyright Breaches.

At Pool House a list Of all software purchased by the School
under site-licences is kept separately by the 1.C.T. Co-ordinator.
The School Policy is that only software purchased by the School is
allowed to be used onh school premises. Pupils are nhot allowed to
bring private software disks into SChool and, in particular, 'arCade’
games Software is banhed. This poliCy is desigshed not onhly to
ensure that the SChool is hot in breaCh of copyright [aws but also
t0 reducCe the risk Of Viruses being introduced into sChool
computer systems.

Ctaff action:

1.  Pupils who are founhd to be in breach of this policy will have
their disks ConhfisCated.

2. Confiscated disks will be given to the 1.C.T. Co-ordinator
who Will elimihate any viruses and also CheCk tO see if a
breach of copyright has beeh made. Ih such cases, the 1.C.T.
Co-ordinator will forward a report to the Head teacher who
Will decide oh gppropriate aCtionh to be taken.

3. Virus protection software should be installed on all hard
disks anhd floppy disks t0 reduce the risk Of infection. This
Software should be updated at frequent intervals to deal
with hew Strains Of Viruses as they appear.

Unhauthorised Access

Internal Systems

A great deal Of information Of a personhal, confidential and
sensitive nature is stored in SChool Computer systems, either oh



Software or hard disk. Such data is subjeCct to the Data
Protection ACt ahd preCautions must be taken to protecCt it from
uhauthorised access. The following actions are recommended:

1. Cet aCcess tO files SO as to limit aCcess to the owner of the
File only.

2. ({Jse a password system in oOrder tO restriCt aCCesS tO
authorised personnel only.

N.B. A dediCated haCker Canh break down a password within
2¢ hours, SO passwords should be Changed daily.

3.  TWhen software that Contains confidential data is hot in use,
it should be loCcked in a safe or a secure area.

4. Some computer systems inCorporate a physiCal loCking device
for the hard disk. If a hard disk is used to store confidential
data, it should preferably be physiCally loCked or if this is hot
possible, the computer Ccontainhing it should be |oCcked in a
secure area.

External Systems
HacCkers Can gaih aCCess tO data Conhtaihed within any computer
system, whicCh is conhnected tO g telephonhe line Via @ modem Or t0 3
local area hetwork (LAN). We have both a heed to proteCt our
data from unhauthorised access (interhal ¢ external) and a duty to
prevent our pupils from 'hacking' into externhal Computer systems
when using sChool computers Via analogue or digital telephone
systems using modems or ISDN conhnhections. The following actions
are recommended in addition to those listed previously:

1. Pupils should not be allowed tO access the Interhet Or ahy
other exterhal CommunhiCations system unless they are
supervised by a member Of Sstaff.

2. [ogging-in passwords and codes for the Ihternet ahd other
communications Channels should not be divuiged tO pupils
ahd these should be securely loCked away when nhot in use.
N.B. This is hot heCessary when accessing the NGFL.

3. Initial logging-ih procedures for the Internet should be
Carried out by the superVising teacher and not by the pupils
themselves.



External modems should be securely |ocked away anhd ISDN
routers switChed Off whenh not ih use.
All external communications activity should be logged on a
telephone record sheet.

6. The school| should use a 'firewall' to protecCt itS own internal
data ahd programmes.
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