Digital Resilience at Rose Wood

The growth and change in technologies is evolving so quickly that it is impossible to keep up with the latest advancement. Our aim at Rose Wood Academy
is to provide children with the tools to become digitally resilient. If we educate children on how to recognise the dangers, then they can protect themselves
across the vast range of applications, social medias, gaming and live streaming platforms. Our aim is to ensure that children recognise the risk and know

how to keep themselves safe in an ever-changing digital world.

To ensure we provide the correct
information, we aim to cover a range
of areas of online safety: self-image
and identity; online relationships;
online reputation; online bullying;
managing online information; health,
well-being and lifestyle; privacy and
security and copyright and ownership.

Each year group will tackle these
areas throughout the school year. The
following page will highlight what we
will address with your child to ensure
they become digitally resilient. It
would be great if you could discuss
these with your child throughout this
school year.

The designated Digital Resilience Lead
at Rose Wood is Mr Millward. If you
have any concerns/questions, please
don’t hesitate to get in contact.
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Self-image and identity

This strand explores the differences
between online and offline identity
beginning with self-awareness,
shaping online identifies and how
media impacts on gender and
stereotypes. It identifies effective routes
for reporting and support and explores
the impact of online technologies on
self-image and behaviour.

Managing online information

This strand explores how online
information is found, viewed and
interpreted. It offers strategies for
effective searching, critical evaluafion
and ethical publishing.
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Online relationships

This strand explores how technology
shapes communication styles and
identifies strategies for positive
relationships in online communities.
It offers opportunities fo discuss
relationships and behaviours that
may lead to harm and how positive
online interaction can empower and
amplify voice.
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Health, well-being and
lifestyle

This strand explores the impact that
technology has on health, well-

being and lifestyle. It also includes
understanding negative behaviours
and issues amplified and sustained by

online technelogies and the strategies
for dealing with them.
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Online reputation

This strand explores the concept of
reputation and how others may use

online information to make judgements.

It offers opportunities to develop
strategies to manage personal digital
content effectively and capitalise on
technology’s capacity to create effective
positive profiles.
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Privacy and security

This sfrand explores how personal
online information can be used, stored,
processed and shared. It offers both
behavioural and technical strategies fo
limit impact on privacy and protect data
and systemns against compromise.
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Online bullying

This strand explores bullying and
other online aggression and how
technology impacts those issues. It
offers strategies for effective reporting
and intervention and considers how
bullying and other aggressive
behaviour relotes to legislation.
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Copyright and ownership

This strand explores the concept of
ownership of online content. It explores
strategies for protecting personal
content and crediting the rights of
others as well as addressing potential
consequences of illegal access,
download and distribufion.



Year 6

Self-image and
identity

| can describe ways in which media can shape ideas about gender

| can identify messages about gender roles and make judgements based on them.

| can challenge and explain why it is important to reject inappropriate messages about gender online.

| can describe issues online that might make me or others feel sad, worried, uncomfortable or frightened. | know and can give examples of how |
might get help, both on and offline.

| can explain why | should keep asking until | get the help | need.

Online
Relationships

| can show | understand my responsibilities for the well-being of others in my online social group.

| can explain how impulsive and rash communications online may cause problems (e.g. flaming, content produced in live streaming).
| can demonstrate how | would support others (including those who are having difficulties) online.

| can demonstrate ways of reporting problems online for both myself and my friends.

Online Reputation

| can explain how | am developing an online reputation which will allow other people to form an opinion of me.
| can describe some simple ways that help build a positive online reputation.

Online Bullying

| can describe how to capture bullying content as evidence (e.g screen-grab, URL, profile) to share with others who can help me.
| can identify a range of ways to report concerns both in school and at home about online bullying.

Managing online
information

| can use search technologies effectively.

| can explain how search engines work and how results are selected and ranked.

| can demonstrate the strategies | would apply to be discerning in evaluating digital content.

| can describe how some online information can be opinion and can offer examples.

| can explain how and why some people may present ‘opinions’ as ‘facts’.

| can define the terms ‘influence’, ‘manipulation’ and ‘persuasion’ and explain how | might encounter these online (e.g. advertising and ‘ad
targeting’).

| can demonstrate strategies to enable me to analyse and evaluate the validity of ‘facts’ and | can explain why using these strategies are important.
| can identify, flag and report inappropriate content.

Health, well-being
and lifestyle

| can describe common systems that regulate age-related content (e.g. PEGI, BBFC, parental warnings) and describe their purpose.

| can assess and action different strategies to limit the impact of technology on my health (e.g. nightshift mode, regular breaks, correct posture,
sleep, diet and exercise).

| can explain the importance of self-regulating my use of technology; | can demonstrate the strategies | use to do this (e.g. monitoring my time
online, avoiding accidents ).

Privacy and
security

| use different passwords for a range of online services.

| can describe effective strategies for managing those passwords (e.g. password managers, acronyms, stories).

| know what to do if my password is lost or stolen.

| can explain what app permissions are and can give some examples from the technology or services | use.

| can describe simple ways to increase privacy on apps and services that provide privacy settings.

| can describe ways in which some online content targets people to gain money or information illegally; | can describe strategies to help me identify
such content (e.g. scams, phishing).

Copyright and
ownership

| can demonstrate the use of search tools to find and access online content which can be reused by others.
| can demonstrate how to make references to and acknowledge sources | have used from the internet.




