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1. Introduction

The purpose of this CCTV (closed circuit television) policy is to establish guidelines for the use of CCTV systems on our premises to ensure the safety and security of employees, visitors, and assets while respecting individual privacy rights.

2. Purpose

The Trust's academies which use CCTV systems are implemented for the following purposes:

a) Crime Prevention and Detection: CCTV systems are primarily installed to deter criminal activities, monitor and detect incidents, and facilitate investigations.
b) Safety and Security: CCTV systems enhance the safety and security of personnel, assets, and property within the Trust's premises.
c) Operational Efficiency: CCTV systems may be used to monitor and manage operational processes, ensure compliance with Trust policies, and enhance productivity.

3. Scope

This policy applies to all employees, contractors, and visitors on our premises who may be monitored by CCTV cameras. It covers the installation, operation, maintenance, and monitoring of CCTV systems.

4. Responsibilities

The Trust is responsible for ensuring that CCTV systems are used in compliance with this policy and all relevant legislation.

The Data Protection Officer (DPO) is responsible for overseeing compliance with data protection legislation in relation to CCTV systems.

The academy is responsible for ensuring that CCTV systems are used for the purpose for which they were installed and not for any other purposes.

All employees and contractors are responsible for ensuring that they use CCTV systems in compliance with this policy.

All employees must report any unsafe practices or hazards to their line manager.

5. CCTV Principals

We will ensure that the use of CCTV systems is compliant with all applicable laws and regulations, including data protection and privacy laws. The following principles will guide our use of CCTV systems:
· The use of CCTV systems will be lawful, fair, and transparent.
· Only use CCTV systems for legitimate purposes, such as ensuring safety and security.
· Not use CCTV systems to monitor the activities of individuals without a legitimate reason.
· Will respect individuals' privacy rights and ensure that any personal data collected by CCTV systems is handled in accordance with data protection laws.
· Will ensure that CCTV systems are only used by authorised personnel who have received appropriate training and understand their responsibilities.

6. CCTV design & Installation

CCTV cameras will only be installed in areas where there is a legitimate need for surveillance, such as areas where there is a high risk of crime, violence, or accidents.

We will consider the impact of CCTV cameras on individuals' privacy rights when designing and installing CCTV systems. For example, we will avoid installing cameras in areas where individuals have a reasonable expectation of privacy, such as restrooms or changing rooms.

We will clearly indicate the presence of CCTV cameras by using appropriate signage.

7. Operation and monitoring

We will ensure that CCTV systems are only operated for legitimate purposes, such as ensuring safety and security and will:

· Ensure that the operation of CCTV systems is proportionate to the risks they are intended to address.
· Ensure that CCTV systems are monitored by authorised personnel who have received appropriate training and understand their responsibilities.
· Ensure that the images captured by CCTV systems are of sufficient quality to serve their intended purpose.
· Ensure that access to CCTV footage is restricted to authorised personnel only, and that any requests for access are handled in accordance with data protection laws.

8. Access, Storage, Retention, and Deletion of CCTV footage

Each academy who have and managed CCTV will: 

· establish a retention period for CCTV footage based on their operation.
· ensure that any requests for access to CCTV footage are handled in accordance with data protection laws.

Access Control: Access to CCTV systems and recorded footage will be restricted to authorised personnel who have a legitimate need for such access and protect against unauthorised access or disclosure.

Data Storage: CCTV footage will be stored securely and protected from unauthorised access, tampering, loss, or destruction.

Retention Period: The academy should establish a retention period for CCTV footage, considering legal requirements, operational needs, and storage capacity. Once the retention period expires, the footage should be securely erased or destroyed.

9. Data Protection

CCTV systems must be used in compliance with data protection legislation.

The academy must ensure that the use of CCTV systems is proportionate and necessary to achieve its aims, and that individuals are not subject to excessive surveillance.

The academy must inform individuals that CCTV systems are in operation, and the purpose for which they are being used.

The academy must ensure that the images captured by CCTV systems are secure, and that access to them is limited to authorised personnel only.

The academy must retain CCTV footage only for as long as is necessary for the purpose for which it was captured and must securely delete it when it is no longer needed.

Individuals have the right to access CCTV footage that relates to them, and to request that it be deleted or corrected if it is inaccurate.

a) Privacy Considerations: The academy should respect the privacy rights of individuals captured by the CCTV systems and ensure compliance with relevant privacy laws and regulations.
b) Data Protection: Appropriate measures should be implemented to protect CCTV data from unauthorised access, disclosure, alteration, or destruction.
c) Data Subject Requests: Individuals have the right to request access to their personal data captured by CCTV systems. The academy should establish procedures to handle such requests in accordance with applicable laws.
d) Data Sharing: CCTV footage should only be shared with authorised individuals or entities on a need-to-know basis, such as law enforcement agencies or for the purpose of investigations.

10. Training

Staff will receive training on the appropriate use of CCTV systems, including their purpose, operation, privacy considerations, and the academy’s CCTV Policy.

Staff will be made aware of their rights and responsibilities regarding CCTV systems and understand the potential consequences of violating the policy.


11. Review

CCTV systems must be monitored to ensure that they are being used in compliance with this policy and all relevant legislation.

Each academy will conduct regular reviews of CCTV systems to ensure that they remain necessary, proportionate, and effective.

Each academy will ensure that any complaints or concerns regarding the use of CCTV systems are promptly investigated and resolved.

This policy will be reviewed periodically to ensure that it remains relevant and up to date. The effectiveness of the policy will be monitored and through feedback from employees.

Staff will receive training on the appropriate use of CCTV systems, including their purpose, operation, privacy considerations, and the academy's CCTV Policy.

Staff will be made aware of their rights and responsibilities regarding CCTV systems and understand the potential consequences of violating the policy.
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