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Welcome to St Bede’s...

Last week’s attendance
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Wed 14" Oct
e Y5 Residential YMT
e Y2 Captain Cook
Museum
Thu 15" Oct
e Y5 Residential YMT
e KS1 Physical Literacy
Festival
Fri 16" Oct
Y5 return from residential

Check out our full SRS

school calendar
online

(" Comingsoom.

Thu 22" Oct
NHS Flu
Vaccinations in
school

Autumn Discos
EYFS 15.30-16.15
KS1 16.20-17.20
KS2 17.30-18.30

Fri 23" Oct

Big Bede's Family
Breakfast
9.30-11am
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Most commonly found embedded in laptop
screens and smartphones, webcams are tiny
video/still cameras designed to let you
participate in video calls on services such as
Skype and Zoom. They have become hugely
popular since the start of the coronavirus
pandemic, allowing homeworkers to chat with
remote colleagues and helping friends and
families stay in touch. However, there are
many security and privacy risks associated
with webcams that owners should be aware of.
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embarrassing webcam foctage of you. It's highly likely
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more money. Report the matter to the police and keepa

Hackers

Webcams are a prime target for hackers as
they give attackers a highly intrusive eye into
the victim’s home. e have n several
high-profile breaches where integrated laptop
webcams or dedicated webcams have been
targeted.

Malware

Malware often targets webcams, secretly giving
hackers access to your computer's wel
withoutany \dsible signs that the camera is
tched h malware can arrive in email
by clicking on rogue links on
websites, and it can often installitself in the
buclcground without the user being alerted.

Access to strangers

Children can be naive to the dangers of
allowing strangers to access the computer's
mbeam They click through warning

essages that ?rcm access to the camera or
they may willingly share the camera with
pecple they rnnal online who are pretending to
be children.

Blackmail

Webcams can be used for blackmail, even when
the webcam itself hasn't been hacked. Fraudsters
will claim to have webcam footage or stills of the
victin whilst naked or accessing pomog rginhy

and threaten to post such foowga on 5o
media or send it to employers if the victim fails to
pay up. The fraudsters normally don't have any
footage at all, butthe threat is often enough.

Look out for...
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Check the camera permissions on your
uharho alwure no rogue or UNNecessary
ugwm: access to the camera.
h oﬂ' nn}r apps thatdon't need access to
the camera never use the webcam, ?
can bar all unoooa to the webcam. Better still,
cover it when not in use.
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Unexpected saved folders

webcam compromise is folders
taken by yourwebcam

'on your computer. Malware will often save

on your machin ng to

rrhoene e before attempti
them to the hackers, who will then use them
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User Saftety Tips .

Explain the dangders to children

Talk to your children about the dangers of talking with
strangers via webcam and tell them not to accept any

ideo chat requests from pe; I;:.'nle they don't kmow in real
life. Keep computers in family reoms, so that children
can't cmrer‘tgr use the webcum:n their bedrooms.

Refuse & report

Do not pay anyone claiming to have captured

they don't have footage in the first place, and even if
hey do, paying them may encourage them to demand

record of any evidence you can.

Unplug webcams & update firewalls

\

Iug external (USB) webcams when they're notin use.
e sure your computer is running up-to-date security
seltwarg and that the firewall is swulched on. This can
thwart attempts to access your webcam remotely.
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Barry Collins

Barry Collins has beena technology
journalist and editor for more than 20
years,working for titles such as The Sunday
Times, Which?, PC Pro and Computeractive
He's appeared regularky as a technology
pundit on television and radio, including on
BBC Newsnight. Radio 5 Live and the TV
News at Ten. He has wo children and has
written regubark about internet safety
issues over the years.
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www.nationalonlinesafety.com Twitter - @natonlinesafety

Facebook - /NationalOnlineSafety

Instagram - @nationalonlinesafety

Users of this guide do o at thelr own discretion. No lability is entered into. Current as of the date of release: 05.08.2020
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(we strongly encourage a Parent [carer to Stay
with EVFQ children for the duration of thig digco)
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You can now view our
latest PE Newsletter on
our school website
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https://stbedesdarlington
bhcet.org.uk/curriculum/
classes
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> Parent Information Meeting &

in G“ Would you like to know more about
Cﬂ“ g a ents the Multiplication Tables Check (MTC)
and how to support your child at home?

m Monday 2nd November ;

(L) 2:45pm

FRIDAY 23%*° OCTOBER 2026
9:30-11AM

o Explain what the MTC is
@ Show you what the check looks like  _\

Share practical ways to practise =
times tables at home

PRAC
o Provide useful resources and support gu"_yg E o
o Answer any questions you may have CGNF:I’ENCE vy St Bede’s \\\
L \

k\.xﬁ_ ) School Hall i .___,,/'

Why is this important? We look )
‘T Multplcation Tables Check helps forward to | JOIN PARENTS, CARERS AND OTHER FAMILY
1 chllrendeveop Quckrecall imutiicaton. QS ULty MEMBERS FOR BREAKFAST, A CHAT AND
confidence and success in mathematics. o The Year 4 Team INFORMATION ABOUT OUR NEW PTA!

s g Working together to help every child
pecome confident and fluent in their times tables!
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