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Dear Parents and Carers, 

I hope this message finds you well. I'm Mr. Connaughton, the Designated Safeguarding 

Lead (DSL) here at STG. In my role, I have the privilege of leading a fantastic team of 
Pastoral workers and Online Safety Ambassadors. Together, we're dedicated to creating 
and implementing comprehensive online safety initiatives, educational events, and 
resources across our school community. 

In our rapidly evolving digital world, our children are more connected than ever before. 
From smartphones to gaming, social networking, and the vast expanse of the internet, 
these technologies have become a staple in their daily lives. They offer incredible 
opportunities for learning and entertainment, but they also bring with them certain 
challenges and risks that we need to be mindful of. 

We completely understand that keeping up with the ever-changing digital landscape 
can be quite a task for parents and carers. That's why we've put together this information 
booklet. Our aim is to provide you with the essential knowledge and tools to help 
safeguard your children in the online world. This booklet is a collaborative effort, born 
from the combined expertise of our Online Safety Ambassadors and myself, ensuring that 
the information is both current and relevant. 

It's important to remember that the digital world is always in flux. Consequently, this guide 
is a living document. We are committed to regularly updating it to reflect the latest trends 
in technology, apps, and games. Your input is incredibly valuable to us. If you have 
expertise or insights in this area, we would be delighted to hear from you. Your 
contributions can help us enrich this resource further. 

Together, we can create a safe and positive online environment for our children. Let's work 
hand in hand to guide them through this digital age with confidence and care. Warm 
regards, 

Mr. Connoughton 

Designated Safeguarding Lead 



                                                                                    

1. Fostering Critical Thinking About Online Influencers: 
It's quite a maze out there in the world of online influencers, isn't it? Some influencers can 

be fantastic role models, while others might stir up a bit of controversy. Here's a thought: 
why turn this into an opportunity for a great discussion with your child? Encourage them to 
think critically. Instead of just sharing your views, ask questions that make them ponder. 
Questions like, "What do you think about what this influencer said?" or "How do you decide 
if someone online is trustworthy?" can be really thought-provoking. And if you're looking for 
some extra help, Bold Voices offers some brilliant resources for parents. Check them out at 
(https://www.boldvoices.co.uk/resources). They're a treasure trove of information on 
navigating these tricky conversations. 

 

2. Engaging in Conversations About Online Activities: 
Curiosity, not criticism, is the key here. When you chat with your child about what they're up 
to online, show genuine interest. It's amazing how a simple shift in approach can open up 
a world of conversation. Ask them about the games they play, the people they chat with, or 
the new things they've discovered. It's all about creating a space where they feel 
comfortable sharing their online world with you. Remember, it's not an interrogation; it's a 
conversation. 

3. Being a Role Model in the Digital Age: 
We all know kids are like sponges – they soak up everything around them, especially from 

their parents. If you're concerned about your child being exposed to negative or 
disrespectful views online, remember that your response and behaviour set the tone. This 
booklet is here to support you in having those honest, open conversations about respect 
and integrity. Show them through your actions and words how to navigate the online world 
with respect for themselves and others. Your example is the most powerful lesson they'll 
learn. 



 

FIFA / Ultimate Team 

Description: 

FIFA 23 is a football video game published by EA (Electronic Arts). FIFA23 is the 30th 
and final instalment in the FIFA series that is developed by EA Sports and the final 
instalment under the FIFA banner. 

Addressing Safety and Gambling Concerns in FIFA Games: 

A Safeguarding Perspective: 

When it comes to safeguarding our children in the realm of video games like FIFA, 
it's crucial to address the potential risks associated with gambling addiction and 
other safety concerns. FIFA games, particularly with features like Ultimate Team, 
can present situations that may inadvertently expose young players to gambling-
like mechanics. Here's how you can approach these concerns: 

1. Understanding the Risks of In-Game Purchases and 

Gambling Mechanics:   

● FIFA Points: These are used for in-game purchases, including buying packs 
in the Ultimate Team mode. The randomness and excitement of opening 
packs can mimic gambling, potentially leading to addictive behaviours. 

● Awareness: It's important to educate your child about the nature of these 
transactions and the psychological tactics used in such games that can 
create a compulsion to spend more money. 

2. Setting Boundaries and Using Parental Controls: 



 

● Limit In-Game Spending: Utilise the Playtime feature in FIFA games to set 
limits on in-game purchases. This can help prevent overspending and 
reduce exposure to gambling-like mechanics. 

● Parental Controls: Make use of console parental controls to restrict access 
to certain features of the game, including the ability to make purchases. 

3. Monitoring and Communication: 

● Open Dialogue: Have regular conversations with your child about their 
gaming experiences. Discuss the risks associated with spending real money 
in games and the importance of responsible gaming. 

● Signs of Problematic Behaviour: Be vigilant for signs of excessive gaming or 
distress related to in-game purchases, which can include becoming upset 
about not being able to play or buy items. 

4. Chat Mode and Online Interactions: 

● Age-Appropriate Interactions: The chat feature in FIFA allows interaction 
with a diverse group of players. Monitor who your child is chatting with and 
ensure these interactions are age-appropriate. 

● Teach Online Safety: Educate your child about online safety, including not 
sharing personal information and what to do if they encounter inappropriate 
content or conversations. 

5. Promoting Healthy Gaming Habits: 

● Balance and Moderation: Encourage a balanced approach to gaming. Set 
time limits and ensure that gaming does not interfere with other important 
activities like schoolwork, physical activity, and family time. 

● Alternative Activities: Provide opportunities for your child to engage in other 
hobbies and interests outside of gaming. 

Conclusion 

As a safeguarding measure, it's essential to be proactive in addressing the 
potential risks associated with FIFA games. By educating yourself and your child, 
setting appropriate boundaries, and maintaining open communication, you can 
help ensure a safe and enjoyable gaming experience. Remember, your 
involvement and guidance are key to fostering responsible gaming habits in your 
child. 



 

Navigating Safety Features in FIFA Games: Empowering 

Parents with Playtime 
 

As parents, ensuring our children's safety while they enjoy their favourite games is 
paramount. Thankfully, FIFA games come equipped with a handy tool called 
Playtime, designed to give you peace of mind and control over your child's gaming 
habits. 

What is Playtime? 

Playtime is a built-in system in FIFA games that allows you, as a parent, to monitor 
and manage how much time and money your child spends on the game. It's a 
fantastic feature that works alongside the parental controls available on gaming 
consoles. 

How Does Playtime Help? 

Time Management: With Playtime, you can set limits on how long your child can 
play FIFA. Whether it's a certain number of hours per day or specific times during 
the week, you have the flexibility to decide what works best for your family's 
schedule and your child's well-being. 

Financial Control: In-game purchases can be a concern, but Playtime lets you set 
a budget for how much can be spent within the game. You can even set this limit 
to zero, effectively preventing any unintended or unauthorised purchases. 

Why Use Playtime? 

Promotes Healthy Gaming Habits: By setting time limits, you're helping your child 
develop a balanced approach to gaming. It encourages them to enjoy their 
playtime while also making time for other important activities and responsibilities. 
Avoids Overspending: The financial control aspect ensures that your child doesn't 
accidentally (or intentionally) spend more than what you're comfortable with. It's 
a great way to teach them about managing money and the value of digital 
purchases. 
Peace of Mind: Knowing you have these controls at your fingertips can give you 
peace of mind. You can relax, knowing that your child's gaming experience is both 
safe and enjoyable. 



 

Setting Up Playtime: 

Setting up Playtime is straightforward. You can access it through the game's 
settings or parental control options on your console. Take a moment to explore 
these settings and customise them to fit your family's needs. 

In conclusion, FIFA's Playtime feature is a valuable tool for parents. It empowers you 
to create a safer, more controlled gaming environment for your children, ensuring 
that their experience with FIFA is not only fun but also aligns with your family's 
values and rules. 

 Snapchat  
Description: 

Snapchat is a multimedia messaging app popular among younger users. It allows 
individuals to share photos and videos, known as "snaps," which are only available for a 
short duration before they disappear. The app is known for its unique filters and lenses that 
can alter appearances or add fun, creative elements to the snaps. Users can also compile 
snaps into a "Story" to share their day's events, which is visible to their friends for 24 hours. 
Additionally, Snapchat includes features like Snap Map, which shows shared snaps from 
various locations, and Discover, for exploring content from media partners. The app 
emphasises spontaneity and temporary sharing, with a focus on privacy and ephemerality 
in digital communication. 

Key Features of Snapchat: 

● Snaps: The core feature of Snapchat is the ability to send 'snaps' - pictures and 
videos - to friends or followers. What sets snaps apart is their ephemeral nature; they 
are designed to disappear after being viewed by the recipient. This temporary aspect 
is what initially made Snapchat stand out in the crowded social media landscape. 

● Stories: Users can also post snaps to their 'Story', which is visible to their friends or 
followers for 24 hours. Stories allow users to compile snaps into a narrative over the 
course of a day. 



 

● Filters and Lenses: Snapchat is renowned for its wide array of fun and often 
whimsical filters and lenses. These can transform selfies with various visual effects, 
from cute animal ears to bizarre face distortions. 

● Discover: This feature allows users to explore content from media partners, as well 
as stories from a broader Snapchat community. It's a way to stay updated with news, 
trends, and popular content within the app. 

● Snap Map: Snap Map lets users share their location with friends on a map. It also 
shows snaps submitted from various locations around the world, offering a glimpse 
into different cultures and events. 

Safety and Privacy Considerations: 

When discussing the safety and privacy considerations of using Snapchat, it's crucial to 
address the risks of Child Sexual Exploitation (CSE) and other potential dangers. Here's an 
expanded view of these considerations: 

Privacy Settings: Users have the ability to control who can contact them, who can view 
their stories, and who can see their location on Snap Map. It's important for users, especially 
younger ones, to restrict these settings to known friends and family to reduce the risk of 
unwanted contact or exposure to harmful content. 

Disappearing Messages: While the ephemeral nature of snaps can give a false sense of 
security, users should be aware that recipients can take screenshots or use other devices 
to capture the snap. This raises concerns about the sharing of personal or sensitive images, 
which could potentially be used for blackmail or other forms of exploitation. Snapchat 
notifies the sender if a screenshot is taken, but this doesn't prevent the recipient from 
keeping a permanent record of the snap. 

Age Restrictions: Snapchat requires users to be at least 13 years old. However, age 
verification on social media can be easily bypassed, and younger children may still access 
the app. For children under 13, Snapchat offers 'SnapKidz', a more restricted version of the 
app. However, the effectiveness of this version in safeguarding young users is limited if 
children can falsely claim to be older to access the full app. 

Risks of Child Sexual Exploitation (CSE): The nature of Snapchat can make it an attractive 
platform for predators. The temporary nature of messages can be exploited by offenders 
to groom children, as evidence of such behaviour is less likely to be retained. It's crucial for 
parents and guardians to educate children about the risks of sharing personal information 



 

or images with strangers. Conversations about online safety, the permanence of digital 
footprints, and the importance of reporting any uncomfortable interactions are essential. 

Other Risks: 

● Cyberbullying: Snapchat can be used for cyberbullying, where hurtful or harmful 
content is shared about or sent to individuals. 

● Mental Health: The focus on image sharing and filters can impact young users' self-
esteem and body image. 

● Inappropriate Content: Through features like Discover, users may be exposed to 
content that is inappropriate for their age. 

Conclusion: 

While Snapchat offers a unique and engaging way for users to communicate, it's important 
to be aware of and actively manage the risks associated with its use. Regular conversations 
about online safety, setting appropriate privacy controls, and staying informed about the 
app's features are key steps in safeguarding against potential dangers, including CSE. 

TIKTOK 

 

Description: 

TikTok is a dynamic and widely popular social media platform that allows users to create, 
share, and view short video clips. Known for its viral dances, celebrity cameos, and creative 
content, TikTok has become a favorite among teens worldwide. As of January 2021, the app 
supports 75 languages and boasts over 1 billion active users, reflecting its global reach and 
influence. 

Minimum Age Requirement: 

TikTok requires users to be at least 13 years old. This age limit is in place to protect younger 
children from content that may not be suitable for them. 



 

Safety Features on TikTok: 

● Digital Wellbeing: Similar to other social platforms like Facebook and Instagram, 
TikTok includes a digital wellbeing feature. This tool, which is password-protected, 
alerts users if they've been on the app for more than two hours, promoting healthier 
usage habits. 

● Restricted Mode: Users can enable 'restricted mode' to filter out content that may be 
inappropriate. This feature adds an extra layer of content control, making the 
platform safer for younger audiences. 

● Private Accounts: Users have the option to set their accounts to private. In this mode, 
only the creator can view their videos unless they approve followers. However, profile 
photos, usernames, and bios are still visible to all users. Private accounts also allow 
users to manage who can comment, send direct messages, and engage with their 
content through features like duets. 

● Privacy Settings for Under 18s: For users under 18, accounts are set to private by 
default. This means that only approved followers can view their videos, enhancing 
privacy and safety for younger users. 

Safety Issues and Concerns: 

1. Online Trends and Challenges: Some trends on TikTok can pose risks to physical 
health and mental well-being. Examples include: 
The Silhouette Challenge: This involves creating silhouette images or videos, which can 
sometimes be sexualised. There's also a risk of filters being removed by others, exposing 
what's behind the silhouette. 
The Blackout Challenge: An extremely dangerous trend where users restrict their oxygen 
to the point of near-unconsciousness. This has tragically led to fatalities among children. 

2. Exposure to Inappropriate Content: The platform may feature language or content 
that is unsuitable for younger children. 
3. Contact from Strangers: There is a risk of predators using TikTok to connect with 
children. Privacy and security settings should be adjusted to mitigate this risk. 
4. Manipulative Practices: Recent trends like nominating children to fight each other 
as a challenge raise significant concerns. Such practices highlight the need for vigilance 
and open communication between parents, children, and schools. 

Conclusion: 
TikTok, while a platform for creativity and fun, also presents various safety challenges. It's 
crucial for parents and educators to be aware of these issues and to actively engage with 
children about their TikTok use. Setting up appropriate privacy and safety settings, having 



 

open discussions about online behaviour, and monitoring content are key steps in ensuring 
a safe and positive experience on the platform. If you come across any concerning trends 
or challenges, please do not hesitate to contact the school. Addressing these issues 
collectively enhances our ability to safeguard our children effectively. 

Instagram 

 

Description: 

Instagram is a widely popular photo and video-sharing app that has become a 
significant part of social media culture. Available on both iPhone and Android devices, it 
allows users to share their life moments, creative content, and connect with friends and 

communities. Here’s an overview of Instagram, focusing on its minimum age 
requirement, safety features, and tips for parents. 

Minimum Age Requirement: 

The minimum age to create an Instagram account is 13 years old. This age restriction is in 
place to protect younger children from potentially inappropriate content and to comply 
with online privacy laws. 

Safety Features on Instagram: 

● Family Centre: Instagram's Family Centre offers resources to help parents 
understand the platform and its various supervision tools. It provides tips for talking 
to teens about their use of Instagram, aiming to foster a safer and more informed 
experience. 

● Enhanced Privacy Settings: 
1. Two-Factor Authentication: One of the most effective ways to secure an 

Instagram account is by enabling two-factor authentication. This adds an extra 



 

layer of security by requiring a second form of verification (like a text message or 
an authentication app) when logging in from a new device. 

2. Privacy Controls: Users can adjust their privacy settings to control who sees their 
posts, who can send them direct messages, and who can comment on their posts. 

● Disabling Direct Messages from Adults to Young People: Instagram has 
implemented a policy that prevents adults from sending direct messages to users 
under 18 who don’t follow them. This feature is designed to protect younger users 
from unwanted contact from adults. 

● Content and Interaction Monitoring: Parents are encouraged to discuss with their 
children about who they follow and who follows them. Understanding the nature of 
these interactions is key to ensuring a safe experience on the platform. 

Safety Issues for Parents 

● Inappropriate Content: Instagram's diverse content includes material that may not 
be suitable for young users, such as explicit or violent posts. 

● Online Predators: The platform can attract predators who may use fake profiles to 
interact with minors, posing risks of grooming and exploitation. 

● Cyberbullying: Instagram can be a venue for cyberbullying through hurtful 
comments, harassment, or sharing private information. 

● Privacy Concerns: Young users might inadvertently share too much personal 
information, like location or school details, which can be risky. 

● Mental Health: The focus on likes and followers can affect self-esteem and body 
image, especially among younger users. 

● Scams and Phishing: Users may encounter scams or phishing attempts through 
direct messages or links. 

● Addiction and Screen Time: Excessive use of Instagram can lead to addiction, 
affecting academics, physical health, and social interactions. 

Additional Resources 

Instagram Guide for Parents: For a comprehensive understanding of Instagram and its 
features, parents can visit Instagram's Guide for 

Parents(https://about.instagram.com/community/parents). This guide offers detailed 
information and tips on how to navigate the platform safely. 

 



 

Conclusion: 

Instagram can be a fun and engaging platform for teens to express themselves and 
connect with others. However, it's important for parents to be aware of the app’s safety 
features and to have open conversations with their children about responsible social 
media use. By setting up appropriate privacy controls, using the resources provided by 
Instagram, and maintaining an open dialogue about online behaviour, parents can help 
ensure a positive and safe experience for their teens on the platform. 

Whatsapp 

 

Description: 

WhatsApp Messenger is a widely-used instant messaging app available on both Android 
and iPhone. It enables users to send text messages, make voice and video calls, and 
share images, documents, user locations, and other media. WhatsApp operates over the 
internet, contrasting with standard SMS texting that goes through a phone provider. 

Safety Features on WhatsApp: 

● Privacy Settings: Users can adjust their privacy settings to control who sees their 
information, including 'last seen' status, profile photo, and status updates. Options 
include: 

1. Everyone: All users can see your information. 
2. My Contacts: Only saved contacts can see your details. 
3. My Contacts Except: Excludes specific contacts from viewing your information. 
4. Nobody: No one can see your personal details. 
● Block or Report Contacts: Users can block specific contacts or report messages if 

they find them inappropriate or harmful. 
● Control Location Sharing: Location sharing can be enabled or disabled. If enabled, 

shared photos may include the location where they were taken. 

 

 



 

Safety Issues on WhatsApp: 

● Cyberbullying: WhatsApp's group chat feature, supporting up to 250 people, can 
be a breeding ground for cyberbullying, especially among teens. 

● Sexting: The app is sometimes used for sexting. Parents are encouraged to 
regularly check their child’s content. 

● Privacy Breach: Screenshots and downloads of private conversations and photos 
are possible, posing a threat to privacy. 

● Fake News and Scams: The spread of false information and scams is a concern, 
especially in large group chats. 

Conclusion: 

WhatsApp is a powerful communication tool, but it comes with its set of challenges, 
particularly for younger users. Parents should be aware of these issues and discuss them 
with their children. Regular monitoring, setting appropriate privacy settings, and 
educating teens about responsible use are key to ensuring a safe experience on 
WhatsApp. 

FACEBOOK (META) 

 

Description 

Facebook is one of the most popular social networking platforms globally, allowing users 
to connect with friends and family, share updates, photos, and videos, join groups, and 
participate in various other social activities online. It's available on multiple devices, 
including smartphones, tablets, and computers. 

Safety Features on Facebook: 

● Privacy Settings: Users can customise their privacy settings to control who sees 
their posts, personal information, and profile details. Options range from public 
visibility to sharing only with friends or custom lists of contacts. 

● Timeline and Tagging Controls: Users can manage who can post on their timeline 
and who can tag them in posts, providing control over their online presence and 
associations. 



 

● Blocking and Reporting: Facebook allows users to block other accounts and report 
inappropriate content, behaviour, or harassment. 

● Security Features: Features like two-factor authentication enhance account 
security, helping protect against unauthorised access. 

Safety Issues on Facebook: 

● Cyberbullying: Like other social media platforms, Facebook can be a venue for 
cyberbullying through comments, messages, or posts. 

● Online Predators: The platform's vast user base can include individuals with 
malicious intentions, including online predators targeting younger users. 

● Privacy Concerns: Oversharing personal information can lead to privacy breaches. 
It's important for users, especially teens, to be mindful of the information they share. 

● Scams and Phishing: Facebook users may encounter scams or phishing attempts 
through messages or malicious links. 

● Spread of Misinformation: The platform can sometimes be used to spread false 
information or fake news, which can be particularly misleading for young users. 

● Addiction and Mental Health: Excessive use of Facebook can lead to social media 
addiction and impact mental health, affecting self-esteem and real-life social 
interactions. 

Conclusion: 

Facebook offers various ways to connect and share with others but also presents several 
safety challenges, especially for younger users. Parents should discuss these issues with 
their children, set appropriate privacy settings, and monitor their Facebook usage to 
ensure a safe and positive experience. Encouraging responsible and mindful use of the 
platform is key to navigating its benefits and risks effectively. 

YouTube 

Description:  

YouTube is a vast video-sharing platform where users can watch, like, share, comment 
on, and upload videos. The platform hosts a wide range of content, including educational 



 

material, entertainment, vlogs, and much more. It's accessible on computers, 
smartphones, tablets, and smart TVs. 

Minimum Age Requirement: 

The minimum age to create a YouTube account is 13 years old. However, younger 
children can access content via YouTube Kids, a version of YouTube with additional 
controls and filters for child-friendly content. 

Safety Features on YouTube: 

● Restricted Mode: This setting helps filter out potentially mature content that may 
not be suitable for all audiences. 

● YouTube Kids: Specifically designed for younger viewers, this app provides a more 
controlled environment with content curated for children. 

● Privacy Settings: Users can control the privacy of their videos (public, unlisted, or 
private) and manage their online presence. 

● Comment Moderation: Channel owners can moderate comments on their videos 
to prevent harmful or inappropriate comments from appearing. 

Safety Issues on YouTube: 

● Inappropriate Content: Despite filters, children may still come across content that 
is not age-appropriate. 

● Online Predators: Comment sections and live chats can sometimes be used by 
online predators to contact minors. 

● Cyberbullying: Users, especially content creators, may face cyberbullying in the 
form of negative or harmful comments. 

● Privacy Concerns: Sharing personal information in videos or live streams can pose 
privacy risks. 

● Misinformation and Radicalisation: YouTube has been criticised for the spread of 
misinformation and the potential for radicalization due to its recommendation 
algorithms. 

● Screen Time and Addiction: Excessive use of YouTube can lead to increased screen 
time and potential addiction, impacting other areas of life. 

Conclusion: 

YouTube is a powerful educational and entertainment resource, but it also poses various 
safety challenges, particularly for younger users. Parents should use tools like YouTube 
Kids and Restricted Mode for younger children and have open discussions with older 



 

children about responsible use. Monitoring and setting appropriate privacy settings are 
crucial to ensure a safe and positive YouTube experience. 

Roblox 

Description:  

Roblox is an immensely popular online platform and game creation system that allows 
users to design, share, and play games created by other users. Known for its wide array of 
user-generated games, Roblox is particularly popular among children and teenagers. 

Minimum Age Requirement: 

There is no minimum age to play Roblox, but it does have a '13+' rating for certain features 
and games. The platform offers various safety features for younger players. 

Safety Features on Roblox: 

● Parental Controls: Parents can set up accounts for children under 13 and manage 
their settings, including who can communicate with them, who can join their 
games, and who can follow them. 

● Chat Filters: Roblox uses automated technology to filter out inappropriate content 
and personal information in chats. 

● Reporting System: Players can report inappropriate behaviour, content, or safety 
concerns. 

● Age Visibility: The age of the account holder is displayed in their profile, helping to 
ensure appropriate interaction. 

Safety Issues on Roblox: 

● Inappropriate Content: Despite filters, children may still encounter games or user-
generated content that is not suitable for their age. 

● Online Predators: As with any online platform, there is a risk of online predators 
engaging with children through chat or multiplayer games. 



 

● Cyberbullying: Players may experience or witness bullying through in-game chat 
or interactions. 

● Scams: Roblox's in-game currency, Robux, can be a target for scams, with users 
being tricked into giving away their Robux or personal information. 

● Addiction and Screen Time: Like many online games, Roblox can be addictive, and 
excessive play can lead to increased screen time, impacting other areas of life. 

Conclusion: 

Roblox offers a creative and interactive gaming experience but comes with safety 
concerns that parents should be aware of. It's important to use the platform's safety 
features, monitor gameplay, and have open discussions with children about online 
safety, responsible gaming, and the importance of balancing screen time with other 
activities. 

X (Formerly Twitter) 

 

Description: 

X, formerly known as Twitter, is a social media platform where users can post short 
messages, known as tweets, to share their thoughts, news, information, and media 
content. It's a platform for real-time communication and has become a significant 
source of news and social commentary. 

Minimum Age Requirement 

The minimum age to create an account on X (formerly Twitter) is 13 years old. 

Safety Features on X:** 

● Privacy Settings: Users can make their accounts private, meaning only approved 
followers can see their tweets. 

● Mute and Block: Users can mute or block other accounts to stop seeing their tweets 
and prevent them from interacting with their own tweets. 



 

● Reporting Mechanisms: X provides options to report accounts or tweets that 
violate its community guidelines, including harassment, hate speech, or other 
harmful content. 

● Content Filters: Users can filter out certain words or tags from their timelines and 
notifications to avoid unwanted content. 

Safety Issues on X: 

● Exposure to Inappropriate Content: Due to the public and real-time nature of the 
platform, users can be exposed to inappropriate or harmful content, including hate 
speech, misinformation, and adult content. 

● Online Harassment and Cyberbullying: The platform can be used for cyberbullying 
or harassment, either through direct messages or public tweets. 

● Privacy Concerns: Oversharing personal information can pose risks, and tweets are 
public by default unless the account is set to private. 

● Scams and Phishing: Like other social media platforms, X can be used for scams 
and phishing attempts, often through direct messages or misleading tweets. 

● Spread of Misinformation: The rapid spread of information on X can include the 
dissemination of false or misleading news. 

Conclusion: 

X is a powerful tool for staying informed and connected, but it comes with its set of 
challenges, especially for younger users. Parents should discuss online safety with their 
children, set appropriate privacy settings, and monitor their use of the platform. 
Encouraging critical thinking and responsible online behaviour is key to ensuring a safe 
and positive experience on X.  



 

Closing Statement 

As we wrap up this booklet, we'd like to remind you that we're here to support you with 
any online safety concerns you might have. The digital world is ever-changing, and it's 
vital to stay informed and vigilant to keep our children safe. 

Should you need to discuss any specific online safety issues or seek advice, our team at 
St. George's is always ready to help: 

Mr. Chris Connaughton: Feel free to drop an email to our Designated Safeguarding Lead 
at Chris.Connaughton@cidari.co.uk for detailed guidance and support. 

For additional assistance, our Deputy Designated Safeguarding Leads are at your service. 
You can reach them at John.Kerr@cidari.co.uk or Carly.Dawson@cidari.co.uk. 

Remember, each one of us is committed to ensuring the safety and well-being of our 
students in the online world. No concern is too small, and we encourage you to reach out 
with any questions or worries you might have. 

Together, we can create a safer digital environment for our children. 

Warm regards, 

The Safeguarding Team 

St. George's School 


