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Pattern of safeguarding risks detected during lockdown months
vs. pre-lockdown monthly average
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Talk to stranger

Dlscord g Dragon City

House Party Instagram
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Personality

Sad
Manly
Evil
Funny
Sporty
Psycho

Kuudere

Angry
Girly
Annoying
Smart
Afraid
Tipsy

Sadist

Calm
Arrogant
Caring
Nervous
Creepy
Edgy

Masochist

Clumsy
Childish
Flirty

Jealous

Lovey
Dovey

Memey

Unknown
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Grooming incidents on Moviestar Planet

1715/20

How old r u? Can | see a pic of u?

umh no but why?

no reason just asking i just like seeing what my friends look like its ok
though

ok thanks for understanding

its ok do you wanna see a picture of me instead

18/5/20

Be my bf

ok but how old r u

16

hot, im 13 is that ok??
can i see a pic of you
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"Really Important, Help Me Choose D/L,"




6:15PM

polls “* Polly =5

Q Search < 890 Tweets
Tap here to create your first polly. ﬁ
TWEETS TWEETS & REPL

| polls @ @polls - 2:
IR Jeff Tweedy or Ty

Jeff Tweedy

Tweety Bird

Flora

HHASHTAG : polls @ @polls - 2«
=il Flora or Fauna?

Fauna

polls @ @polls - 2
=S 2% or Whole?

2%




u - GUYS. N S YOS MayDet
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. | wouldn't be able to control myself if |
11863 the fist part was in this class

Imagine going 1o their school(®)
What school has girls like this
dibs the one on the right

Might move o your school

Both you can get it

https://www.youtube.com/watch?v=hEeSuQhHKFg

Parents warned over
Skull Breaker TikTok
challenge that can knock
kids unconscious

One mum shared photos of her son's
injuries after he was knocked out after
being a victim of the prank

BY EMMA GILL AND RYAN MERRIFIELD
25 FEBRUARY 2020 AT 18:29 - 2-MIN READ

Parents are warning over a 'malicious, cruel
viral prank' which children are copying from
TikTok and YouTube.

Known as either the Skull Breaker or the
Trip Jump Challenge, kids have been
knocked unconscious and there have been
reports of two deaths abroad.

The dangerous new 'challenge’ is making
its way through British schools, reports the
Mirror and parents have been taking to
social media to warn of the dangers.
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Dentist warns against the TikTok
teeth whitening trend that sees
people rub bleach directly on
their pearly whites

C\I Comment

The new whitening trend on TikTok (Picture:
@clauds244/TikTok)

13+

PARENTS have spoken about how their children were left "traumatised”
after being tricked into watching footage of a suicide on TikTok and

Facebook.

‘SO HORRIBLE’ Parents say kids
‘traumatised’ over Ronnie McNutt
suicide after being tricked into
watching video on TikTok & Facebook
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Hashtags

« #shampooandconditioner/#pasta
« #thot
 #killingstalking




+ #shampooandconditioner/#pasta — Mental Health/Suicidal Thoughts
* #thot - “That Hoe Over There”
 #killingstalking — Shows boys putting knives to girl’ throats

« Search ol 4G uwn L

#proselfharm
#porn
#proana
#promia
#thinspo
#meanspro




Abbreviations
3




8 = Oral Sex LMIRL = Lets meet in real life

DOC = Drugs of choice RU/18 = Are you over 18

RUH = Are you horny? WTTP = What to trade pictures?

1174 = Nude Club




You've gone incognito

Now you can browse privately, and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved. Learn more

Chrome won't save the following information: Your activity might still be visible to:
«» Your browsing history « Websites you visit

» Cookles and site data » Your employer or achool

= Information entered in forms » Your internet service provider




BBC ideas video - Sharenting

CHiLD RESCUE
COALITION

Predator- Attracling Hashtags

As parents, it s our responsibility To keep our children out of harm's way. However,
with the expansion of the Infernel and digilal technologies this responsibility has
become even more challenging. Child Rescue Coalition has compiled a list of
hashtags to avoid as you post images of your children on social media. To leam

more about Child Rescue Coalition, visit www.childrescuecoalition.org.

#kidsbathroom #babykini
#kidsbedroom #bikinikidsmaodeling
#childbath #Foikinikidslovers
#athchild Hkidiikini °

#bathtimefun #kidbikinis P d t tt t g h ht g
#splishspiash #roddlerbikini re a Or a rac In aS a S
#sinkkbath #toddlerbikinis

#cleanbabizs #toddlerbikinisrule

#hathtime #iollettraining

#ridsbathlime #polyiraining4kids

dckbainiuo Child Rescue Coalition



https://fb.watch/3Obsv9h_QL/
https://childrescuecoalition.org/education/
https://childrescuecoalition.org/educations/avoid-these-predator-attracting-hashtags-to-keep-your-kids-safe-online/

Trends — Childnet advice

Keep calm and do your research - When online challenges are mentioned by young pecple or appear
inthe news, it's important 1o make sure you remain calm and have all the information you need o
support young people effectively. If you think children or parents are worrying about the rigks then an
emotional response can lead to them panicking more. The Professionals Online Safety Helpline is a
great way to get advice and support about all anline safety concerns

Avoid showing any upsetting or scary contant — It's important to remember that even when
something does ge viral online it doesn't mean that all children have seen or heard of it. You can educate
young pecple about the risks of online challenges without showing them any examples or giving explicit
details. Instead focus on key advice and strategies young people need to navigate any online nsk, eg. to
talk about to adult, and to repart and block concerning content or contact.

Aveoid naming concerning or dangerous challenges — Naming a challenge to young people, parents
and carers could run the risk of spreading the reach of the challenge further. It could also put the focus
on to ane challenge rather than risks and advice which could empower young people in all areas of their
online lives. So rather than focusing on a particular meme, challenge or image, give advice that can be
applied in the event of anything happening online which werries, upsets or offends 2 young person.

Give children opportunities to speak to you if they are worried — It's imporiant to give young people
a chance to talk about anything which concemns them, including onling issues - providing them with a
time, place and named staff member. You could display this information in key areas of the school such
as the lunch hall toilets, classrooms and foyer. Online challenges and concerning content can bring up
the need to talk about other concerning issues like self-harm and suicide, so it is important that young
people have access to the appropriate support needed.

Talk to children about reporting and blocking — It's important to give younag people the sirategies to
deal with online content or contact which concems them. This could be something they have witnessed
or directly experienced. Social mediz, games and video platforms offer reporting and blocking tools which
you can encourage young people to use. When making a report it is important that they give as much
context as possible when reporting the concerning post, message or account directly. You can find out
mare about how to make a report on our website or by wisiing the UK Safer Intemet Centre's social
media guicdes.

Talk about peer pressure - One of the key 1ssues raised over online challenges i1s that of peer pressure
Young people can sometimes be drawn into these challenges because it is what all their friends are
doing or seem to be doing - and saying 'no’ can seem like a very hard thing to do. We have a lesson plan
and film to help you educate young people about peer pressure within our ‘Crossing the Line’ PSHE
toolkit.

Signpost to support — ['s important to ensure young pecple, parents and carers all know where they
ran go to for support This could be directing them to the appropriate members of staff in schoaol as well
as signposting to key helplines. You can find a list of helplines for young people and parents and
carers on our website.

Engage with parents and carers appropriately — IUs important Lo engage with parents and carers
about online safety nsks and follow up any information you grve to children. Agan, it's important to follow
the same zadvice as above and avoid sharing upsetting content or naming conceming or dangerous
challenges




Advice on Apple parental controls
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https://protectyoungeyes.com/devices/apple-ios-iphone-ipad-parental-controls/
https://www.apple.com/uk/families/

Advice on Andriod parental controls

android

Family Link

Andriod's family website page



https://www.android.com/intl/en_ca/android-10/#q-family-link
https://protectyoungeyes.com/devices/android-parental-controls/
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https://support.apple.com/en-gb/HT202612

Android Pin the screen



https://support.google.com/android/answer/9455138?hl=en-GB

Safety Features

o~

Net Aware

Kids use this to...

Connect

9

Our safety ratings

Overall safety rating: Very Poor @

Privacy & location Reporting & blocking

N e e



https://www.net-aware.org.uk/

Common Sense Media

Movies & TV Books Apps & Games Parents Need to Know Latino Research About Us Distance Learning

Reviews for what your kids want to
watch (before they watch it)

Trusted ratings created with families in mind.

@/ common sense media Find movies, books, and more ... Signin

NO TIGHTS, NO CAPE. NO PROBLEM

Donep

F[or;sa“ s H ow Old iS Movies & TV Books Apps & Games Parents Need to Know Latino Research About Us Distance Learning
] )

your kid?
8 By Topic Parents' Ultimate What's New

Get age-based picks Preschoolers (2-4) Cellphones Guideto..

P S for your family. .
J!'!R,Es_ = Little Kids (5-7) Screen Time Minecraft

BI-ACK MESSIAH - ‘ : Get started Big Kids (8-9) Social Media Google Classroom

Sompon ‘ .
selection 3 Tweens (10-12) Privacy and Online Safety Fortnite
Already have Plus? Signin YouTub , . i
FAMILIES ; Teens (13+) Learning with Technology outube P'a rents’ Ultimate Guide to
Movie Movie v < hat TikTok
O age 8+ Kkhk*k T/ age 15+ hkk O/ age 6+ Parents and caregivers: Learn more Violence in the Media napcna
C 8 o g O 8 about Common Sense Media Plus. All Articles

More... TikTok

Family Media Agreement
Roblox

Parent Trapped Podcast
YouTube Kids

Free Weekly Webinars
Zoom
Messenger Kids

Parental Controls

More ...



https://www.commonsensemedia.org/
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Screen Cover Widget HEIPHTomMoUrSWIggIeS ot Works on Tablet & Mobile



https://swiggle.org.uk/

Personal Internet Filter test



http://testfiltering.com/personal/

Digital resilience toolkit

=== Digital Resilience toolkit: Wh sdlgltal resilie... o "

ch later

Dr Linda Papadopoulos

Pyychologist & Internet Mattors Ambaetsador



https://www.internetmatters.org/resources/digital-resilience-toolkit/

National Online Safety Mobile App
It's time to get #OnlineSafetySavvy. W

osted by
s

Children are spending more time than ever online. As adults, we need to do everything
we can to keep them safe in the digital world. But with new apps, games and
platforms emerging every day, how can you stay in the know?

Say hello to the new National Online Safety mobile application. Created by experts, developed by us.
With all online safety knowledge available at your fingertips, the NOS app empowers parents and
teachers to understand and address online safeguarding risks - any time, anywhere.

The world's most comprehensive online safety app, it's packed with insightful courses, explainer
videos, webinars and guides on topics that will help you protect the kids you care about
when they're online.

# Download on the

GETITON
[ App Store P> Google Play

Apple store
Google Play



https://apps.apple.com/gb/app/national-online-safety/id1530342372
https://play.google.com/store/apps/details?id=uk.co.nationaleducationgroup.nos

Vodafone's Digital Parenting Magazine



https://www.vodafone.co.uk/digital-parenting-order-form/

Resources to get the conversation started

Start a conversation to help O, | NSPCC
keep your kids safe online

or the latest info on the apps, games and social media sites
your kids are using visit Net Aware. Search

O, | NSPCC



https://www.net-aware.org.uk/resources/

JEANNE WILLIS TONY ROSS

JEANNE —

L #Goldilocks PDF

| Hlisa Rocchi

—
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TomPinfield "


https://www.vodafone.co.uk/mobile/digital-parenting/goldilocks

What's on your mind??

How is the internet making you feel?

Happy Sad Worried

Frustrated



https://app.ollee.org.uk/#/

Further advice and information

e St. Martin's website

e All Saint's website



https://www.st-martin.norfolk.sch.uk/keeping-your-child-safe-online/
https://www.allsaintsacademy.norfolk.sch.uk/keeping-your-child-safe-online/

