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Online Safety Policy
This Online Safety Policy outlines the commitment of St Nicholas Primary School to safeguarding members of the school community online, in accordance with statutory guidance and best practice.
This policy applies to all members of the school community, including staff, pupils, volunteers, parents and carers, visitors, and community users who access school digital systems, both on and off site. It also applies to the use of personal digital technology on the school site where permitted.
The school will address incidents in line with this policy, alongside the Behaviour and Anti-Bullying Policies. Where appropriate, parents and carers will be informed of incidents of inappropriate online behaviour that occur outside of school.
Aims 
The school aims to: 
· Maintain robust processes to ensure the online safety of pupils, staff, volunteers and governors
· Identify and support pupils who may be at greater risk of harm online
· Deliver an effective approach to online safety that educates and protects the whole school community
· Establish clear mechanisms to identify, respond to and escalate incidents where appropriate
Our approach to online safety addresses the following four categories of risk:
· Content: Exposure to illegal, inappropriate or harmful material (e.g., pornography, fake news, racism, extremism)
· Contact: Harmful online interactions (e.g., grooming, exploitation, peer pressure)
· Conduct: Unsafe or inappropriate behaviour online (e.g., bullying, sharing explicit content)
· Commerce: Risks such as scams, phishing and inappropriate advertising
Legislation & Guidance
This policy complies with the Department for Education’s statutory safeguarding guidance Keeping Children Safe in Education (KCSIE) and is informed by relevant guidance including:
· Teaching Online Safety in schools (DfE)
· Preventing and Tackling Bullying and Cyberbullying (DfE)
· RSHE Statutory Guidance
· Searching, Screening and Confiscation (DfE, 2022)
· UKCIS Guidance and Frameworks
This policy reflects relevant legislation, including but not limited to:
· Education Acts (1996, 2006, 2011)
· Equality Act 2010
· Children and Social Work Act 2017
· Data Protection Act 2018 and UK GDPR

Roles and Responsibilities
Effective online safety requires a coordinated approach across the whole school community. The responsibilities below reflect both local policy and national statutory expectations.
The Governing Body is responsible for:
· Approving and reviewing this policy.
· Ensuring compliance with statutory safeguarding requirements.
· Receiving regular reports on online-safety incidents and monitoring.
· Overseeing filtering and monitoring arrangements.
An Online Safety Governor will:
· Meet regularly with the Online Safety Lead
· Review anonymised incident logs and reports
· Report findings to the governing body
The Headteacher is responsible for:
· Promote a strong safeguarding culture
· Ensure staff receive appropriate training
· Support the Online Safety Lead and DSL/DDSLs
· Receive regular filtering and monitoring reports
The Online Safety Lead will:
· Lead the school’s online safety strategy.
· Work closely with the Designated Safeguarding Lead (DSL).
· Maintain incident logs and inform development
· Maintain a log of online-safety incidents and use this to inform development.
· Deliver training and raise awareness.
· Ensure the curriculum is effectively planned and delivered.
The Designated Safeguarding Lead (DSL) will:
· Manage safeguarding concerns related to online safety.
· Understand key online risks.
· Respond to incidents appropriately.
All Staff and volunteers will:
· Understand that online safety is a core safeguarding responsibility.
· Follow this policy and the Acceptable Use Agreement.
· Report concerns immediately to the DSL/DDSLs.
· Use school systems appropriately.
· Model safe and professional behaviour.
· Supervise pupils’ use of technology effectively.
All Learners will:
· Follow their Acceptable Use Agreement (appendices 1 and 2)
· Report concerns or inappropriate content.
· Use technology responsibly.
· Keep personal information safe.
Parents/Carers are expected to:
· Raise any concerns with the school.
· Support their child’s safe use of technology. 
· Engage with school guidance on online safety.
Online Safety Education
Online-safety education is central to safeguarding and is:
· Taught in line with the UKCIS Education for a Connected World framework* 
· Delivered through a structured curriculum.
· Embedded across subjects.
· Designed to develop awareness, resilience and critical thinking.
*UKCIS Education for a Connected World (E4CW) is the national framework that sets out what children and young people should know at each age about how to stay safe online and use technology responsibly. It is produced by the UK Council for Internet Safety (UKCIS) and is used by schools, academy trusts, local authorities and online-safety organisations (including Project EVOLVE, which is built directly from it).
Pupils will learn to:
· Use technology safely and responsibly.
· Recognise risk and report concerns.
· Evaluate online content critically.
· Use child-friendly search tools where appropriate (e.g., Swiggle).
The curriculum is reviewed annually to ensure progression and relevance.
Training 

Staff & volunteers
All staff will receive regular online safety training, including induction training and updates.
Governors
Governors will participate in training appropriate to their role.

Cyber-bullying 

Cyber-bullying is defined as intentional and repeated harm carried out through digital technologies.

The school will: 

· Educate pupils about cyber-bullying
· Encourage reporting of incidents
· Respond in line with the Behaviour Policy
· Work with external agencies where necessary



Examining electronic devices
The Headteacher, or a member of staff authorised by them, may search and confiscate an electronic device where there are reasonable grounds to suspect that it:
· Poses a risk to staff or pupils 
· Is a banned item under school rules 
· Contains evidence relating to an offence 
Before carrying out a search, the authorised staff member will:
· Assess the urgency and potential risk to others (seeking advice from the Headteacher if not urgent) 
· Explain the reason for the search and the process to the pupil 
· Seek the pupil’s co-operation 
Authorised staff may examine data or files on a confiscated device where there is a good reason, for example if the device may:
· Cause harm 
· Disrupt the safe environment of the school 
· Be linked to an offence 
If inappropriate material is found, the DSL and/or Headteacher will determine the appropriate response, prioritising safeguarding.
Staff may delete data or files where there is a good reason to do so, unless the material is suspected to be evidence of an offence. In such cases, the device will be passed to the police as soon as reasonably practicable. If not required as evidence, material may be deleted where its continued existence is likely to cause harm, or where the pupil or parent/carer refuses to delete it.
If a device is suspected to contain an indecent image of a child, staff will:
· Not view the image 
· Confiscate the device 
· Report immediately to the DSL 
The DSL will act in line with current DfE and UKCIS guidance.
Use of digital devices
Pupils
Pupils are not permitted to use mobile devices in school unless authorised. Devices brought to school must be handed in and collected at the end of the day.
Staff
Staff must ensure devices are secure, password-protected and used only for professional purposes.


Staff using work devices outside school 
All staff members will take appropriate steps to ensure their devices remain secure. This includes, but is not limited to: 
· Keeping the device password-protected – strong passwords are at least 8 characters, with a combination of upper and lower-case letters, numbers and special characters (e.g., asterisk or currency symbol) 
· Ensuring their hard drive is encrypted – this means if the device is lost or stolen, no one can access the files stored on the hard drive by attaching it to a new device 
· Making sure the device locks if left inactive for a period of time 
· Not sharing the device among family or friends 
· Installing anti-virus and anti-spyware software 
· Keeping operating systems up to date by always installing the latest updates Staff members must not use the device in any way that would violate the school’s terms of acceptable use. 
Work devices must be used solely for work activities. Users should be aware that the school reserves the right to monitor, access and review all activity on school devices, networks and accounts. There is no expectation of privacy when using school ICT systems, whether on-site or off-site. Monitoring is carried out to safeguard pupils, protect staff and ensure compliance with this policy If staff have any concerns over the security of their device, they must seek advice from Warwickshire ICTDS on 01926 414 100.
Acceptable use of the internet in school 

All pupils, parents/carers, staff, volunteers and governors are expected to sign an agreement regarding the acceptable use of the school’s ICT systems and the internet (Acceptable Use policy). Visitors will be expected to read and agree to the school’s terms on acceptable use if relevant. Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling the duties of an individual’s role. We will monitor the websites visited by pupils, staff, volunteers, governors and visitors (where relevant) to ensure they comply with the above and restrict access through filtering systems where appropriate. More information is set out in the Mobiles and Wearables Policy.
Artificial intelligence (AI) 
The school recognises that AI tools are increasingly used. While they can support learning, they also present risks.
The school will:
· Educate pupils on safe and appropriate use
· Monitor use of AI tools
· Address misuse in line with behaviour policies
Staff must assess risks before using new AI technologies.

Technical Infrastructure: Filtering, Monitoring & Security
The DSL records online safety and safeguarding incidents using CPOMS. This policy is reviewed annually by the Online Safety Lead and shared with the Governing Body. The review is supported by an annual risk assessment reflecting current and emerging online risks. 
The school will:
· Maintain secure technical systems that meet national standards 
· Ensure internet access is appropriately filtered to block illegal, harmful, extremist and inappropriate content 
· Monitor network activity to safeguard users 
· Provide secure login credentials and clearly defined access rights for all users 
· Ensure systems are in place to report and respond promptly to technical incidents or safeguarding concerns 
· Protect infrastructure (including servers, devices and networks) through appropriate security measures and regular testing 
· Securely store administrator passwords and restrict access to sensitive data, mobile devices and removable media 
· Provide age-appropriate usernames and passwords for all pupils 
Incidents and system performance are regularly reviewed to inform improvements.

Use of digital and video images

Digital imaging technologies have significant benefits to learning. Staff, parents/carers and pupils need to be aware of the risks associated with publishing digital images on the internet. Digital images may remain available on the internet forever and may cause harm or embarrassment. The school will inform and educate users about these risks to reduce the likelihood of the potential for harm:
The school recognises the educational value of digital images but also the associated risks. To minimise harm:
· Pupils will be educated about the risks of taking, sharing and publishing images, particularly online 
· Parental consent will be obtained before images of pupils are used 
· Staff may only take images using school equipment and must follow school policies on storage, sharing and publication 
· Images will be used appropriately and stored securely in line with data protection requirements 
· Pupils must be appropriately dressed and engaged in suitable activities when images are taken 
· Pupils must not take or share images of others without permission 
· Images published (e.g., on the website) will be carefully selected, and pupils’ full names will not be used alongside photographs 
· Pupil work will only be published with permission from the pupil and their parent/carer 
· Guidance will be provided to parents regarding photography at school events (see Mobile Phone and Wearable Devices Policy)
Responding to issues of misuse 
Misuse of technology will be addressed in line with school policies. Actions taken will be proportionate to the nature and seriousness of the incident.
Serious incidents may be referred to external agencies, including the police.

If there is a suspicion that the website(s) concerned may contain child abuse images, or if there is any other suspected illegal activity, refer to the right-hand side of the Flowchart (appendix 3) for responding to online safety incidents and report immediately to the police. 

Data Protection
All personal data will be handled in accordance with UK GDPR and the school’s Data Protection Policy.
Staff are responsible for ensuring data is kept secure at all times.  They must avoid accidental breach by leaving a laptop unsecured and always ‘lock’ their devices whilst not in use.
Links with other policies

· Child Protection and Safeguarding policy 
· Behaviour policy 
· Staff disciplinary procedures
· Data protection policy and privacy notices 
· Complaints procedure 
· Acceptable use policy

























Appendix 1 – Pupil Acceptable Use Agreement – EYFS/KS1
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Pupil Acceptable Use Agreement 2025 Foundation / KS1

[bookmark: _Toc448407788]This is how we stay safe when we use computers:

· I will ask a teacher or suitable adult if I want to use the computers / iPads
· I will only use activities that a teacher or suitable adult has told or allowed me to use
· I will take care of the computer and other equipment
· I will ask for help from a teacher or suitable adult if I am not sure what to do or if I think I have done something wrong
· I will tell a teacher or suitable adult if I see something that upsets me on the screen including AI generated content.
· I know that I must only use AI when asked by the teacher or suitable adult, under the supervision of the adults.
· I know that if asked to use AI for a task, I must not use AI to create inappropriate content.
· I know that I can only use ICT tools including AI that are suitable for my age.
· I know that if I break the rules, I might not be allowed to use a computer / iPad
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Pupil Acceptable Use Agreement 2025 KS2

Digital technologies have become important to the lives of children, both in and out of school. These technologies can encourage discussion, help children learn about creativity and make learning fun. 
[bookmark: _Toc448407777]The Purpose of this Acceptable Use Agreement is that:
· children will be responsible users of digital technologies and stay safe online, both in and out of school. 
· school systems and users are protected from accidental or deliberate misuse.
The school will ensure that children will have safe access to digital technologies and safe internet access to help with their learning. In return, the school expects children to agree to be responsible users.
[bookmark: _Toc448407778]Acceptable Use Policy Agreement 
I understand that I must use school systems in a responsible way, to ensure that there is no risk to my safety or to the safety and security of the systems and other users.
[bookmark: _Toc448407779]For my own personal safety:
· I understand that the school will monitor my use of all computing in school.
· I will keep my username and password safe and secure – I will not share it, nor use any other person’s username and password.
· I will be aware of “stranger danger”, when I am communicating online. 
· I will not give or share personal information about myself or others when online and including if I use AI tools.
· If I arrange to meet people off-line that I have communicated with online, I will do so in a public place and take an adult with me.
· I will immediately report any unpleasant or inappropriate material or messages or anything that makes me feel uncomfortable when I see it online.  
[bookmark: _Toc448407780]I understand that everyone has equal rights to use technology as a resource and:
· I understand that the school systems and devices are intended for learning use and that I will not use them for personal use - unless I have permission. 
· I will not make large downloads or uploads on the school system.
· I will not use the school systems or devices for on-line gaming or video broadcasting (e.g., YouTube), unless I have permission from a member of staff to do so.
· I will not use AI on the school systems unless I have been directed to do so by a teacher or suitable adult and under supervision.25

[bookmark: _Toc448407781]I will act as I expect others to act toward me:
· I will respect others’ work and property and will not access, copy, remove or alter anyone else’s files. 
· I will be polite and responsible when I communicate with others – including MS Teams. 
· I will not take or distribute images of anyone without their permission. 
[bookmark: _Toc448407782]I recognise that the school has responsibility to maintain the security and integrity of the technology it offers me: 
· I will not use my own personal devices (mobile phones /USB devices etc) in school.
· I understand the risks and will not access any materials which are illegal or inappropriate or may cause harm or distress to others, nor will I try to use any programmes or software that might allow me to bypass the filtering / security systems.
· I will immediately report any damage or faults involving equipment or software.
· I will not open any hyperlinks or attachments in emails, unless I know and trust the person / organisation who sent the email.
· I will not install programmes on any school device, nor will I try to alter computer settings. 
· I will not attempt to use social media sites
[bookmark: _Toc448407783]When using the internet for research or recreation, I recognise that:
· I must have permission to use the original work of others in my own work
· Where there is copyright, I will not download copies (including music and videos)
· When I am using the internet to find information, I will check that the information that I access is accurate.
[bookmark: _Toc448407784]I understand that I am responsible for my actions, both in and out of school:
· I understand that the school also has the right to take action against me if I am involved in incidents of inappropriate behaviour, that are covered in this agreement, when I am out of school and where they involve my membership of the school community. 
· I understand that if I fail to comply with this Acceptable Use Policy Agreement, I will be subject to sanctions. This may include loss of access to the school systems/internet/MS Teams, detentions, contact with parents and in the event of illegal activities, involvement of the police.
I understand that I must act responsibly when using AI in school:
· I understand that I must only use AI as directed by the teacher or suitable adult, under supervision of adults 
· I understand that I must only use AI tools that meet my age requirements. 
· I understand that when using AI, I must not use it to create harmful or inappropriate material.
· I understand to stop using any AI tool and immediately report any content that makes me feel uncomfortable, confused, scared, or unsafe to a teacher or other suitable adult.
Pupils will be asked to sign the next page (in school) to show that they have read, understood and agree to the rules included in the Acceptable Use Agreement. If they do not sign this agreement, access will not be granted to school systems and devices.


Appendix 3 – Flowchart for responding to online safety incidents.


[image: Incident Flowchart Master Final (2)]


image5.png
ion that Click:




image6.png
B
St Nicholas /
o Kenilworth >

/" LA \\0
s"ﬂmar‘l o<





image7.png




image8.jpeg
Online Safety Incident

llegal materials or
activities found or
suspected

Unsuitable Materials

Report to the
person responsible
for Online Safety

llegal Activity or
Content (Child at
Immediate Risk)

Tllegal Activity or
Content (No
immediate risk)

StaffVolunteer or
other adult

If taffivolunteer or
childlyoung

person, review the

incident and decide Report to CEOP

upon the
appropriate course
of action, applying
sanctions where

necessary Call professional

strategy meeting

Report to Child
Protection team

Secure and
preserve evidence

Debrief on online
safety incident

Record details in
incident log

Provide collated
incident report logs

Review policies Await CEOP or

and share A S0
experience and lo‘;SCE‘and/olr
practice as of el);'e levant
required authority as
appropriate

Ifllegal activity or materials are
e confimed, allow police or
or material is relevant authority to complete.
confimed then their investigation and seek
MR ) advice from the relevant
procedures professional body

Implement
changes

Monitor situation

n the case of a member of staff
or volunteer, itis likely that a
suspension will take place prior
to internal procedures at the.
conclusion of the police action





image1.png
() SWGTL

FEducation that Clicks




image2.png
©
360

degree safe




image3.png
St Nlcholas

o Kenilworth >





image4.png




