At Natlonal Online Safety, we belleve in empowering parents, carers and trusted adults with the information to held an informed conversation about online safety with thelr children, should they feel
Itis needed. This guide focuses on one of many Issues which we belleve trusted adults should be aware of, Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits,

AWhat|Parents & Carers Need to Know about ‘_Q

GROUP CHATS

0ccurring through/messaging apps, onisociallmedia/and|injonlineigamesygrouplchatslarelamong
most popul riways that young people engage with theiripeersionlines Involvin g W
~ three or'more individuols, these groups allow users d messages, i Gm:ﬂ to'
everyone in one place. While they are useful for he friends, peoplelwith'shared|
interests or members of a club to communicate and rdinate/activities, they can
also leave young people feeling excluded and|bullied|=las\welllas providing
opportunities for inappropriate content to be'shared/andiviewed.
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EXCLUSION AND ISOLATION

This common issue with g remn can
happen in several

group, for instance, excluding
a certain child. l.lkowlu, Iho chat take
place on an app whleh one cnlld d

( access to, meanin eon It's wise Wn&d not to share

chlld can abo feel sol %o J ehct is personal :&y aware that they have
used to discuss or share Imc lr event no control over the messages and images they
that everyone else but them share after they‘ve put them online.
INAPPROPRIATE CONTENT NOTIFICATIONS AND FOMO

Some discussions in group chats ma: rawback of large

include in pcoprkltg Wpdl, cvncrlnvg and — :hdur nurnb:r':u cat ,‘,’.'Lﬂ',,"t‘.‘.... .
unsuitable images or videos. These could be ~ someone in th p messages, your child’s
viewed by your child if they are part of that ¥ dcvlco will be ‘pgtgod' with an alert: potentially,

go hot r t?‘ey octldviely ] in it or not.
me chata ave a disappea messa

p::r child may be uncgg to report "t
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viewed once or for a short time.
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CONSIDER OTHERS’ FEELINGS

Group chats are often an arena for
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GNESUPPORTNOTJUDGEMENT BLOCK, REPORT AND LEAVE

Remind your child that they can conﬂdo in you if If your child is in a chat where

young people to gain social status. Thll they feel bullied or excluded in a groug inappropriate content is being shared,
could cause them to do or a things on instead of responding to the n who's upoot advise them to block the users undlng
impulse, which could upset o hon n the them. Validate tholr n foel ngs and help the material, report them to the host g
roup. Encouro o ur child to oomldor how to put them back in by hcuaing or platform and exit the group. If any is
r ht feel if they engaged in this how they'd like to handlo the situation. content could be puttinga m nor at risk,
On a related note, you could also contact the polk:o Emphasise to your child that

beha our l‘i:z:ur child does upset a member of
t, support them to reach out, show

thoqu empower your child to speak up if they're
hy and opolog se for their mistake. in a chat where others are being picked on.

PRAC'I'ISE SAFE SHARING AVOID INVITING STRANGERS

In any online communication, it's vital for ?/l Sadly, many individuals online hide their

it's OK for them to simplroloovo any group chat
that they don‘t feel comfortable being a part of.

SILENCE NOTIFICATIONS

Having a phone or tablet bombarded with
notifications from a group chat can be a
massive irritation and distraction -
osp! oelclll if it's happe nlnﬁ late in the
evening. Explain to your child that they
can still be part of t roup chat, but that it
would be hoanmor to turn off or
mute the nouﬁcctlom and catch up with the
conversation at a time which better suits them.
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young people to be aware of what they're true donllty in a child’s trust - for
sharing and who might potentially see it. example, to gather information on them,
Discuss the importance of not revealin, to exc! on?’o nappropriate content or to coax
identifiable ils like their address them into doing things they aren’t comfortable
school or os that they wouldn't ifke to be with, Ensure your child understands why
soen widely. Remind them that once somethi shouldn’t add people they don’t know to a group
is shared in a group, thoy lose control of where chat - and, especially, to never accept a group
may end up and how it might be used. chat invitation from a stranger.
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