ADVIGE

s -
Gillian Bratley

OVLINE SAFETY REPORTING
Advisory Teacher FOR PARENTS & GARERS | N

Primary Computing |
Q) R0dnet . -

® . UK Safe
1\ iecnet GONVERSATION OUR SGHOOL

Centre STARTERS
School f
{0} Improvement
Partnership & /

Slides from: https://www.childnet.com/teachers-and-professionals/staff-led-online-safety-presentations-



https://www.childnet.com/teachers-and-professionals/staff-led-online-safety-presentations-
https://www.childnet.com/teachers-and-professionals/staff-led-online-safety-presentations-

[EEEs————__—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_——_——E———— =

Children under the age of 10 are more likely to have a tablet than a

Ofcom
smartphone, after this age children are more likely to own a smartphone

making communications work
for everyone
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Tablet and smartphone ownership, by age of child: 2019
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Children aged 3-4 and 5-7 spend the most time watching TV OFcom
programmes or films while 12-15s spend the most time using social foravaryons
- - . L f
media/ messaging sites o
Estimated weekly hours undertaking each activity, among users, by age: 2019
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What does your child love doing
online?
What services and devices do they

WIKIPEDIA

The Free Encyclopedia

3 YouTube

The online world can be exciting and inspiring. It has lots of opportunities to offer
young people. However it is important to manage and minimise the associated
risks.
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Some online content is not suitable for children and may be hurtful or
harmful. This is true for content accessed and viewed via social networks,
online games, blogs and websites.

It's important for children to consider the reliability of online material and
be aware that it might not be true or written with a bias.

There can be legal consequences for using or downloading copyrighted
content, without seeking the author's permission.




It is important for children to realise that new friends made online may not be
who they say they are and that once a friend is added to an online account, you

may be sharing your personal information with them.

If you have concerns that your child is, or has been, the subject of inappropriate
sexual contact or approach by another person (including, but not limited to, a
request to meet up or a request for images/videos), it's vital that you report it to
the police via the Child Exploitation and Online Protection Centre

(www.ceop.police.uk). ? CEOP REPORT

ceop.police.uk




Children need to be aware of the impact that their online activity can have on
both themselves and other people, and the digital footprint that they create on
the internet.

It's easy to feel anonymous online and it's important that children are aware of
who is able to view, and potentially share, the information that they may have
posted.

When using the internet, it's important to keep personal information
safe and not share it with strangers.




o CYBERBULLYING

Cyberbullying is bullying which takes place online or using technology. It is
important that young people know what to do if they or their friends are the
victims of cyberbullying.

Cyberbullying can happen in many different ways including unkind messages
or comments, the sharing of embarassing photos or exclusion from group
chats.

Children need to understand that their online actions can be just as hurtful
as offline actions and that seeking to deliberately hurt or upset someone is
always unacceptable.
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Home | Safer Internet Day | Safer Internet Day 2020

Safer Internet Day is on the 11th February 2020!

Safer Internet Day 2020 will be celebrated globally with the theme: Together for a better
internet.






An open and honest « f———

dialogue with your - e
child is absolutely ‘ | |
key.

-~
Have a conversation dl‘x

A simple and effective way to get involved with your children and their lives
online is through discussion. By maintaining an open dialogue with your child
and encouraging them to talk to you about their internet use parents can help
children access the amazing resources the internet has to offer whilst
keeping them safe online.

l a l k to th I I I a bo Ut Conversation starter ideas:
For detailed information regarding specific
» - Ask your children to tell you about the sites they like to visit and what they enjoy doing topics such as social networking, online
their internet use and Tt
Ask them about how they stay safe online. What tips do they have for you, and where did
l t t h k t h they learn them? What is OK and not OK to share?
e e n O e y Ask them if they know where to go for help, where to find the safety advice, privacy settings

9
our Hot topics,
and how to report or block on the services they use.

C a n ta l k to y O u . Fll Encourage them to help, Perhaps they can show you how to do something better online or

www.childnet.com/parents-and-carers/have-a-conversation
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Get involved with your

child's life online. Learn
about the apps, games
and devices they use.

O I o

Your guide to social
networks, apps and games

View all social networks, apps
and games >

Sexual Violence

i |

Play their favourite
games with them, try

out their favourite i net-aware.org.uk
apps... I A

Medium Risk Low Risk

Other

Medium Risk


https://www.net-aware.org.uk/

Consider setting a = ———
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family agreement to e ;
open discussion. y agreemen

Family agreement

A tamily agresmant |z a graat way 1o start a conversation with your whale tamily about how you all use
the internet and discuss together how to behave in a positive way when online at home, &t scheol or &t
a Iriends house. Our family agreement advice provides a list of things lo consider when crealing a
tamily agreement and some examples. The tamily agreement template provides a framework that will
help families set clear expectations for positive and safe intemet use,

For more infermation akoul how to pul the family agresment inlo praclice visil our blog.

Establish boundaries

PO Formal (1258 KE) Sismseseane | template
PDF Format [281 65 KE)
and your
Online Safety Agreement
expe ctations as a Mt o0 et e ke bty et i o o b iy s T

evaryone within yeur organisation’ group are safe when navigating the online world.

This anline salely agreement is designed Lo be used in 2 variely of sellings, including:

-
fa l I I I ly * youth groups and clubs
-

childnet.com/resources/family-agreement
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Filtering software
and settings can
help block

unwanted content.

Look at filters on
individual devices
and from mobile &
internet providers

internet
matters.org

Parental Controls

Give your child a safe space to explore their curiosity online.

Our step by step guides will help you to set up the right
controls and privacy settings on the networks, gadgets,
apps, and sites they use to give them a safer online
experience.

Broadband & mobile networks

Select the device from the dropdown list

ct the device from the dropdown list

internetmatters.org/parental-controls/


https://www.internetmatters.org/parental-controls/

Help your kids stay safe online.
WorkasaTEAM
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Explore Agree Manage

www.o02.co.uk/help/nspcc/where-to-start
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REPORTING

\




Familiarise yourself
with safety and privacy
settings on the
services your family
uses.

Learn how to report,
block and mute other
users on games and
social media.
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Social media guides

Find out more about the safety features available on these popular social networks.

saferinternet.org.uk/advice-centre/social-media-guides
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MAKING A REPORT

Look out for these symbols on the post,
comment or user profile you want to report

Fill out the form with as much detail as
possible and press send to inform the
platform's safety team.

We use your feedback to help us learn when
something isn't right.

Nudity

Suicide or self-injury

Unauthorised sales

Terrorism

Violence Harassment

Q Something else

False news  Spam

Hate speech

Choose a
reason for
reporting

Choose a reason for reporting this post;

| just don't like it

Mudity or parnography

or threat of violence

jury, unlawful activity, dangeraus or crimina

Sale or promotion of firearms
Sale or promotion of drugs
Harassment or bullying

Intellectual property violation

Caopyright or trademark infringerne




Report any suspected grooming to the Child Exploitation and Online Protection

Agency

- —c - - If you need to hide this site
Child Exploitation and Online Protection command qu_irlrl y, just click here -x
CEoP CRTY, Just click here . .
Guick exit

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?
Make a report to one of CEOP's Child Protection Advisors
Should | make a report What happens when | How can CEOP help
to CEOP? = make a report? = me? =
If you're worried about online abuse or One of our experienced Child Protection Online abuse affects many children and
the way someone has been Advisors will be there to make sure you young people every day, CEOP has
communicating online, let CEOP know. get the help that you need. helped thousands of people in need of

support.

ceop.police.uk


https://www.ceop.police.uk/safety-centre/
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