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St Andrew’s C.E. Primary School
Online Safety Policy
June 2026SCHOOL MOTTO:
Respect, Achievement, Fun.
MISSION STATEMENT:
“Shine like stars.” Philippians 2:15
At St Andrew’s we want our children to have the brightest futures, each one nurtured individually to be a shining light with their own unique twinkle. We encourage our children to have high aspirations and to always try their best, knowing that they are at the centre of everything we do.  We teach one another to have respect, to achieve and to have fun. We help our children to understand that with trust, compassion, friendship and forgiveness they can shine.  Our vision draws inspiration from Philippians 2:15-16 (NCV) 'Then you will shine like stars in the dark world.' This vision is based on all members of the school community showing God’s light to others through our character, our conduct, our actions and our words.


1. Introduction
At St Andrew’s, we recognise that technology and online services play an important role in supporting teaching, learning, communication, and personal development. We are committed to ensuring that all pupils can access digital technologies safely, responsibly, and effectively. This policy outlines the measures we take to protect pupils, staff, and the wider school community from online risks while promoting positive digital citizenship and responsible use of technology. 
This policy should be read alongside the school's:
· Child Protection and Safeguarding Policy 
· Behaviour Policy 
· Anti-Bullying Policy 
· Staff Code of Conduct 
· Computing Policy 
· PSHE/RSE Policy 
· Data Protection Policy 
· Acceptable Use Agreements (AUA) 

2. Aims
The aims of this policy are to:
· Safeguard and promote the welfare of all pupils online. 
· Equip pupils with the knowledge and skills to stay safe in digital environments. 
· Ensure staff understand their responsibilities regarding online safety. 
· Support parents and carers in promoting safe online behaviours. 
· Establish clear procedures for reporting and responding to online safety concerns. 
· Ensure compliance with statutory safeguarding and data protection requirements. 
3. Legal Framework
This policy reflects current guidance and legislation, including:
· Keeping Children Safe in Education (KCSIE) 
· Teaching Online Safety in Schools 
· Data Protection Act 2018 
· UK GDPR 
· Searching, Screening and Confiscation Guidance 
· Relevant safeguarding and Ofsted requirements. 
4. Online Safety Risks
The school recognises four key categories of online risk:
Content
Exposure to harmful, inappropriate, misleading, extremist, or illegal material.
Contact
Inappropriate interaction with others, including grooming, exploitation, and online manipulation.
Conduct
Unsafe or harmful behaviour online, including cyberbullying, sharing inappropriate content, and poor digital conduct.
Commerce
Risks associated with scams, phishing, fraud, gambling, and inappropriate advertising. 
5. Curriculum and Education
Online safety is embedded throughout the curriculum and taught explicitly through:
· Computing 
· PSHE 
· Relationships and Health Education 
· Assemblies and themed events, including Safer Internet Day 


Pupils will learn to:
· Protect personal information. 
· Recognise and report online risks. 
· Understand privacy and security settings. 
· Evaluate online information critically. 
· Develop respectful online relationships. 
· Understand the impact of their digital footprint. 
· Seek support when concerned about online experiences. 
Teaching will be age-appropriate, progressive, and responsive to emerging technologies and online risks. 
6. Safe Use of Technology
The school will provide a secure online environment through:
· Appropriate filtering and monitoring systems. 
· Secure internet access for all users. 
· Anti-virus and firewall protection. 
· Password-protected user accounts. 
· Device management and security procedures. 
· Regular review of technical safeguards. 
All users must:
· Follow the school's Acceptable Use Agreement. 
· Use technology for educational purposes. 
· Respect others online. 
· Report inappropriate content or behaviour immediately. 
· Keep login credentials secure. 
7. Inclusion and Accessibility
We are committed to ensuring all pupils, including those with SEND, EAL, looked-after children, and other vulnerable groups, receive appropriate online safety education and support.
Online safety learning may be adapted through:
· Visual resources 
· Practical demonstrations 
· Simplified language 
· Assistive technologies 
· Individualised support where required 
All pupils will be supported to develop confidence, independence, and resilience online. 
8. Roles and Responsibilities
Governing Body
The Governing Body will:
· Ensure online safety is a safeguarding priority. 
· Monitor implementation of this policy. 
· Hold leaders accountable for safeguarding arrangements.

Headteacher
The Headteacher will:
· Provide strategic leadership. 
· Ensure policies are implemented consistently. 
· Promote a culture of safe technology use. 
Designated Safeguarding Lead (DSL)
The DSL will:
· Lead online safety across the school. 
· Manage and record online safety incidents. 
· Support staff, pupils, and families. 
· Liaise with external agencies when necessary. 
Staff
All staff will:
· Model safe and responsible technology use. 
· Teach online safety as appropriate. 
· Supervise pupils' use of technology. 
· Report concerns immediately. 
Pupils
Pupils are expected to:
· Follow Acceptable Use Agreements. 
· Behave responsibly online. 
· Respect others. 
· Report concerns to a trusted adult. 
9. Reporting and Responding to Concerns
Any online safety concern should be reported immediately to the DSL.
The school will:
1. Record all concerns and incidents. 
2. Investigate concerns promptly. 
3. Apply safeguarding procedures where necessary. 
4. Inform parents/carers when appropriate. 
5. Refer serious concerns to external agencies, including Children's Social Care, CEOP, or the Police where required. 
Breaches of acceptable use may be managed through the Behaviour Policy or Staff Disciplinary Procedures. 




10. Staff Training
All staff and governors will receive:
· Online safety training as part of induction. 
· Annual safeguarding updates. 
· Regular information about emerging risks and technologies. 
· Guidance on reporting procedures and professional conduct online. 
The DSL and safeguarding team will undertake enhanced safeguarding training and remain up to date with national developments. 
11. Working with Parents and Carers
The school values strong partnerships with parents and carers and will:
· Share online safety information regularly. 
· Provide guidance through newsletters, workshops, and the school website. 
· Seek parental feedback. 
· Encourage parents to reinforce safe online behaviours at home. 
· Require parents and pupils to review and sign Acceptable Use Agreements. 
12. Monitoring and Evaluation
The effectiveness of this policy will be monitored through:
· Incident records and safeguarding logs. 
· Pupil, staff, and parent feedback. 
· Curriculum monitoring. 
· Learning walks and observations. 
· Technical audits of filtering and monitoring systems. 
· Governor oversight and safeguarding reviews. 
Findings will be used to improve practice and respond to emerging risks. 
13. Policy Review
This policy will be reviewed annually or sooner if:
· Statutory guidance changes. 
· Significant safeguarding concerns arise. 
· New technologies or online risks emerge. 
Any amendments will be approved by the Headteacher, DSL, and Governing Body and communicated to staff, pupils, and parents. 
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