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1. VISION 
 
Our vision is to be a highly effective learning community where achievement is recognised 
and celebrated. Technology is now considered to be an essential part of modern life. 
Tettenhall Wood recognises that it has a duty to provide pupils with quality, accessible 
technology to facilitate their learning and all other aspects of their development  
 
 

2.  POLICY STATEMENT 
 
Schools are part of a world where technology is integral to the way life is led in the 21st 
Century. Compared to even 5 years ago the technology available outside school is rapidly 
increasing. The 2006 DfES report (Valentine, G, Marsh, J and Pattie, C) stated that “The use of 
ICT offers particular benefits for those pupils with special educational needs, providing a 
motivating learning medium. Many learners are attracted to technology and want to learn 
through them. Software applications incorporating colour, pictures, animations, sound and 
humour can build on that interest, creating attractive learning opportunities to engage pupils. 
Information can be presented in different ways, giving pupils more opportunities to connect 
in ways that suit individual learning styles and strengths“ 
 
Why do pupils need to be safe working with technology? 
 
As the use of online technological resources grows, so has the awareness of risks and potential 
dangers which arise for their use. Our pupils are particularly vulnerable to these risks. 
Tettenhall Wood School aims to prepare its pupils to be able to remain safe in this virtual 
world. This policy outlines the safeguarding approach to achieve this. Pupils need to know 
how to stay safe when using technology, and we as a school have a role to play in providing 
online safety education, as well as supporting parents in providing a safe home environment. 
The Byron Review outlines 3 areas of risk: Content, Contact and Conduct (Appendix 1).  Part 
of this risk is determined by behaviours (rather than the technologies themselves) and 
therefore our pupils should be educated in assessing these risks.  
 
The risks fall into a number of categories. Staff need to be aware of these risks to be able to 
effectively educate pupils. (Appendix 2) 
 
A pupil who has a learning difficulty or disability may be even more vulnerable to deceptive 
messages offering friendship or to opening dialogue on topics of mutual interest. For 
example, many pupils with autistic spectrum conditions take messages very literally and could 
be persuaded to act upon them. These pupils are likely to need additional advice on safe 
behaviours and what they should never disclose to others online; they may also need 
increased supervision. This could include, for example, guidance on safe online behaviour (i.e. 
not sharing addresses, passwords, etc.) before entering into dialogue with anyone online. 
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3.  RATIONALE 
 
The purpose of technology use in Tettenhall Wood School is to provide pupils with an 
opportunity to use the variety of ICT hardware and software available to support and extend 
their work across the curriculum, to gain confidence in its use and application.   
 
This Online Safety policy considers the use of both the fixed and mobile devices with an 
appropriate internet connection, PCs, laptops, tablets, webcams, digital video equipment, 
sound recording equipment, personal digital assistants, gaming devices and portable media 
players. It will be revised to incorporate new and emerging technologies as they appear. 
 
 

4.  AIMS AND OBJECTIVES 
 
We aim to prepare our pupils for life in the information age, appropriate to their needs.  
 
 

5.  ORGANISATION AND GUIDELINES 
 
Management of Digital Safeguarding   
 
All stakeholders within the school are required to sign an AUP (acceptable use policy) for 
technology. This includes pupils, members of the workforce and governors.  
 
Clearly stated roles and responsibilities – Head Teacher 
 
The Head will ensure that the Online Safety Policy is implemented and compliance with the 
policy monitored, and that the appropriate roles and responsibilities of the school’s Online 
Safety structure are in place. Ensure regular reports of the monitoring outcomes on Online 
Safety are reported to the governing body.  
 
Nominated Online Safety Coordinator 
 
There is an identified Online Safety Coordinator – Abi Parsons - who is responsible for Online 
Safety developments in school and sharing of practice with staff and the wider community.  
This person will be in receipt of current training on the latest guidance and procedures and is 
the main contact for the Local Authority Online Safety networks. This person will ensure that 
all policies are current and adhered to. Due to the speed that technology develops, the Online 
Safety policy should be regularly monitored and reviewed regularly by the Online Safety 
Committee. 
 
All Online Safety safeguarding concerns need to be reported Following the Online safety 
reporting flow chart that is below. 
The Online Safety Coordinator will ensure that Online Safety guidance is extended to home, 
where pupils are presented with the greatest risks. 
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Online Safety governor 
 
There is an identified Online Safety governor –Julie Callender - who monitors and liaises with 
the Online Safety Committee and who will report to full governing board as appropriate. 
 
Technical Staff 
 
The Network Manager will ensure that the school’s infrastructure is secure, that users may 
only access the school’s networks through a properly enforced password protection policy. 
Online Safety responsibility within subject and management roles 
All staff with subject and management roles have a duty to incorporate Online Safety 
principles in their area of responsibility, deputising for any of the above roles where 
appropriate.  
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Teaching and support staff 
 
All staff will be given relevant in-school training in order to give a secure understanding of the 
safety issues surrounding new technologies, and have a duty to put this knowledge into 
practise. All staff understand the need for care and caution when using technology both for 
academic and social purposes and apply it to teaching and learning situations.  
Staff need to work to the agreed guidelines, having read and signed the Acceptable Use Policy 
(AUP). Staff have a “front line” monitoring and reporting role for incidents. Staff are expected 
to report any suspected misuse or problem to the Designated Safeguarding Lead or the Head 
teacher for investigation. 
   
All teachers who use ICT in the classroom have a duty to ensure that pupils are reminded of 
appropriate behaviour on a regular basis, appropriate to their level of need. 
Staff have a responsibility for keeping electronic data confidential (including use of encryption 
memory storage/hardware), to use the secure methods of storage (i.e. the Learning Platform) 
for sensitive information (images, reports, IBMP’s, etc.). Staff are made aware of copyright 
and its implications. If they wish to use images or videos then there are ‘copyright’ free sites 
such as www.freeplaymusic.com or a creative commons agreement.    
 
Staff Training 
 
It is essential that all staff receive Online Safety training and understand their responsibilities, 
as outlined in this policy. Training will be offered as follows:  

 Staff will undertake initial induction training upon commencement of post. Within this 
training they will be briefed on appropriate use of ICT within school, and asked to sign 
all relevant documents (see appendix 2, 3 and 4) 

• A planned programme of formal Online Safety training (by way of an Online Safety 
briefing) will be made available to staff.   

 A planned programme of formal copyright training (by way of a copyright briefing) will 
be made available to staff.   

• The Online Safety Coordinator (or other nominated person) will receive regular 
updates through attendance at LA/other information/training sessions and by 
reviewing guidance documents released by LA and others. 

• The Online Safety Coordinator (or other nominated person) will provide 
advice/guidance /training as required to individuals as required 

 
Procedures 
 

 Are as defined in the School Disclosure and reporting procedures described in the 
schools Child protection policy and Code of Conduct  

 All staff, governors and pupils/parents to sign an Acceptable use policy (AUP) 

 All incidents should be logged with the Head teacher and the Online Safety coordinator 
with the support of the Network Manager 

 All pupils/parents to have a signed digital imagery disclosure form. Pupils who have 
restricted the use of their image, relevant staff need to be aware and ensure this is 

http://www.freeplaymusic.com/
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adhered to. A list of those children whose images are not allowed is to be stored locally. 
A list is also available in the School office. 

 

Acceptable behaviours 
 

 General use of the internet 

 Secure passwords/personal details 

 Use of networks, including the private documents folder, for secure storage 

 E-mail (provided through E-Services/Microsoft Office 365) 

 Learning Platform 
 

Behaviours presenting a risk to Online Safety 
 

 Sharing of usernames/passwords 

 Data Security 

 Sharing of photographs and video  

 Copyright 

 Social networking/cyber bullying  

 Mobile phones/technology 

 External email accounts 
 
Physical and technical security 
 
In Tettenhall Wood School we use the following protection provided by Wolverhampton City 
Council keep pupils and staff safe; 

 Firewall provision ( Sonic Wall) 

 Filtering provision (Light Speed Smooth Wall and Impero) 

 Antivirus software (Microsoft SCCM Endpoint) 

 Passwords 

 Swipe Cards 

 Personal safety 

 Inventory 
Measuring the impact of the Online Safety Policy 
 

 Awareness of Learner access (Risk) via the ICT@home survey  

 Usage monitoring reports from the learning platform 
 
Links to other school policies/school documents 
 

 Reference in School Aims 

 Reference in Self Review Framework (SRF) 

 Curriculum plans 

 Reference in Online Safety  policy 

 School handbook  
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6. RESOURCES 
 
 https://www.education.gov.uk/publications/eOrderingDownload/signposts_safety_ks

1and2.pdf  
 http://www.ceop.police.uk/ 
 http://www.saferinternet.org.uk/ 
 http://www.gridclub.com/  
 http://www.childnet.com/KIA/primary/smartadventure/default.aspx  
 Keeping Children Safe in Education, September 2018, 2020 DfE 
 Growing up Digital, January 2017, Children's Commissioner's Growing Up Digital 

Taskforce 
 
 

7. IMPLEMENTATION AND REVIEW 
 
This policy will be reviewed in line with the school’s annual review cycle. 
 
 
 
 
 
 
 
 
 
 
 
 
 

  

https://www.education.gov.uk/publications/eOrderingDownload/signposts_safety_ks1and2.pdf
https://www.education.gov.uk/publications/eOrderingDownload/signposts_safety_ks1and2.pdf
http://www.ceop.police.uk/
http://www.saferinternet.org.uk/
http://www.gridclub.com/
http://www.childnet.com/KIA/primary/smartadventure/default.aspx
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Update to Policy Record Sheet 
 

Date 
Reference/aspect 

of policy to update 
Suggested amendments to consider at next 

review 
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Table of Risk 
 
 

Commercial Aggressive Sexual Values 

Content  
(child as 
recipient)  
  

Adverts 
 

Spam 
 

Sponsorship 
 

Personal info 

Violent/hateful 
Content 

 
Lifestyle sites (i.e. 
pro-anorexia sites) 

Pornographic or 
unwelcome 

sexual content 

Bias 
 

Racist 
 

Misleading info 
or advice 

 
Radicalisation 

 
Female Genital 

Mutilation 
(FGM) 

Contact  
(child as 
participant)  
 

Tracking 
 

Identity theft 
(Inc. Facebook 

hacking aka 
“Frape”) 

Being bullied, 
harassed or 

stalked 

Meeting 
strangers 

 
Being groomed 

Self-harm 
 

Unwelcome 
persuasions 

Conduct  
(child as 
actor)  
  

Illegal 
downloading 

 
Hacking 

 
Gambling 

 
Financial scams 

 
Terrorism 

Bullying or 
harassing 
another 

Creating and 
uploading 

inappropriate 
material (i.e. 

“sexting”) 

Providing 
misleading 
info/advice 

 
Health and 

wellbeing; time 
spent online 

 
 
 

Appendix 1 
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Staff Acceptable Internet and Email Use Agreement 

 
The policy aims to ensure that any communications technology is used without creating unnecessary 
risk to users while supporting learning. 
 
I agree that I will: 

 only use personal data securely 

 implement and promote the schools Online Safety and Online Safety policies  

 educate pupils in the effective use of the Internet in research, including the skills of knowledge 
location, retrieval and evaluation 

 actively educate learners to respect copyright law 

 only use approved CloudW e-mail accounts in school 

 Only use pupil images or work when approved by parents. 

 Only give access to appropriate users when working with blogs or wikis etc... 

 set strong passwords – a strong password is one which uses a combination of letters, numbers 
and other permitted signs 

 report unsuitable content or activities to the Online Safety Coordinator 

 ensure that videoconferencing is supervised appropriately for the learner’s age 

 read and sign the acceptable use policy 

 pass on any examples of Internet misuse to a senior member of staff 

 post any supplied Online Safety guidance appropriately 

 think carefully about what is stored on my laptop and will only store sensitive data on the school 
server or private area on the Learning Platform 

 will not store sensitive information on memory sticks or external storage devices 
 
I agree that I will not use Local Authority ICT facilities to visit Internet sites or make, post, download, 
upload or pass on: material, remarks, proposals or comments that contain or relate to: 

 pornography (including child pornography) 

 promoting discrimination of any kind 

 promoting racial or religious hatred or radicalisation  

 promoting illegal acts 

 breach any Local Authority/School policies, e.g. gambling 

 do anything which exposes children to danger 

 any other information which may be offensive to colleagues 

 forward chain letters 

 breach copyright law 

 School internet and email should not be used for any personal activities. 
 
I accept that my use of the school and Local Authority ICT facilities may be monitored and the 
outcomes of the monitoring may be used. 
 
 
 

 
Name: ………………….……………………………………………………………..    Date: …………………………………………… 

 

Appendix 2 
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Governors Acceptable Internet and Email Use Agreement 

 
The policy aims to ensure that any communications technology (including computers, mobile 
devices and mobile phones etc.) is used to support learning without creating unnecessary risk 
to users.   
 
The governors will ensure that: 

 Pupils are encouraged to enjoy the safe use of digital technology to enrich their 
learning 

 Pupils are made aware of risks and processes for safe digital use 

 all Staff and Pupils have received the appropriate acceptable use policies and any 
required training 

 the school has appointed an Online Safety Coordinator and a named governor takes 
responsibility for Online Safety 

 an Online Safety Policy has been written by the school, building on  Wolverhampton’s 
LA Online Safety Policy and national guidance   

 the Online Safety Policy and its implementation will be reviewed annually 

 the school internet access is designed for educational use and will include appropriate 
filtering and monitoring 

 copyright law is understood and not breached  

 pupils are taught to evaluate digital materials appropriately 

 parents or pupils have signed acceptable use policy for access to the Learning Platform 

 parents will be informed that all technology usage will be subject to monitoring. 
including URL’s and text 

 the school will take all reasonable precautions to ensure that users access only 
appropriate material  

 the school will audit use of technology (using the Self-Review Framework) to establish 
if the Online Safety is adequate and appropriately implemented 

 methods to identify, assess and minimise risks will be reviewed annually 

 complaints of internet misuse will be dealt with by a senior member of staff and the 
Online Safety Coordinator 

 
 
 
 
 
 
 
Name: ………………….……………………………………………………………..    Date: …………………………………………… 
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Acceptable Use Policy for use of Parental Area 
 
By signing the agreement you agree that you are a parent/carer of a pupil at Tettenhall Wood 
School and that you have been authorised to use the on line area by the School. 
 
You agree:- 

 To only access sites authorised for you to do so. 

 To use the site in an honest, trustworthy and responsible way. 

 That your usage should at all times be respectful of other users. 

 Download information (Including videos and photographs) that only includes your child. 

 If you believe that someone else may have discovered your password, then inform the 
School immediately. 

 To report any security concerns immediately to the Head teacher. 

 If by chance, you find you can see data on anyone for whom you do not have parental 
responsibility, you will report this immediately to the Head teacher. 

 To observe security guidelines at all times. 

 Have your user identity linked to any comment made by you. 
 
You agree not to:- 

 Reveal your password to anyone. 

 Attempt to access the service using another person’s login details. 

 Introduce or attempt to introduce any form of malicious software onto the site. 

 Change or attempt to change or remove any part of the site. 

 Deliberately delete files. 

 Edit, alter or use on any other website or social network site, any downloaded images 
or video obtained from the parent’s site. 

 
I agree to the terms and conditions above. 
 
 
 
Signed: …………………………………….     Name: ………………………………………     Date: ………………………. 
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N.B. If you break this agreement you may be 
denied future access to the parent’s page 

 
 
 
 

Schools Laptop Agreement 
 
This document is an agreement between both staff and school, and shall be binding for the 
duration employment at the school. 
 
General 
1. The laptop shall remain the property of the school. 
2. The laptop shall be retained by staff in order to exercise their professional duties. 
3. The laptop shall be returned to school upon a member of staff leaving school to take up 

a post elsewhere. 
4. Staff are to take proper care of the laptop at all times. 
5. Staff shall be responsible for the security of the laptop, ensuring it is in a lockable 

cupboard when unattended in school and ensuring all reasonable precautions are taken 
when transporting the laptop. 

6. All faults are to be reported to the Online Safety Co-ordinator or ICT technician. Network 
Manager 

 
Use 
1. The laptop shall be available for use in school each day. 
2. Staff shall be aware of the issues relating to access to Internet sites not relevant or 

appropriate to their professional duties. 
3. Staff shall operate Internet access with due regard to school and Wolverhampton City 

Council policies. 
4. Staff shall use the laptop in a responsible and professional manner. 
5. Staff will be expected to use the laptop for: 

 Planning 

 Delivery of lesson 

 Record Keeping 

 Analysis of assessment 

 Target Setting 

 Accessing Learning Platform 

 Other professional duties 

 Laptops should not be used for personal use 
 
The school agrees to provide training for teachers in order to make effective use of their 
laptop. 
 
I ………………………………………………………………………… agree to the terms and conditions above. 
 
Signed: ……………………………………………………………………….. Date………………………………………….. 
 

Appendix 3 
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Signed on behalf of   Tettenhall Wood School 

………………………………………………………………….. 
 
 
 
 
 
 

 
DATA PROTECTION 

 
The school wishes to extend the legal requirements under the GDPR to members of staff also.  
It is requested that staff give written permission for their digital image to be used inside or 
outside school. 
 
This permission will be counted as valid for the whole time the member of staff is employed 
by Tettenhall Wood School. 
 
Please complete and sign below.  
 

I give permission for my photograph/video to be used within 
school 

Yes / No 

I give permission for my photograph/video to be used externally  
by the school 

Yes / No 

I agree to this permission to be valid throughout my time 
employed at Tettenhall Wood School 

Yes / No 

 
You have the right to revise your consent at any time. 
 
 
 
Name:  _____________________________________ 
 
 
 
 
 
Signature:  …………………………………………………  Date: ………………………………………. 
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Pupil acceptable ICT use 
Agreement/ Online Safety rules 

 

 I will use the internet, e-mail, videos, laptops, iPads, etc. only for school purposes. 

 I will only use my school e-mail address for school related work. 

 I will not download software to school systems. 

 I will not share my passwords only with teachers, carers or parents. 

 I will comply with the school’s ICT security system. 

 I will be responsible and sensible about ICT communications with pupils, teachers and 
other staff. 

 I will be responsible for my online behaviour, including the use of resources and language 
used.  

 I will not download, browse, upload or forward illegal or offensive material. If I come 
across this material I will report it to my teacher immediately. 

 I will not share my own or other people’s personal information like name, phone or 
address details, or arrange to meet somebody unless it is part of a school project 
approved by a teacher. 

 Images of pupils and staff taken, stored and used in line with school policy, should not be 
distributed outside the school without the permission of the class teacher and the person 
involved. 

 My online activity, both within and outside school premises, will not cause distress to my 
school, or to staff or pupils. 

 I will not deliberately upload images, text, audio, video or any other content which may 
cause offense to members of the school community. 

 I will not attempt to bypass the school’s internet protection systems. 

 I will respect the privacy and ownership of other’s work. 

 If I see something online that makes me feel uncomfortable, I will inform my class 
teacher. 

 I understand my internet use can be monitored and the information made available to 
my teachers. 

 I understand these rules are designed to keep me safe and that, if violated, school 
sanctions will be applied and my parent/carer may be contacted. 

 Anything I do online can be shared and might stay online for ever 

 I do not change my clothes in front of a web camera. 

 I do not keep secrets or do dares and challenges just because someone tells me I have to. 
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Regis Road, Wolverhampton WV6 8XF 
Telephone 01902 556519 Fax 01902 556520 

Email enquiries@tettenhallwoodschool.org.uk Website: www.tettenhallwoodschool.org.uk 
Head Teacher: Mrs Sarah Whittington 

 
 
Dear Parent/Carer,  
 
The use of ICT including the internet, e-mail, social networks etc. has become a crucial part of 
learning at school and we want all pupils to be safe and responsible while using these valuable 
resources. 
 
Pupils are expected to discuss this agreement with their parent/carer and then to sign and 
follow the terms of the agreement. Any concerns or explanation can be discussed with their 
class teacher or Abi Parsons the school Online Safety coordinator. 
 
Please return the bottom section of this form to school for filing. If your child is unable to sign 
for themselves please sign on their behalf as an indication that you will be supporting them 
to use technology as outlined in the agreement. 
 
 
 
 
 
 
Parent/carer signature ……………………………………………………………….. 
 
We have discussed the acceptable use agreement and …………………………….……….......... (child’s 
name) agrees to follow the Online Safety rules and to support the safe use of ICT at Tettenhall 
Wood School. 
 
Parent/carer’s signature : …….………………….………………………………………. 
 
Please print name :   …………………………………………………………………  
 
Pupil’s signature :  ………………………………………………………………...  
 
Pupil’s class:   ………………………………………………………..……….  
 
 

mailto:enquiries@tettenhallwoodschool.org.uk
http://www.tettenhallwoodschool.org.uk/
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Date ………………………………  
 
 
 
 
 

Regis Road, Tettenhall Wood, Wolverhampton, WV6 8XF 
Telephone: (01902) 556519 Fax: (01902) 556520 

E mail: tettenhallwoodspecialschool@wolverhampton.gov.uk  Website: tettenhallwoodschool.org.uk 
Head Teacher: Mrs. S. Llewellyn 

 
 
 

DATA PROTECTION 
 
It is requested that parents give written permission for their child’s digital image to be used 
inside or outside school. This is a legal requirement under the General Data Protection 
Regulation (GDPR).  
 
This permission will be counted as valid for the whole time the child attends Tettenhall Wood 
School. 
 
Please complete and sign below 
 

I give permission for my child’s digital image to be used within 
school 

Yes / No 

I give permission for my child digital image to be used externally  
by the school 

Yes / No 

I agree to this permission to be valid throughout my child’s time 
at Tettenhall Wood School 

Yes / No 

 
You have the right to revise your consent at any time. 
 
 
 
 
 
Childs Name: …………………………………………………………. 
 
 
 
 
Signature: ……………………………………………………………….. Date: ……………………………………… 

Appendix 4 
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