Data Protection Privacy Notice
(Information about the processing of pupil data)

The All Together programme involves the collection and analysis of data about participating pupils,
including a 15 min online bullying and wellbeing survey. The Anti-Bullying Alliance, part of the
National Children’s Bureau, has produced this privacy notice to provide parents of pupils with
information about the data involved, and their rights in relation to it.

Please note the word “processing” is a broad term that refers to the collection, storage and analysis
of data. All data will be processed in accordance with legislation called Data Protection Act, 2018 the
UK's implementation of the General Data Protection Regulation (GDPR).

What are the purposes for processing the data?

To help schools to understand levels of bullying and wellbeing among their pupils, by providing
anonymised reports of survey findings

What data are being processed?

The system uses two types of data about your child, which are connected together within the secure
system to create a general picture about bullying and wellbeing:
*  Child-reported surveys: This is to understand how children and young people experiences of

bullying behaviours, their wellbeing and how they feel about their school. The questions are
outlined in Box 1.

* Information that schools already have about pupils: names, pupil ID no, year group, class
name, gender, free school meal eligibility and special educational needs status. We are also
giving schools the option to record This is to understand if wellbeing is different for different
groups of pupils. This information is encrypted within the secure system and not made
accessible to the Anti-Bullying Alliance.

To connect together the two types of data, an anonymised ID number is given to each pupil before
they undertake the survey. The resulting survey results comprise anonymised data set that will not
include any pupil names.

All data analysis for the purposes stated above will be carried out using the anonymised data set.

How long will the data be processed?

» All information related to this survey is securely deleted from system after 5 years or when a
school requests for it to be deleted.

* The anonymised data set will be kept for 5 years, after which it will be reviewed to
determine whether it would be appropriate to delete it. Any analysis of the results will be
kept indefinitely.

What allows the data to be processed lawfully?

We are able to process the data on the basis of consent. Consent is being sought from you as
parents and carers. Pupil’s consent is also sought before they undertake the survey

Which organisation is responsible for the data?



The organisation with responsibility for processing this data (the data controller) is the National
Children’s Bureau?, the charity that the Anti-Bullying Alliance is part of.

Who will have access to the data?
Kelly Hannah is responsible for uploading pupil data. Thereafter it is encrypted.

The Anti-Bullying Alliance and the school have access to the anonymised data set for purposes of
analysis.

The system uses a number of technical and organisational security measures to protect data. The
system is hosted by an industry-leading, fully accredited hosting providers in a UK data centre with
24 x 7 x 365 manned security, monitoring, smart card access policies, internal and external CCTV
systems. This is topped up by using Firewall, VPN, IP restrictions, endpoint security and applying
patches to ensure the infrastructure and data are kept protected at all times. The system is built
using industry standard approaches and tested for vulnerabilities by internal team.

Technical and organisational controls protecting personal data include (but are not limited to):
e Employee training and awareness
e Encryption
e SSL
e Masking of data
e Appropriate removable media handling
e Back up processes
e Disaster recovery procedures

e CCTV
What rights do | have?

Under the Data Protection Act 2018, you and your child have certain rights, including the right to be
informed about who is responsible for processing your data, and the right of access to your data.

If, after your child has taken part, they or you decide that you want us to remove their answers, you
can contact us at the school and we can delete your child’s registration, which will also remove their
answers. This task cannot be performed by the Anti-Bullying Alliance as they do not manage
individual records.

N.B. Please note that requests for deletion can only be made up until July 15" of the academic
year in which the child has taken part.

Who can | contact for further information?

With regard to the right of access, if pupils or parents would like to more about the categories of
data about them or their child being processed, please contact the Anti-Bullying Alliance at
aba@ncb.org.uk.
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