TP

14E LEARNING PARTMERSHIP

PRIVACY NOTICE
GDPR INDIVIDUAL RIGHTS

Context
This document forms part of The Learning Partnership GDPR and Data Protection Policy.
The scope of this privacy notice includes The Learning Partnership and all its schools.

The Learning Partnership is registered with the information Commissioners Office as the data
controller.

For ease of reading, the use of the term “trust” within this document refers to The Learning
Partnership and all the schools.

How and why we process personal data (including legal basis)
The trust processes personal data to carry out its duties as an education provider and employer.
Data protection law requires us to explain both:

. what we use personal data for, and

. the legal reason (lawful basis) for each activity

We only process personal data where we have a valid legal basis to do so.

Processing activities and legal basis

1. Providing education and school services

Includes:
o delivering teaching and learning
. assessing progress and attainment
. managing admissions and school records
Legal basis:
o Public task — processing is necessary for us to perform our official functions as a
school

2. Safeguarding and pupil welfare

Includes:
. child protection
. pastoral care and wellbeing support
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o medical information and emergency contacts
Legal basis:
e Public task, and
e Vital interests — where processing is necessary to protect life or health
3. Meeting legal and regulatory requirements
Includes:
e supplying data to the Department for Education (DfE)
e statutory returns (e.g. school census)
o compliance with safeguarding laws
Legal basis:
e Legal obligation — we are required by law to collect and share this data
4. Managing staff and employment
Includes:
e payroll and HR records
e recruitment and vetting
e performance management
Legal basis:
e Contract —where processing is necessary for an employment contract
e Legal obligation — where required by employment law
5. Working with third parties and partner agencies
Includes sharing information with:
e local authorities
e other schools or colleges
e safeguarding partners (e.g. NHS, police, social care)
Legal basis:
e Public task, and/or
e Legal obligation
6. Improving services and school performance
Includes:
e internal analysis

e quality assurance
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e planning and development
Legal basis:

e Public task
7. Use of photographs, videos and biometrics
Includes:

o marketing materials

e school website or publications

e biometric systems (e.g. canteen access)
Legal basis:

e Consent
Individuals can withdraw consent at any time.
8. IT systems, security and administration
Includes:

e managing school systems

e network and data security

e use of cloud-based services
Legal basis:

e Public task, and/or

e Legitimate interests (ensuring systems are secure and effective)

The right of access
Individuals have the right to obtain confirmation that their data is being processed.

Individuals have the right to submit a subject access request (SAR) to gain access to their personal
data in order to verify the lawfulness of the processing.

The trust will verify the identity of the person making the request before any information is supplied.

A copy of the information will normally be supplied to the individual free of charge; however, the
trust may impose a ‘reasonable fee’ to comply with requests for further copies of the same
information.

Where a SAR has been made electronically, the information will be provided in a commonly used
electronic format.

Where a request is manifestly unfounded, excessive or repetitive, a reasonable fee will be charged.

All fees will be based on the administrative cost of providing the information.
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All requests will be responded to without delay and at the latest, within one month of receipt.

Where a request is manifestly unfounded or excessive, the trust holds the right to refuse to respond
to the request. The individual will be informed of this decision and the reasoning behind it, as well as
their right to complain to the supervisory authority and to a judicial remedy, within one month of
the refusal.

In the event that a large quantity of information is being processed about an individual, the trust will
ask the individual to specify the information the request is in relation to.

The right to rectification
Individuals are entitled to have any inaccurate or incomplete personal data rectified.

Where the personal data in question has been disclosed to third parties, the trust will inform them
of the rectification where possible.

Where appropriate, the trust will inform the individual about the third parties that the data has been
disclosed to.

Requests for rectification will be responded to within one month; this will be extended by two
months where the request for rectification is complex.

Where no action is being taken in response to a request for rectification, the trust will explain the
reason for this to the individual, and will inform them of their right to complain to the supervisory
authority and to a judicial remedy.

The right to erasure
The trust has a records retention policy which governs how long it retains information.

Individuals hold the right to request the deletion or removal of personal data where there is no
compelling reason for its continued processing.

Individuals have the right to erasure in the following circumstances:

. Where the personal data is no longer necessary in relation to the purpose for which it was
originally collected/processed

. When the individual withdraws their consent

. When the individual objects to the processing and there is no overriding legitimate interest
for continuing the processing

. The personal data was unlawfully processed

. The personal data is required to be erased in order to comply with a legal obligation

. The personal data is processed in relation to the offer of information society services to a
child

The trust has the right to refuse a request for erasure where the personal data is being processed for
the following reasons:
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. To exercise the right of freedom of expression and information

. To comply with a legal obligation for the performance of a public interest task or exercise of
official authority

. For public health purposes in the public interest

. For archiving purposes in the public interest, scientific research, historical research or
statistical purposes

. The exercise or defence of legal claims

As a child may not fully understand the risks involved in the processing of data when consent is
obtained, special attention will be given to existing situations where a child has given consent to
processing and they later request erasure of the data, regardless of age at the time of the request.

Where personal data has been disclosed to third parties, they will be informed about the erasure of
the personal data, unless it is impossible or involves disproportionate effort to do so.

Where personal data has been made public within an online environment, the trust will inform other
organisations who process the personal data to erase links to and copies of the personal data in
question.

The right to restrict processing
Individuals have the right to block or suppress the trust’s processing of personal data.

In the event that processing is restricted, the trust will store the personal data, but not further
process it, guaranteeing that just enough information about the individual has been retained to
ensure that the restriction is respected in future.

The trust will restrict the processing of personal data in the following circumstances:

o Where an individual contests the accuracy of the personal data, processing will be restricted
until the trust has verified the accuracy of the data

o Where an individual has objected to the processing and the trust is considering whether
their legitimate grounds override those of the individual

. Where processing is unlawful and the individual opposes erasure and requests restriction
instead
. Where the trust no longer needs the personal data but the individual requires the data to

establish, exercise or defend a legal claim

If the personal data in question has been disclosed to third parties, the trust will inform them about
the restriction on the processing of the personal data, unless it is impossible or involves
disproportionate effort to do so.

The trust will inform individuals when a restriction on processing has been lifted.

The right to data portability
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Individuals have the right to obtain and reuse their personal data for their own purposes across
different services.

Personal data can be easily moved, copied or transferred from one IT environment to another in a
safe and secure manner, without hindrance to usability.

The right to data portability only applies in the following cases:

. To personal data that an individual has provided to a controller

o Where the processing is based on the individual’s consent or for the performance of a
contract

. When processing is carried out by automated means

Personal data will be provided in a structured, commonly used and machine-readable form.
the trust will provide the information free of charge.

Where feasible, data will be transmitted directly to another organisation at the request of the
individual.

The trust is not required to adopt or maintain processing systems which are technically compatible
with other organisations.

In the event that the personal data concerns more than one individual, the trust will consider
whether providing the information would prejudice the rights of any other individual.

the trust will respond to any requests for portability within one month.

Where the request is complex, or a number of requests have been received, the timeframe can be
extended by two months, ensuring that the individual is informed of the extension and the
reasoning behind it within one month of the receipt of the request.

Where no action is being taken in response to a request, the trust will, without delay and at the
latest within one month, explain to the individual the reason for this and will inform them of their
right to complain to the supervisory authority and to a judicial remedy.

The right to object

The trust will inform individuals of their right to object at the first point of communication, and this
information will be outlined in the privacy notice and explicitly brought to the attention of the data
subject, ensuring that it is presented clearly and separately from any other information.

Individuals have the right to object to the following:

. Processing based on legitimate interests or the performance of a task in the public interest
Direct marketing

. Processing for purposes of scientific or historical research and statistics.
Where personal data is processed for the performance of a legal task or legitimate interests:

An individual’s grounds for objecting must relate to his or her particular situation.

Page |6



The trust will stop processing the individual’s personal data unless the processing is for the
establishment, exercise or defence of legal claims, or, where the trust can demonstrate compelling
legitimate grounds for the processing, which override the interests, rights and freedoms of the
individual.

Where personal data is processed for direct marketing purposes:

o The trust will stop processing personal data for direct marketing purposes as soon as an
objection is received.

. The trust cannot refuse an individual’s objection regarding data that is being processed for
direct marketing purposes.

Where personal data is processed for research purposes:

. The individual must have grounds relating to their particular situation in order to exercise
their right to object.

. Where the processing of personal data is necessary for the performance of a public interest
task, the trust is not required to comply with an objection to the processing of the data.

Where the processing activity is outlined above, but is carried out online, the trust will offer a
method for individuals to object online.

Automated decision making and profiling

Individuals have the right not to be subject to a decision when:

o It is based on automated processing, e.g. profiling.

o It produces a legal effect or a similarly significant effect on the individual.

The trust will take steps to ensure that individuals are able to obtain human intervention, express
their point of view, and obtain an explanation of the decision and challenge it.

When automatically processing personal data for profiling purposes, the trust will ensure that the
appropriate safeguards are in place, including:

. Ensuring processing is fair and transparent by providing meaningful information about the
logic involved, as well as the significance and the predicted impact.

. Using appropriate mathematical or statistical procedures.

. Implementing appropriate technical and organisational measures to enable inaccuracies to
be corrected and minimise the risk of errors.

. Securing personal data in a way that is proportionate to the risk to the interests and rights of
the individual and prevents discriminatory effects.

Automated decisions must not concern a child or be based on the processing of sensitive data,
unless:

. The trust has the explicit consent of the individual.

The processing is necessary for reasons of substantial public interest on the basis of current law.
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