(an recognise, onling or
offine, that anyane can
say o' | ‘please stop' |
T tell' {11 2sk' to
somebody wha makes
them feel sad,

uncomfortable,

embarrassed or upset.

| caniidentify some
simple examples of my

personal information
(e name, address,

birthday, age, locatin).

| can describe who
would be trustwarthy
to share this infarmation
with; | can exphin why
they are trusted.

scripe ways that
some paaple can be

unkind online.

| can offer examples of

how this can make
others feel,

can put information on
the intermet.

| can identiy rules that
help keep us safe and

healthy in and beyond

the home when using

technology.

| can give some simple

examples of these rules.

Can recognise some
ways in which the
internet can be used to
CommUniCate.

| can give examples of
how | (might) use
technology to

COmmunicate with

peaple | know,

use the internet as a

way of finding

infarmation online.

| canidentify devices |

could use to access
information on the

internet.

know that wor
create belongs to me.

| can name my work so
that others know it
belangs to me.




Privacyand
security

£an recognise that there
miay b people enline wh
could make someane feel

sad, embarrassed o upser

If somiething happens that
makes me feal mad,
waorred, uncomfortable or
frightened | can give

axamples of when and how
1o speak 1o an adult | can

trust and how they can
help.

T Can explain hal passwords
are used 1o protect

infarrmation, Sccounts and
devices,

| can recognise mare
detailed axamples of
infaeriation that |8 personal
to someane (&g where
sormeone lves and goes 1o
schoaol, family names).

| can explain why it is
FpGFELAL to absays ask 3
trusted adult before sharing
any personal information
onling, belonging ta myself
o athers.

behave online in ways that
do not upset others and
£an give examples,

£an recognise tat
infarmation can sty online
and could be copled.

| can deseribe what
infarmation | should not

put enline without asking a
triisted adult first

and lifestyle

T can explaln rules (o keep
miysell safie when using
technology both in and
beyond the home.

Term 5

£ give examp
| should ask permission 1o
do something cnling and
explain why this is

important

| ean use the intermnet with
adult support 1o
cammunicate with people |
know (e.g. video call apps
o Services),

| ean explain why it is
impareant o be
considerate and kind to
peaple anline and o
respect their cholces.

| can explain why things one
person finds funny ar sad
online may nat ahways be
gah i the same way by
athers.

of how to find infermation
using digieal vechnalogies,
e, search engines, voice
activated searching).

| know | underseand that
WE 3 ENCOURTET 3 FARgE
af things online inchiding
things we like and don't
like 25 wall 3z things
which are real or make
believe [ 3 joke,

| know hew to get help
from a wusted adult if we
168 CORLEAE At makes us
feel sad, uncomforabla
warrled or frightened.

£an explain why wo
ereate using technology
belongs to me,

| can say why it belangs to
fivés (g, '| designed it’ ar |
filmed it").

| can save mry work under
1 sultabde titke / pame so
that athers know it
belongs to me (&g
filerarme, name on
EanLEAL).

| understand that wark
ereated by others does not
belong to me even if | save
1 COpy.







can explain how r
people may look and act
differently online and
offline.

| can give axamples of
lssues onling that might
make someane feel sad,
worried, uncomiorable or
frightened; | can give
examples of how they
mighe get help.

Privacy and
security

| can esxplain how
passwords can be used wo
protect infarmation,
accounts and devices.

| can explain and give
examples of what is meant
bry 'privare’ and kesping
things privace’.

| can describe and explain
some rules for keeping
persanal inforrmation
private (&g creating and
protecting passwords).

| can explain how some
peaple may have devices
in their hames connected
1o the internet and give
examples (e.g. lights,
fridges, toys, televisions).

i, how people may bully
athers and how bullying
can make semeone feel.

I can explain why anyone
whao experiences bullying
is not o blame.

I cam talk about how
AyONe Experiencing
bullying can get help.

Term 4

Health, well-being
and lifestyle

information put online
about somecne can last
for a long tirme.

| can describe how
anyone's anline

information could be seen
bry ouhers,

| know whao o talk va if
something has been put
online without consent ar
if it is imcorrece.

I can explain simple
guidance for using
rechnology in differem
environments and sectings
&g accessing online
rechnalogies in public
places and the home
efvironment.

I can say how those rules [
guides can help anyane
accessing online
rechnalogies.

Term 5

can give exarmples af how
somean: might use
technology to communicate
with others they don't alse
kneow offline and explain
why this might be risky. (e.g.
email, online gaming, a pen-
pal im another schoal §
country).

| can explain wha | should
ask before sharing things
about myself or others
online.

| can deseribe different ways

1o ask for, give, or deny my
permission online and can
identify who can help me if |
A AOT SUPE.

| cam explain why | have a
right to say ‘ne’ ar will
have o ask someonse’. | can
explain whe can help me if |
feel under pressure 1o agree
o sormething | arm wnsure
about or don't want o da.

| can identify wha can help
me if samething happens
online withaut rmy consent.

| can explain how it may
make others fieel if | do not
ask their permission or
ignore their arswers before
sharing something abour
them online.

| cam explain why | should
always ask a vrusted adule
before clicking yes’, "agres’
or “accept’ online.

Term &

CAM UEE &
keywords in search
engines.

| can demonscrate how
o navigate a simple
webpage 1o getr 1o
ifformation | need {eg.
horme, forward, back
baustteng; links, tabs and
sectiang).

| cam explain whar vaice
activated searching is
and how it might be
used, and know it is not
a real person (eg. Alexa,
Google Mow, Sir).

| cam explain the
difference berween
things that are imaginary,
‘made up” or ‘make
believe' and things that
are ‘true’ or ‘real’.

| can explain why some
iffarmation | find anline
may ot be real or oree.

€an recognise that
Content on the internet
may belong to ather

peaple.

| can describe why other
people's work belangs wo
thermn.




meant by the term
‘idantity’.

| can explain how people
can represent themselves
in different ways online

| can explain ways in
which someone might
change their identicy
depending on what they
are doing online {eg.
FAMNG, LSRG 3R AVILLT
social media) and why.

Privacy and
security

I can describe simple
serategies for creating and
keeping passwords
privae.

| can give reasons why
someane should only
share information with
people they choose vo and
can trust. | can explain
thar if they are not sure or
feel pressured then they
should pell a eruseed adule

| can describe how
connecred devices can
collecr and share anyone's
information with athers.

Appropriave
ways vo behave powards
other people anline and
whiy this & imporanc

| can give examples af
how bullying behaviour
could appear onlineg and
how someone can get

SUPEOL.

can explain how e
search for informadon
about athers online.

I can give examples of
whiat anyone may or may
not be willing 1o share
about themselves online. |
can explain the need 1o be
careful before sharing
anything personal.

I can explain wha
someone can ask if they
are unsure abowr purting
something online.

Term 4

Health, well-being
and lifestyle

I can explain why spending
oo moch time using
rechnology can sometimes
have a negative impact on
anyone, &g mood, sleep,
bady, relationships; | can
give some examples of
both positive and negative
actiwities where it is easy
o spend a lot of tme
engaged (e.g. doing
homework, games, films,
u'u:ll!ﬂ!.}.

| can explain why some
online actvices have age
restrictions, why it is
impormnt o follow them
and know whao | can walk
o if others pressure me
to watch or do something
online thar makes me feel
uncomiorable (eg age
restricved gaming or web
sipes).

Term 5

can describe ways peaple
wha have similar likes and
interests can get together
online,

| can explain what it
means oo know someons’
online and why this might
be different from knowing
someone offline.

| can explain what is
meant by ‘trusting
sameone onling’, why this
is different from ‘liking
someone onling’, and why
it is impor@ant 1o be
careful abour whe 1o trust
anline including what
information and content
they are trusted with.

| can explain why
someans may change their
mind about rusting
anyane with something if
they feel nervaus,
wncarnfortable or
warried.

| can explain how
someons’s fealings can be
hure by whart is said or
written online.

| can explain the
importance of giving and
gaining permission before
sharing things onling; how
the principles of sharing
anline is the same as
sharing offline eg. sharing
images and videos.

Term &

i onstrate how 1o
use key phrases in seanch
engines o gather acowrate
infarmation enline.

| can explain what

aurocomplete s and how
1o choose the bast
SURFESLIOn.

| can explain how the
internet can be used to
sell and buy things.

| can explain the difference
berween a ‘beliel, an
‘opindon” and a ‘face. and
can give examples of how
and where they might be
shared anline, e.g. in
videos, memes, posts,
NEWS Stories et

| can explain that not all
opinions shared may be
accepted a8 true ar fair by
others (eg. monsters
under the bed).

| can deseribe and
demonstrate how we can
get help from a oruseed
adult if we see content
that makes us feel sad,
uncomiorable worred or
frightened.

can explain why copying
someane else's work from
the interner without
permission isn't fuir and
can explain whar problems
this rright cause.




onling identity can be
different ta my offline
identity

| can describe positive
ways for someane to
interact with others anline
and understand how this
will positively impact on
how others perceive them

| can explain that others
onling can precend o be
someone else, including iy
friends, and can suggest
reasons why they might do
this.

for keeping personal
information private,
depending on conpext.

| can explain that internet
use is pever fully privae
and is monitored, &g adult

supervision.

| can describe how some
online services may seek
CONSEAL LD SLOMe
irfarmation about me; |
know how 1o respand
appropriztely and wha |
can ask if | am not sure.

| kemvorw whiae the digital age
of consent is and the
impact this has on online
services asking for consent

Can recognse when
LOrmeone is upset, hurt or
angry onling.

| can describe ways people
can be bullied through a
range of media (&g image,
video, e, char).

| can esgplain wiy people
need vo think carefully
about how content they
post might affect athers,
their feelings and how it
may affect how others feel
about dvem (their

PepUEItOn).

out infarmation about
others by searching online.

| can esoplain ways that
some of the infarmatian
about amyone online could
have been creaved, copied
or shared by others.

Health, well-being
and lifestyle

Tcan explain fiow using
technolagy can be a
distraction from other
things, in both a posithve
and negative way.

| can identify times or
situations when someone
may need to limit the
armount of time they use
technology e.8. | can
SUgReststrategies ta help
with limiting thig ime.

Term 5

Can DE3cnibe SIralegies
fior safe and fun
experiences ina range of
online sactal environments

(e.g. lvestrearning, ganming
pladfarms).

| can give exarmples of how
o be respeceful o others
onling and describe how o
recognise healthy and
unhealthy online
behaviours.

| can explain how content
shared enline rmay feel
LM POrEAnE i GRe PErsen
bt rnay be important wo
ather people's thoughts
fealings and baliefs,

Termé

AN analyse informason i
rriake a judgement about
probable scowracy and |
understand why it is
IMPOTEANT o make iy own
dectiions regarding conzent
and that my decisions are
respected by others.

I can describe heow o search
for informationwithin a
wide group of technologies
and make 3 judgerment about
the probable accuracy (e.g.
social media, irmage sives,
wideo sipes).

I can describe some of the
rnethods used to encourage
people vo buy things online
{e.g. advertising offers; in-app
purchases, pop-ups) and can
recognise some of these
wihen they appear online.

I can explain why lots af
people sharing the same
apinions or beliefs online do
not make those opinkons ar
beliefs true.

I can explain that echnology
can be designad to act like
of impersanate living things
{e.g. bows) and describe what
the benefics and the risks

mightbe.

I can explain what s meant
by fake news &g why some
people will create svories ar
alver phatsgraphs and put
them oaline 1o pravend
something is true when it
LTy

internet for content oo

use, | can explin ey |
nead to consider who

awns it and whether |
hawve the right to rewse .

| can give some simple
examples of content
witich | FLSL not we
without permission from
the owner, &.g. videos,
musie, images.




online can be copied,
madified or aleered.

| ean demonstiate how uo
make responsible cholces
about having an enline
identity, depending an
CORLEXE.

Privacy and
security

| can explain what a
strong passwaord is and
demonstrace how o
CrEate ane.

| can explain how many
free apps or services may
read and share privaze
information (&g friends,
contacts, likes, images,
videos, volce, messages,
geolocation) with others.

| can explain what app
permissions are and can
give some exarmples.

£an recognise onling
bullying can be different
1o bullying in the physical
wofld and can deseribe
sorme of those
differences.

| can deseribe how what
GIE PEFSGR PEFCEives 33
playful joking and teasing
(incheding ‘banter’) might
be experienced by others
a8 bullying.

| can explain how anyone
can gat help if they are
being bullied online and
identify when to wella
wrusted adult.

| can identify a range of
WiYS 10 FEport CcONCErns
and aceess support bath
in sehoal and at home
about anline bullying.

| can explain how 1o
black abusive isers.

| can describe the helpline
services which can help
people Experiencing
bullying, and how 1o
access them (&g
Childline ar The Mix).

Term 4

Term 5

Health, well-being
and lifestyle

information abaut an
individual online and
Lumrrarise the

informatian found.

| ean describe ways that
information about anyone
online can be used by
others o make
judgments about an
individual and why these
iy be incorrect.

| can deseribe ways
technology can affect
health and well-being
bath positively (&g
mindfulness apps) and
negatively.

| can deseribe some
Strategied, tips or advice
o promote health and
wellbeing with regards 1o
technology.

| recognise the benefics
and risks of accessing
infarmation abouwt health
and well-being online and
how we should balance
this with talking o
trusted adules and
professionals,

| can explain how and
why some apps and
FAMES MY FeqUEest o
take payment for
additional content (e.g. in-
app purchases, loathoxes)
and explain the
impartance of seeking
permission from a orusted
adduile befare purchasing.

can give examples o
technology specific farms

of comrmunication (e.g.
emajis, memes and GIFs).

| can explain thar thers
are some people |
communicate with online
who may want 1o do me
or my friends harm. | can
recognise that this is not
my | our faul

| can deseribe some of
the ways peopls may be
irvelved in enline
comrunities and describe
haw dhey might
collabarate constructively
with others and make
positive contributions.
(&g gaming communites
or social media groups).

| ean esplain how
someans can get help if
they are having problems
and identify when o el 4
trusted adule.

| ean demonstrate how Lo
support athers (including
those who are having
difficulties) anline.

Termé

can explain niefits
and limitations of using
different types of ssarch
rechnologes &g, voice.
activation search engine.
I can explain how some
rechnology ean limit the
information | aim
presented with g, voice-
activated searching giving
one resull

I can explain what is
meant by ‘being sceptical’;
I can give examples of
wihen and why it [s
impareant to be

“seeptical'.

I can evaluare digical
content and can explain
hew te make choices
abaiit what is
rrustwaorthy &g
differentiating between
adverts and search
resiults.

I cam explain key concepts
including: infarmation,
reviews, fact, opinion,
belief, validity, reliabilicy
and evidence.

I can identify ways the
imerner can draw us o
information for differemt
agendas, &g websive
notification, pop-ups,
wrgeted ads.

when it [s acceprable wo
use the work of others,

| cam give examiples of
content that is permited
1o be reused and know
how this content can be
found online.




can identi critically
evaluate online content
relating 1o gender, race,
religian, disabilicy, culowre
and other groups, and
expluin why it i
irmpornt o challenge
and reject inappropriate
represenation online.

| can describe Bsues
online that could make
anyane feel sad, worried,
uncomiorable or
frightaned. | know and
can give exarnples of how
o get help, bath an and
offline.

| can explain the
irmportance of asking uncil
| gerthe help neaded.

Privacy and
security

[can describe effective
WaYs people cin manige
passwords (&g storing
them securely or sving
them in the browser).

| cam explain what o do if
3 pazyword 5 shared, lost
or stolen

| can deseribe how and
whiy peaple should keep
their saftware and apps
up o date, eg. auma

upsdares,

| can describe simple
Wiys U0 inCrease privacy
an apps and services that
provide privacy settngs.

| can describe ways in
which some online
COMent mrgets people to
fain money or
infarmation illegally; | can
describe stravegies o
help me identify such
content (eg. scams,
phishing).

| know that anline
services have tarms and
conditions thae govern
thiir usa.

o [

capture bullying content
a5 evidence (e screen-
grab, URL, profile) o
share with others whao
can help me.

| cam explain how
someane would report
online bullying in different
CONTERLS.

which aryone can
develop a positive online
FEpUTATION.

| can explain stravegies
ANYORE CIA LSE 1D
pravect their “digieal
personality’ and online
reputation, including
degrees of anonyrmity.

Term 4

Health, well-being
and lifestyle

| can describe common
gystemds that regulate age-
related content (eg.
PEGI, BEBFC, parental
warnings) and describe
their purpose.

| recognise and can
discuss the pressures that
technolagy can place on
someone and how [ when
they could manage this.

| canm recognise features
af persuasive design and
e they are used o
keep users engaged
(eurrent and future wse).

| can assess and action
different strategies o
limit the impact af
technolagy on health (eg.
night-shife rmode, regular
breaks, correct posture,
sleep, dier and exercise).

Term 5

something onling may
have an impact either
positively or negatively.

| can deseribe how to be
kind and show respect
for athers online
including the imporance
af respecting boundaries
regarding what i3 shared
aboa them online and
v ta support tham if
athers do not

| can describe how things
shared privately online
can have uningendead
comaquences far athers,
&g screen-grabs.

| can explain thar eking
ar sharing inappropriage
images of someons (&g
embarrassing images),
even if they say it s akay,
may have an impace far
the sharer and athers;
and wha can help if
someane is waorried
aboar this.

Term &

can explain
engines work and how
resules are selecrad and

Oy SEAFC

ranked.

I can explain how o use
search vechnologies
effectively.

I can describe how some
onling infarmation can be
apinion and can offer
examples.

I can explain how and
why some people may
present ‘opinians’ as
faces”; why the popularity
af an apinion or the
personalicies of those
promoting it does not
necessarily make it true,

fair or perhaps even legal

| can define the verms
‘influence”, ‘manipulation’
and ‘parsuasion’ and
expluin how someaone
might encounter thess
anline (e.g advertising
and “ad wargeting” and
rargenng for fake news).

I underseand the concept
of persussive design and
how it can be used o
influsnces peaples’
chaices.

can dermonstrate the use
af search vools vo find
and access online congent
which can be reused by
athers.

| can dermonserate how to
make references to and
acknowledge saurces |
have used from the
INTErTEL.




