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1. Policy Aims  

 At the Meadows School we are committed to safeguarding and promoting the welfare of all pupils as the safety and protection of children is of paramount importance to everyone in this school. We work hard to create a culture of vigilance and at all times we will ensure what is best in the interests of all pupils.

We believe that all pupils have the right to be safe in our society. We recognise that we have a duty to ensure arrangements are in place for safeguarding and promoting the welfare of pupils by creating a safe online environment. We want all pupils to feel safe at all times. 

We acknowledge that online safety:

· ‘……. refers to the act of staying safe online …and is also commonly known as internet safety, e-safety, and cyber safety. It encompasses all technological devices which have access to the Internet from PCs and laptops to smartphones and tablets. Being safe online means individuals are protecting themselves and others from online harms and risks which may jeopardize their personal information, lead to unsafe communications, or even effect their mental health and wellbeing.’ (National Online Safety)

· ‘…… is being aware of the nature of the possible threats that anyone could encounter whilst engaging in activity through the Internet, these could be security threats, protecting and managing your personal data, online reputation management, and harmful or illegal content.’ (South West Grid for Learning)

We work hard to ensure that pupils are safeguarded from potentially harmful and inappropriate online material. We understand that there are many online safeguarding issues that can be categorised into four areas of risk:

	Content:
	Being exposed to illegal, inappropriate, or harmful material such as pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation, and extremism. 

	Contact:
	Being subjected to harmful online interaction with other users such as child-to-child pressure, commercial advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal, financial or other purposes.

	Conduct:
	Personal online behaviour that increases the likelihood of, or causes, harm such as making, sending and receiving explicit images.

	Commerce:
	Risk such as online gambling, inappropriate advertising, phishing and of financial scams



We believe online safety:

· is an integral part of safeguarding and requires a whole school, cross-curricular approach.
· must follow the school’s safeguarding and child protection procedures.
· will educate pupils about the benefits and risks of using technology.
· will provide safeguards and awareness to enable pupils to control their online experience.

We aim:
· To safeguard and promote the welfare of all pupils as the safety and protection of children is of paramount importance to everyone in this school.
· To ensure arrangements are in place for safeguarding and promoting the welfare of pupils by creating a safe online environment. 
· To create a culture of vigilance and at all times ensure what is in the best interests of all pupils.
· To ensure compliance with all relevant legislation connected to this policy.
· To share good practice within the school, with other schools and with the local authority in order to improve this policy.

This policy applies to all members of the school community (including staff, governor’s, students, volunteers, parents / carers, visitors, community users) who have access to and are users of school IT systems, both in and out of school. 
2. Legislation and guidance  
This policy is based on the Department for Education’s (DfE’s) statutory safeguarding guidance, Keeping Children Safe in Education, and its advice for schools on:

· Teaching online safety in schools
· Preventing and tackling bullying and cyber-bullying: advice for headteachers and school staff
· Relationships and sex education 
· Searching, screening and confiscation
It also refers to the DfE’s guidance on protecting children from radicalisation.
It reflects existing legislation, including but not limited to the
 Education Act 1996 (as amended), the Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting inappropriate images or files on pupils’ electronic devices where they believe there is a ‘good reason’ to do so.

This policy operates in conjunction with the following school policies: 
· The Meadows School Acceptable Use Agreement   
· The Meadows School Child Protection and Safeguarding Policy  
· The Meadows School RSE and Health Education Policy  
· Staff Code of Conduct  
· The Meadows School Behavioural Policy 
· Disciplinary Policy and Procedures  
· Data Protection Policy 
· The Meadows School Remote Learning Policy
· Prevent Policy
· Complaints procedure

3. Roles and Responsibilities 

We believe it is essential that this policy clearly identifies and outlines the roles and responsibilities of all those involved in the procedures and arrangements that are connected with this policy.

4. Role of The Governing Body 
The governing body has:
· appointed a Senior Leader with responsibility for online safety.
· delegated powers and responsibilities to the headteacher to ensure all school personnel and stakeholders are aware of and comply with this policy.
· responsibility for ensuring:

· the approval of this policy.
· full compliance with all statutory responsibilities.
· the school complies with all equalities’ legislation.
· funding is in place to support this policy.
· this policy and all policies are maintained and updated regularly;
· all policies are made available to parents.

The Governing Body has overall responsibility for monitoring this policy and holding the head teacher to account for its implementation. 
The Governing Body will nominate a governor to oversee online safety. The nominated Governor is Mr Phillip Butcher.
Responsibilities will include arranging meetings with appropriate staff to discuss online safety and monitor any incidents of misuse of IT. 
All governors will ensure that they have read and understand this policy and will agree and adhere to the terms on acceptable use of the school’s IT systems and the internet. (See appendices - Acceptable Use of Technology) 
5. Role of the Head teacher 
The headteacher will:

· work in conjunction with the senior leadership team to ensure all school personnel, pupils and parents are aware of and comply with this policy.
· establish a culture of safeguarding where online safety is fully integrated into whole school safeguarding.
· undertake training on offline and online safeguarding.
· ensure all school personnel and governors undertake training on offline and online safeguarding.
· ensure all school personnel, pupils, governors, and parents are aware of the procedures to be followed in the event of an online safeguarding incident.
· ensure the DSL and the Senior Leader with responsibility for Online Safety receive suitable training to enable him/her to carry out their online safety role and to training other colleagues as relevant.
· ensure child protection is always put first and data-protection processes support careful and legal sharing of information.
· ensure that online safety education is embedded across the curriculum in line with the statutory RSHE guidance.
· provide online safeguarding and child protection information, workshops or learning opportunities to ensure parents are aware of:

· Keeping Children Safe in Education: Statutory Guidance for Schools and Colleges. 
· Working Together to Safeguard Children: A Guide to Inter-agency Working to Safeguard and Promote the Welfare of Children. 
· the Safeguarding and Child Protection policy.
· all online safeguarding procedures in place.
· all online safeguarding policies.
· their role on online safeguarding and pupils’ protection.

· ensure good practice is shared throughout the school.
· work closely with the DSL and Senior Leader with responsibility for online safety.
· provide leadership and vision in respect of equality.
· provide guidance, support, and training to all staff.
· monitor the effectiveness of this policy by: 

· monitoring online learning and teaching through observing lessons.
· monitoring logs of reported incidents.
· speaking with pupils, school personnel, parents and governors.

· annually report to the governing body on the success and development of this policy.
· promote and model positive online safety behaviour.

6. Role of the Designated Safeguarding Lead 
Details of the school’s designated safeguarding lead (DSL) and deputies are set out in the safeguarding policy. 
The DSL takes lead responsibility for online safety in school in particular: 
· Supporting the head teacher in ensuring that staff understand this policy and that it is being implemented consistently throughout the school 
· Working with the head teacher, Senior Leader with responsibility for Online Safety, the IT team, and other staff, as necessary, to address any online safety issues or incidents. 
· Managing online safety issues and incidents in line with the school child protection policy
· Ensuring that any online safety incidents are logged and dealt with appropriately. 
· Updating and delivering staff training on online safety. 
· Liaising with other agencies and/or external services if necessary. 
· Providing regular reports on online safety in school to the head teacher and if necessary, the Governing Body.

7. Role of Senior Leader with responsibility for Online Safety

The Senior Leader with responsibility for Online Safety will

· lead the development of this policy throughout the school.
· work closely with the headteacher and the DSL to:

· discuss current issues.
· review incident logs.
· review filtering and monitoring.
· change control logs.

· be:

· trained in online safety issues.
· aware of the potential for serious child protection/safeguarding issues which may arise from:
· sharing of personal data
· access to illegal/inappropriate materials
· inappropriate online conduct
· potential or actual incidents of grooming
· online bullying
· disclosures by pupils/students

· be responsible for the day-to-day online safety.
· review protections for pupils in the home and remote learning procedures, rules, and safeguards.
· ensure school personnel are aware of the procedures that need to be followed in the event of an online safety incident taking place.
· log and report all online safety incidents.
· ensure a GDPR-compliant framework for storing data is in place;
· ensure that online safety education is embedded across the curriculum in line with the statutory RSHE guidance.
· attend relevant governor meetings.
· be responsible for reviewing the school online safety policies and documents.
· liaise with IT support personnel.
· provide guidance and support to all school personnel.
· provide training for all school personnel on induction and when the need arises regarding.
· make effective use of relevant research and information to improve this policy.
· keep up to date with new developments, resources, online safety issues and legislation.
· undertake risk assessments when required.
· review and monitor.
· annually report to the governing body on the success and development of this policy.
· promote and model positive online safety behaviour.

8. Role of the Data Protection Officer

The data protection officer will:

· have expert knowledge of data protection law and practices.
· inform the school and school personnel about their obligations to comply with the Data Protection Act 2018 laws.
· ensure data management is strengthened and unified.
· monitor compliance with the Data Protection Act 2018.
· manage internal data protection activities.
· ensure risk and impact assessments are conducted in accordance with ICO guidance.
· report data breaches.
· ensure individuals have greater control over their personal data.
· ensure that prior to the processing of an individual's data that:

· the process is in line with ICO guidance.
· the process is transparent.
· he individual will be notified.
· the notification is written in a form that is understandable to children.
· when sharing an individual's data to a third party outside of school that details for the sharing are clearly defined within the notifications.

· share an individual's data where it is a legal requirement to provide such information;
· process all written subject access requests from individuals within 40 days of receiving them.
· have in place a formal contract or service level agreement with a chosen data processor who is GDPR compliant;
· ensure the secure disposal of redundant data and IT hardware holding data in compliance with ICO guidance.
· train school personnel. 
· conduct audits.
· be the first point of contact for supervisory authorities and for individuals whose data is processed.
· keep up to date documentation of all data protection activities.
· work closely with the headteacher and nominated governor.
· periodically report to the headteacher and to the governing body.
· annually report to the governing body on the success and development of this policy;
· promote and model positive online safety behaviour.

9. Role of The IT Manager 
The IT manager is responsible for: 
· Putting in place appropriate filtering and monitoring systems, which are updated on a regular basis and keep Students safe from potentially harmful and inappropriate content and contact online while at school, including terrorist and extremist material. 
· Ensuring that the school’s IT systems are secure and protected against viruses and malware, and that such safety mechanisms are updated regularly. 
· Blocking access to potentially dangerous sites and, where possible, preventing the downloading of potentially dangerous files. 
· Helping to ensure that any online safety incidents are logged and dealt with appropriately.  
· ensure all users access the Internet in accordance with the school's acceptable Internet use agreement and will inform the ICT coordinator if at any time they find they have accessed inappropriate Internet sites;
· ensure the technical infrastructure is secure and not open to misuse or malicious attack;
· ensure the online school meets all online safety technical requirements.
· keep up to date with online technical information.
· promote and model positive online safety behaviour.
· 
10. Role of Members of Staff  
 Members of staff will:

· comply with all aspects of this policy.
· be fully aware of all online safeguarding policies and procedures.
· undertake online safeguarding training on induction and when necessary.
· report all suspected safeguarding concerns and disclosures to the Designated Safeguarding Lead
· ensure all communications with pupils and parents will be on a professional level.
· read, understand, and sign the online safeguarding policy.
· reinforce online safety messages when teaching online.
· be aware that RSHE, computing and citizenship have the clearest online safety links.
· identify opportunities to thread online safety through the curriculum and other school activities.
· monitor what pupils are doing and consider potential online dangers.
· supervise and guide pupils when engaged in online learning activities.
· teach all pupils as appropriate to:

· be critically aware of the materials/content they access online and will show how to validate the accuracy of information.
· report abuse or any form of online bullying.
· be vigilant against online radicalisation.
· acknowledge the source of information used and to respect copyright when using material accessed on the internet;
· demonstrate appropriate online behaviour.
· consider potential risks and the age-appropriateness of websites.

· create a safe online environment for their pupils.
· remind pupils to follow the acceptable use policy;
· promote and model positive online safety behaviour.
· Taking responsibility for the security of ICT systems and electronic data they use or have access to.  
· Modelling good online behaviours.  
· Maintaining a professional level of conduct in their personal use of technology. 
· Having an awareness of online safety issues.  
· Ensuring they are familiar with, and understand, the indicators that Students may be unsafe online. 
· Reporting concerns in line with the school’s reporting procedure.  
· Where relevant to their role, ensuring online safety is embedded in their teaching of the curriculum. 

11. Role of Parents 
Parents /Carers will:
· Be aware of and comply with this policy.
· Work in partnership with the school
· Be made aware that they play an essential role in the online education of their children. There is an Online Safety section on the school website dedicated to providing parents information on Online Safety.
· Be expected to sign the acceptable use agreement and will be encouraged to adopt safe and responsible use of the internet
· Promote and model positive online safety behaviour.
· If parents have any queries or concerns in relation to online safety, these should be raised in the first instance with Designated Safeguarding Lead Team. 
12. Role of Visitors including volunteers and members of the community
Visitors and members of the community who use the school’s ICT systems or internet will be made aware of this policy, when relevant, and expected to read and follow it. If appropriate, they will be expected to agree to the terms on acceptable use.
13. Role of Students 
The Meadows School is a school for students with a range of special educational needs and is aware that some students are more vulnerable online due to a range of factors. This may include but is not limited to children with Special Educational Needs and Disabilities (SEND) or mental health needs, children with English as an additional language (EAL) and children experiencing trauma or loss. We recognise the additional risks that children with special educational needs and disabilities (SEND) face online, for example, from online bullying, grooming and radicalisation. We acknowledge that all Students are vulnerable to exploitation and the impacts of using technology and therefore we differentiate accordingly to meet the individual needs of all learners. This means that the life experiences and the communication need of our students and their families must be considered carefully when implementing the policy.  
Students
· Are responsible for using the school IT systems in accordance with the Student / Student Acceptable Use Agreement, which they will be expected to agree to before being given access to school systems- where appropriate for age and ability. 
· Need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so-where appropriate for age and ability. 
· Will be expected to follow school rules relating to this policy e.g., safe use of cameras, cyber-bullying etc. 
· Should understand that the school’s online safety Policy covers their actions out of school, if related to their membership of the school- where appropriate for age and ability. 
14. Safeguarding

We:

· are committed to safeguarding and promoting the welfare of all children as the safety and protection of children is of paramount importance to everyone in this school.
· work hard to create a culture of vigilance and at all times we will ensure what is best in the interests of all children.
· believe that all children have the right to be safe in our society. 
· recognise that we have a duty to ensure arrangements are in place for safeguarding and promoting the welfare of children by creating a positive school atmosphere through our teaching and learning, pastoral support, and care for both pupils and school personnel, training for school personnel and through working with parents. 
· teach all our children about safeguarding.
· work hard to ensure that everyone keeps careful watch throughout the school and in everything we do for possible dangers or difficulties.
· want all children to feel safe at all times.
· want to hear their views of how we can improve all aspects of safeguarding and from the evidence gained we put into place all necessary improvements.
· ensure that all school personnel: 

· who work directly with children must read both Part One and Annex A of ‘Keeping Children Safe in Education’ (KCSiE) guidance.
· who do not work directly with children can either read Part One or Annex A;
· must understand their roles and responsibilities.
· must:

· understand that safeguarding and promoting the welfare of children is everyone’s responsibility. 
· attend appropriate safeguarding and child protection training at induction. 
· be made aware of the following policies:

· Safeguarding and Child Protection
· Behaviour
· Staff Code of Conduct
· Role of Designated Safeguarding Lead (DSL)as included in the Safeguarding and Child Protection Policy.
· Attendance Policy for Students

· attend regular updated safeguarding training.
· be aware of all safeguarding systems within the school.
· be in a position to identify concerns early, provide help for children, promote children’s welfare, and prevent concerns from escalating.
· have responsibility to provide a safe environment in which children can learn.
· be prepared to identify children who may benefit from early help.
· follow the processes as set out in KCSiE (paragraphs 51-67) if they have any concerns about a child’s welfare.
· be aware of the process for making referrals to the local authority.
· support social workers and other agencies following any referral.
· report to the designated safeguarding lead any concerns they have regarding a child.
· know what to do if a child tells them they are being abused, exploited, or neglected.
· be able to reassure victims that they are being taken seriously and that they will be supported and kept safe.
· be familiar with ‘Working Together to Safeguard Children: A Guide to Inter-agency Working to Safeguard and Promote the Welfare of Children (DfE)’.


15. Educating pupils about online safety    

Online safety is embedded throughout the curriculum; however, it is particularly addressed in the following subjects:  
· Personal, social, health and economic (PHSE) education
· Relationships, Sex and Health Education (RSHE)
· Online safety teaching is always appropriate to pupils’ ages and developmental stages.  
· Pupils are taught the underpinning knowledge and behaviours that can help them to navigate the online world safely and confidently regardless of the device, platform, or app they are using. The underpinning knowledge and behaviours pupils learn through the curriculum include the following:  

· How to evaluate what they see online   
· How to protect themselves online, including an awareness surrounding how data is stored, shared, and used.
· How to recognise techniques used for persuasion and exploitation    
· What healthy and respectful relationships look like, especially in an online format  
· Body image and self-esteem, including reliability of the media and role models. 
· Consent, e.g., with relation to the sharing of indecent imagery, online coercion to perform sexual acts and sharing data. 
· Acceptable and unacceptable online behaviour   
· How to identify online risks   
· How, when, and where to seek additional support.
· Health and well-being, e.g. reducing screen time for a healthy lifestyle and how too much can jeopardise physical and mental health.   
· How to identify when something is deliberately deceitful or harmful  
· How to recognise when something they are being asked to do puts them at risk or is age-inappropriate   
· The online risks pupils may face online are always considered when developing the curriculum, and medium-term plans are in place to support the delivery of this content.    

The My Thinking Curriculum Lead and My Lifestyle lead are involved with the development of the school’s online safety curriculum. Pupils will be consulted on the online safety curriculum, where appropriate, due to their unique knowledge of the kinds of websites, apps, and games they and their peers frequent and the kinds of behaviours in which they engage online.
 
The school recognises that, while any pupil can be vulnerable online, there are some pupils who may be more susceptible to online harm or have less support from family and friends in staying safe online, e.g.  pupils with SEND and LAC. Relevant members of staff, e.g., designated teacher for LAC, work together to ensure the curriculum is tailored so these pupils receive the information and support they need.   

The school will also endeavour to take a more personalised or contextualised approach to teaching about online safety for more susceptible children, and in response to instances of harmful online behaviour from pupils.  

Class teachers review external resources prior to using them for the online safety curriculum, to ensure they are appropriate for the cohort of pupils. When reviewing these resources, the following questions are asked:  
· Where does this organisation get their information from?  
· What is their evidence base?  
· Have they been externally quality assured?  
· What is their background?  
· Are they age-appropriate for pupils?  
· Are they appropriate for pupils’ developmental stage?   

External visitors may be invited into school to help with the delivery of certain aspects of the online safety curriculum. The headteacher and DSL decide when it is appropriate to invite external groups into school and ensure the visitors selected are appropriate.   

Before conducting a lesson or activity on online safety, the curriculum lead, class teacher and DSL consider the topic that is being covered and the potential that pupils in the class have suffered or may be suffering from online abuse or harm in this way. The DSL advises the staff member on how to best support any pupil who may be especially impacted by a lesson or activity. Lessons and activities are planned carefully so they do not draw attention to a pupil who is being or has been abused or harmed online, to avoid publicising the abuse.   

During an online safety lesson or activity, the class teacher ensures a safe environment is maintained in which pupils feel comfortable to say what they feel and ask questions and are not worried about getting into trouble or being judged.   

If a staff member is concerned about anything pupils raise during online safety lessons and activities, they will make a report in line with the Child Protection and Safeguarding policy.

If a pupil makes a disclosure to a member of staff regarding online abuse following a lesson or activity, the staff member will follow the reporting procedure outlined in the Child Protection and Safeguarding Policy.   

16. Remote Learning 
The school will risk assess the technology used for remote learning prior to use and ensure that there are no privacy issues or scope for inappropriate use. The school will consult with parents prior to the period of remote learning about what methods of delivering remote teaching are most suitable – alternate arrangements will be made where necessary. 
The school will ensure that all school-owned equipment and technology used for remote learning has suitable anti-virus software installed and can establish secure connections. 
During a period of remote learning, the school will maintain regular contact with parents to: 
· Reinforce the importance of children staying safe online. 
· Ensure parents are aware of what their children are being asked to do, e.g., sites they have been asked to use and staff they will interact with 
· Encourage them to set age-appropriate parental controls on devices and internet filters to block malicious websites. 
· Direct parents to useful resources to help them keep their children safe online.
The school will not be responsible for providing access to the internet off the school premises and will not be responsible for providing online safety software, e.g., antivirus software, on devices not owned by the school. 
17. [bookmark: _Toc112833652]Educating parents about online safety

The school will raise parents’ awareness of internet safety in letters or other communications home, and in information via our website. This policy will also be shared with parents.
The school will let parents know:
· What systems the school uses to filter and monitor online use
· What their children are being asked to do online, including the sites they will be asked to access and who from the school (if anyone) their child will be interacting with online
If parents have any queries or concerns in relation to online safety, these should be raised in the first instance with Designated Safeguarding Team.
Concerns or queries about this policy can be raised with any member of staff or the headteacher.
[bookmark: _Toc112833653]18. Cyber-bullying
18.1 Definition
Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of 1 person or group by another person or group, where the relationship involves an imbalance of power. 
19. Preventing and addressing cyber-bullying.
To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they become aware of it happening to them or others. We will ensure that pupils know how they can report any incidents and are encouraged to do so, including where they are a witness rather than the victim.
The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs, the forms it may take and what the consequences can be. 
Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover cyber-bullying. This includes personal, social, health and economic (PSHE) education, and other subjects where appropriate.
All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact and ways to support pupils, as part of safeguarding training.
The school also sends information/leaflets on cyber-bullying to parents so that they are aware of the signs, how to report it and how they can support children who may be affected.
In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the school safeguarding policy. Where illegal, inappropriate or harmful material has been spread among pupils, the school will use all reasonable endeavours to ensure the incident is contained.
The DSL will report the incident and provide the relevant material to the police as soon as is reasonably practicable, if they have reasonable grounds to suspect that possessing that material is illegal. They will also work with external services if it is deemed necessary to do so. 
20. Examining electronic devices.
The headteacher, and any member of staff authorised to do so by the headteacher can carry out a search and confiscate any electronic device that they have reasonable grounds for suspecting:
· Poses a risk to staff or pupils, and/or
· Is identified in the school rules as a banned item for which a search can be carried out, and/or
· Is evidence in relation to an offence.
Before a search, if the authorised staff member is satisfied that they have reasonable grounds for suspecting any of the above, they will also:
· Make an assessment of how urgent the search is and consider the risk to other pupils and staff. If the search is not urgent, they will seek advice from the Head Teacher or DSL (or from a Senior Leader in their absence).
· Explain to the pupil why they are being searched, how the search will happen, and give them the opportunity to ask questions about it.
· Seek the pupil’s cooperation.
When deciding whether there is a ‘good reason’ to examine data or files on an electronic device, the staff member should reasonably suspect that the device has, or could be used to: 
· Cause harm, and/or
· Undermine the safe environment of the school or disrupt teaching, and/or
· Commit an offence. 
If inappropriate material is found on the device, it is up to the staff member in conjunction with the DSL / headteacher /or other member of the senior leadership team to decide on a suitable response. If there are images, data or files on the device that staff reasonably suspect are likely to put a person at risk, they will consider the appropriate safeguarding response.
When deciding if there is a good reason to erase data or files from a device, staff members will consider if the material may constitute evidence relating to a suspected offence. In these instances, they will not delete the material, and the device will be handed to the police as soon as reasonably practicable. If the material is not suspected to be evidence in relation to an offence, staff members may delete it if:
· They reasonably suspect that its continued existence is likely to cause harm to any person, and/or
· The pupil and/or the parent refuses to delete the material themselves.
If a staff member suspects a device may contain an indecent image of a child (also known as a nude or semi-nude image), they will:
· Not view the image 
· Confiscate the device and report the incident to the DSL (or equivalent) immediately, who will decide what to do next. The DSL will make the decision in line with the DfE’s latest guidance on screening, searching and confiscation and the UK Council for Internet Safety (UKCIS) guidance on sharing nudes and semi-nudes: advice for education settings working with children and young people 
Any searching of pupils will be carried out in line with:
· The DfE’s latest guidance on searching, screening and confiscation 
· UKCIS guidance on sharing nudes and semi-nudes: advice for education settings working with children and young people
[bookmark: _Toc112833654]Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic devices will be dealt with through the school complaints procedure.
21. Acceptable use of the internet in school
All pupils, parents, staff, volunteers, and governors are expected to sign an agreement regarding the acceptable use of the school’s ICT systems and the internet (appendices 1 to 3). Visitors will be expected to read and agree to the school’s terms on acceptable use if relevant.
Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling the duties of an individual’s role.  
We will monitor the websites visited by pupils, staff, volunteers, governors, and visitors (where relevant) to ensure they comply with the above.
[bookmark: _Toc112833655]More information is set out in the acceptable use agreements in appendices 1 to 3.
22. Pupils using mobile devices in school.
· We recognise that mobile phones are part of everyday life for many children and that they can play an important role in helping students to feel safe and secure. 
However, we also recognise that they can prove a distraction in school and can provide a means of bullying or intimidating others. 
· Students are not permitted to have mobile phones at school or on trips 
· Any mobile phone that has been brought into school will be confiscated immediately and handed back at the end of the school day. 
· If in the rare event of a parent wishing for his/her child to bring a mobile phone to school to contact the parent after school: 
- the parent must discuss the issue first with the head teacher. 
- the phone must be handed in, switched off, to the office first thing in the morning and collected from the office by the child or class teacher at home time (the phone is left at the owner’s own risk). 
- Mobile phones brought to school without permission will be confiscated and returned at the end of the day 
· If any member of staff has any suspicion that a mobile phone has been brought into school by a student and has unsuitable material stored on the device, the student will be required to hand it over to the staff member immediately and the parents will be asked to collect the phone from a member of SLT. 
Please also refer to the Meadows School Mobile Policy.
[bookmark: _Toc112833656]23. Staff using work devices outside school.
All staff members will take appropriate steps to ensure their devices remain secure. This includes, but is not limited to:
· Keeping the device password-protected – strong passwords are at least 8 characters, with a combination of upper and lower-case letters, numbers and special characters (e.g. asterisk or currency symbol)
· Ensuring their hard drive is encrypted – this means if the device is lost or stolen, no one can access the files stored on the hard drive by attaching it to a new device.
· Making sure the device locks if left inactive for a period of time.
· Not sharing the device among family or friends
· Installing anti-virus and anti-spyware software
· Keeping operating systems up to date by always installing the latest updates
Staff members must not use the device in any way which would violate the school’s terms of acceptable use agreement.
Work devices must be used solely for work activities.
[bookmark: _Toc112833657]If staff have any concerns over the security of their device, they must seek advice from a member of the Senior Leadership team.
24. How the school will respond to issues of misuse
Where a pupil misuses the school’s ICT systems or internet, the action taken will depend on the individual circumstances, nature and seriousness of the specific incident, and will be proportionate.
Where a staff member misuses the school’s ICT systems or the internet or misuses a personal device where the action constitutes misconduct, the matter will be dealt with in accordance with the staff code of conduct/disciplinary procedures. The action taken will depend on the individual circumstances, nature, and seriousness of the specific incident.
The school will consider whether incidents which involve illegal activity or content, or otherwise serious incidents, should be reported to the police.
[bookmark: _Toc112833658]25. Training

It is essential that all staff receive online safety training and understand their responsibilities, as outlined in this policy. Training will be offered as follows: 
· Provide and discuss the online safety policy with all members of staff as part of induction. 
· Provide up-to-date and appropriate online safety training for all staff on a regular basis, with at least annual updates. This will cover the potential risks posed to Students (Content, Contact Conduct and Commerce) as well as our professional practice expectations. 
· Make staff aware that school systems are monitored, and activity can be traced to individual users; staff will be reminded to behave professionally and in accordance with school’s policies when accessing school systems and devices. 
· Make staff aware that their online conduct out of school, including personal use of social media, could have an impact on their professional role and reputation within school. 
· Highlight useful educational resources and tools which staff should use, according to the age and ability of the Students 
· Ensure all members of staff are aware of the procedures to follow regarding online safety concerns affecting Students, colleagues, or other members of the school community. 

Training will also help staff: 

· Develop better awareness to assist in spotting the signs and symptoms of online abuse. 
· Develop the ability to ensure pupils can recognise dangers and risks in online activity and can weigh up the risks.
· Develop the ability to influence pupils to make the healthiest long-term choices and keep them safe from harm in the short term.  
The DSL and DDSLs will undertake child protection and safeguarding training, which will include online safety, at least every 2 years. They will also update their knowledge and skills on the subject of online safety at regular intervals, and at least annually.
Governors will receive training on safe internet use and online safeguarding issues as part of their safeguarding training.
Volunteers will receive appropriate training and updates, if applicable.
[bookmark: _Toc112833659]26. Monitoring arrangements
The practical application of this policy will be reviewed annually or when the need arises by the Senior Leader with responsibility for Online Safety, the headteacher, the DSL and the nominated governor.

A statement of the policy's effectiveness and the necessary recommendations for improvement will be presented to the governing body for further discussion and endorsement.

Appendix A: Acceptable use agreement (staff, governors, volunteers and visitors)

	ACCEPTABLE USE OF THE SCHOOL’S ICT SYSTEMS AND INTERNET: AGREEMENT FOR STAFF, GOVERNORS, VOLUNTEERS AND VISITORS

	Name of staff member/governor/volunteer/visitor:

	When using the school’s ICT systems and accessing the internet in school, or outside school on a work device (if applicable), I will not:
Access, or attempt to access inappropriate material, including but not limited to material of a violent, criminal or pornographic nature (or create, share, link to or send such material)
Use them in any way which could harm the school’s reputation
Access social networking sites or chat rooms
Use any improper language when communicating online, including in emails or other messaging services
Install any unauthorised software, or connect unauthorised hardware or devices to the school’s network
Share my password with others or log in to the school’s network using someone else’s details
Take photographs of pupils without checking with teachers first
Share confidential information about the school, its pupils or staff, or other members of the community
Access, modify or share data I’m not authorised to access, modify or share
Promote private businesses, unless that business is directly related to the school

	I will only use the school’s ICT systems and access the internet in school, or outside school on a work device, for educational purposes or for the purpose of fulfilling the duties of my role.
I agree that the school will monitor the websites I visit and my use of the school’s ICT facilities and systems.
I will take all reasonable steps to ensure that work devices are secure and password-protected when using them outside school, and keep all data securely stored in accordance with this policy and the school’s data protection policy.
I will let the designated safeguarding lead (DSL) and ICT manager know if a pupil informs me they have found any material which might upset, distress or harm them or others, and will also do so if I encounter any such material.
I will always use the school’s ICT systems and internet responsibly, and ensure that pupils in my care do so too.

	Signed (staff member/governor/volunteer/visitor):

	Date:
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