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Statement of intent

Three Counties Academy Trust (TCAT) is committed to operating with the highest ethical standards and acting with integrity in all activities. The
risks of fraud, theft, irregularity and cyber-crime are taken seriously, and proportionate controls will be implemented to mitigate the risks.

This policy sets out our responsibilities regarding the prevention of fraud and corruption, and the promotion of an ethical culture. The policy also
sets out the procedures that will be followed where fraud or corruption are discovered or suspected.




Member, Trustee, Local Governor and Staff Summary

Purpose and Ethos

o TCAT operates with the highest ethical standards and integrity in all activities
e Fraud, theft, irregularity and cyber-crime risks are taken seriously and actively managed
e Clear procedures are in place to prevent, detect and respond to fraud and corruption

Definition of Fraud and Related Risks

¢ Fraud includes false representation, failure to disclose information and abuse of position
o Covers corruption, theft, bribery and money laundering
e Examples include false claims, undeclared conflicts of interest and falsified records

Key Responsibilities

Accounting Officer: overall accountability for systems, controls, reporting and investigations
Trust Board: strategic oversight and holding leaders to account

CEO and CFO: risk assessment, investigations and implementation of controls

Finance, Audit and Risk Committee: oversees investigations and internal controls

All staff and stakeholders: act with integrity, remain vigilant and report concerns

Creating an Ethical Culture

¢ High expectations of honesty, probity and openness across all roles
¢ Regular anti-fraud training and awareness for staff
e Clear reporting routes and protection from victimisation for whistleblowers

Preventing Fraud

¢ Robust internal controls including segregation of duties and financial oversight




o Termly risk assessment of vulnerable areas
e Controlled access to systems, reconciliations and secure financial processes
o Pre-employment checks and clear financial procedures

Gifts and Hospitality

o Must not influence decision-making or create unfair advantage
e Cash or cash equivalents are not acceptable
e Gifts must be appropriate, transparent and recorded where required

Reporting Concerns

o Concerns reported to CEO, Accounting Officer or Chair of Trustees depending on case
e Whistleblowing procedures available and must be followed
¢ Individuals must not investigate concerns themselves

Investigation Process

¢ Initial investigation led by CEO or CFO
¢ Finance, Audit and Risk Committee oversees formal investigation
e Evidence gathered, findings reported and recommendations made

Outcomes and Reporting

e Fraud may result in disciplinary, civil or criminal action
e Fraud over £5,000 must be reported to the DfE
o Lessons learned are used to strengthen controls

Cyber Security and Fraud Prevention

e Strong cyber-security controls including passwords, firewalls and secure access




o Staff must verify payment requests and check email authenticity
e Regular data backup and restricted access to sensitive systems

Confidentiality and Support

¢ Reports handled confidentially and sensitively
o Whistleblowers protected from victimisation
e Support provided where allegations are unfounded or malicious

Monitoring and Review

o Trust Board monitors effectiveness and compliance




Legal framework

This policy has due regard to all relevant legislation and statutory guidance and good practice including, but not limited to, the following:

Public Interest Disclosure Act 1998

Terrorism Act 2000

Proceeds of Crime Act 2002

Fraud Act 2006

Companies Act 2006

Bribery Act 2010

Charities Act 2011

DfE ‘Academy trust handbook’

DfE ‘Reporting fraud in academies, colleges or training providers to DfE’

Where legislation has been passed or updated during the shelf life of this policy, we will always apply the latest version available.

This policy operates in conjunction with the following policies and documents:

TCAT Financial Scheme of Delegation

MAT Financial Procedures Policy (FI5)

Tendering and Procurement Policy (FI8)

Gifts, Hospitality and Anti-Bribery Policy (F113)
Cyber-Security Policy (FI15)

Conflicts of Interests Policy (GN13)

Member, Trustee and Local Governor Code of Conduct (GV2)
Disciplinary Policy and Procedures (HR3)

Whistleblowing Policy (HR25)

Staff Code of Conduct (HR26)



https://www.legislation.gov.uk/ukpga/1998/23/contents
https://www.legislation.gov.uk/ukpga/2000/11/contents
https://www.legislation.gov.uk/ukpga/2002/29/contents
https://www.cps.gov.uk/prosecution-guidance/fraud-act-2006
https://www.legislation.gov.uk/ukpga/2006/46/contents
https://www.legislation.gov.uk/ukpga/2010/23/contents
https://www.legislation.gov.uk/ukpga/2011/25/contents
https://www.gov.uk/government/publications/academy-trust-handbook
https://www.gov.uk/guidance/report-fraud-in-academies-colleges-or-training-providers-to-dfe

Central TCAT policies have the policy number identified, e.g. “SG1”. Where no policy number is identified this indicates the policy is a school
specific policy available from an individual TCAT school’s website. Where there is no policy number indicated but the document begins with
“TCAT”, then this indicates the document can be located on the TCAT website or be made available from TCAT Central Office.

Definitions
Fraud is a criminal offence, which is defined in the Fraud Act 2006 as:

o Deceiving through false representation
¢ Failing to disclose information where there is a legal duty to do so
e Abusing a position of trust

Corruption is the offering, giving, soliciting or accepting of any inducement or reward which may influence the actions taken by the body, its
members or officers.

Theft is dishonestly appropriating property belonging to another with the intention of permanently depriving the other of it.

Money laundering describes offences concerning the possession, concealment, conversion, transfer or making of arrangements relating to the
proceeds of crime. This is not limited to money or cash.

Bribery is defined by the Bribery Act 2010 as inducement for an action which is illegal, unethical or a breach of trust. Inducements can take the
form of gifts, loans, fees, rewards or other advantages.

In this policy, ‘fraud’ will be used to refer to all the definitions outlined above.
Examples of what could constitute fraud include, but are not limited to, the following:

e Theft of cash

e Substitution of personal cheques for cash

e Travelling and subsistence claims for non-existent journeys or events, or inflating claims
Manipulating documentation to increase salaries




Payment of invoices for goods received by an individual rather than the trust
Unauthorised borrowing of equipment

Failure to declare a conflict of interest

Concealing a generous gift or reward

Creation of false documentation

Roles and responsibilities

Overall responsibility for dealing with fraud lies with the Accounting Officer. Responsibilities of the Accounting Officer, working with the Chief
Finance Officer (CFO) will include:

Overseeing the development and implementation of a system of internal controls that aim to minimise the risk of fraud

Overseeing the financial transactions and the development and implementation of effective financial regulations, policies and procedures
to prevent losses and misuse

Ensuring bank accounts, financial systems and financial records are operated by more than one person

Ensuring resources are being managed in an ethical, efficient and economical manner

Ensuring that rigorous investigations of potential fraud are carried out promptly

Ensuring the appropriate legal and/or disciplinary action is taken where fraud is proven

Ensuring that appropriate action is taken to recover assets and minimise loss

Keeping full and accurate accounting records and producing TCAT’s annual accounts, including a statement on regularity, propriety and
compliance

Advising the Trust Board in writing if action it is considering is incompatible with the Articles of Association, funding agreement or ATH,
and notifying the DFE’s accounting officer if the board proceeds with action considered to be in breach

The Trust Board will appoint, in writing, a Senior Executive Leader, who will nominally be the CEO and who may be appointed as a Trustee.

TCAT will ensure that the Senior Executive Leader is named as the appointed Accounting Officer. The roles of Senior Executive Leader and
Accounting Officer will not rotate. TCAT will not appoint the CFO as the Accounting Officer.




The external auditor will be responsible for certifying whether TCAT’s annual accounts present a true and fair view of its financial performance
and position.

The CFO will be responsible for:

Assessing the areas of the trust that are most vulnerable to fraud, in conjunction with the Executive Headteacher/CEO
Conducting an initial investigation where a report of fraud is made, in conjunction with the Executive Headteacher/CEO

Contacting the DFE to request prior approval for any transactions beyond TCAT’s delegation limits, and transactions that are novel,
contentious or repercussive

In collaboration with the Executive Headteacher/CEO, approving gifts and hospitality in excess of the maximum permitted levels in line
with the Gifts, Hospitality and Anti-Bribery Policy

The Chair of the Trust Board will be responsible for:

e Receiving reports of fraud that involve the Executive Headteacher/CEO
Ensuring the DFE is notified as soon as possible in relation to instances of fraud, theft and irregularity in line with section 11 of this policy

The Executive Headteacher/CEO will be responsible for:

Assessing the areas of the Trust that are most vulnerable to fraud, in conjunction with the CFO
Receiving reports of fraud

Conducting an initial investigation where a report is made, in conjunction with the CFO

In collaboration with the CFO, approving gifts and hospitality in excess of the maximum permitted levels in line with the Gifts, Hospitality
and Anti-Bribery Policy

o Ensuring employees are provided with appropriate anti-fraud training
o Delegating the completion of the Gifts and Hospitality Register Headteacher/Head of School as appropriate

Headteachers/Heads of School will be responsible for:

e Completion of the Gifts and Hospitality Register for their school




The Finance, Audit and Risk Committee will be responsible for reviewing TCAT’s internal controls, ensuring this policy aligns with the TCAT
Financial Scheme of Delegation and for conducting a full investigation of reports and determining what the next steps will be.

The Trust Board will identify and demonstrate sufficient financial knowledge to hold the setting’s executives to account.
All employees (including volunteers and temporary staff) and third parties that work with TCAT will be responsible for:

Demonstrating the highest standards of honesty, probity, openness and integrity in the discharge of their duties

Complying with the provisions outlined in this policy

Being vigilant to the risks and indicators of fraud

Promoting an ethical, anti-fraud culture

Reporting their concerns in relation to fraud to the Executive Headteacher/CEO or Chair of the Trust Board

Reporting any breach of this policy to the Executive Headteacher/CEO or Accounting Officer where they are different individuals
Providing information about any conflicts of interest and direct or indirect pecuniary interests to the Executive Headteacher/CEO
Maintaining TCAT’s estate in a safe working condition in line with their responsibilities

Management accounts which set out TCAT'’s financial performance and position are prepared every month and shared with all Trustees. The
Trust Board will consider management accounts when it meets and take into consideration the advice of the Finance, Audit and Risk Committee.

Appropriate and timely action will be ensured by the Trust Board to maintain financial viability.

Where TCAT sees fit, it will amalgamate its General Annual Grant (GAG) from one central fund.

Indicators for potential fraud

Some actions and behaviours may give cause for concern, arouse suspicion and possibly indicate fraudulent activity. These are outlined in
appendix A. The list provided in appendix A is not exhaustive; fraud can take many different forms. All employees will be vigilant to the indicators
of fraud.




Clarification will be sought from the Executive Headteacher/CEO or CFO if there are any questions over whether something could be considered
an indicator of fraud. The presence of any of these indicators may not be a cause for concern; however, they will always be investigated
appropriately in accordance with section 10 of this policy.

Creating an ethical culture

An ethical, anti-fraud culture will underpin all the work done by TCAT to counter fraud. All employees and third parties that work with TCAT will
be expected to act with high levels of integrity and to adhere with the rules outlined in this policy.

Overarching anti-fraud awareness training will be held for all employees on a regular basis. Role-specific training will also be provided to
employees with responsibility for TCAT’s internal controls or financial procedures on a regular basis or when a procedure changes.

Employees will be encouraged to report any concerns, and clear reporting mechanisms will be implemented and communicated. Victimisation or
harassment of anyone who has made a report will not be tolerated.

Preventing fraud

The Executive Headteacher/CEO and CFO will assess the areas of TCAT that are most vulnerable to fraud risks on a termly basis. Fraud risks
will be identified for all areas and processes of TCAT and will be assessed in terms of impact and likelihood. Both monetary and non-monetary
impacts will be considered, such as the impact on TCAT’s reputation.

Robust internal controls will be put in place to manage the risk of fraud — these will cover areas including the following:

Process of authorising transactions

Access restrictions and transaction controls
Account reconciliations

Physical security of assets

Segregation of responsibilities
Pre-employment checks




All employees that are involved in the implementation of these controls will be provided with relevant training. Internal controls will be reviewed
on a regular basis by the Finance, Audit and Risk Committee, in conjunction with the Executive Headteacher/CEO and CFO, to ensure they
remain effective and are being consistently applied.

All employees will follow the Staff Code of Conduct and will be required to declare any business or pecuniary interests, or other conflicts of
interest, to the Executive Headteacher/CEO. Members, Trustees and Local Governors will be required to declare conflicts of interest via Governor
Hub.

Following a case of fraud, the risk management strategy will be reviewed to ensure it considers all relevant risks and that the internal controls are
effective.

Record keeping
Financial records will be kept, along with evidence for the business reasons for making payments to third parties.

Employees will be required to make their Headteacher or Head of School aware of all gifts or hospitality received or offered over the value of £25
from individuals or over £50 if from a group of pupils or parents; these will be subject to review by the Executive Headteacher/CEO. Employees’
expenses claims relating to gifts, hospitality or expenses incurred to third parties will be submitted in accordance with accepted protocols.

All invoices, accounts and related documents will be prepared and maintained will the highest accuracy and completeness. No accounts will be
kept “off book” and any reports of fraud, and subsequent investigations, will be recorded.

TCAT will submit an ‘Academies budget forecast return’ to the DFE by the end of August.

Gifts and hospitality

All employees will act in line with the Gifts, Hospitality and Anti-bribery Policy. It is not acceptable for employees to:

e Give, promise or offer payment, gifts or hospitality, with the expectation or hope that an advantage for TCAT will be received or to reward
an advantage already received

o Give, promise or offer a payment, gift or hospitality to a government official, agent or representative to facilitate or expedite a routine
procedure
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o Accept payment from a third party if they know or suspect that it is offered with an expectation of a business advantage in return
e Threaten or retaliate against another employee who has refused to commit a bribery offence or who has raised concerns regarding bribery
e Engage in any activity that may lead to a breach of the Gifts, Hospitality and Anti-bribery Policy

TCAT will not prohibit normal and appropriate hospitality or gifts (both given and received) if the following requirements are met:

e |tis not made with the intention of influencing a third party to obtain or retain business or business advantage, or to reward the provision
or retention of business or business advantage, or in exchange for favours or benefits
It is given in TCAT’s name, not the individual’s name
It complies with the law
It does not include cash or a cash equivalent, e.g. vouchers or gift certificates
It is appropriate in the circumstances, e.g. the giving of small gifts at Christmas
The type and value of the gift is reasonable given the reason the gift is offered
It is given openly, not secretly

Gifts should not be offered to, or accepted from, government officials or representatives without the prior approval of the Executive
Headteacher/CEO in consultation with the CFO. In all circumstances, employees should consider whether the gift or hospitality is reasonable
and justified and consider the intention behind the gift.

Any gifts and hospitality given or received above the maximum permitted will be recorded on the Gifts and Hospitality Register in line with policy,
either at school level or at trust level.

Reporting concerns and making allegations

Any allegations or concerns of suspected fraud involving employees or the Chair of the Trust Board will be reported to the Accounting Officer.
Allegations involving the Accounting Officer will be reported to the Chair of the Trust Board. Allegations involving Local Governors or Trustees
will be made to the Chair of Trust Board who will inform the Executive Headteacher/CEO or the CFO to facilitate an initial investigation.

Third parties will report any concerns to the Executive Headteacher/CEO or the Chair of the Trust Board, depending on what the allegation
involves. Any person with a concern or allegation will not investigate the matter themselves.




Procedures outlined in the Whistleblowing Policy can be followed to report concerns. Employees, volunteers and third parties will be made aware
that reports can also be made directly to the DFE using an online enquiry form.

Investigating reports

Reports will be initially investigated by the Executive Headteacher/CEO or CFO, who will ascertain the facts of the report, seeking HR and legal
advice as necessary. The Executive Headteacher/CEO will notify the Chair of the Trust Board of any serious financial irregularities at the first
opportunity following the completion of an initial investigation.

Following the initial investigation, the matter will be reported to the Finance, Audit and Risk Committee who will undertake the management of
the investigation. When a report has been escalated to the Finance, Audit and Risk Committee, the individual(s) the allegation has been made
against will be informed of the investigation. They will not be informed of who made the allegation.

In undertaking an investigation of a report, the investigator designated by the Finance, Audit and Risk Committee will:

Conduct an investigation to gather factual information and reach an initial view as to whether further action is required
Collect relevant evidence, interview all relevant people and analyse any related documentation

Decide if the evidence suggests that the allegation or concern is proven

Recommend any changes to the internal controls in light of the findings

Report the findings, conclusions and any recommendations arising from the investigation to the Chair of the Trust Board
If further investigations are required, determine which outside agencies should be involved, e.g. auditors or the police

The Finance, Audit and Risk Committee will, where possible, quantify any potential or actual financial loss and ensure steps are taken at an early
stage to prevent further loss occurring. The Finance, Audit and Risk Committee will notify TCAT’s external auditor of any cases it is investigating,
and of the outcome of these cases.

All concerns and reports will be taken seriously and investigated in line with the process outlined above. Reporters will be asked to provide any
evidence they have to support their allegations. Any person who makes a report will be reassured that they will not suffer recrimination as a result
of raising any reasonably held suspicion.




Reports will be investigated objectively; the facts will be considered as they appear, based on the information to hand. Individuals about which a
report is made will not be accused or approached directly prior to an investigation.

Reporting to the DfE

The Chair of the Trust Board will report any instances of fraud, theft and/or irregularity exceeding £5,000 individually, or £5,000 cumulatively in
any financial year, to the DFE as soon as possible. Unusual or systematic fraud, regardless of value, will also be reported. When making a report
to the DFE, the Accounting Officer will provide the following information to the Chair of the Trust Board:

Full details of the event(s) with dates

The financial value of the loss

Measures that have been taken to prevent recurrence

Whether the matter was referred to the police, and, if not, the reasoning behind this
Whether insurance or the risk protection arrangement (RPA) have offset any loss

Following a report, the DFE may conduct or commission its own investigation into actual or potential fraud, theft or irregularity in the trust, either
as a result of a notification from TCAT or from other information the DFE has received. Other authorities, including the police, may be involved in
the investigation.

TCAT will obtain the DFE’s prior approval for the supply of goods or services to the trust agreed on or after 1 September where a contract or
other agreement exceeds £40,000 in the same financial year ending on 31 August. This approval process will not apply when contracts or
agreements for goods or services are arranged between TCAT and the following establishments:

e Colleges, universities and schools that are sponsors of TCAT
e State-funded schools and colleges, including academies

Following an investigation

TCAT will seek to apply appropriate criminal, civil and disciplinary sanctions to all cases of proven fraud and corruption. Where fraud involving
an employee is proven, this constitutes as gross misconduct, and cases will be dealt with accordingly in line with the Disciplinary Policy and
Procedure.
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TCAT may terminate the contracts of any third party or other associated person acting on behalf of TCAT where they are found to have breached
this policy. Disciplinary action may be taken against employees that make malicious reports of fraud.

Where appropriate, cases will be referred to the police in order for them to consider taking criminal action.

Following any incident of fraud, a ‘lessons learned’ exercise will be conducted. All individuals involved in the investigation of the case will be
involved in the activity, which will aim to identify areas of internal controls or other procedures that should be improved to prevent further cases
occurring.

Cyber-crime and Cyber-security

TCAT will be vigilant to cyber-crime and clear cyber-security measures, and proportionate controls will be implemented, as outlined in the Cyber-
security Policy. Appropriate action will be taken where a cyber-security incident occurs, in line with TCAT’s Cyber Response and Recovery Plan.

The following measures will be implemented specifically relating to addressing the risk of fraud:

e Taking appropriate action to meet the DfE’s cyber security standards

e Firewalls, anti-virus software and strong passwords will be used

o Data will be routinely and securely backed up

o Arestricted number of devices will be used to access financial or other sensitive data

Staff will receive training to ensure they:

Check the sender of an email is genuine before, for example, sending payment data or passwords

Make direct contact with the sender where an email requests a payment — this will be done in person where possible, but at a minimum
staff must use another method other than the direct reply function, such as a phone call

Understand the risks of using public Wi-Fi

Understand the risks of not following payment checks and measures

Any suspected incidents of fraud relating to cybersecurity will be reported and investigated as outlined in section 9 and section 10 of this policy.



https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-core-standard

TCAT will follow the National Crime Agency’s (NCA) recommendation to not pay cyber ransom demands. Any decision to pay a cyber ransom
demand will only be made if permission has been obtained from the DFE.

Money laundering

Trustees will take appropriate and reasonable steps to ascertain where funds received by TCAT come from. This includes:

Identifying who they are dealing with

Verifying identities, where appropriate, and there are high risks

Checking the nature of the organisation’s or individual’s business to be assured that this is appropriate for TCAT to be involved with
Watching out for unusual, complex or suspicious activities, conduct or requests

Ensuring that any conditions attached to receiving the funds are appropriate and can be accepted and there is reasonable assurance that
the funds are not from any illegal or inappropriate source

All decisions by Trustees to accept or refuse donations will be recorded in writing in order to demonstrate that decisions were taken responsibly,
with due consideration given to any risks.

Payments by cash will only be accepted by TCAT up to a value of £500 from known individuals and organisations.

Any concerns held by staff relating to money laundering will be raised with the Accounting Officer. Where TCAT knows or suspects that an
individual or organisation is engaged in money laundering or dealing in criminal property, the Accounting Officer will submit a suspicious activity
report (SAR) to the NCA. The individual or organisation the report concerns will not be informed of the suspicion. Careful consideration will be
given to TCAT’s relationship with the individual or organisation once the report has been submitted.

Confidentiality

TCAT understands that the decision to report a concern can be a difficult one to make. Victimisation or harassment of anyone who has made a
report will not be tolerated.




Where possible, the identity of the person who made the report will be kept confidential; their identity will only be shared on a need-to-know basis.
The identity of the individual(s) about whom an allegation is made will also be kept confidential and only shared on a need-to-know basis. Where
an allegation is proven to be unfounded or malicious, the individual about whom the allegation was made will be provided with appropriate support.

Concerns raised will be handled in accordance with TCATs Whistleblowing Policy. Whistleblowers will be permitted to request confidentiality and
must say straight away if they do not want anyone else to know it was them who raised the concern. In such cases every effort will be taken to
protect the identity of the whistleblower.

Whistleblowers will be kept informed about the action being taken to deal with their concern; however, the level of detail provided may be limited
if the confidentiality of other people needs to be maintained

Annual accounts

The Accounting Officer in conjunction with the CFO, will submit TCAT’s annual accounts return to the DFE each year. These accounts will include
the Accounting Officer’s statement on regularity, propriety and compliance.

The Accounting Officer will include any identified cases of fraud in the statement. The annual audited accounts will be:

o Submitted to the DFE by 31 December each year

e Published on TCAT’s website by 31 January

o Filed with Companies House in accordance with company law requirements, usually by 31 May
e Provided to anyone who requests a copy

The external auditor will certify whether the annual accounts present a true and fair view of TCAT’s financial performance and position.




Monitoring and review

Lifespan of Policy: 1 Year

At any point this policy is updated or fully reviewed, it will be updated on the main TCAT website and will automatically update on all TCAT school
websites simultaneously.

Where an annual check or other check results in minor changes, the Version History will be reviewed and updated with a change in the number
following the decimal point, for example, v1.1 = v1.2. Where the policy is reviewed in full, then the number before the decimal point will change
and reset, for example v1.4 = v2.0.

Any changes made by the Executive Headteacher/CEO in collaboration with the Board Appointed Trustee will be passed to the Trust Board for
ratification and subsequently be notified to Clerks to Local Governing Bodies and Headteachers/Heads of School.

The next scheduled full review date for this policy is 19" May 2027.
Date approved by the Board Appointed Trustee: 20" May 2026.
To be approved by Finance Audit and Risk Committee at the first meeting after 20" May 2026.

To be ratified and recorded in the minutes at the first Trust Board Meeting after 20" May 2026.




Appendix A: Indicators for Potential Fraud

Personal motives for fraud

Personnel believe they receive inadequate compensation and/or rewards, e.g. recognition, job security, holidays or promotions
Expensive lifestyle, e.g. cars and holidays

Personal problems, e.g. gambling, alcohol, drugs or debt

Unusually high degree of competition or peer pressure

Related party transactions (business activities with personal friends, relatives or their companies)

Conflicts of interest

Disgruntled employee, e.g. being recently demoted or reprimanded

Recent failure associated with specific individual

Personal animosity or professional jealousy

Organisational motives for fraud

Organisation experiencing financial difficulty

Commercial arm experiencing financial difficulty

Tight or unusually tight time deadlines to achieve level of outputs

Organisational governance lacks clarity, direction or substance

Organisation closely identified with, or dominated by, one individual

Organisation under pressure to show results, e.g. budgetary matters or exam results
Organisation recently suffered disappointment or consequences of bad decisions
Organisation wants to expand its scope or obtain additional funding

Funding award or contract for services is up for renewal or continuation
Organisation due for a site visit by auditors, Ofsted or others

Organisation has a for-profit component

Organisation recently affected by new and/or changing conditions, e.g. regulatory, economic or environmental
Organisation faces pressure to use or lose funds to sustain future funding levels




o Record of previous failure(s) by one or more organisational areas, associated business or key personnel
e Sudden change in organisation practice or pattern of behaviour

Weakness in internal controls

There is a general lack of transparency about how the organisation works, and its procedures and controls

Management demonstrates a lack of attention to ethical values — including a lack of communication regarding the importance of integrity
and ethics, a lack of concern about the presence of temptations and inducements to commit fraud, a lack of concern regarding instances
of fraud, and no clear fraud response plan or investigation policy

Management fails to specify and/or require appropriate levels of qualifications, experience or competence for employees

Management displays a penchant for taking risks

Lack of an appropriate organisational and governance structure with defined lines of authority and reporting responsibilities

Organisation lacks policies and communication relating to individual accountability and best practice, e.g. related to procurement,
expenses, use of alcohol and declarations of interest

Lack of personnel policies and recruitment practices

Organisation lacks personnel performance appraisal measures or practices

Management displays a lack of commitment towards the identification and management of risks relevant to the preparation of financial
statements

There is inadequate comparison of budgets with actual performance and costs, forecasts and prior performance — there is also no regular
reconciliation of control records and a lack of proper reporting to the board of trustees

Management of information systems is inadequate, e.g. no policy on ICT security, computer use, verification of data accuracy, or
completeness or authorisation of transactions

There is insufficient physical security over facilities, assets, records, computers, data files and cash

Failure to compare existing assets with related records at reasonable intervals

There is inadequate or inappropriate segregation of duties regarding initiation, authorisation and recording of transactions, maintaining
custody of assets, and alike

Accounting systems are inadequate, i.e. they have an ineffective method for identifying and recording transactions, no tracking of time
periods during which transactions occur, insufficient description of transactions and to which account they should be allocated to, no easy
way to know the status of funds on a timely basis, no adequate procedure to prevent duplicate payments, or missing payment dates




Purchasing systems and/or procedures are inadequate, e.g. poor or incomplete documentation to support procedure, purchase, payment
or receipt of goods or services

Subcontractor records and/or systems reflect inadequate internal controls

There is a lack of internal, ongoing monitoring of controls which are in place and/or failure to take any necessary corrective actions
Management is unaware of or displays a lack of concern regarding applicable laws, e.g. Companies Act, Charities Act

Specific problems and/or reportable conditions identified by prior audits or other means of oversight have not been corrected

No mechanism to exists to inform management, directors, trustees or governors of possible fraud

General lack of management oversight

Transactional indicators

Related party transactions with inadequate, inaccurate, or incomplete documentation or internal controls, e.g. business activities with
friends

Not-for-profit entity has for-profit counterpart with linked infrastructure, e.g. shared board of trustees, governors or other shared functions
and personnel

Specific transactions that typically receive minimal oversight

Previous audits with findings of questioned costs, evidence of non-compliance with applicable laws or regulations, weak internal controls,
a qualified audit opinion, or an inadequate management response to any of these issues

Transactions and/or accounts which are difficult to audit and/or subject to management judgement and estimates

Multiple sources of funding with inadequate, incomplete or poor tracking, failure to segregate funds, or existence of pooled funds
Unusual, complex or new transactions, particularly if they occur at year end or end of reporting period

Transactions and accounts operating under time constraints

Cost sharing, matching or leveraging arrangements where industry money or other donation has been put into a foundation without
adequate controls to determine if money or equipment has been spent or used and whether it has gone to allowable costs and at
appropriate and accurate valuations

Outside entity provided limited access to documentation

Travel accounts with inadequate, inaccurate or incomplete documentation or poor internal controls, variances between budgeted amounts
and actual costs, claims in excess of actual expenses, reimbursement for personal expenses, claims for non-existent travel, or collecting
duplicate payments

25




Credit card accounts with inadequate, inaccurate or incomplete documentation or internal controls such as appropriate authorisation and
review

Accounts in which activities, transactions or events involve handling of cash or wire transfers

Presence of high cash deposits maintained with banks

Assets which are of a nature easily converted to cash (e.g. small size, high value, high marketability or lack of ownership identification) or
easily diverted to personal use (e.g. cars or houses)

Accounts with large or frequent shifting of budgeted costs from one cost centre to another without adequate justification

Payroll (including fringe benefits) system has inadequate controls to prevent an individual being paid twice or paid for non-delivery or non-
existence

Payroll (including fringe benefits) system is outsourced but there is poor oversight of starters, leavers and payments

Consultant and subcontract agreements which are vague regarding the work, time period covered, rate of pay or product expected
There is a lack of proof that a product or service was actually delivered by a consultant or subcontractor

Sudden and/or rapid growth of newly contracted or existing education providers, e.g. significant increase in pupil numbers for newly
contracted providers

Methods used to commit and/or conceal fraud

Employee indicators such as:

Eagerness to work unusual hours

Access to or use of computers at unusual hours
Reluctance to take leave or seek support

Insistence on doing their job alone

Refusal of promotion or reluctance to change their job

Auditor or employee issues such as:

Refusal or reluctance to provide information or hand over documents
Unreasonable explanations
Annoyance or aggressive responses to questions or requests, in an attempt to deter auditors




Trying to control the audit process

Employee blames a mistake on a lack of experience with financial requirements or regulations governing funding
Promises of cooperation followed by subsequent excuses to limit or truncate cooperation

Subtle resistance

Answering a question that was not asked

Offering more information than asked

Providing a lot of information in some areas and little to none in others

”

Explaining a problem by saying “we’ve always done it that way”, “someone from the government told us to do it that way” or “Mr X told us
to do it that way”

A tendency to avoid personal responsibility, e.g. overuse of “we” and “our” rather than “I”

Blaming someone else

Too much forgetfulness

Trying to rush the audit process

Uncharacteristic willingness to settle questioned costs in an attempt to deter further investigation or analysis

General indicators such as:

e A general lack of transparency about how the organisation works and its procedures and controls

o Fabricated explanations to support inability or unwillingness to evidence transactions or assets, such as stated loss of electronic data or
theft of business records

Record keeping, banking and other

¢ Documents that are missing, copied, written in pencil, altered, or that contain false signatures, the incorrect signature or no authorisation
where it would be expected
Deviation from standard procedures, e.g. all files but one handled in a particular way
Excessive and/or poorly evidenced journal entries, unable to provide explanation for journal entries
Transfer to or via any type of holding or suspension account
Inter-fund company loans to other linked organisations




Records maintained are inadequate, not updated or not reconciled
Use of several different banks or frequent bank changes
Use of several different bank accounts
Failure to disclose unusual accounting practices or transactions
Unusual accounting practices or transactions, including:
Uncharacteristic willingness to settle questioned costs
Non-serial-numbered transactions or out-of-sequence invoices or other documents
Creation of fictitious accounts, transactions, employees or charges
Writing large cheques to cash or repeatedly to a particular individual
Excessive or large cash transactions
Payroll cheques with unusual or questionable endorsements
Payees have similar names or addresses
Non-payroll cheques written to an employee
Defining delivery needs in ways that can only be met by one source or individual
Continued reliance on person or entity despite poor performance
Treating non-business and/or personal goods or services as business transactions in financial records
Misuse of directors’ loan account facility, e.g. deliberate miscoding of transactions in directors loan account to gain personal advantage
Materials, goods and or services fictitiously erroneously reported as purchased, and evidence has been fabricated to support the claim.
This could potentially be evidenced by:
Repeated purchases of the same items
Identical items purchased in different quantities within a short time period
Invoices and statements used to evidence purchase facilitating duplicate transactions or payments
Anomalies in the format of purchase invoices
Goods or equipment are not used as promised, or they do not work or exist

Legitimate business assets put to non-business or private use




Appendix B: Fraud Response Flow Chart
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Trust Glossary

Admissions Authority

H&S

Health and Safety

Adrenaline Auto-Injector (Epi Pen)

HoS

Head of School

Asbestos Containing Materials

HSE

Health and Safety Executive

Assistant Headteacher

ICO

Information Commissioners Office

Attendance Intervention Reviews

IDSR

Inspection Data Summary Report

Assess Plan Do Review Cycle

IHP

Individual Healthcare Plan

Application Programming Interfaces

IRMS

Information and Records Management Society

Autistic Spectrum Condition

IWF

Internet Watch Foundation

Analyse School Performance

KCSIE

Keeping Children Safe in Education

Academy Trust Handbook

KS1/2/3/4

Key Stage 1/2/3/4

Black, Asian and Minority Ethnic Backgrounds

LAC

Looked After Child

Board Appointed Trustee

LADO

Local Authority Designated Officer

Business Continuity Plan

LGB

Local Governing Body

Budget Forecast Return

LLC

Low-Level Concerns

Chief Executive Officer

LSA

Learning Support Assistants

Chief Financial Officer

MASH

Multi-Agency Safeguarding Hub

Condition Improvement Fund

MAT

Multi-Academy Trust




Child in Need

Multi-Factor Authentication

Children Looked After

Modern Foreign Language

Child Missing in Education

National Cyber Security Centre

Chief Operating Officer

Note of Visit

Control of Substances Hazardous to Health

National Professional Qualifications

CcP

Child Protection

Persistent Absence

CPD

Continuing Professional Development

Published Admission Number

CPOMS

Child Protection Online Management System

Privacy and Electronic Communications Regulations

CSCS

Children’s Social Care Services

Personal Education Plan

CSE

Child Sexual Exploitation

Personal Emergency Evacuation Plan

CTIRU

Counter-Terrorism Internet Referral Unit

Permanent Exclusion

CwWD

Children with Disabilities

Pupil Premium

CYPMHS

Children and Young People’s Mental Health Services

Pupil Premium Grant

DBS

Disclosure and Barring Service

Personal, Social and Health Education

DDSL

Deputy Designated Safeguarding Lead

Public Sector Equality Duty

DfE

Department for Education

Parent, Teacher and Friends Association

DHT

Deputy Headteacher

Quality Assurance




DSE

Display Screen Equipment

RIDDOR

Reporting of |Injuries, Diseases and

Occurrences Regulations

Dangerous

DSL

Designated Safeguarding Lead

RHE

Relationships and Health Education

DPO

Data Protection Officer

RPA

Risk Protection Arrangement

EAL

English as an Additional Language

RSHE

Relationships, Sex and Health Education

ECT

Early Career Teacher

SA

Severely Absent

EDIB

Equality, Diversity, Inclusion and Belonging

Speech and Language Therapist

EHA

Early Help Assessment

Sexual Assault Referral Centre

EHCNA

Education, Health and Care Needs Assessment

School Business Manager

EHCP

Education, Health and Care Plan

Standard Contractual Clause

EHE

Elective Home Education

School-Centred Initial Teacher Training

ELSA

Emotional Literacy Support Assistant

Single Central Record

ESFA

Education and Skills Funding Agency

School Development Plan

EVC

Educational Visit Coordinator

Strengths and Difficulties Questionnaire

EWOSSO

Education Welfare and Safeguarding Support Officer

Self-Evaluation Form

EYFS

Early Years Foundation Stage

Social, Emotional, and Mental Health

FBV

Fundamental British Values

Special Educational Needs Coordinator

FFT

Fischer Family Trust

Special Educational Needs and Disabilities




Female Genital Mutilation

School Improvement Partner

FGM Protection Order

Service Level Agreement

Freedom of Information

Speech, Language and Communication Needs

Free School Meals

Senior Leadership Team

Find a Tender Service

Single Point of Contact

General Annual Grant

Science, Technology, Engineering and Maths

General Data Protection Regulation

Teaching Assistant

Get Information about Schools

Team Around the Child

Herefordshire Association of Secondary Heads

Three Counties Academy Trust

Honour Based Abuse

Transfer of Undertakings (Protection of Employment)

Human Resources

Virtual School Headteacher




