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1. Policy Statement
Blackpool Skills Academy is committed to protecting the privacy, confidentiality and security of all personal information entrusted to the Academy.
The Academy recognises that it processes significant amounts of personal information relating to pupils, parents and carers, staff, governors, volunteers, contractors, commissioning schools, Local Authorities and partner organisations. Much of this information is sensitive and requires the highest standards of care, security and professionalism.
The Academy is committed to processing all personal data lawfully, fairly, transparently and securely in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and all other relevant legislation and guidance.
Effective data protection supports safeguarding, education, employment, governance and public confidence. Every member of staff has a responsibility to protect personal information, report concerns promptly and ensure that information is only accessed, used and shared where there is a lawful basis to do so.
The Academy will ensure that personal information is:
· processed lawfully, fairly and transparently
· collected for specified, explicit and legitimate purposes
· adequate, relevant and limited to what is necessary
· accurate and kept up to date
· retained only for as long as necessary
· protected against unauthorised access, accidental loss, destruction or damage
· managed in a manner that demonstrates accountability and compliance.
2. Purpose
The purpose of this policy is to:
· ensure compliance with UK data protection legislation
· protect the rights and freedoms of individuals whose personal information is processed by the Academy
· establish clear responsibilities for handling personal information
· promote secure and responsible information management
· protect confidential pupil, staff and organisational information
· support safeguarding through appropriate information sharing
· ensure secure use of digital systems and cloud-based services
· establish procedures for responding to data breaches and information requests
· support compliance with commissioning schools, Local Authorities and awarding organisation requirements
· maintain public confidence in the Academy's handling of personal information.
3. Legislative and Regulatory Framework
This policy has been developed with reference to:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Freedom of Information Act 2000
· Human Rights Act 1998
· Privacy and Electronic Communications Regulations (PECR)
· Keeping Children Safe in Education
· Working Together to Safeguard Children
· Independent School Standards Regulations
· Information Commissioner's Office (ICO) guidance
· Department for Education guidance relating to the handling of personal information.
This policy should be read alongside the Academy's:
· Information Security Policy
· Acceptable Use Policy
· Online Safety Policy
· Safeguarding and Child Protection Policy
· Records Retention Policy
· CCTV Policy
· Staff Code of Conduct
· Clean Desk and Clear Screen Policy
· Bring Your Own Device (BYOD) Policy (where applicable)
· Data Breach Procedure.
4. Scope
This policy applies to all personal data processed by or on behalf of Blackpool Skills Academy, regardless of format.
This includes information held:
· electronically
· in paper records
· within cloud-based systems
· within Management Information Systems
· within Microsoft 365 and SharePoint
· within email systems
· within safeguarding systems
· within personnel records
· within archived records
· by third-party data processors acting on behalf of the Academy.
This policy applies to:
· employees
· governors
· volunteers
· agency staff
· contractors
· consultants
· work placement students
· suppliers
· third-party processors
· anyone processing personal information on behalf of the Academy.
Every individual processing Academy information is responsible for complying with this policy and reporting any concerns immediately.
5. Data Protection Principles
Blackpool Skills Academy processes personal information in accordance with the seven principles of UK GDPR.
Personal data will always be:
· processed lawfully, fairly and transparently
· collected for specified, explicit and legitimate purposes
· adequate, relevant and limited to what is necessary
· accurate and kept up to date
· retained only for as long as necessary
· processed securely using appropriate technical and organisational measures
· managed in a way that demonstrates accountability.
These principles underpin every decision relating to the collection, storage, use, sharing and disposal of personal information across the Academy.
6. Roles and Responsibilities
Proprietor and Governors
The Proprietor and Governors are responsible for ensuring that Blackpool Skills Academy complies with its legal responsibilities relating to data protection and information governance.
They will:
· provide strategic oversight of data protection arrangements
· receive assurance regarding data protection compliance
· support the development of secure information governance practices
· ensure appropriate resources are available to maintain compliance.
Headteacher
The Headteacher has overall responsibility for the implementation of this policy and the day-to-day management of information governance across the Academy.
The Headteacher will:
· promote a culture of good data protection practice
· ensure appropriate policies and procedures are implemented
· oversee responses to significant data protection issues
· ensure appropriate training is provided
· monitor compliance across the Academy
· report significant data protection matters to the Proprietor where appropriate.
Data Protection Lead / Data Protection Officer
The Academy will appoint a suitably qualified Data Protection Lead or engage an external Data Protection Officer (DPO) to provide independent advice and support.
Responsibilities include:
· monitoring compliance with UK GDPR and the Data Protection Act 2018
· advising staff on data protection matters
· supporting Data Protection Impact Assessments (DPIAs)
· investigating data breaches
· supporting responses to Subject Access Requests
· liaising with the Information Commissioner's Office (ICO) where appropriate
· reviewing policies and procedures
· providing advice on data sharing arrangements.
Staff
Every member of staff is responsible for protecting personal information.
Staff will:
· process information lawfully and securely
· access only information required for their role
· maintain confidentiality at all times
· follow Academy policies and procedures
· report suspected data breaches immediately
· complete mandatory data protection training
· use Academy systems securely
· protect passwords and authentication credentials
· ensure confidential information is stored and disposed of securely.
Contractors, Volunteers and Third-Party Processors
Anyone processing personal information on behalf of the Academy must:
· comply with UK GDPR and the Data Protection Act 2018
· comply with contractual information security requirements
· process information only for authorised purposes
· maintain confidentiality
· report any actual or suspected data breaches immediately.
7. Lawful Basis for Processing Personal Data
Blackpool Skills Academy will only process personal data where there is a lawful basis under Article 6 of the UK General Data Protection Regulation.
Depending upon the purpose, processing may be based upon:
· legal obligation
· public task
· performance of a contract
· legitimate interests
· consent
· protection of vital interests.
Where consent is relied upon, it will be:
· freely given
· specific
· informed
· unambiguous
· capable of being withdrawn at any time.
The Academy will maintain appropriate records demonstrating the lawful basis relied upon for processing different categories of personal information.
8. Special Category and Criminal Offence Data
The Academy processes special category personal data where necessary to fulfil its educational, safeguarding, employment and statutory responsibilities.
This may include information relating to:
· health
· Special Educational Needs and Disabilities (SEND)
· Education, Health and Care Plans (EHCPs)
· safeguarding
· ethnicity where required
· biometric information where applicable
· religious beliefs where relevant
· disability
· medical conditions.
Criminal offence information may also be processed where necessary for safeguarding, recruitment, suitability to work with children or legal compliance.
Such information will receive enhanced protection and will only be accessed by authorised individuals with a legitimate need to know.
9. Data Subject Rights
Individuals whose personal information is processed by the Academy have rights under UK GDPR.
These include the right to:
· be informed about how their information is used
· request access to their personal information
· request correction of inaccurate information
· request erasure where appropriate
· request restriction of processing
· object to certain forms of processing
· request portability of information where applicable
· withdraw consent where consent is the lawful basis.
Requests relating to these rights should normally be made in writing to the Academy.
The Academy will respond within the statutory timescales unless an exemption applies.
10. Privacy Notices
Blackpool Skills Academy will provide appropriate Privacy Notices explaining how personal information is collected, used, shared, retained and protected.
Separate Privacy Notices may be produced for different groups, including:
· pupils
· parents and carers
· staff
· governors
· volunteers
· job applicants
· contractors and suppliers.
Privacy Notices will be reviewed regularly to ensure they remain accurate, transparent and compliant with current legislation.
11. Information Security
Blackpool Skills Academy is committed to maintaining appropriate technical and organisational measures to protect personal information against accidental loss, unauthorised access, alteration, disclosure or destruction.
Information security arrangements include:
· secure password management
· multi-factor authentication where available
· role-based access to systems
· secure Microsoft 365 and SharePoint environments
· encrypted devices where appropriate
· antivirus and endpoint protection
· secure backups
· physical security of paper records
· controlled access to confidential information
· secure disposal of confidential waste.
Staff must:
· lock computers when unattended
· store confidential documents securely
· avoid sharing passwords
· ensure mobile devices are protected
· take care when sending emails containing personal information
· verify recipients before sending confidential information
· immediately report lost devices or suspected security incidents.
The Academy's Information Security Policy provides further operational guidance.
12. Data Sharing
Blackpool Skills Academy recognises that sharing information appropriately is often essential to safeguarding children, supporting education and fulfilling legal responsibilities.
Personal information will only be shared where:
· there is a lawful basis for doing so
· the sharing is necessary and proportionate
· appropriate safeguards are in place
· confidentiality is maintained.
Information may be shared with organisations including:
· Local Authorities
· commissioning schools
· the Department for Education
· awarding organisations
· safeguarding agencies
· health professionals
· Children's Social Care
· the Police where legally appropriate
· external support services
· regulators.
Information sharing decisions will always consider:
· safeguarding responsibilities
· the rights of the individual
· confidentiality
· proportionality
· statutory guidance.
The Academy recognises that safeguarding concerns may justify the sharing of personal information without consent where permitted by law.
13. Data Retention and Secure Disposal
Personal information will only be retained for as long as necessary to fulfil the purpose for which it was collected or to meet statutory, regulatory or contractual requirements.
The Academy maintains a Records Retention Schedule which identifies appropriate retention periods for different categories of information.
When information is no longer required it will be disposed of securely.
Secure disposal methods include:
· confidential shredding
· secure deletion of electronic records
· certified destruction of storage media
· confidential waste disposal services.
Staff must not retain personal information longer than authorised or create unnecessary duplicate records.
14. Personal Data Breaches
A personal data breach is any security incident leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal information.
Examples include:
· sending information to the wrong recipient
· lost or stolen laptops or mobile devices
· unauthorised access to records
· cyber security incidents
· accidental disclosure of confidential information
· loss of paper records.
All actual or suspected data breaches must be reported immediately to the Headteacher and the Academy's Data Protection Lead.
The Academy will:
· investigate every reported breach
· assess the level of risk
· take immediate action to contain the incident
· notify the Information Commissioner's Office (ICO) where legally required
· notify affected individuals where required
· identify lessons learned
· implement actions to reduce the likelihood of recurrence.
No member of staff will be criticised for reporting a genuine concern promptly.
15. Subject Access Requests and Freedom of Information
Individuals have the right to request access to personal information held about them through a Subject Access Request (SAR).
Requests should normally be made in writing to the Academy.
The Academy will:
· verify the identity of the requester
· consider whether any exemptions apply
· provide information within the statutory timescales
· maintain appropriate records of requests received.
Requests for non-personal organisational information will be managed in accordance with the Freedom of Information Act 2000 where applicable.
Staff receiving requests for information must refer them immediately to the Headteacher or Data Protection Lead.
16. Training and Awareness
All staff have a responsibility to understand their data protection obligations.
The Academy will ensure that staff receive:
· data protection training during induction
· regular refresher training
· updates where legislation or guidance changes
· role-specific guidance where appropriate
· information security awareness training
· cyber security awareness training.
Training records will be maintained and monitored as part of the Academy's quality assurance processes.
The Academy promotes a culture in which every member of staff understands that protecting personal information is everyone's responsibility.
17. Monitoring and Compliance
Blackpool Skills Academy will monitor compliance with this policy through its annual programme of information governance and quality assurance activities.
Monitoring will include:
· data protection audits
· information security reviews
· compliance with Privacy Notices
· data sharing arrangements
· records management
· staff training completion
· cyber security monitoring
· data breach analysis
· Subject Access Request monitoring
· Information Commissioner's Office (ICO) guidance updates
· contractor and third-party compliance where appropriate.
Monitoring information will be used to:
· identify areas for improvement
· strengthen information security
· improve staff awareness
· review Academy procedures
· support continuous improvement
· ensure ongoing legal compliance.
Where audits identify weaknesses or non-compliance, action plans will be implemented and monitored by the Headteacher.
18. Data Protection Impact Assessments (DPIAs)
Blackpool Skills Academy recognises that some processing activities present a higher risk to the rights and freedoms of individuals.
Where required by UK GDPR, the Academy will undertake a Data Protection Impact Assessment (DPIA) before introducing:
· new information systems
· new technologies
· large-scale processing activities
· new methods of sharing personal information
· high-risk safeguarding systems
· CCTV or surveillance changes
· biometric processing where applicable.
DPIAs will identify:
· the purpose of the processing
· potential privacy risks
· measures to reduce those risks
· whether processing remains lawful, necessary and proportionate.
The Data Protection Lead will provide advice throughout the DPIA process.
19. Use of Third-Party Systems and Cloud Services
Blackpool Skills Academy uses a range of secure digital systems to support education, safeguarding and business operations.
These may include systems such as:
· Microsoft 365
· SharePoint
· Management Information Systems
· safeguarding software
· finance systems
· assessment platforms
· learning platforms
· cloud storage services
· awarding organisation portals.
Before personal information is processed using a third-party system, the Academy will seek assurance that the provider:
· complies with UK GDPR
· provides appropriate security measures
· processes information only under written contractual arrangements
· protects personal information appropriately
· reports data breaches promptly
· meets relevant UK legal requirements.
The Academy will maintain oversight of third-party processing arrangements and review contracts where appropriate.
20. Related Policies
This policy should be read alongside:
· Information Security Policy
· Acceptable Use Policy
· Online Safety Policy
· Safeguarding and Child Protection Policy
· Staff Code of Conduct
· Records Retention Policy
· CCTV Policy
· Bring Your Own Device (BYOD) Policy
· Clean Desk and Clear Screen Policy
· Freedom of Information Policy
· Data Breach Procedure
· Cyber Security Policy
· Recruitment and Selection Policy
· Privacy Notices.
21. Review
This policy will be reviewed annually by the Headteacher and Proprietor, or sooner where changes to legislation, Information Commissioner's Office (ICO) guidance or Academy practice make this necessary.
The effectiveness of this policy will be evaluated through:
· information governance audits
· data protection compliance reviews
· cyber security monitoring
· staff training records
· data breach analysis
· Subject Access Request monitoring
· stakeholder feedback
· Information Commissioner's Office guidance
· quality assurance activities
· the Academy's Self Assessment Report (SAR)
· the School Improvement Plan.
Blackpool Skills Academy is committed to maintaining the highest standards of information governance. By processing personal information lawfully, securely and transparently, the Academy protects the rights of individuals, supports effective education and safeguarding, and maintains the confidence of pupils, families, staff, commissioning schools, Local Authorities and partner organisations.
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