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1. Policy Statement
Blackpool Skills Academy is committed to protecting the confidentiality, integrity and availability of all information and information systems used to support education, safeguarding and business operations.
Information is one of the Academy's most valuable assets. It includes personal information, safeguarding records, assessment information, personnel records, financial information, curriculum resources and operational data. The Academy recognises that effective information security is essential to safeguarding children, protecting individuals' rights, maintaining public confidence and ensuring the continuity of education.
The Academy will implement appropriate technical, organisational and physical security measures to protect information from accidental loss, unauthorised access, misuse, disclosure, alteration or destruction.
Every member of staff shares responsibility for maintaining information security. All users of Academy systems are expected to follow this policy, exercise professional judgement and report any concerns or security incidents immediately.
2. Purpose
The purpose of this policy is to:
· protect Academy information and information systems
· reduce the risk of cyber security incidents
· ensure information remains confidential, accurate and available when required
· establish clear responsibilities for information security
· support compliance with UK GDPR and the Data Protection Act 2018
· protect safeguarding information and other sensitive records
· promote secure use of Academy technology
· minimise disruption caused by security incidents
· support business continuity and disaster recovery
· maintain confidence in the Academy's information management arrangements.
3. Legislative and Regulatory Framework
This policy has been developed with reference to:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Computer Misuse Act 1990
· Network and Information Systems Regulations (where applicable)
· Freedom of Information Act 2000
· Keeping Children Safe in Education
· Independent School Standards Regulations
· Information Commissioner's Office (ICO) guidance
· National Cyber Security Centre (NCSC) guidance.
This policy should be read alongside the Academy's:
· Data Protection Policy
· Acceptable Use Policy
· Online Safety Policy
· Clean Desk and Clear Screen Policy
· Records Retention Policy
· Data Breach Procedure
· Bring Your Own Device (BYOD) Policy
· Business Continuity Plan
· Staff Code of Conduct.
4. Information Security Principles
Blackpool Skills Academy applies recognised information security principles to all information assets.
Information will be protected to ensure:
Confidentiality
Information is accessed only by individuals who are authorised and have a legitimate business need.
Integrity
Information remains accurate, complete and protected from unauthorised alteration.
Availability
Information remains accessible to authorised users whenever it is required to support education, safeguarding and business operations.
These three principles underpin all information security arrangements throughout the Academy.
5. Scope
This policy applies to all information created, received, stored or processed by Blackpool Skills Academy.
This includes information held:
· electronically
· on paper
· within Microsoft 365
· within SharePoint
· within Management Information Systems
· within safeguarding systems
· within finance systems
· within cloud services
· on laptops, tablets and mobile devices
· within email systems
· within archived records.
The policy applies to:
· employees
· governors
· volunteers
· agency staff
· contractors
· consultants
· suppliers
· third-party service providers
· anyone authorised to access Academy information or systems.
6. Roles and Responsibilities
Proprietor and Governors
The Proprietor and Governors are responsible for providing strategic oversight of information security and ensuring that appropriate resources are available to maintain secure information systems.
Headteacher
The Headteacher has overall responsibility for information security across the Academy.
The Headteacher will:
· ensure appropriate security arrangements are implemented
· promote a culture of secure information handling
· oversee responses to significant security incidents
· ensure staff receive appropriate training
· monitor compliance with this policy
· report significant information security matters to the Proprietor where appropriate.
Data Protection Lead
The Data Protection Lead will:
· provide advice on secure information handling
· investigate information security incidents
· support cyber security improvements
· monitor compliance with information governance requirements
· liaise with external specialists where appropriate
· support staff through training and guidance.
All Staff
Every member of staff is responsible for protecting Academy information.
Staff must:
· keep information secure
· follow Academy security procedures
· protect passwords and authentication credentials
· use Academy systems responsibly
· report security concerns immediately
· complete mandatory information security training
· ensure confidential information is not accessed by unauthorised individuals.
7. Access Control
Blackpool Skills Academy operates a role-based access model to ensure that individuals can access only the information and systems necessary to carry out their responsibilities.
Access rights will be:
· authorised by an appropriate manager
· based upon job role
· reviewed regularly
· removed promptly when no longer required
· withdrawn immediately where employment or authorised access ends.
Staff must not:
· access records without a legitimate business need
· use another person's account
· share login credentials
· attempt to bypass security controls
· access information for personal interest or curiosity.
Temporary access to systems will be granted only where operationally necessary and authorised appropriately.
8. Passwords and Authentication
Strong authentication is essential to protecting Academy information systems.
All users must:
· create strong, unique passwords
· keep passwords confidential
· change passwords immediately if compromise is suspected
· use multi-factor authentication (MFA) where available
· never record passwords insecurely
· never share passwords with colleagues, pupils or external parties.
Passwords must comply with Academy technical standards and any additional requirements specified by system providers.
Where supported, password managers approved by the Academy may be used to maintain secure credentials.
9. Academy Devices and Mobile Working
Academy laptops, tablets, mobile phones and other digital devices must be used responsibly and securely.
Users must:
· keep devices physically secure
· lock devices when unattended
· report lost or stolen devices immediately
· install updates promptly where authorised
· avoid storing unnecessary personal information locally
· use Academy-approved software only
· connect only to trusted and secure networks.
Where mobile working is authorised, staff must ensure that confidential information cannot be viewed by unauthorised individuals.
Printed documents containing confidential information should only be removed from the Academy where absolutely necessary and must remain secure at all times.
Personal devices must only be used in accordance with the Academy's Bring Your Own Device (BYOD) Policy where applicable.
10. Email and Internet Security
Email remains one of the most common sources of cyber security incidents.
Staff are expected to exercise professional judgement whenever sending or receiving electronic communications.
Before sending confidential information, staff must:
· verify recipient email addresses
· ensure attachments are correct
· use secure methods of transmission where appropriate
· minimise the amount of personal information shared
· consider whether email is the most appropriate method of communication.
Staff must not:
· open suspicious attachments
· click unknown links
· respond to phishing emails
· download unauthorised software
· access inappropriate websites using Academy equipment
· use personal email accounts for Academy business unless specifically authorised.
Suspected phishing attempts or malicious emails must be reported immediately.
11. Microsoft 365, SharePoint and Cloud Services
Blackpool Skills Academy uses secure cloud-based systems to support teaching, learning, safeguarding and business operations.
Cloud services may include:
· Microsoft 365
· SharePoint
· Teams
· Outlook
· OneDrive
· Management Information Systems
· safeguarding platforms
· curriculum and assessment systems.
Users must ensure that:
· files are stored within approved Academy locations
· sharing permissions are checked before documents are shared
· confidential information is not made publicly accessible
· external sharing is authorised where required
· information is retained in accordance with the Academy's Records Retention Policy.
The Academy will regularly review user permissions and cloud security settings to maintain appropriate levels of protection.
12. Physical Security
Information security includes the protection of physical records and Academy premises.
The Academy will maintain appropriate physical security measures including:
· controlled access to buildings
· visitor management procedures
· secure storage for confidential records
· locked filing cabinets
· restricted access to safeguarding files
· CCTV where appropriate
· secure disposal facilities for confidential waste.
Staff are responsible for ensuring that confidential documents are not left unattended on desks, printers or in publicly accessible areas.
The Academy's Clean Desk and Clear Screen Policy supports these arrangements by reducing the risk of accidental disclosure or unauthorised access to sensitive information.
13. Cyber Security
Blackpool Skills Academy recognises that cyber security is an essential component of safeguarding, business continuity and effective information governance.
The Academy will implement appropriate technical and organisational measures to reduce the risk of cyber attacks, malware, ransomware, phishing and unauthorised access to information systems.
Cyber security arrangements include:
· firewalls and network protection
· anti-virus and anti-malware software
· multi-factor authentication where available
· regular software and security updates
· encrypted devices where appropriate
· secure system backups
· vulnerability management
· access monitoring
· secure remote access
· cyber security awareness training.
Staff play a critical role in protecting the Academy from cyber threats and must remain vigilant when using digital systems.
14. Information Security Incidents
An information security incident is any event that threatens the confidentiality, integrity or availability of Academy information or information systems.
Examples include:
· phishing emails
· ransomware or malware attacks
· unauthorised access to systems
· loss or theft of Academy devices
· accidental disclosure of confidential information
· password compromise
· unauthorised sharing of information
· physical security breaches
· damage to ICT infrastructure.
All actual or suspected information security incidents must be reported immediately to the Headteacher and the Data Protection Lead.
The Academy will:
· investigate all reported incidents
· assess risks to individuals and the organisation
· contain incidents promptly
· restore services where necessary
· identify lessons learned
· strengthen security controls where required
· notify relevant authorities where legally required.
Staff will never be criticised for reporting a genuine concern promptly.
15. Business Continuity and Disaster Recovery
Blackpool Skills Academy recognises that maintaining access to critical information is essential to safeguarding, education and business operations.
Appropriate arrangements are in place to support business continuity in the event of:
· cyber attacks
· ICT system failures
· power outages
· fire or flood
· loss of Academy premises
· significant equipment failure
· other major incidents.
Business continuity arrangements include:
· secure system backups
· cloud-based services where appropriate
· disaster recovery procedures
· alternative communication methods
· contingency planning
· regular testing of critical systems.
Further information is contained within the Academy's Business Continuity Plan.
16. Monitoring and Compliance
The Academy will monitor compliance with this policy through its annual programme of information governance and quality assurance activities.
Monitoring will include:
· information security audits
· access permission reviews
· cyber security monitoring
· software update compliance
· device security checks
· incident analysis
· phishing awareness where appropriate
· staff training completion
· contractor compliance
· review of third-party security arrangements.
Findings will be used to:
· strengthen security arrangements
· improve staff awareness
· reduce cyber security risks
· improve Academy procedures
· support continuous improvement
· maintain legal compliance.
Where weaknesses are identified, appropriate action plans will be implemented and monitored by the Headteacher.
17. Related Policies
This policy should be read alongside:
· Data Protection Policy
· Acceptable Use Policy
· Online Safety Policy
· Clean Desk and Clear Screen Policy
· Records Retention Policy
· Data Breach Procedure
· Bring Your Own Device (BYOD) Policy
· Business Continuity Plan
· Staff Code of Conduct
· CCTV Policy
· Freedom of Information Policy
· Safeguarding and Child Protection Policy.
18. Review
This policy will be reviewed annually by the Headteacher and Proprietor, or sooner where changes to legislation, cyber security guidance or Academy practice make this necessary.
The effectiveness of this policy will be evaluated through:
· information security audits
· cyber security monitoring
· incident analysis
· staff training records
· contractor compliance
· quality assurance activities
· the Academy's Self Assessment Report (SAR)
· the School Improvement Plan.
Blackpool Skills Academy is committed to maintaining secure, resilient and reliable information systems that protect pupils, staff and organisational information. Through effective information security, staff awareness and continual improvement, the Academy will ensure that information remains protected, available and trusted in support of high-quality education, safeguarding and business operations.
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