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1. Policy Statement
Blackpool Skills Academy wants every young person to feel safe, confident and responsible when using technology.
Technology is an important part of learning, everyday life and future employment. It allows us to communicate, research, create, solve problems and develop new skills. Used well, it can open up exciting opportunities for education, training and careers.
The Academy recognises that the online world also presents risks. These include cyberbullying, online abuse, scams, misinformation, grooming, exploitation and inappropriate content.
This policy explains how pupils are expected to use technology safely whilst attending Blackpool Skills Academy and how the Academy will help keep everyone safe online.
Online safety is part of the Academy's wider safeguarding and Personal Development curriculum and is reinforced throughout Foundation Learning, vocational learning and everyday school life.
2. Purpose
The purpose of this policy is to help pupils:
• stay safe online
• understand responsible internet use
• protect their personal information
• recognise online risks
• develop positive digital behaviour
• understand their digital footprint
• prepare for the modern workplace
• know where to get help if something goes wrong.
3. Why Online Safety Matters
The internet is an excellent place to learn, communicate and be creative.
However, it is also possible to encounter:
• fake information
• scams
• cyberbullying
• harmful content
• online grooming
• criminal exploitation
• identity theft
• fake websites
• phishing emails
• manipulated photographs and videos
• online pressure from strangers.
Learning how to recognise these risks is an important life skill that will help protect you both now and in adult life.
4. Internet Access at Blackpool Skills Academy
Blackpool Skills Academy provides carefully managed internet access to support learning and safeguard pupils.
Internet access is:
• filtered
• monitored
• restricted
• designed for educational purposes.
Only websites, applications and online services approved by the Academy may be accessed.
This means pupils must not:
• browse the internet freely
• access social media unless authorised
• use gaming websites
• access streaming services
• visit websites not approved by staff
• attempt to bypass internet filtering or monitoring systems.
If you are unsure whether something is permitted, always ask a member of staff before accessing it.
5. Responsible Use of Technology
When using Academy computers, tablets or other digital devices, pupils are expected to:
• use technology for learning purposes
• follow staff instructions
• use only approved websites and applications
• take care of Academy equipment
• respect the privacy of others
• report any concerns immediately
• behave respectfully when communicating online
• log out of accounts when they have finished using a device.
Technology should always be used in a way that supports learning and reflects the Academy's values of respect, responsibility and professionalism.
6. Artificial Intelligence (AI)
Artificial Intelligence (AI) is becoming an important part of education and the workplace.
Blackpool Skills Academy recognises that tools such as ChatGPT, Microsoft Copilot and other AI technologies can support learning when used responsibly and with staff permission.
Pupils may learn about AI as part of their curriculum and will develop an understanding of:
• how AI works
• appropriate uses of AI
• checking whether AI information is accurate
• copyright and plagiarism
• ethical use of AI
• protecting personal information
• recognising AI-generated images and videos.
Pupils must not:
• use AI to complete assessed work unless authorised
• submit AI-generated work as their own
• enter personal or confidential information into AI systems
• use AI to create harmful, offensive or misleading content.
The Academy will help pupils develop the skills needed to use AI safely, responsibly and professionally.
7. Digital Reputation
Everything shared online can contribute to a person's digital footprint.
Pupils should remember that colleges, apprenticeship providers and employers may view online behaviour when making decisions about future opportunities.
Pupils are encouraged to:
• think before posting
• communicate respectfully
• protect their reputation
• consider how online behaviour reflects their character
• demonstrate professionalism online.
The same standards of behaviour expected in the Academy are expected when communicating online.
8. Online Risks
Pupils will learn how to recognise and respond safely to a range of online risks.
These include:
• cyberbullying
• online grooming
• sexual exploitation
• criminal exploitation
• county lines recruitment
• sextortion
• phishing
• scams
• fake competitions
• misinformation
• fake news
• manipulated photographs
• deepfake videos
• identity theft
• malicious software
• inappropriate online challenges.
Pupils should never feel embarrassed about reporting concerns.
Seeking help quickly helps keep everyone safe.
9. Personal Information
Pupils should never share personal information online without permission from a trusted adult.
This includes:
• home address
• telephone number
• passwords
• banking information
• school passwords
• photographs of others without permission
• personal information about friends or family.
Strong passwords should always be kept private and never shared with other pupils.
10. Getting Help
If something online makes you feel:
• worried
• frightened
• uncomfortable
• threatened
• pressured
• confused
• unsafe,
you should tell a trusted adult immediately.
This could include:
• a teacher
• your tutor
• your Foundation Learning mentor
• a safeguarding lead
• the Headteacher
• a parent or carer.
You will never get into trouble for reporting something that is making you feel unsafe.
The Academy will always take your concerns seriously and provide appropriate support.
11. Monitoring and Support
To help keep everyone safe, the Academy monitors the use of its internet systems and digital devices.
This may include:
• monitoring internet activity
• reviewing website access
• checking downloads where appropriate
• investigating safeguarding concerns
• reviewing attempted access to blocked websites
• monitoring inappropriate use of Academy systems.
Monitoring is carried out to safeguard pupils, protect Academy systems and ensure that technology is used appropriately.
Where concerns are identified, the Academy will always seek to educate and support pupils before considering sanctions, unless the behaviour presents a serious safeguarding risk.
12. Consequences of Misuse
Failure to follow this policy may result in action being taken in accordance with the Academy's Behaviour Policy and Safeguarding and Child Protection Policy.
Depending upon the circumstances, this may include:
• discussion with staff
• additional online safety education
• temporary restriction of internet access
• removal of access to specific digital resources
• restorative conversations
• parental involvement
• behaviour sanctions
• safeguarding intervention
• involvement of external agencies where required.
The Academy's priority is always to educate, protect and support pupils rather than simply punish mistakes.
13. Learning About Online Safety
Online safety is not taught through a single lesson.
It is embedded throughout the Academy curriculum, including:
• Personal Development
• Foundation Learning
• Relationships, Sex and Health Education (RSHE)
• Careers Education
• vocational learning
• safeguarding assemblies
• tutor sessions
• employer encounters
• visiting speakers
• national online safety campaigns.
Pupils are encouraged to discuss new technologies, emerging online risks and digital citizenship throughout their time at the Academy.
14. Roles and Responsibilities
Pupils
Pupils are expected to:
• use technology responsibly
• follow staff instructions
• protect their personal information
• report concerns immediately
• treat others respectfully online
• use only approved websites and digital resources
• contribute to a positive online culture.
Staff
Staff will:
• model safe and professional online behaviour
• teach online safety throughout the curriculum
• supervise internet use appropriately
• respond promptly to concerns
• reinforce positive digital behaviour
• report safeguarding concerns in accordance with Academy procedures.
Parents and Carers
Parents and carers are encouraged to:
• discuss online safety regularly
• encourage responsible technology use
• support the Academy's expectations
• report concerns where appropriate
• work in partnership with the Academy to keep young people safe.
15. Related Policies
This policy should be read alongside the Academy's:
• Safeguarding and Child Protection Policy
• Behaviour Policy
• Personal Development, PSHE, RSHE and SMSC Policy
• Foundation Learning, Reading and Literacy Policy
• Teaching, Learning and Assessment Policy
• Artificial Intelligence (AI) Acceptable Use Policy
• Data Protection Policy
• Student Mental Health and Emotional Wellbeing Policy
• Mobile Phone and Smart Device Policy.
16. Review
This policy will be reviewed annually by the Headteacher and Proprietor, or sooner where changes to technology, legislation, Department for Education guidance or Academy practice make this necessary.
The effectiveness of this policy will be evaluated through:
• safeguarding monitoring
• online safety incidents
• pupil voice
• staff feedback
• behaviour information
• quality assurance activities
• the Academy's Self Assessment Report (SAR)
• the School Improvement Plan.
Blackpool Skills Academy believes that technology should help young people learn, create and prepare for successful futures. By teaching pupils how to use the internet safely, responsibly and professionally, the Academy develops confident digital citizens who understand both the opportunities and responsibilities of life online. These skills will support them not only during their time at the Academy, but also in further education, apprenticeships, employment and adult life.
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