ICT Homework Booklet




	Features and Purposes of Computing Devices

	Key words I have Learnt from the lesson:
	What you should know:
1) Different devices available
2) Their key features
3) The purpose of the device
4) Who they attract/who will use it

	Extra Notes:
	Command words likely to be used:
	Define
	Explain

	Identify 
	Why

	Justify 
	Which




	Lots of different people use lots of different devices to access IT. It depends on all sorts of things which one you use. Remember for each device they will be best suited to a different person. It is important you know the features of a device and what its main purpose is. 
[image: ]

	Example Questions
1) Describe and explain two advantages and three disadvantages of using a laptop for a school office inputting student data [5]
2) Describe the following portable computer devices and state the features (i.e. word processing, voice calls, surf the internet etc. ) of each: [4]
Laptop
Netbook
Tablet
Smartphone
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	Input Devices

	Key words I have Learnt from the lesson:
	What you should know:
1) Different Input devices
2) Who will use each type
3) Advantages & Disadvantages to each type

	Extra Notes: 
	Command words likely to be used:

	Name
	State

	What
	Using

	Identify 
	Why




	Input devices allow us to enter raw data into a computer. The computer processes the data and then produces outputs that we can understand using an output device.

[image: ]
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	Example Questions:
1) Steve Jones wants to listen to the music stored on his computer system. Identify Two input devices that Steve could use to select a song stored on the system.

2) A Leisure centre, administration booking office needs technology equipment to support their role. List two input devices that would help in the booking office, state your reasons why you have chosen these [4]





[image: ]Task: Can you label the correct parts of a Computer/Laptop?
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	Other Input Devices: Sensors 

	Key words I have Learnt from the lesson:
	What you should know:
1) Role of automatic input devices
2) Explain scenarios is will be beneficial to a person

	Extra Notes: 
	Command words likely to be used:

	Define
	Explain

	Identify 
	Why

	Justify 
	Which




	
There are other input devices. The ones mentioned on the previous page are all manual; that means the user has to use them to get data in.

But what if it is not convenient? For example what if you needed to measure temperature in a volcano? A keyboard would not be idea. What if you also wanted to take temperature measurements every 0.01 of a second? Humans are just not fast (or accurate) enough.

Because of this, there are things called ‘sensors’ which are used all around us.
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Not all Input devices are manual. Here is a look at some existing Automatic Input Devices.
[image: mhtml:file://E:\Sabrina\School\Secondary\ICT\GCSE%20Work\Lesson%203&4\Lesson%204%20-Term%201%20-%20Automatic%20Input%20devices.mht!http://www.teach-ict.com/gcse/hardware/input/mindmap_automatic/input_devices_automatic.gif]
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	Output Devices 

	Key words I have Learnt from the lesson:
	What you should know:
1) Different types of output devices
2) What their roles are
3) Advantages & limitations to each type

	Extra Notes: 
	Command words likely to be used:
	Define
	Explain

	Identify 
	Why

	Justify 
	Which




	An output device is something the computer uses to display information it has processed. This could be in the form of an image on screen, music from speakers or even a print out from a printer. [image: ]

Different Types of Printers:
A dot matrix printer uses pins to push the letter, symbol or number onto a ribbon which then marks the paper it is pushed onto
There are many different types of plotter printers. A traditional plotter is loaded with a pen which is lowered and lifted on paper when needed. They are traditionally used for printing large vector graphics like posters or blueprints from an architect.
A laser printer is the fasted way of printing. A laser charges the drum with particles which then makes the ink from the toner stick to the paper as it comes through. It is then fused to the paper as it comes out.
An inkjet printer is slow but the quality of the printing is high. The printer will drip ink drops from the cartridge on the paper very accurately to make up the image being printed

	Example Questions:
1) Identify one output device that Steve would need so that he could listen to songs on his computer system.[1]

[bookmark: _GoBack]2) State one output device that would be used to create a hard copy of a data capture form[1]

3) State two output devices that a booking office may need, explain your reasons for your choices [4]




[image: ]Task: Can you guess the correct Output device?
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[image: ]Task: Can you complete the crossword for Output Devices?
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Task: A basic computer system might have input, output and storage devices attached. Complete the table below to say which is which:
	
	Input
	Output
	Storage

	Mouse
	
	
	

	Microphone
	
	
	

	Touch Screen
	
	
	

	CRT monitor
	
	
	

	Hard disk
	
	
	

	Inkjet Printer
	
	
	

	Keyboard
	
	
	

	Joystick
	
	
	

	Laser Printer
	
	
	

	Speakers
	
	
	

	DVD writer
	
	
	

	Camera
	
	
	

	LCD screen
	
	
	

	Scanner
	
	
	

	USB  memory stick
	
	
	

	Touch pad
	
	
	




	Operating Systems

	Key words I have Learnt from the lesson:
	What you should know:
1) The role of an operating system
2) The jobs it is responsible for
3) Different types of operating systems

	Extra Notes: 
	Command words likely to be used:
	Define
	Analyse

	Evaluate
	Consider

	Explain
	Apply




	
An operating system is what every computing device has to have. It allows us to interact (use) a computer. Without it, your computer would just be plastic and metal. It controls everything the computer does.
An operating system (or OS) is a computer program which controls everything the computer does (absolutely everything!!!).
It is essential software. Without it, a computer cannot run (It will not know what to do!!!)
The software that acts as the communicator between your computer's hardware and you.
[image: ]


	Jobs of the OS:
Load and run applications
Share out (and manage) memory
Communicate with peripherals
Accept data from input devices
Provide an interface

		Basic Features
	Geeky Features

	WIMP (Windows, Icons, Menus and Pointers) 
Search facilities 
Help 
Personalisation (changed backgrounds etc) 
Disability access 
Touch? Drag? 
Storage 
	Manage memory 
Save, Print 
Provide an interface 
Shortcuts for experts 
Run software 
Communicate with devices. 
Process inputs 




Tailor Made Software

Tailor made software is software that is made to the specifications of a client. In other words it is custom made, bespoke, or 'tailored' to address a specific need. This kind of software can be expensive as it has to be designed by a team who are making software to specific needs for a specific organisation.

Off the shelf software is more general and produced for the masses. Although it probably also costs a lot of money to make, it is cheaper to buy because it can be bought by anyone.

Diary Management Software

Diary management software (DMS) is used day to day by business people to ensure that they are reminded about appointment/meetings. 
It also allows employees who are working on the same project to plan and track the progress of the project.
1) Create appointments/meetings
2) Invite participants
3) Create tasks/projects
4) Create to-do lists
5) Set reminders






	
There are lots of different operating systems which you need to know about. Here they are…


[image: ]









Task: Which of the following does an operating system do? There are 9 correct answers.
[image: ][image: ]


	Utility Software

	Key words I have Learnt from the lesson:
	What you should know:
1) The role of Utility Software
2) Examples of what it manages
3) Why each feature is beneficial to a user

	Extra Notes: 
	Command words likely to be used:
	Consider
	How

	Using Examples
	Name

	Describe
	Discuss




	
An operating system is something which allows us to interact with a computer. An example is Microsoft Windows. Many operating systems have four features; Windows Icons Menus and Pointers. Instead of pointers, some mobile operating systems like iOS or Android have a touch screen.

As well as these features, many operating systems have quick access to help facilities and shortcuts such as ctrl+c for copy and ctrl+v for paste. Most OS’ also allow the user to personalise the desktop, for example by changing the background or icon sizes.

Utility software allows us to manage specific parts of our computer. An example includes Anti-Virus software which protects us against viruses A firewall also stops hackers or other unauthorised people getting in to our computer.

Disk cleanup allows the system to remove old files and software from our computer saving space and allow the computer to run faster.

A programming language is a specially written code used for writing applications. C++ and Java are examples of programming languages. These are known as high level languages because they have been developed to be a little like a human language.


	Example Questions:

1) Explain the role of anti-virus software and why it is important for a business to have such utility software [2]

2) State the role of a firewall and why it is needed on a computer [2]




	

Examples of Utility Software are:
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	Storage and Connectivity Devices 

	Key words I have Learnt from the lesson:
	What you should know:
1) Different storage devices
2) Benefits to each type
3) Limitations to each type
4) Who/When you would use each type of storage

	Extra Notes: 
	Command words likely to be used:
	Define
	Explain

	Identify 
	Why

	Justify 
	Which




	
A computer uses two types of storage. A main store consisting of ROM and RAM, and backing stores which can be internal, eg hard disk, or external, eg a CD or USB flash drive
Storage capacities and file sizes are measured from lowest to highest in:
· bits
· bytes
· kilobytes
· megabytes
· gigabytes
· terabytes

Backing up and archiving data
Data needs to be backed up for many reasons:
· a user may delete an important file
· hard disks can fail
· a virus can wipe out data
· a fire may destroy the building where the data was being stored (businesses will often store their backups off-site)
If the data wasn’t backed up then the consequences could be disastrous depending on what data was lost. If a business lost details of all the payments it had yet to receive the business could go bankrupt as they wouldn’t know what was owed to them or by who.


	Example Questions:

1) A leisure centre is going to store their information on Cloud storage. Explain two reasons why they might chose to store files using cloud storage than on its own file servers [4]
2) Name two devices that could be used to transport music [2]
3)Name and explain two devices used for a wireless network [2]
4) Name and explain two devices used for a wired network [2]
5) Name and explain two backup devices that are portable [2]
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Task: Can you give a description, Advantage & Disadvantage to each storage device?
	Storage Device
	Description
	Advantages
	Disadvantages

	[image: hd2]External Hard Disk


	
	
	

	[image: tape1]Magnetic tape backup

	
	
	

	[image: cd4]CD-ROM


	
	
	

	[image: cdrw2]CD-RW
	
	
	

	[image: dvd4]DVD


	
	
	

	Flash Memory Stick
[image: cruzer_micro_21]
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	Office Configurations 

	Key words I have Learnt from the lesson:
	What you should know:
1) Different items of technology available
2) How it would benefit someone with an impairment
3) Justify its use for specific disabilities

	Extra Notes: 
	Command words likely to be used:
	What
	Why

	Explain
	Give

	Consider
	Advise




	Generally, a configuration is the arrangement - or the process of making the arrangement - of the parts that make up a whole.
In computers and computer networks, a configuration often refers to the specific hardware and software details in terms of devices attached, capacity or capability, and exactly what the system is made up of.
Assistive technology (AT) is technology developed to help people with disabilities use computers. People with various impairments may need help when accessing IT systems. Lots of technology exists which would help them. It is important for each impairment you can identify a suitable item of technology and justify why it would help the individual. 

	[image: ]
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	Example Questions:

1) A member of the administration staff is visually impaired. What technology could you include to support this member of staff [3]

2) State two disadvantages to using a Microphone as a form of input [2]



 

	Factors affecting choice of System

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain different factors that should be considered when selecting technology
2) Be able to justify a choice taking into consideration Cost, Needs & Security 

	Extra Notes: 
	Command words likely to be used:

	Define
	Explain

	Identify 
	Why

	Justify 
	Which




	
When you are choosing what kind of computer to buy in a business you need to think about a few different things. Otherwise, the computer you may spend a lot of money on, may not actually be fit for purpose or be unusable by the person who will be using it.
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	Connectivity 

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain different types of connectivity
2) State the benefits to each type
3) State any limitations to each type
4) Justify what method of connectivity would be best in different circumstances 

	Extra Notes: 
	Command words likely to be used:
	Define
	Explain

	Identify 
	Why

	Justify 
	Which




	
So when buying a computer system, there are lots of different add-ons that you could connect (e.g. printer, scanner, camera, keyboard, mouse, monitor etc.) These things are all called peripherals and they can connect in lots of different ways.

	[image: ]
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Router- 
This device is used to share an internet connection. • It allows more than one person to use an internet connection within a home or business. • It tends to allow people to share your connection wirelessly.  • To let people connect they need to connect to a unique name for your connection and enter a password.

Modem-
 This device allows a computer to connect to the internet. • It connects one computer to a server at your internet provider. • It allows the two computers to talk to each other. • Without a modem, a computer is not able to connect to the internet. • Most routers have in-built routers to allow you to share your connection with multiple people.


The Internet- 
The term bandwidth refers to the speed at which information is passed over a network like the internet. The higher the bandwidth the more information can be passed through a network at once. Imagine it like water running through a drainpipe. The image on the right will empty out faster.
[image: ]


Different Internet Speeds

1. 56Kbps Dial Up (Slow) Analogue signal comes down phone line, Very slow and not used much now

2. ISDN (256Kbps Medium)

3. DSL Broadband (20Mbps Fast) Digital Signals that come down your phone line, much faster and widely used now

4. Fibre Optic Broadband (40Mbps Super-fast) • Digital Signal converted to light and passed  down “Glass cable”

5.Mobile Broadband using 3G/4G signal 5Mbps and getting faster with new 4G



	Monitoring Employees

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain different methods of monitoring employees
2) State the benefits to monitoring
3) State problems that can come from monitoring

	Extra Notes: 
	Command words likely to be used:
	Define
	Explain

	Identify 
	Why

	Justify 
	Which




	Some organisations regularly monitor what their employees are doing on the internet whilst at work.  They can see which chat rooms they visit, which sites they use, who they send emails to and who they receive emails from.
This monitoring enables organisations to build up a detailed profile of what people are doing online and with whom they communicate.
Employers say that this helps them to ensure that staff time is being used effectively and that work equipment is being used for approved purposes.  However, many employees view this monitoring as a breach of trust and an invasion of their privacy.


	
Task: Give 3 benefits and 3 limitations to using technology to monitor employer performance


	Benefits
	Limitations

	


	




	


	




	

	




	
	




	
Example Question:
1) A leisure centre will monitor employee’s phone calls and emails. Give two reasons why an employer may do this [2]
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	Data Validation

	Key words I have Learnt from the lesson:
	What you should know:
1) The role of validation & verification
2) Different Validation checks and when they should be used
3) How verification online is completed

	Extra Notes: 
	Command words likely to be used:
	Name
	Outline

	Give
	How

	Which
	Why




	
Validation aims to make sure that data is sensible, reasonable and allowable.
It does NOT check data is correct. How can it! E.g. 9/7/1984 is a VALID date of birth, but it would not be correct for someone who is 14 years old.

Validation Checks:
Type Check – checks something of the correct type is entered. E.g. a date in a date field, a number in a number field etc.

Range Check – checks something is within a specific range. E.g. an order quantity is between 1 and 10, > 18years old, or <21 etc.

Presence Check – checks that something is there. E.g. Mandatory field. Makes sure REQUIRED fields are entered.

Format Check – checks what is entered is of the correct structure. E.g. Postcode (LLNN NLL) E.g. TS23 3DX. E.g. a phone number is STD: NNNNN Num: NNNNNN

Length Check – Ensures that information is of a specified

Verification Checks:
Entering the data twice.
Checking the data on the screen against the original paper document
Printing out a copy of the data and comparing the printout to the original paper document.

Verification ONLINE
This is used to ensure data is as accurate as possible. Remember, it is not possible to check data is 100% correct.
Verification means to check the data that you have entered against the original source data.
You may also be aware of CATCHPA checks which ask you to type in a word, phrase or collection of letters/numbers. This is to ensure you are a real person and not a scammer of automated computer trying to hack.

[image: ]How is this done?
Entering the data twice (e.g. PASSWORDS).- Double Keying
Double Checking (Proof reading)
Verifying you are a human to prevent BOTS or AUTOMATED SIGN UPS by using CAPTCHA.

	Task:  Tick the validation checks that you could perform on each field (note: there may be more than one for each field)

	Field
	Example
	Range Check
	Type Check
	Presence Check
	Length Check
	Picture Check
	Check Digit


	Title

	Mr, Mrs, Miss
	
	
	
	
	
	

	Surname

	Jones, Bloggs
	
	
	
	
	
	

	Postcode

	CV54 9TE
	
	
	
	
	
	

	Telephone Number
	01926 756435

	
	
	
	
	
	

	Date of Birth
	12/09/86

	
	
	
	
	
	

	ISBN Number
	1-84146-376-0

	
	
	
	
	
	

	Gender
	Male, Female

	
	
	
	
	
	

	Price

	£19.99
	
	
	
	
	
	

	Student Number
	1435

	
	
	
	
	
	



Example Question:

Explain why the use of data validation could improve the effectiveness of the data that is submitted on a data capture form [2]






[image: ]
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	File Formats

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain the two different types of file formats
2) State when each format would be used
3) Know the different extension files for each format

	Extra Notes: 
	Command words likely to be used:

	State
	Name

	Using 
	Which

	
	




	There are two types of file formats: Proprietary & Open File Formats. 

Proprietary File Formats: created and owned by a company and can only be used properly in the software they create.
[image: ]
[image: ]

Open File Formats: general formats which do not need one specific software package and can be adopted and used by any developer.

[image: ]


	Test Yourself: Can you explain what the type of format is for each file each file and what it is used for

	File Format
	Type (Open/Proprietary)
	Used for?

	.doc
	
	

	.csv
	
	

	.mp3
	
	

	.fla
	
	

	.xls
	
	

	.wma
	
	

	.rtf
	
	

	.ppt
	
	

	.aac
	
	

	.txt
	
	




	Example Question:

1) Nico uses spreadsheet software to set suitable fees for each booking. Explain three reasons why this software is suitable for this purpose [3]

2) In order to store customer and member details, the leisure centre will need some systems. What type of software would be needed to store customer details [2] Give three examples of fields that could be used to collect their data [3]

3) Describe which type of software package would be used to produce the tickets and poster for a school open evening [1]

4) Identify two file formats that could be used for saving the finished images made before the poster [2]





	Security Measures to Protect Data

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain different security threats
2) State actions a business can take to prevent threats

	Extra Notes: 
	Command words likely to be used:

	Which
	How

	Why
	Describe

	Explain
	Outline




	[image: ]
Companies store a lot of data about us when we make purchases or register on their websites. It is important that they keep data secure and protected both from people outside and so that only required people can use the data inside the company. Measures which could be taken are discussed below.

	Physical Security
	Access Security

	Alarms on
Doors locked
Fire protection
Lock windows/ Cabinets
Avoid Ground Floor
Blinds Closed
	Usernames
Password
Password policy
Access Rights
Firewalls

	Data Security
	Monitoring Systems

	Password protect
Restrict access
Backups
Read Only formatting on work
Encryption (scrambling a file to conceal its meaning)
	System Checks
Checking of audit logs
Looking at transaction logs




	
Definitions:

Access Levels – give different people different levels of access. For example, someone may be able to see customer records but not change them. A senior manager may have a higher level of access where they can change them.

Firewalls – prevent unauthorised access from outside.

Audit Transaction Logs – these are files which keep a record of everything is done on a computer system. Should anything be changed, the log file can be checked.
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	Backup and Recovery Systems & Choice of System

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain why a backup is important to a business
2) State the difference between Automatic & Manual
3) Justify a method of backing up for a business


	Extra Notes:
	Command words likely to be used:
	State
	Aply

	Consider
	Explain

	Justify
	Outline




	When using a computer system, companies need to be able to backup and restore data in case there are any problems with the system. Apart from the data being really important, it is also a legal requirement.
Things to consider when backing up

	Storage Media
	What will you back up on to (see storage media section). If you have a handful of documents, would a USB stick do? If you have 100s of gigabytes of data, would cloud or magnetic tape be better? 


	Backup Frequency
	This is all about how often the data changes. For example a builder may only update his customer file once a month so he doesn’t need to back up every day. A bank might make lots of changes to people’s bank balances every day, so they need to backup constantly. In a school, student work changes every day, so we need to do a backup at least once a day. 


	Archiving
	How important is it to keep old information? E.g. does a small shop need to keep records of customers from 20 years ago? Probably not. A bank will need to keep information about all transactions so customers can see bank statements. A school may keep leavers work for two years before they delete it. The police will keep archives permanently in case they ever need information again. 


	Automated v Manual 
	This goes back to the size of the data. If you are only backing up the odd file, then it may be quicker to just do this yourself, but it relies on you being able to remember to do this. 
If you have a lot of data which MUST be backed up regularly, it may be worth making the computer system do It automatically for you. It is important though that the automatic backups are checked to ensure they were successful. 






So the choice of backup system will depend on the normal key questions:
Remember: CASE

	Cost
	How much does the storage cost? 
Is it cost effective? 
Are there cheaper alternatives? 

	Availability
	Is the technology widely available? 
Can it be easily replaced if there is a fault? 

	Security
	Will the data be secure? 
Who will be able to access the data? 
Where will the backups be kept? 

	Ease of Use
	How easy is it to back up? 
How easy is it to restore if there is data loss. 





	Example Questions

1) Describe two ways other than voice calls that Steve could use to enable his audience to request songs using smartphones.

2) Give two methods of securing a backup device [2]

3) Give two advantages of using login and password on a network [2]

4) Identify two physical precautions a school would need to have to protect the school laptop with sensitive information from being stolen [2]











	Business Communication Methods

	[image: ]
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Task: For each method of communication, explain the advantage/disadvantage

	
	Advantages
	Disadvantages

	E-mail


	
	

	Forum


	
	

	Video
Conferencing


	
	

	Real-time messaging e.g. MSN, ICQ
	
	

	Telephone
	


	


	
The Data Protection Act

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain the Data Protection Act 
2) State the 8 key rules
3) Detail exemptions to the law
4) Explain how the Act can impact a business

	Extra Notes:
	Command words likely to be used:
	Define
	State

	Give
	Identify

	
	




	The Data Protection Act 1998 sets out to protect the privacy of personal information.
Data subjects are people who have data held about them – just about everybody really. 
Data users are the people or organisations who hold the data. There are far more data users than many people think.
The Law states all Data must be: 
[image: ]1. Fairly and lawfully processed (used) 
2. Used for limited purposes 
3. Adequate and relevant. Only what is needed may be used 
4. Accurate 
5. Not kept for longer than is necessary 
6. Accessible to the individual and able to be corrected or removed where necessary 
7. Secure 
[image: ]8. Not transferred to countries without adequate protection. 

Your Rights: 
see what data is being held about them if they ask the data user. They may 
have to pay to see it 
change anything that is wrong 
refuse to have some data stored at all, if it might cause damage or distress 
refuse to allow processing for direct marketing – junk mail 
complain to the Data Protection Commission if they think the rules have been broken 
claim compensation if they can prove they have been caused damage by a data controller breaking the rules. 

Exemptions: 
national security – you cannot demand to see your data if national security is at stake 
police investigations – information being used to prevent crime is not covered (though police records are) 
examination results are exempt until they are published by the examining bodies. 


Example Question:
Nico holds personal contact and bank account details of her DJ’s on her computer. State the name of the act that controls the storage of personal information by Nico. [1] 
Describe one legal implication for Nico if this data is stolen [2]
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	The Computer Misuse Act

	Key words I have Learnt from the lesson:
	What you should know:
1) State three principles to the act
2) Different ways a business can lose data
3) Explain the impact hacking can have on Customers, Business, Employees

	Extra Notes:
	Command words likely to be used:
	Define
	State

	Identify 
	Give

	Explain 
	Which




	

Hacking - Unauthorised user who attempts to or gains access to an information system 
Virus - A virus is a program written to cause mischief or damage to a computer system. 
[image: ]The Computer Misuse Act (1990) was developed to cope with the problems of computer hackers and viruses. 




There are three principles to the act:

1. It is illegal to access unauthorised data e.g. Hacking. 
2. It is illegal to access unauthorised data with the intent to commit a crime. 
3. It is illegal to access unauthorised data and change it e.g. Planting viruses and deleting files. 

A business can lose data in a few ways:
- Accidental loss
- Corruption (data becomes damaged)
- Data is stolen.

If a business does any of the above, they can be in serious trouble. The three ways below outline just how businesses can be affected.

	Customers
	Employees
	Business

	Reduced confidence
Increases risk of identity theft
Increased Phishing
Vulnerable
Credit Rating affected
	Disciplinary action
Sack/Dismissal
Intentional? Will lead to prosecution.
	Legal action from Information Commissioners (DPA)
Increased costs to resolve issues
Loss of income
Brand name in disrepute
Customers leaving










Test yourself: Can you answer the following questions?
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	Health and Safety at Work Act

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain potential dangers at work
2) State how a business can prevent them
3) Explain the regulations of the law an employer must comply with

	Extra Notes:
	Command words likely to be used:
	Define
	Explain

	Identify 
	State

	Justify 
	Advise




	
	Dangers
	Prevention

	Eye strain and headaches 
-- Sitting too close to the monitor (VDU) -- Bad lighting -- Spending too much time on the PC -- Flickering screen 
	Sit at arm’s length 
Not too light or dark Regular breaks (15 minutes per hour) 
New Monitor 
Anti-Glare screens 


	Repetitive Strain Injury (RSI) 
-- Repeated movement of wrists and fingers over a long period of time -- Too much force when using keyboard/mouse (Aches + pains from muscle damage) 
	Prevention At least 5 minutes break every hour Mouse bags Keyboard rests Wrist supports Keep elbows close to your side 


	Back problems 
-- Caused by sitting in an awkward position at a computer. 
	Prevention Keep good posture Use an adjustable chair to allow a good position Sit with your back straight and head up Adjustable monitor so you don’t have to bend your neck 



[image: ]
Employer regulations – (THE LAW) 
The law states that an employer must: 

• Provide tiltable screens 
• Provide anti-glare screen filters 
• Provide adjustable chairs 
• Provide foot supports 
• Make sure lighting is suitable 
• Make sure workstations are not cramped 
• Plan work at a computer so that there are frequent breaks 
• Pay for appropriate eye and eyesight tests by an optician 


	Example Question:
When Working in a medium sized office at the same time, describe the three threats to physical health the staff face when working closely day after day and describe the solutions to these threats [6]
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	Question

	Answer

	



	Fire, floods, lightening damage, theft of equipment and scratches on the hard disk

	


	Backups

	
	Lock the doors when not in use, use keypads on doors, CCTVs and in large firms, security guards


	



	A program or hardware device that filters information coming through the internet

	



	Software used to detect viruses and malware

	
	It records every event or change to the system e.g. password change, file deletion 


	
	A method of scrambling data in such a way that only the people who have the ‘secret key’ can unlock and read the message.


Task: We are giving you the answers. All you have to do is to work out what the question 
	


Copyright

	Key words I have Learnt from the lesson:
	What you should know:
1) Explain copyright issues
2) Justify why some users illegally download
3) State who suffers from illegal downloads

	Extra Notes:
	Command words likely to be used:
	Define
	Explain

	Identify 
	State

	Justify 
	Which




	Downloading Music and Copyright Issues
• Increasingly popular way of purchasing music.
• Can buy specific tracks you want!
• Can put on a range of devices.
• Can stream throughout your home.

BUT:
• Easier to make copies.
• More people download illegally.
• No original copy so if file lost – may have to purchase again.

A lot of different people suffer when music is downloaded illegally.
Here are some of the many different people who lose out from people who download illegally.

• It is illegal to download music without permission or purchase.
• You could face legal action or removal from your internet service under the three strike legislation.
• Ignorance is not an excuse


What if someone illegally uses products from a business? (e.g. downloads a movie someone has produced without paying for it).
1. Loss of sales?
2. Unemployment
3. Company have to pay legal expenses to prosecute.
4. Increased prices for consumers? Why?
5. Fewer products produced due to smaller budgets.

What if a business uses something they have not got permission to use? (e.g. copying a design from one product in their own).
1. Loss of confidence by consumes
2. Could be prosecuted.
3. Brand name in disrepute.
4. Fine/Sued
5. Forced to withdraw product.

[image: ]

	Example Question

Steve creates and plays his own tracks by combining together samples. Some of the samples are from tracks written or performed by other people. Explain three actions Steve must take in order to comply with the Copyright, Designs and Patents act when doing this. [3]

A leisure centre needs to adhere to Health and Safety in their office. Name two ways to protect physical safety in an office environment [2]
 Suggest two ways to protect health whilst using computers for long periods of time [2]
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	Threats to Data

	Key words I have Learnt from the lesson:
	What you should know:
1) Describe different threats to computers
2) Explain the impacts of threats on a business network
3) Describe how businesses can prevent threats

	Extra Notes:
	Command words likely to be used:
	Define
	Explain

	Identify 
	Consider

	Why 
	Which
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INPUT DEVICES

fio

Across

1. This reader can automatically input data from black and white stripes on the side of food
packages

4. An inout device useful for plaving games
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Across

1. This reader can automatically input data from black and white stripes on the side of food
packages

4. An input device useful for playing games

5. Abbreviation for the device that can input data from multiple choice tests.

8. This input device is used for cashpoints, you can choose the options by selecting with your
finger.

9. A pointing and clicking device

10. Used to type data into the computer

Down

2. This type of keyboard is useful in fast food restaurants, it often contains images.

3. Useful input device for transfering an exact copy from paper to the computer
6. Abbreviation for the device that can read characters from cheques

7. Input device used to capture sound and voices

‘This material should not be posted onto another site. Please create a liak.
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WHAT AM |?

"1 am used by architects and engineers
when they need to print out very large
scale plans. 1 can also be used to print
outlarge posters.”

ANSWER

"L willlet you see your work whilst you
are creating it. 1 update instantly and
show you exactly how things will look
once they are printed out. 1 come in
different sizes and qualttes. T can
have a glass front or a thin plastic
film."

ANSWER ...

*I am used when multple or carbon
copies of documents are needed. |
can use continuous paper with
perforations along the sides of it
Sheets can then be tom off as needed.
T'am quite noisy when I'm working

ANSWER

“Lam used in offices where many
copies of black and white documents
need to be produced in high quality. T
can make these documents fairly
quickly and 1 am probably the cheapest
cost per page.”

ANSWER ....
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"L willlet you see your work whilst you
are creating it. 1 update instantly and
show you exactly how things will look
once they are printed out. 1 come in
different sizes and qualttes. T can
have a glass front or a thin plastic
film."

ANSWER ...

1 am used when you want to listen to
sound that is stored on your computer.
The quality of the sound is partly
dependent on how high a quality T am.
1 can be placed on your desk, on the
floor or on the wall. ”

ANSWER ..

All Rights Reserved

“Lam used in offices where many
copies of black and white documents
need to be produced in high quality. T
can make these documents fairly
quickly and 1 am probably the cheapest
cost per page.”

ANSWER ....

*Iam used when don't need many
copies of things and also when the
quality isn' critical. 1 spray ink onto
the paper, sometimes I get a bit
enthusiastic and spray too much and
the colours can look saturated. Most
of the time I'm ok though. My ink
comes in cartridges.”

ANSWER.
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Across

2 This provides the ink for an inket printer
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Across

2. This provides the ink for an inket printer

4. This type of printer produces the highest quality printouts

7. An commonly used output device which can produce a hard copy of your work.
8. This provides the ink for a laser printer

Down

1. An output device which allows you to view your work as you o it

2. Inket printers can usually print in black and white and also in

3. An output device used by architects to produce blueprints and large scale Plans
5. Auseful output device for listening to music

6. Adot matrix printer is otherwise known as an ....... printer
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Click here for
extra reading

The software that acts as the communicator
between your computer's hardware and you.

The OS also tells the
applications like
word or Chrome how
to use the hardware
like the printer or the
webcam etc.

You can't speak to

the machine. The OS

does that for you
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Tasks of the Operating System

Have a look at the list of tasks in the table below. Place a tick next to the tasks for
which you think the Operating System is responsible.

Number Task Done by
Operating
System?
1 Issues simple error messages
2 Enables you to format documents
3 Controls the loading and running of programs
4 Allocates out RAM memory between programs
and tasks
5 Stores the instructions for starting up the
computer
6 Oversees the quality of printing
7 Allows the user to save files to a backing store
8 Allows you to view web pages
9 Quarantines any viruses found on a system
10 Controls peripherals such as disk drives and
printers
11 Organises the CPU processing time between
programs and users
12 Deals with user instructions
13 Stores the email address book
14 Warns you if you have been using the computer
for too long
15 Enables the hardware to interact with the
software
16 Maintains security and access rights of users
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Operating Systems Wipeout
Which of the following does an operating system do. There are 9 correct answers and 3 wipeouts.

Controls input . Data
and output Scheduling Spell Checks Management

Creates Storing and

Booting Documents Error Handling Retrieving Files

Storage Application
Assistant Organisation

Loads into ROM Collects Data
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Item Definition / Meaning Why needed / used
‘Afirewallis a piece of software which | To prevent nasty spyware or hackers trying to
u controls what information comes in to get in to your computer.
Firewall | your computer and also what leaves your | To stop viruses which may infect your
computer based on a series of rules. computer from sending personal information
out of your computer.
Software which checks files and To ensure your computer is protected from
O programs to ensure you do not get viruses.
infected with a virus. You must update it and scan your computer
rus on a regular basis for it to be effective.
Software
oy Software which updates your operating | Software can have ‘bugs’ or issues which
" system or other programs with the latest | need to be fixed. These issues could cause
System updates. security problems for you. Keeping your
Update computer up to date ensures issues do not
affect you.
= A utility which scans your computer and | Removing software and files keeps your
» allows you to remove files/software computer running efficiently and ensures you
Disk which you have not used in a long time. | save disk space.
Cleanup,
Spyware is software which monitors fyou do not use this, your computer could
a what you do on a computer and reports | be at risk and you could be being watched.
it to someone. Your personal information may be stolen or
Anti- Anti-Spyware removes any spyware your computer severely slowed down as a
Spyware result.

issues and protects your computer from
these threats.
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SOFTWARE

Research each of the types of software below and make some notes about key features in the boxes provided

Operating Systems

4

4

Programming Languages

User Interfaces

Generic Software

Bespoke Software
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WHAT AM |?

"I am a magnetic storage device that is
often used to back up systems overnight.
T have 2 large storage capacity, often
around 40Gb to 100Gb. My main
problem is that T am serial access so
finding specific iles can take time”

“I am an optical storage device which
can store around 650Mb of data. | am
often used to store music but you can
use me to back up your files and data
You have to be careful with me though

ANSWER...... as | can snap or get scratched.”

"I am a magnetic storage device. 1
used to be very popular but many
people don't want to use me any
fonger. T can only store files which are
1.44 mb or less. I do get damaged
fairly easily”

™1 am a fairly old fashioned storage
device. Im not much bigger than a
floppy disk to look at, but T can store
around 75 floppy disks. You would
need an external drive though if you
wanted to use me.”

ANSWER ...

ANSWER ........
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"I am a magnetic storage device. 1
used to be very popular but many
people don't want to use me any
Tonger. T can only store files which are
1.44 mb or less. I do get damaged
fairly easily”

ANSWER ...

1 am a magnetic storage device. T
have a large storage capacity and this
means that I can permenantly store all
of your applications and files. 1am not
very easy to access and I don't
recommend that you try to remove me
o carry me around. ”

ANSWER ...

© wuw teach-ictcom All Rights Reserved

ANSWER ......

™1 am a fairly old fashioned storage
device. Im not much bigger than a
floppy disk to look at, but T can store
around 75 floppy disks. You would
need an external drive though if you
wanted to use me.”

ANSWER ........

"1 am a solid state storage device.
am small, portable and very relizble. T
can now store up to 4Gb of data,
although smaller versions of me are
much less expensive. 1 can be plugged
into a USB port in your computer.”

ANSWER ...
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help then.

Keyboards A way for blind people to be able to use touch to

Braille
i L) recognise keys on the keyboard and type.

Microphone input Give voice commands to a computer (e.g. Siri)

@

Magnifier To enlarge parts of a screen to make it easier to see for
visually impaired people.

On Screen Keyboard For people who cannot use a keyboard, an on-screen
2 keyboard could be used.

For people unable to use a traditional mouse, a foot
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Magnifier

To enlarge parts of a screen to make it easier to see for
visually impaired people.

On Screen Keyboard

For people who cannot use a keyboard, an on-screen
keyboard could be used.

For people unable to use a traditional mouse, a foot
mouse allows someone to navigate around a computer
with their feet.

Sip and Puff Technology
"

A technology which allows people to give commands to
a computer using short sips and puffs into a straw.

Shortcuts and large screen
resolution

System shortcuts like ctrl+p (print) which makes some
tasks a bit easier for people. Changing the screen size so
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Shortcuts and large screen
resolution

System shortcuts like ctrl+p (print) which makes some
tasks a bit easier for people. Changing the screen size so
everything is much larger will also help visually impaired
people.

Text to speech (screen
readers)

@

The computer can read out what is on screen for the
user which is useful for visually impaired people.

Touch Screens

/B

For those who cannot access a computer traditionally, a
touch screen could be used to allow a user to interact
naturally.

High Contrast Screens

This makes colours and fonts much clearer and sharper
on the screen, making it easier for people with sight
problems to better see what is being displayed

Icons or the cursor could be made a lot larger, making
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High Contrast Screens

This makes colours and fonts much clearer and sharper
on the screen, making it easier for people with sight
problems to better see what is being displayed

Large icons/mouse
pointers etc

o]

Icons or the cursor could be made a lot larger, making
them easier to spot.

Factors Affecting Choice of System

When you are choosing what kind of computer to buy in a business you need to think about a few different things.
Otherwise, the computer you may spend a lot of money on, may not actually be fit for purpose or be unusable b
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Key Questions

Example

How much does it cost?

How much money is available?

Are there cheaper alternatives?

Is it cost effective — can it be done cheaper in
a different way?

If the computer is £2000 and it is only going to be
used by a receptionist to type letters is it worth it?
Will you use all the extra stuff it does?

Availability

Is the system readily available or is there a
wait time?

Can the system easily be repaired/replaced?
Is the system up to date?

If it is only available online, what happens if it breaks?
Can you replace it quickly?

What do | need the system to do?

Does the system allow me to do it?

Is there anything the system does not allow
me to do?

If you need to make DVDs, does it have a DVD
burner? If you are plugging in a scanner, printer and
mouse; does it have enough USB ports?

Are there any users with impairments you need to
think about?

Security

How secure does my system need to be?
Does the system keep my data secure?

If you are storing a lot of personal data on it, will it be
secure? Does the computer encrypt the data?

Does the operating system have username and
password access?
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How Peripherals (devices) connect

Bluetooth A wireless technology which allows one device to talk and connect to another. It can be
used in anything (phones, computers, even TVs!). Itis secure and has a long battery life.
Uses: Bluetooth headset, Sending/Receiving files on phones, Car-Phone connection,
Wireless games controllers.
USB This is a standard technology on most computers that allows lots of different things to
m connect to a computer. Examples include printers, mouse, keyboard, cameras etc

i

Firewire / Thunderbolt

(o)

>

Some devices have a lot of data, for example a video camera might have hours of film
footage from a family day out. Firewire is like a really fast USB connection that allows you
to transfer multimedia really quickly. Thunderbolt is a new version which is really really
fast!

=
s
FireWire
HDMI or VGA These are the two current main ways to connect a screen to a computer. VGA is an older
w | standard connection for normal quality screens. HDMI allows for much clearer quality
Hn ml pictures and is high definition. It is used for computers, TVs and things like games
W OFEITION MATMEDA NTERRE | o c ol
Infra-Red A bit like Bluetooth you but the two devices connecting together have to be close next to

E B &
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Firewire / Thunderbolt

’/90

Some devices have a lot of data, for example a video camera might have hours of film
footage from a family day out. Firewire is like a really fast USB connection that allows you
to transfer multimedia really quickly. Thunderbolt is a new version which is really really
fast!

s
O

FireWire
HDMI or VGA These are the two current main ways to connect a screen to a computer. VGA is an older
w | standard connection for normal quality screens. HDMI allows for much clearer quality
ml pictures and is high definition. It is used for computers, TVs and things like games
W OFEITION MATMEDA NTERRE | o c ol
Infra-Red A bit like Bluetooth you but the two devices connecting together have to be close next to

each other. It is really slow. It’s an old technology now and is used in things like your
remote control for your TV. You will notice that it does not work around corners or too far
away from your TV.

Summarise the key points of this section here:
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The term bandwidth refers to the speed at which information is passed over a
network like the internet.

The higher the bandwidth the more information can be passed through a
network at once.

Imagine it like water running through a drainpipe. The image on the right will
empty out faster.

\¢ '
TN Fat drain
—

Lr:;Skinny drain pipe pipe

Internet Tvoes and Speed
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WHAT AM I?

“1 am a validation method which is
often used for data with a regular
pattern. 1 work particularly well with
things like postcodes when the pattern
of letters and numbers are always in
the same order.”

ANSWER ..

"1 am a validation method which you
might use if you want to make sure
people enter sensible values. For
example, if the most expensive item
you sellis £100 then I could stop £101
from being entered”

ANSWER ...

"1 am a validation method that you
‘would use to make sure that an
important field such as surname or
phone number s never left blank in
your database.

ANSWER

1 am a type of validation which will
use last one or two digits in a code to
check that the other digits in the code
are correct”

ANSWER ..
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important field such as surname or
phone number s never left blank in
your database.”

ANSWER

"1 am a validation method which you
might use if you want to make sure
people enter sensible values. For
example, if the most expensive item
you sellis £100 then I could stop £101
from being entered”

ANSWER ...

1 am a type of validation which will
use last one or two digits in a code to
check that the other digits in the code

are correct”

ANSWER ..
“Iam a term which means to check

that the data you have entered, exactly
‘matches your original source data.”

All Rights Reserved
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B e Faster to enter / type
e Easier to check with validation (no spelling etc).

e Faster to use and send the data (smaller file sizes).

File Formats

g2
" w:

=

Proprietary File Formats: created and owned by a company and can only be used properly in the software they

create.
File .doc Xxls .ppt fla .wma .aac
Format .docx Xlsx .pptx
Creator Microsoft Microsoft Microsoft Adobe Microsoft Apple
Used for Word Spreadsheets Presentations Animation files Music to be Music to be
processing made in Excel made in made in Flash. | played backin | played back
documents PowerPoint Windows in Apple
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Proprietary File Formats: created and owned by a company and can only be used properly in the software they

create.
File .doc Xxls .ppt fla .wma .aac
Format .docx Xlsx .pptx
Creator Microsoft Microsoft Microsoft Adobe Microsoft Apple
Used for Word Spreadsheets Presentations Animation files Music to be Music to be
processing made in Excel made in made in Flash. | played backin | played back
documents PowerPoint Windows in Apple
made in Word. Media Player. iTunes.

Open File Formats: general formats which do not need one specific software package and can be adopted and

used by any developer
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Open File Formats: general formats which do not need one specific software package and can be adopted and
used by any developer

== =
. EXE i
File Wrtf pdf .csv .exe Ltxt .mp3 wav
Format
Used Basic text Read only Transferring Programs on | Plain text Compressed Full high
for with files for data from one a Windows files. music. quality
pictures. people to system to computer. sounds.
see but not another.
change.
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B Security Measures to Protect Data
What makes a good password? What makes a bad password?
e Mixture of CaSe e One word simple
e Symbols and characters *&(" e Allone case.
e Longer than 8 characters. e Something which relates to you.
e Changed regularly. e One which is written down.
e Not related to you. e Never changed.

How Businesses Protect Data

Companies store a lot of data about us when we make purchases or register on their websites. It is important that
they keep data secure and protected both from people outside and so that only required people can use the data
inside the company. Measures which could be taken are discussed below.

Physical Security Access Security
. SAD FLAB Usernames and Passwords
Serial Number everything Password policy
Alarms on Access rights
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What, Why, How: Protecting data and IT systems

‘What?
What are some of the most common causes of data being lost or damaged?

Why?
Why do some people deliberately try to delete or damage data?

N
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Why?
Why do some people deliberately try to delete or damage data?

How?
How can organisations protect their data and IT systems?

N
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Business Communications

Voice
Useful for quickly contacting
employees to discuss
something directly and
ensure the message is
understood.

SMS

Text Messaging
Used for sending short
informal messages to an
employee without them
having to answer

immediately.

Instant Messaging
Multiple people can chat all
at once in real time from
different locations.

D

Email
Instant communications
worldwide, where people
do not have to be there for
the email to arrive.

o

Chat Rooms
Like instant messaging but
more public and an open
way of conversing.

)

Forums
A way where people can
post comments or
contribute to discussions.
Like an electronic version of
a noticeboard.

A % a0





image51.png
e@ B3 http://wnaww bradleystokecs.org.uk/docs/Exams/11_Ca  + &

File Edit Goto Favorites Help

| 0] Smith (0 - Ou. | & bradiestokecs

| dove cvelution - v.. | Body Evoltion .. [ »Faling it -unve..| - Papercut F: i | | ) 5% £52

CY == XA ENE

Ix

W & @ @ 5%
M & | @ @[> -

& oo 3 ]

Diary management software
Diary software allows us to have a digital calendar. The major benefit is that it can be accessed on a range of devices

X4

Email
Instant communications
worldwide, where people
do not have to be there for
the email to arrive.

Ty

Chat Rooms
Like instant messaging but
more public and an open
way of conversing.

Y

Forums
A way where people can
post comments or
contribute to discussions.
Like an electronic version of
a noticeboard.

voip
Using the internet to make
voice calls (e.g. Skype).
International and
significantly cheaper than
phones.

Py
Social Media
Using things like social
networks to communicate
informally.

Blogs
Like an online diary where
employees can publish their
work publicly or privately
for others to review.
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in-the-gaps: Data Protection Act

Complete the sentences below using words from the list.

You should use each word only once]

C W r&

NAME SECURE EIGHT
LEGISLATION FAIRLY LONGER
EXCESSIVE TRANSFERRED PERSONAL
SUBJECTS STORE DATA
Because 1am collecting data such as a persons’ address
and date of birth, T will have to make sure that I collect and this data
according to the principles of the Protection Act (1998).
13
The eight principles are: .
- -

Page: 1011 | Words: 125 | B |
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according to the principles of the Protection Act (1998).
The eight principles are:
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3. Adequate, relevant and not
4. Accurate
5. Not kept than necessary
6. Processed in accordance with the data * rights
7. Kept
8. Not to any country outside the EU without similar
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Computer Misuse Act

1. Give three of the reasons why hackers want to try to break into computer systems

1

2

3

2. Explain why the Computer Misuse Act was passed in 1990
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2. Explain why the Computer Misuse Act was passed in 1990

Cambricge atorats oo Beiesrgn ool

Testyoursel.an you answer he folowing guestns?

1. Give thre of the reasons why hackers want to try to break into computer systems

3. List the four main offences that are covered by the Computer Misuse Act.

4. Look at each of these offences in detail and explain what they mean.
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6. Explain what an organisation can do to try to prevent someone from breaking into
their system.

7. Give a definition of the word hacker

T

2

3

@

6. Explan what an organisation can do to ty o prevent someane from breaking into
their system.

@ (e~

womd

Pogei 390145 | Words:3534 | B | 3 |





image61.png
omputer Misuse Act Worksheet [Compatibility Mode] W90 ROO1- Revision booklets - Microsoft Word

AR -A-pa (K0 | -5 (40
Font = Paragraph

ambicge ationats

“Test yourse: canyou arswer te folowing quesions?

1. Give three of the reasons why hackers want to try to break nto computer systems

7. Give a definition of the word hacker

6. Explan what an organisation can do to ty o prevent someane from breaking into
their system.





image62.emf

image63.png
Health and Safety Crossword [Compatibility Mode] - Microsoft Word

[ rove | nset  Pagelajout  References  Mailings  Review  View A

B Arial Unicode NV - 10 = A” A7

4aBsCcDi AaBb( AsBbCeDe AsBbCeDd AaBbCcI AABD( assbcede

! F Format Painter B 7 U -ae x, X Emphasi Heading1 TN J Strong Subitl T Titl 1 No Sp:
@‘
)
(D)
e
£03
5
—— —s





image64.png
Health and Safety Crossword [Compatibility Mode] - Microsoft Word

Wome | nsett  Pageloyout  References  Mailngs  Review  View  Addins »
s o A N Aae B s Fring -
B ars Unicode - [10 - A" A7 | Aam | %) 201 samscen. AaBb( AsbceDe ammbcepd AaBbecl A@Bb( AsBbcede & remie
Paste - 3 w - - mphasis leading lormal rone ubtitle itle lo Spaci. Change | >
S romatpanter B L U 7 e X, X v - A Emphasis  Heading1  TNormal  Strong  Subtitl TTtle 7N Sp: Shonge | I setect~
&
Aoross
3. Chats should be ... to nsure tht they areth correctheigh]
. Poorpostre o abady designed char can cause ths
. Employees shou receNe i befre using any computer equipment
7. These shoud be tucked sael underthe cesks o prevent people faing over them
. These shou be fite to windovs o pevent sunht shining on the monior Screen
Down
1. Peaple who wear olasses shoud have regulr e ...
These shoukd ot be alowed toral across e foor
4 Starg at the montorforto long can cause s
5 Reguler ... shouk help to slevste many heath problems caused by overuseofthe
computer
°
Page: 1 0f1 | Words: 117 | <5 | P2 | IEEE) o o)

W ) il

04/02/2014




image65.png
Repeating same movements

Information overload over and over again

Fast pace of change Using a mouse for long

periods of time

Repetitive pressing of
keyboard

Causes

Working from home, no breaks

Repetitive Strain

Aching armsfshoulder
Stress Injury (RSI)

Clumsiness
Symptoms J/” Loss of strength

Panic attacks

Nurnbness in hands
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Unable to cope with changes

Poor sleep Correct typing technique

Eating disorders
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Sun
Electricity

Causes

Blurred/double vision
Watering eyes
Headache

. Symptons
Eyestrain

Miscariage

Good light
Reduce glare

Focus on distant objects




image66.emf

image67.png
Lok rooms

Securty guarss

Smart ards to enter rvoms
Physical

Senitve data on stand-alons
machines instead of netmots

Vidso Cameras

I an exam, only give one or o examples
from thi category

Encrypt data

Firmalls o blook scoess from outsde

Someons who brasl cadas and pasawerds
to 300055 computer ystems

ten done for 3 shallenge, dorit intend to
cause damage

2 wn ev?
2 whoare they?
- May be tying o commit faud or el data

Ex employees with 3 qudge
Computer'geele’ part of the hading

How canyou
community

? protect yourseir?

ctvty logs ™, Sefbuare
Passmorts

Levats ot securty

Computer isuse Act(1395)
Hadking = Maximum fine 22,000
and © months prison sentence

Fraudibladamail = unlimitsd ine
25 y1 pison sentence

Intioducing viuses = unlimited fine &
5 yrpison sentence maximum

Legistation,

Can aiter or changs files

Can gain sooess to sensitve information
May delate files to ham a company

May oy o blackmal the company

Hackers

_? wnyisitaproblem?

May steal paswordsfbank details
Data i the mostvaluable sommadity 3
business has

Stand atons machines ususllysate

T Whoisatrisk? ot e

Machines with intemet avoess




image68.png
s bt/ /v bradleystokecs.org k! docs/Exars/11.Ca O ~ &[0, Smith (M- Outfook Web A & bradieysokecsorg ok 5 PaperCut MF: Piners Printer

File Edit Goto Favorites Help

=50 72

)

&3] Collaborate + # Sign +

™ % - E-

Threats to Data

Threat Description Flow to protect against it

Computer Virus Something which is designed to replicate and cause | Use anti-virus software. Make sure it

‘damage or harm to a computer system. s updated and scan your computer

regularly

‘A virus which is designed to cause an annoyance | Use anti-virus software. Make sure it

but not damage any files —e.g.slow down your | is updated and scan your computer

computer or cause pop ups: regularly

Trojan Horse. "Avirus which pretends to be something good ke a | Use anti-virus software. Make sure it
game butis actually causing harm to your s updated and scan your computer

‘computer and letting other things in. regularly

Phishing “Something like an email which pretends to be from | Do not respond to requests for

a real company, rying to persuade youto do personal information.

Something (like visit a website and enter your Never give out personal information

personalinformation). It appear real but tis n fact | online.

a fake coy. Report and delete phishing emails

Malware which cases adverts to constantly ‘Ensure spyware protection is

appear on your computer installed and firewall i switched on.

“Someone attempts to gain access o your Ensure you have a frewall and it s

computer system switched on.

Where a computer system s sttacked by a large | Ensure the business has a good

number of computers trying to access itany one | firewall and is up to date.

time (e.g. 1 million attempts a second); causing the

‘computer to deny access to any services. Abit ke

‘when someone gets overwhelmed or frustrated

Physical Threats Things ike data stolen, computers removed or | Appropriate physical protection

people accessing data they should not be and (locked doors, cameras, cctv, bars on

sellingiton. windows etc)

Access levels (do not give access to

data unless they need it)

Transaction logs.

« Disclosure of personal information

2 | y 4





