
6Q�IGV�ƂNGU�KPVQ�[QWT 
2TKXCVG�%CNEWNCVQT
In the app itself, you can tap the ‘+’ sign to select 
Wi-Fi transfer, which gives you an IP address to 
type on your computer’s web browser. You can also 
KORQTV�ƂNGU�VJTQWIJ�[QWT�ECOGTC�TQNN�
RJQVQoU 
and videos).
Private Calculator can display and open a number of 
OGFKC�V[RGU��KPENWFKPI�RJQVQoU�
UWEJ�CU��LRGI���IKH��
�DOR�CPF��RPI�ƂNGU���XKFGQU�
�OR����CXK���OMX���YOX��
�ƃX���OWUKE�CPF�CWFKQDQQMU�
�OR����/KETQUQHV�1HƂEG�
ƂNGU�
�FQE���ZNU���RRV���QVJGT�CUUQTVGF�FQEWOGPVU�
�VZV��
�RFH��CPF�GXGP�FQYPNQCFGF�YGDUKVGU�
�JVO��

%JCNNGPIGU
Some of the concerns regarding this app are the 
fact that your child might potentially be hiding 
GZRNKEKV�RJQVQU��XKFGQU�QT�QVJGT�EQPVGPV�

If your child is under 18 years old it is illegal for 
them to produce, distribute or possess these 
types of images.
Child abuse pictures are illegal if they are:

 asked for;
 taken;
 received and kept; or
 sent, posted or passed around

 

6JG� ECNEWNCVQT��CRR� KU� CP� CRRNKECVKQP� VJCV� KU�FGUKIPGF� VQ�JGNR� VJG�WUGT� JKFG�
RJQVQU�CPF�XKFGQU�DGJKPF�VJG�CRRNKECVKQPU�UETGGP�

6JKU�CRRNKECVKQP�CRRGCTU�VQ�NQQM�NKMG�C�ECNEWNCVQT��DWV�WRQP�GPVGTKPI�C�RCUUEQFG�
KV�QRGPU�WR�C�RTKXCVG�XCWNV�YJGTG�ƂNGU�CTG�UVQTGF�UGEWTGN[�CPF�ECPPQV�DG�XKGYGF�
KP�VJG�K2JQPG�QT�#PFTQKFU�FGHCWNV�ECOGTC�TQNG�

6JG�OCZKOWO�RGPCNVKGU�HQT�EJKNF�CDWUG�OCVGTKCN�
ECP�DG�WR�VQ����[GCTU�KP�LCKN�CPF�DGKPI�RNCEGF�QP�
VJG|UGZ�QHHGPFGT�TGIKUVGT��6JG�OCZKOWO�RGPCNV[�
HQT�CP�CEV�QH�KPFGEGPE[�KU���[GCTU�KP�LCKN�KH�VJG�
RGTUQP�KP�VJG�RKEVWTG�KU�WPFGT����|+H�VJG�RGTUQP�KU�
QXGT�����VJG�OCZKOWO�RGPCNV[�KU����OQPVJU�KP�LCKN�

9JCV�ECP�RCTGPVU�FQ�VQ�MGGR�VJGKT�
MKFU�UCHG�QP�ECNEWNCVQT��CRR!

 Consider deleting this app
 Remind your kids that everything is public
 Have a dialog with your kids about  

 sexting and sending inappropriate photos  
 to others

 Explain to your kids that they should be  
 careful with sharing their photos with  
 anyone, as they can be forwarded

It is important to have open honest 
EQOOWPKECVKQP�YKVJ�[QWT�EJKNF�TGICTFKPI�UGZVKPI��

We always encourage open conversations around 
privacy and personal safety.
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%JCNNGPIGU

6JG�1OGING�RTKXCE[�RQNKE[�ENGCTN[�UVCVGU�VJCV�
the following information is saved on their 
servers for 120 days: ‘the time your chat 
began, your IP address, a randomly-generated 
ID tag assigned to your computer, your chat 
partner’s IP address, and your chat partner’s 
randomly-generated ID tag’. While this data is 
WUGF�HQT�NCY�GPHQTEGOGPV�CPF�VQ�VT[�VQ�VTCEM�
and prevent spammers, note that you are 
willingly providing this information when 
WUKPI�1OGING�

At the end of a chat the user has the option 
to save the chat log and is able to share the 
NKPM��6JGTGHQTG�VJG�WUGTU�EQPXGTUCVKQP�KU�PQV�
actually private, and the contents of the chat 
including any personal information you might 
share can be sent to anyone without their 
MPQYNGFIG�

6JGTG�CTG�VYQ�XKFGQ�EJCVU�YKVJKP�1OGING��
Monitored and Unmonitored. Using the 
video chat mode requires that the users IP 
address is made available to the ‘Stanger’s’ 
EQORWVGT��1OGING�XKFGQ�EJCV�TGSWKTGU�C�
direct connection to be made between users 
computer and the ‘Stranger’s’ computer.

1OGING�KU�C�YGDUKVG�VJCV�CNNQYU�[QW�VQ�TCPFQON[�EJCV�VQ�C�UVTCPIGT�
9JGP�C�WUGT�QRGPU�1OGING�VJG[�JCXG�VYQ�QRVKQPU���‘Text chat’�QT 
‘Video Chat’��6JG�WUGT�FQGU�PQV�JCXG�VQ�XGTKH[�QT�KFGPVKH[�VJGOUGNH�YJGP�VJG[�WUG�
1OGING��;QW�UKORN[�RKEM�VJG�VGZV�QT�XKFGQ�QRVKQP�VJGP�IGV�RCKTGF�YKVJ�C�‘Stranger’�

6JGTG�KU�CP�QRVKQP�VQ�EQPPGEV�1OGING�VQ�[QWT�(CEGDQQM�CEEQWPV��YJKEJ�CNNQYU�VJG�
WUGT�VQ�ƂPF�‘chat partners’�YKVJ�UKOKNCT�KPVGTGUVU��

+H�VJG�WUGT�EJQQUGU�VQ�WUG�VJKU�HGCVWTG�KV�QRGPU�WR�RQVGPVKCN�HQT�VJG�WUGTU�HTKGPFU�VQ�
UGG�VJG�1OGING�CEVKXKV[�QP�VJGKT�RTQƂNG��6JGTG�KU�CP�QRVKQP�VQ�EJCPIG�VJG�UGVVKPI�VQ�
‘Me Only’�UQ�VJG�1OGING�CEVKXKV[�KU�PQV�UJCTGF�

The below picture is a warning received when 
the user is initiating an unmonitored video 
chat with a ‘Stranger’.

The Carly Ryan Foundation does not 
recommend any child under the age of 18 
WUG�1OGING�
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*QV�QT�0QV|KU�CP�CRR�VJCV�JCU�KVU�WUGTU�TCVG�VJG�‘attractiveness’�QH�VJG�
QVJGT�WUGTU�DCUGF�QP�YJCVGXGT�RJQVQU�VJG[�EJQUG�VQ�UJCTG��7UGTU�VJGP�
UGV�WR�VJGKT�CEEQWPV�WUKPI�RJQVQU�QH�VJGOUGNXGU��6JG�WUGT�OWUV�CNUQ�
XGTKH[�VJGKT�IGPFGT��GOCKN�CFFTGUU�QT�(CEGDQQM�CEEQWPV�

6JG�*QV�QT�0QV�YGDUKVG�UC[U�KV�YKNN�PQV�CEEGRV�C�RTQƂNG�WPNGUU�VJG�WUGT�KU�
���QT�QNFGT��+V�CNUQ�UVCVGU�VJCV�WUGTU�HTQO�VJG�CIGU�QH���������ECPoV�EJCV�
QT�UJCTG�RJQVQU�YKVJ�WUGTU�YJQ�CTG�QNFGT�VJCP�����+P�UC[KPI�VJCV��VJGTG�KU�
PQ�XGTKƂECVKQP�RTQEGUU��

7UGTU�ECP�VJGP�NQI�QP�VQ�VJGKT�CEEQWPV�VQ�UGG�YJCV�QVJGT�WUGTU�VJKPM�QH�
VJGO��+H�GCEJ�WUGT�TCVGU�GCEJ�QVJGT�CU�‘hot’�VJGP�VJG[�CTG�CDNG�VQ�UGPF�
OGUUCIGU�VQ�GCEJ�QVJGT�YKVJKP�VJG�CRR��-GGRKPI�KP�OKPF�VJCV�VJGTGoU�PQ�
IWCTCPVGG�CP[QPG�KU�TGCNN[�YJQ�VJG[�UC[�VJG[�CTG�JGTG�

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT
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%JCNNGPIGU

� 1DLGEVKƂECVKQP
 Rejection
 Creates Low Self Esteem
 Users can be subjected to cyberbullying 
� 7UGTU�ECP�ƂPF�VJGOUGNXGU�DGKPI�UGPV� 

 sexually explicit images
� 0Q�CIG�XGTKƂECVKQP�PGGFGF
 Shares GPS Location

*QY�FQ�+�DNQEM�QT�TGRQTV�CPQVJGT�WUGT!

+H�[QW�ƂPF�UQOGQPGoU�DGJCXKQWT�VQYCTFU�[QW�
or their language abusive, you can let the 
YGDUKVG�MPQY�D[�ENKEMKPI�QP�VJG|KEQP�KP�VJG�
VQR�TKIJV�EQTPGT�QP�VJGKT�RTQƂNG�RCIG��UGNGEV�
‘Block or Report’ and choose the reason.

*QY�FQ�+�FGNGVG�O[�*QV�QT�0QV�CEEQWPV!

If you really want to delete your Hot or Not 
RTQƂNG��LWUV�NQI�KPVQ�[QWT�CEEQWPV�CPF�ENKEM�QP�

the cog icon on the top right corner of your 
RTQƂNG�RCIG��5ETQNN�FQYP�VQ�VJG�DQVVQO�QH�
the page where it says ‘Delete Account’ and 
follow the instructions given.

4GOGODGT�VQ�VCNM�VQ�[QWT|EJKNF|CDQWV�YJKEJ�
CRRU�CTG�CIG|CRRTQRTKCVG|HQT�VJGO�VQ�WUG��
Be sure to help them understand that other 
RGQRNGU�QRKPKQPU�UJQWNF�PQV�FGƂPG�VJGKT�UGNH�
worth as Hot or Not implies, and direct them 
to more teen-friendly apps. 

The Carly Ryan foundation do not recommend 
this app appropriate for anyone under the age 
of 17 to use.
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9JKURGT�KU�C�UQEKCN�CPQP[OQWU�EQPHGUUKQP�CRRNKECVKQP��+V�CNNQYU�WUGTU�VQ�UWRGTKORQUG�VGZV�QXGT�C�
RKEVWTG�KP�QTFGT�VQ�UJCTG�VJGKT�VJQWIJVU�CPF�HGGNKPIU�CPQP[OQWUN[��*QYGXGT��[QW�RQUV�CPQP[OQWUN[��
DWV�KV�FKURNC[U�VJG�CTGC�[QW�CTG�RQUVKPI�HTQO��;QW�ECP�CNUQ�UGCTEJ�HQT�WUGTU�RQUVKPI�YKVJKP�C�
MKNQOGVTG�HTQO�[QW�

#P[QPG�ECP�RQUV�CP�CPQP[OQWU�OGUUCIG�VQ�VJG�UGTXKEG�KP�VJG�HQTO�QH�CP�KOCIG�YKVJ�VGZV�QXGTNCKF�
QP�C�RKEVWTG��9JGP�VJG�WUGT�QRGPU�VJG�CRR��VJG[�YKNN�UGG�UKZ�UWEJ�KOCIGU��'CEJ�QPG�JCU�C�“secret” 
QP�KV��6JG�WUGT�ECP�VJGP�TGURQPF�VQ�C�OGUUCIG�RWDNKEN[�QT�RTKXCVGN[�

7UGTU�FQPoV�JCXG�C�RWDNKE�KFGPVKV[�KP�VJG�CRR��9JKNG�VJG[�FQ�JCXG�RGTUKUVGPV�JCPFNGU��VJGTGoU�PQ�YC[�
VQ�EQPVCEV�VJGO�GZEGRV�VJTQWIJ�VJG�OGUUCIGU�VJG[�RQUV�

016'��#NVJQWIJ�9JKURGT�KU�TCVGF�CIG����QP�VJG�FGXGNQRGTU�YGDUKVG��KV�KU�CEVWCNN[����QP�VJG�
#RRNG�UVQTG��

9*+52'4
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&WG�VQ�VJG�CPQP[OKV[��MKFU�CTG�RQUVKPI�RKEU�QH�
QVJGT�MKFU�YKVJ�FGTQICVQT[�VGZV�UWRGTKORQUGF�QP�
the image. Also, users do not have to register to 
use Whisper and can use the app to communicate 
YKVJ�QVJGT�WUGTU�PGCTD[�VJTQWIJ�)25��5GZWCN�
RTGFCVQTU�WUG�VJG�CRR�VQ�NQECVG�MKFU�CPF�GUVCDNKUJ�
a relationship.

*QY�FQ�+�DNQEM�C�WUGT�QP�YJKURGT!

6Q|DNQEM|C�WUGT�HTQO�YKVJKP�EJCV��VCR�QP�VJG�GNNKRUKU�
KP�VJG�WRRGT�TKIJV�EQTPGT�CPF�ENKEM�VJG�‘Block’ icon. 
;QW�ECP�CNUQ|DNQEM|C�WUGT�KH�[QW�UYKRG�NGHV�CETQUU�C�
EJCV�KP�VJG�KPDQZ�UETGGP�CPF�RTGUU�$NQEM�

*QY�FQ�+�FGNGVG�O[�9JKURGT�CEEQWPV!

7PHQTVWPCVGN[�VJGTG�KU�PQ�SWKEM�YC[�VQ�FGNGVG�[QWT�
whisper account. This is the information about the 
process from the Whisper website. ‘Upon your 
request, we can delete your account. You may 
make such request by emailing Support from 
the app. You can elect to delete all of 

your Whisper content OR completely delete 
your account. Note: Completely deleting your 
Whisper account will prevent you from joining 
the Whisper community in the future on your 
device. You will only be able to browse content.’

/CP[�YJKURGTU�UGGO�VQ�DG�CP�CVVGORV�VQ�IGV�
TGRNKGU�CPF�NKMGU�
ECNNGF�‘hearts’���6CNM�CDQWV�JQY�
to evaluate whether a user might be stretching 
the truth to get a response.

6JG�KOCIGU�KP|9JKURGT|EQWNF�NGCF�VQ�UQOG�
uncomfortable discussions about the 
UGZWCNK\CVKQP�QH�GXGT[FC[�VQRKEU�|

The Carly Ryan Foundation does not 
recommend the use of Whisper for anyone 
under the age of 18.
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(QTOGTN[�;GNNQY�

;WDQ�KU�C�UQEKCN�PGVYQTMKPI�UKVG�YJGTG�WUGTU�CTG�CDNG�VQ�OCMG�PGY�‘friends’��;WDQ�KU�XGT[�OWEJ�NKMG�
6KPFGT�CU�[QW�CTG�CDNG�VQ�UYKRG�TKIJV�KH�[QW�NKMG�UQOGQPG�CPF�NGHV�VQ�RCUU��+H�DQVJ�WUGTU�UYKRG�TKIJV�
VJGP�VJG[�YKNN�DG�OCVEJGF�CPF�CTG�VJGP�CDNG�VQ�EJCV��UGPF�RJQVQU�CPF�XKFGQU�YKVJKP�VJG�CRR�

;WDQ�KU�HTGG�VQ�FQYPNQCF��+P�QTFGT�VQ�ETGCVG�C�PGY�RTQƂNG�VJG�WUGT�OWUV�IKXG�VJGKT�PCOG��FCVG�
QH�DKTVJ�CPF�IGPFGT��6JG�WUGT�KU�VJGP�CDNG�VQ�HTGGN[�EJQQUG�YJQ�VJG[�YQWNF�NKMG�VQ�EQPPGEV�YKVJ��
YJGVJGT�KV�DG�IKTNU��DQ[U�QT�DQVJ��6JG�WUGT�ECP�WRNQCF�WR�VQ���RJQVQU�QH�VJGOUGNXGU�CPF�OCMG�C�
DKQITCRJ[�WUKPI�GOQLKU�

6JG�CRRNKECVKQP�CNNQYU�WUGTU�VQ�VWTP�QP�VJGKT�NQECVKQP�UGVVKPIU�VQ�ƂPF�QVJGT�WUGTU�PGCTD[�KP� 
VJGKT�RTQZKOKV[��;WDQ�CNUQ�JCU�C�.KXG�HGCVWTG�OQFG�6JKU�OGCPU�VJCV�WUGTU�CTG�CDNG�VQ�ETGCVG�C 
NKXG�XKFGQ�YKVJ�WR�VQ�HQWT�QH�VJGKT�n;WDQo�HTKGPFU��6JGTG�CTG�QDXKQWU�FCPIGTU�TGICTFKPI�VJKU�V[RG 
QH�CEVKXKV[�

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO

%JCNNGPIGU
In Yubo’s terms and conditions it says that users 
OWUV����VQ�UKIP�WR�VQ�UKIP�WR��KV�CNUQ�UVCVGU�VJCV�
WUGTU�DGVYGGP�VJG�CIGU�QH���������[GCTU�QNF�OWUV�
have parental permission before signing up and 
creating an account.
Warnings about inappropriate content can be 
found on the app store when downloading the 
CRR�CPF�KPENWFG�VJG�HQNNQYKPI�ƃCIU�

 Infrequent/Mild Sexual Content and Nudity
 Frequent/Intense Mature/Suggestive Themes
 Infrequent/Mild Profanity or Crude Humour
 Infrequent/Mild Alcohol, Tobacco, or Drug  

 Use or References

Even though Instagram and Snapchat are no 
longer integrated into the application, many 
users upload a picture of their Snapchat account 
details on to their Yubo account biography. 
*QY�FQ�+�TGRQTV�CPQVJGT�WUGT!
7UGTU�ECP�TGRQTV�QVJGT�WUGTU�RTQƂNGU�KH�VJG[�CTG�
GZRQUGF�VQ�KPCRRTQRTKCVG�EQPVGPV��6JKU�ECP�DG�
FQPG�UKORN[�D[�ENKEMKPI�QP�VJG�ƃCI�KEQP�KP�VJG�VQR�
NGHV�EQTPGT�QH�VJG�RTQƂNG�VJG�WUGT�YKUJGU�VQ�TGRQTV��
6JG�CRR�YKNN�VJGP�CUM�WUGTU�VQ�UGNGEV�C�TGCUQP�HQT�
the report from a list of options.

It is important for parents to be aware of what 
CRRU�CPF�UQEKCN�PGVYQTMU�VJGKT�EJKNF�KU�WUKPI��9G�
would recommend using caution with the Yubo 
app, parents need to consider whether the app is 
age appropriate for their child.
*QY�FQ�+�FGNGVG�O[�;WDQ�CEEQWPV!
Go to the settings and to ‘Manage my Account’ 
and press delete my account. 
+H�[QWT�EJKNF�KU�WUKPI�VJG�CRR�QT�YCPVU�VQ�UVCTV��VCNM�
VQ�VJGO�CDQWV�VJG�RQVGPVKCN�TKUMU�CPF�YJCV�VJG[�
hope to gain from using the application. Also, 
consider whether your child is emotionally mature 
VQ�DG�GZRQUGF�VQ�VJG�MKPF�QH�EQPVGPV�VJCV�OC[�DG�
posted on the app.
.KMG�CP[�UQEKCN�OGFKC�;WDQ�ECP�DG�C�RQUKVKXG�UQEKCN�CEVKXKV[�
VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�HTKGPFU��,WUV�DG�OKPFHWN�
of screen time and be aware of who they are connecting 
with. We always encourage open conversations around 
privacy and personal safety.
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%JCNNGPIGU
Users are able to write comments underneath 
other users cards. If the two users follow one 
another then they are able to send private 
direct messages to each other. Some of the 
WUGTU�JCXG�DGGP�MPQYP�VQ�ETGCVG�ECTFU�YJKEJ�
KPENWFG�RKEVWTGU�QH�RGQRNG�VJCV�VJG[�MPQY�HQT�
the other users to then rate them ‘who’s the 
prettiest, or hottest?’.

When using Wishbone, the users are able 
VQ�ETGCVG�C�RWDNKE�RTQƂNG�CPF�DKQITCRJ[��+H�
VJG�WUGT�EJQQUGU�VQ�NKPM�VJGKT�UQEKCN�OGFKC�
accounts to Wishbone, the app can then 
accumulate a large amount of the users 
personal and private information, and will be 
GZRQUGF�VQ�JKIJ�XQNWOG�CFXGTVKUKPI�DCUGF�QP�
their information.

+P������9KUJDQPG�YCU�JCEMGF�CPF�OKNNKQPU�QH�
users had their personal information circulated 
online. There have also been many reports 
of cyberbullying within the app, especially 
when people’s photos get used without their 
permission and rated.

*QY�FQ�[QW�TGRQTV!
You can report content that may be upsetting 
QT�KPCRRTQRTKCVG|QP�VJG�CRR�D[�UKORN[�

9KUJDQPG�KU�C�UWTXG[�CRRNKECVKQP�CKOGF�OQUVN[�CV�VGGPCIGTU��#NVJQWIJ�VJGKT�
VGTOU�CPF�EQPFKVKQPU�UC[�VJCV�VJG�CRR�KU�TCVGF����VJG�CRR�UVQTG�UC[U�����
6JG�WUGT�ECP�EQPPGEV�VQ�VJG�CRRNKECVKQP�WUKPI�(CEGDQQM�QT�6YKVVGT� 
1T�CNVGTPCVKXGN[�VJG[�ECP�UMKR�VJG�‘log on’�RTQEGUU��

7UGTU�CTG�RTGUGPVGF�YKVJ�VYQ�ECTFU��CPF�CTG�VJGP�CUMGF�VQ�EJQQUG�C�
RTGHGTGPEG��/CP[�QH�VJG�ECTFU�VJCV�EQOG�WR�KPENWFG�KPCRRTQRTKCVG�NCPIWCIG�
NCPIWCIG�YTKVVGP�KP�VJG�EQOOGPVU��9KUJDQPG�WUGTU�CTG�CNUQ�CDNG�VQ�
RTQFWEG�VJGKT�QYP�ECTFU�UQ�VJCV�QVJGT�WUGTU�ECP�UGNGEV�VJGKT�RTGHGTGPEG�

9+5*$10'
#22 � (#% 6 5

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

13+
Age Rating in 
the App Store:

selecting the three dots on the top right side 
of the app and selecting report.

$NQEMKPI�WUGTU|
6Q�DNQEM�C�WUGT��PCXKICVG�VQ�VJG�WUGToU�RCIG�
and select the three dots on the top right side 
QH�VJG�CRR�CPF�ENKEM�‘Block user’.

Help your child understand how to deal 
YKVJ�FKHHGTGPV�QPNKPG�TKUMU�VJCV�VJG[�OC[�DG�
GZRQUGF�VQ�QP�VJG�CRR�UWEJ�CU�E[DGTDWNN[KPI�
or inappropriate content. 

#FXKUG�[QWT�EJKNF�PQV�VQ�NKPM�VJG�CRR�VQ�VJGKT�
other social account so it does not pull in 
personal information into their Wishbone 
account and draw information about their 
HTKGPFU��#NUQ��OCMG�UWTG�VJG[�EJQQUG�CP�
anonymous username and a strong password 
to protect their content.

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO
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/GNQP�KU�C�OGUUCIKPI�CRR�VJCV�CNNQYU�WUGTU�
to chat with strangers, share images, and 
OQTG��0QV�QPN[�FQGU�VJKU�CRR�OCMG�KV�GCU[�
for children and teens to engage in age 
��KPCRRTQRTKCVG�EQPXGTUCVKQPU��KV�OCMGU�KV�
easy for predators to connect with potential 
victims. For these reasons, no child under 18 
should use this app. 

%JCNNGPIGU

6JGTG�KU�PQ�TGCN�ƂNVGTKPI�VJCV�KU�RQUUKDNG�
with the video chatting because the users 
control their own video feed. There has been 
many reports of misuse and inappropriate 
behaviour. This behaviour can be reported, 
but only after it has occurred.

#NN�CPQP[OQWU�XKFGQ���UJCTKPI�CRRU�DTKPI�TKUM�
QH�VJG�WUGT�DGKPI�GZRQUGF�VQ�KPCRRTQRTKCVG�
EQPVGPV��/CP[�RGQRNG�JCXG�EQORCTGF�VJKU�
CRRNKECVKQP�CU�C�ETQUU�DGVYGGP�1OGING 
and Tinder.

/GNQP�KU�XKFGQ�EJCVVKPI�CRRNKECVKQP�VJCV�CNNQYU�RGQRNG�VQ�EQPPGEV�YKVJ�
VJG�VCR�QH�C�DWVVQP��6JG�WUGT�ECP�EJCV�YKVJ�CU�OCP[�FKHHGTGPV�WUGTU�CU�
VJG[�NKMG��6JG�CRRNKECVKQP�TGEQTFU�C�JKUVQT[�QH�VJG�EJCVU�UQ�VJG�WUGT�ECP�
VJGP�TGXKUKV�VJG�EJCV�YKVJ�VJGKT�PGY�‘friend’� 

6JGTG�CTG�ƂNVGTU�YKVJKP�VJG�CRR�VJCV�CNNQY�VJG�WUGT�VQ�VCNM�VQ�RGQRNG�KP�
nURGEKƂEo�TGIKQPU��DWV�EQUV�GKVJGT�C�YGGMN[�QT�OQPVJN[�HGG��6JG�CRR�RCKTU�
VJG�WUGTU�DCUGF�QP�CIG�CPF�IGPFGT�CPF�QPEG�CP�CEEQWPV�KU�ETGCVGF�VJG[�
IGV�CWVQOCVKECNN[�RCKTGF�YKVJ�CPQVJGT�WUGT�XKC�XKFGQ��6JGTG�KU�CP�QRVKQP�
VQ�JCXG�NQECVKQP�UGTXKEGU�QP�HQT�VJG�CRRNKECVKQP��/GNQP�TGEQOOGPFU�
JCXKPI�KV�QP�UQ�VJCV�VJG�WUGT�ECP�‘make friends all over the world�o

*QY�FQ�+�DNQEM�QP�/GNQP!

7PHQTVWPCVGN[�VJGTG�KU�PQ�YC[�VQ�DNQEM�QP� 
this app.

*QY�FQ�+�FGNGVG�O[�/GNQP�CEEQWPV!

 Firstly login to the site and click on the team  
 chat from the left sidebar. 

 Go to the text chat panel and specify that
       you would like your account deleted.

 If you don’t get any response send an email
 
.KMG�CP[�UQEKCN�OGFKC�/GNQP�ECP�DG�C�RQUKVKXG�UQEKCN�
CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�HTKGPFU��
,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�DG�CYCTG�QH�YJQ�
they are connecting with. We always encourage open 
conversations around privacy and personal safety.
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,WU6CNM�-KFU�KU�FGUKIPGF�YKVJ�CP�GCU[�VQ�WUG�
KPVGTHCEG�HQT�EJKNFTGP��+VU�TCPIG�QH�UGVVKPIU�
CNNQY�RCTGPVU�VQ�OCMG�VJG�CRR�CU�UCHG�CU�
RQUUKDNG�HQT�VJGKT�EJKNF��

5CHGV[�(GCVWTGU
,WU6CNM�-KFU�JCU�C�TCPIG�QH�UCHGV[�HGCVWTGU�KP�RNCEG�VQ�MGGR�
their users in control and safe:

 Parents and guardians can control their childs access  
 to all social features by setting passcodes.

 No harassment from strangers. Children will not   
    receive friend requests, messages or calls from 
 strangers unless added by the parents or guardian.

 No phone number is needed, only a WiFi connection.

 Parents and guardians assist their child in creating  
 a JusTalk Kids account by setting up a JusTalk ID  
 through the bottom of the signup page.

 Parents and guardians can block or remove any   
 contact at any time. 
 
9JCV�+H�/[�%JKNF�+U�$GKPI�*CTCUUGF!

,WU6CNM�-KFU�RTQXKFG�C�TGRQTVKPI�GPVTCPEG�
p(GGFDCEMq��
6JTQWIJ�VJG�EJKNFoU�,WU6CNM�-KFU�CEEQWPV��VJG[�ECP�TGRQTV�
KPPCRRTQRTKCVG�EQPVGPV�
KPENWFKPI�JCTCUUKPI��DWNN[KPI��
UGZWCN�QT�XKQNGPV�EQPVGPV��QT�UWURKEKQWU�CEVKXKV[�
HQT�
GZCORNG��KH�VJG[�VJKPM�UQOGQPG�GNUG�KU�KORGTUQPCVKPI�VJGKT�
HTKGPF�QT�HCOKN[�OGODGT��CPF�KOOGFKCVGN[�DNQEM�VJG�WUGT�

*QY�&Q�;QW�#FF�C�(TKGPF�QP�,WUV6CNM�-KFU!
For a contact to be added to your list, you have to add 
them AND they have to add you. JusTalk Kids requires 
both parties to be aware of each other outside the app.

,WU6CNM�-KFU�KU�C�UCHG�MKFU�OGUUCIG�CPF�XKFGQ�EJCV�CRR��-KFU�YKNN�PQV�TGEGKXG�HTKGPF�TGSWGUVU��ECNNU�
QT�OGUUCIGU�HTQO�UVTCPIGTU��#NN�QH�[QWT�EJKNFTGPoU�RGTUQPCN�KPHQTOCVKQP�
KPENWFKPI�EQPXGTUCVKQPU��KU�
GPET[RVGF�CPF�EQORNGVGN[�UCHG��,WU6CNM�-KFU�CNNQYU�MKFU�VQ�XKFGQ�ECNN�CPF�OGUUCIG�WUKPI�9K�(K�UQ�C�
RJQPG�PWODGT�KU�PQV�TGSWKTGF��7UGTU�WPFGT����OWUV�JCXG�RCTGPVU�RGTOKUUKQP�DGHQTG�FQYPNQCFKPI�
VJG�CRRNKECVKQP��

,WU6CNM�-KFU�KU�EQORNGVGN[�HTGG�QP�VJG�CRR�UVQTG�CPF�VJG�#PFTQKF�/CTMGVRNCEG��CNVJQWIJ�KV�FQGU�
QHHGT�KP�CRR�RWTEJCUGU�YKVJ�VJG�PQP�MKFU�XGTUKQP�QH�VJG�CRR�

If someone tries to add your child but your child doesn’t 
add them back, any attempted calls and messages will 
get rejected and remain unseen. Kids don’t receive any 
PQVKƂECVKQP�CDQWV�HTKGPF�TGSWGUVU��ECNNU�QT�OGUUCIGU�
WPNGUU�VJG[�CFF�VJG�RCTGPV�CRRTQXGF�RGTUQP�ƂTUV�

1. Go to the ‘Friends’ tab

2. Tap ‘Add Friends’ button on the top right corner.

3. Select either ‘JusTalk ID’, ‘Phone Number’ or ‘Scan  
 QR Code’

4. Type in relevant information and click ‘Add’

*QY�&Q�+�&GNGVG�/[�%JKNFoU�#EEQWPV!

If your child feels unsafe or you no longer wish to use 
the app, you may delete their account by emailing 
MKFU"LWUVCNM�EQO��&GNGVKPI�VJGKT�,WU6CNM�-KFU�CEEQWPV�
will delete their registration information, information 
about their activity, contacts and device information. 
However, messages sent from your child to other users 
will still be visible on the other users’ device.  

.KMG�CP[�UQEKCN�OGFKC�,WU6CNM�ECP�DG�C�RQUKVKXG�UQEKCN�
CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�HTKGPFU��
,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�DG�CYCTG�QH�YJQ�
they are connecting with. We always encourage open 
conversations around privacy and personal safety.
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/GUUGPIGT�-KFU�KU�C�PGY�XGTUKQP�QH�VJG�RQRWNCT�CRR�/GUUGPIGT�YJKEJ�
CNNQYU�EJKNFTGP�VQ�DG�KP�C�UCHG�GPXKTQPOGPV�VQ�EQPPGEV�YKVJ�VJGKT�HTKGPFU�
CPF�HCOKN[��2CTGPVU�CTG�CNUQ�KP�EQPVTQN�QH�OCPCIGOGPV�GPUWTKPI�VJGKT�EJKNF��
ECP�EQOOWPKECVG�RQUKVKXGN[�CPF�UCHGN[��/GUUGPIGT�-KFU�KU�OCFG�UQ�VJG�
WUGT�FQGU�PQV�PGGF�C�RJQPG�PWODGT�VQ�ECNN�QT�VGZV�QVJGT�WUGTU�

/'55'0)'4�-+&5
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6+
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 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

/GUUGPIGT�-KFU�KU�FGUKIPGF�HQT�MKFU�DGVYGGP�
VJG�CIGU�QH���CPF����[GCTU�QNF��&WG�VQ�75�
HGFGTCN�NCY�WUGTU�WPFGT�VJG�CIG�QH����ECPPQV�
NGICNN[�UKIP�WR�HQT�(CEGDQQM��UQ�VJKU�XGTUKQP�
QH�/GUUGPIGT�OWUV�DG�UGV�WR�VJTQWIJ�CP�CFWNV�
(CEGDQQM�CEEQWPV�

&QGU�/GUUGPIGT�-KFU�EQUV�CP[VJKPI!

/GUUGPIGT�-KFU�KU�HTGG�QP�VJG�CRR�UVQTG��#�RCTGPV�QT�
child simply needs to search for it in the search tab on the 
#RRNG�5VQTG�QT�#PFTQKF�/CTMGVRNCEG�CPF�ENKEM�nKPUVCNNo�QT�
‘download’.
 
5GV�WR�IWKFG�

1. &QYPNQCF�VJG�/GUUGPIGT�-KFU�CRR�VQ�[QWT�EJKNFoU�RJQPG�
or tablet.
2. Authenticate your child’s device using your own personal 
(CEGDQQM�NQIKP��
3. Create an account for your child by adding their name.
4. 2CTGPVCN�EQPVTQNU�
UWEJ�CU�CEEGUUKPI�FCVC�HTQO�[QWT�EJKNFoU�
account) are available in the Parent Portal on your main 
(CEGDQQM�CRR�

*QY�VQ�CFF�HTKGPFU!

���%NKEM�VQ�UGNGEV�[QWT�EJKNFoU�CEEQWPV
���%NKEM�n%JQQUG�%QPVCEVUo�

;QW�ECP�UGCTEJ�HQT�RGQRNG�[QWoF�NKMG�VQ�CFF�QT�UGNGEV�C�
ECVGIQT[�
GZCORNG��HCOKN[�OGODGTU��QVJGT�MKFU��[QWT�
HTKGPFU���VJGP�ENKEM�CFF��+H�[QW�ECPoV�ƂPF�QPG�QH�[QWT�EJKNFoU�
HTKGPFU��ENKEM�nKPXKVGo�VQ�UGPF�CP�KPXKVCVKQP�VQ�VJGKT�RCTGPV�UQ�
VJG[�ECP�FQYPNQCF�VJG�/GUUGPIGT�-KFU�CRR�

9JCV�VQ�FQ�KH�C�WUGT�KU�DWNN[KPI�QT�JCTCUUKPI�
Your child has the option to mute the conversation or to 
DNQEM�C�WUGT�KP�CP�KPUVCPV�KH�VJG[�HGGN�WPUCHG�QT�VJTGCVGPGF��
Alternatively, the parent can delete the contact so the child 
can no longer hear from this user. You can also report the 
WUGT�VQ�(CEGDQQM�YKVJKP�VJG�CRR�

/GUUGPIGT�-KFU�6KRU�

 /QPKVQT�YJQ�[QWT�EJKNF�EQPPGEVU�VQ

 -GGR�CP�QRGP�FKCNQIWG�YKVJ�[QWT�EJKNF�VQ�
GPUWTG�VJG[�CTG�GPLQ[KPI�VJG�CRRNKECVKQP�UCHGN[

 When adding friends, verify the user together to instill 
ETVKEKCN�VJKPMKPI�UMKNNU�KP�[QWT�EJKNF

.KMG�CP[�UQEKCN�OGFKC�/GUUGPIGT�ECP�DG�C�RQUKVKXG�UQEKCN�
CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�HTKGPFU��,WUV�
be mindful of screen time and be aware of who they are 
connecting with. We always encourage open conversations 
around privacy and personal safety.

JHYS`Y`HUMV\UKH[PVU�JVT
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/KPGETCHV�KU�C�XKFGQ�ICOG�VJCV�CNNQYU�VJG�RNC[GT�VQ�DWKNF��FGUVTQ[�CPF�
ETGCVG�YJCVGXGT�VJG[�ECP�KOCIKPG��;QW�CTG�RNCEGF�QPVQ�C�OCR�VJCV�JCU�
CP�GPFNGUU�COQWPV�QH�TGUQWTEGU�HQT�VJG�RNC[GT�VQ�WUG�VQ�ETGCVG�CTOQWT��
YGCRQPU��DWKNF��ƂPF�HQQF�CPF�QVJGT�CEVKXKVKGU�KP�QTFGT�VQ�UWTXKXG�VJG�
GPXKTQPOGPV�CPF�VJG�OQPUVGTU�VJCV�KPJCDKV�VJG�CTGC��/KPGETCHV�ECP�DG�
RNC[GF�KP�UKPING�RNC[GT�OQFG��NQECN�OWNVKRNC[GT�OQFG�QT�KP�Minecraft 
Realms�YJKEJ�IKXGU�[QW�VJG�QRVKQP�VQ�RNC[�YKVJ�JWPFTGFU�QH�RNC[GTU�
QPNKPG�CV�QPG�IKXGP�VKOG��

/+0'%4#(6
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/KPGETCHV�KU�UWKVCDNG�HQT�CIGU���CPF�CDQXG��
#NVJQWIJ��KV�KU�CNYC[U�C�IQQF�KFGC�VQ�OCMG�
UWTG�[QWT�EJKNF�KU�UWRGTXKUGF�CPF�WPFGTUVCPFU�
JQY�VQ�UVC[�UCHG�DGHQTG�IKXKPI�VJGO�CEEGUU�VQ�
C�ICOG�VJCV�CNNQYU�VJGO�VQ�EQOOWPKECVG�YKVJ�
UVTCPIGTU�
 
/KPGETCHV�4GCNOU

/KPGETCHV�4GCNOU�CNNQYU�[QW�VQ�RNC[�YKVJ�WR�VQ�����RNC[GTU�
at one time. Players can publicly and privately chat to each 
other over the inbuilt game chat feature which may lead 
to other apps being involved for communication, such as: 
&KUEQTF�CPF�6GCO5RGCM��6JG�KPDWKNV�EJCV�ECP�DG�FKUCDNGF�VQ�
CNNQY�VJG�WUGT�VQ�GPLQ[�QPNKPG�ICOKPI�YKVJQWV�VJG�WPYCPVGF�
communication with strangers.

*QY�6Q�&KUCDNG�+P�)COG�%JCV�

1.  .QI�QPVQ�/KPGETCHV�CPF�ENKEM�QP�n1RVKQPUo�QP�� �
the main screen.

2.� %NKEM�QP�n%JCV�5GVVKPIUo

3. %NKEM�n%JCV��5JQYPo�WPVKN�KV�TGCFU�� � �
‘Chat:Hidden’

%JCNNGPIGU

2NC[KPI�/KPGETCHV�KP�UKPING�RNC[GT�FQGU�PQV�RWV�VJG�WUGT�KP�
CP[�FCPIGT�HTQO�QVJGT�RNC[GTU��JQYGXGT�RNC[KPI�KP�/KPGETCHV�
4GCNOU�QT�OWNVKRNC[GT�OQFG�OC[�RWV�[QWT�EJKNF�CV�TKUM�QH�
inappropriate behaviour, harassment and other forms of 
online cyber bullying.

4GRQTVKPI�+PPCRRTQRTKCVG�$GJCXKQWT

7UGTU�YJQ�GPVGT�RWDNKEN[�LQKPCDNG�TGCNOU�CTG�UWDLGEV�VQ�VJG�
rules and regulations of the player who created the realm. 

Innappropriate behaviour is to be reported to the 
administrators of the realm--typically volunteers and 
in-game players--and will be actioned inhouse rather than 
VJTQWIJ�VJG�ETGCVQTU�QH�/KPGETCHV�

.KMG�CP[�QPNKPG�ICOG�/KPGETCHV�ECP�DG�C�RQUKVKXG�UQEKCN�
CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�HTKGPFU��,WUV�
be mindful of screen time and be aware of who they are 
connecting with. We always encourage open conversations 
around privacy and personal safety.

JHYS`Y`HUMV\UKH[PVU�JVT
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$WODNG�KU�C�NQECVKQP�DCUGF�UQEKCN�CPF�FCVKPI�CRRNKECVKQP�VJCV�OCVEJGU�
WUGTU�VQIGVJGT�HQT�GKVJGT�DWUKPGUU��RNCVQPKE�QT�TQOCPVKE�TGNCVKQPUJKRU��

$7/$.'
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18+
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7UGTU�EQPVKPKQWUN[�UYKRG�VJTQWIJ�C�NKUV�QH�QVJGT�
IGQITCRJKECNN[�NQECN�$WODNG�WUGTU��UYKRKPI�NGHV�
KH�VJG[�FQ�PQV�NKMG�VJCV�WUGT�YJKNG�UYKRKPI�TKIJV�
KH�VJG[�FQ��+H�VYQ�WUGTU�JCXG�OWVWCNN[�UYKRGF�
TKIJV�VJG[�OCVEJ�YJGTG�C����JQWT�YKPFQY�KU�
OCFG�VQ�EQOOWPKECVG�QVJGTYKUG�VJG�OCVEJ�YKNN�
FKUUCRRGCT�HQTGXGT��(QT�JGVGTQUGZWCN�OCVEJGU�
QPN[�HGOCNG�WUGTU�ECP�OCMG�ƂTUV�EQPVCEV�
YKVJ�OCVEJGF�OCNG�WUGTU��YJGTGCU�UCOG�UGZ�
OCVEJGU�QT�VJQUG�OCVEJGF�KP�VJG�n(TKGPFUo�QT�
n0GVYQTMKPIo�UGEVKQP�ECP�UGPF�GCEJ�QVJGT�C�
OGUUCIG�ƂTUV�YKVJ�PQ�TGUVTKEVKQPU�
 
%JCNNGPIGU

 (CMG�RTQƂNGU�CTG�EQOOQP�QP�$WODNG��$G�
perceptive of what other users are saying and 
offering, if it sounds too good to be true it 
generally is.

 An inbuilt camera function allows users 
to send photos to each other which opens 
opportunities for image based abuse or cyber 
ƃCUJKPI�

 Shares GPS location.
 1DLGEVKƂECVKQP�
 4GLGEVKQP�

Bumble collects information about your device 
when you use the app; including your unique 
FGXKEG�KFGPVKƂGT��FGXKEG�OQFGN��QRGTCVKPI�U[UVGO��
CPF�/#%�CFFTGUU��;QWT�NQECVKQP�KPHQTOCVKQP�KU�
also constantly being shared and accessed within 
the app and must be turned on for the app to 
function.

*QY�&Q�+�4GRQTV�#�7UGT!

1.�5ETQNN�VQ�VJG�DQVVQO�QH�VJGKT�RTQƂNG�CPF�VCR�
VJG�pDNQEM�CPF�TGRQTV�DWVVQPq

�� Choose one of the report reasons and include 
any additional comments for their moderation 
team. You can share as much or as little 
information as you feel comfortable with, but the 
more information they have, the easier it is for 
$WODNG�VQ�UWRRQTV�[QW�CPF�VCMG�CEVKQP�

���6CR�pUWDOKV�TGRQTVq

*QY�&Q�+�&GNGVG�/[�#EEQWPV!

1.�1RGP�WR�[QWT�$WODNG�CRR

2. Select ‘Settings’ and scroll to the bottom

�� Select ‘Delete Account’

���6[RG�VJG�YQTF�n&GNGVGo�CPF�VCR�EQPƂTO

.KMG�CP[�UQEKCN�OGFKC�$WODNG�ECP�DG�C�RQUKVKXG�
UQEKCN�CEVKXKV[�VJCV�MGGRU�[QW�EQPPGEVGF��
,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�DG�CYCTG�
of who you are connecting with. We always 
encourage open conversations around privacy 
and personal safety.

JHYS`Y`HUMV\UKH[PVU�JVT
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%JCNNGPIGU
 12+ content in the songs lyrics. Swearing  

 and adult concepts in the provided music.
 Pornography, graphic content, suicide  

 notes.
 Tik Tok users can search for other users  

 to view or follow near their own location/city.
 User generated videos can be viewed and  

 shared onto other social media and  
 messaging apps increasing exposure.

 Bullying in comments.
 Users can publicise their messenger  

� WUGTPCOGU�QT�UQEKCN�OGFKC�RTQƂNGU�QP�VJGKT� 
� 6KM�6QM�RTQƂNG�

 Many underage accounts with large  
 amounts of followers.

 Easy for users to create multiple accounts  
 and hide them from their parents.

 Fake Tik Tok apps on the app store that  
 charge for download or offer followers.

016'��TikTok offers a live feature for users with
�����HQNNQYGTU�QP�VJGKT�RTQƂNG��6JKU�UGTXKEG�KU�
intended for ages 16+

*QY�&Q�+�&GNGVG�/[�6KM�6QM�#EEQWPV!
 Open the Tik Tok app and login. 
 Tap on the person icon at the lower right  

� QH�[QWT�UETGGP�VQ�QRGP�[QWT�RTQƂNG�
 Click on the three dots located in the  

 upper right corner.
 Click on ‘Privacy and Settings’.
 Click on ‘Manage my Account’.
 Add a phone number if you haven’t  

 already. 

6KM�6QM�KU�C�UQEKCN�OGFKC�RNCVHQTO�HQT�ETGCVKPI��UJCTKPI�CPF�FKUEQXGTKPI�UJQTV�OWUKE�XKFGQU��'XGT[�
FC[��OKNNKQPU�QH�RGQRNG�WUG�6KM�6QM�CU�CP�QWVNGV�VQ�GZRTGUU�VJGOUGNXGU�VJTQWIJ�UKPIKPI��FCPEKPI��
EQOGF[��CPF�NKR�U[PEKPI��6JG�CRR�EGNGDTCVGU�ETGCVKXKV[�YKVJ�XKFGQU�TGEQTFGF�KP����UGEQPFU�QT�NGUU�
CPF�UJCTGF�CETQUU�VJG�6KM�6QM�EQOOWPKV[� 

;QW�JCXG�VJG�CDKNKV[�VQ�OCMG�EQQN��UJQTV�XKFGQUsUQPIU�QT�UJQTV�FKCNQIWGU�s�VJCV�[QW�ECP�UJCTG�YKVJ�
VJG�YQTNF��CPF�RGQRNG�ECP�UGG�VJGO��6JKPM�/68�OGGVU�50.�OGGVU�MCTCQMG�OGGVU�&WDUOCUJ�OGGVU�
#OGTKECP�+FQN�OGGVU�+PUVCITCO�

� #�XGTKƂGF�RJQPG�PWODGT�KU� 
 a requirement for removing your 
 Tik Tok account.

 Scroll to the bottom of the page where it  
 says ‘Thinking about removing your  
 account?’ Tap it.

 Tap ‘Send Code’.
 Wait for the code to be sent.
 Enter the 4-digit code within 60 seconds  

 of it being sent to you. Then hit continue.
 Read over the implications of removing  

 your account. Hit continue if you agree  
 with the terms.

 Hit ‘Delete Account’. You’ll be logged out  
 and your account will be deleted.

*QY�&Q�+�$NQEM�C�6KM�6QM�#EEQWPV!
 Open the Tik Tok app and login. 
 Tap on the magnifying glass.
 Search for the user you want to block.
 Tap their name or photo.
 Tap on the ... icon.
 Tap ‘Block’.

*QY�&Q�+�4GRQTV�C�6KM�6QM�#EEQWPV!
 Open the Tik Tok app and login. 
 Tap on the magnifying glass.
 Search for the user you want to block.
 Tap their name or photo.
 Tap on the ... icon.
� 6CR�n4GRQTVo�CPF�ƂNN�QWV�VJG�WUGT�TGRQTV�
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%JCNNGPIGU

/KETQ�VTCPUCEVKQPU
There are opportunities for players to spend real 
money on items in the game.
Fortnite encourages a membership upgrade 
called a Battlepass, as well as in-game currency 
ECNNGF�8�$WEMU�VQ�DW[�DQPWU�KVGOU��;QW�ECP�DW[�
VJKPIU�NKMG�PGY�NQQMU�CPF�PGY�FCPEGU��/QUV�
RNCVHQTOU�CNNQY�[QW�VQ�DNQEM�KP�CRR�RWTEJCUGU�XKC�
parental controls, so be sure to set up yours if you 
FQPoV�YCPV�[QWT�MKFU�OCZKPI�QWV�VJG�ETGFKV�ECTF��
CRF recommends using a pre paid credit card or 
gift card for in-app purchases.

6JG�ICOGoU�QPNKPG�EJCV�HGCVWTG�
GURGEKCNN[�KP�
$CVVNG�4Q[CNG��ECP�GZRQUG�[QWPIGT�RNC[GTU�VQ�
offensive language, mature content and contact 
from strangers. CRF doesn’t recommend games 
YKVJ�QRGP�EJCV�HQT�MKFU�WPFGT����

*QY�FQ�+�VWTP�QHH�XQKEG�EJCV!
1RGP�VJG�5GVVKPIU�OGPW�KP�VJG�VQR�TKIJV�QH�VJG�
Fortnite home page by selecting the three bars, 
then the cog icon. Choose the audio tab at the 
VQR�QH�VJG�UETGGP��(TQO�VJGTG��[QW�ECP�CFLWUV�
several audio features, including voice chat. Turn 
the setting from on to off by tapping the arrows.
;QW�YKNN�PGGF�VQ�VCMG�UVGRU�VQ�OCMG�UWTG�[QWT�
EJKNF�KUPoV�GZRQUGF�VQ�VJG�KPCRRTQRTKCVG�NCPIWCIG�
QH�QVJGT�RNC[GTU�D[�MGGRKPI�VJGO�KP�UQNQ�OQFG�QT�
ensuring that they’re teaming up with friends. 

(QTVPKVG�KU�C�XKFGQ�ICOG�HQT�2NC[5VCVKQP����:DQZ�1PG��9KPFQYU��/CE�CPF�
OQDKNG�CNNQYKPI�WR�VQ�����WUGTU�RGT�ICOG�QPVQ�CP�KUNCPF�OCR�VQ�DWKNF�
UVTWEVWTGU��JWPV�HQT�YGCRQPU�CPF�GSWKROGPV��2NC[GTU�CTG�FTQRRGF�QPVQ�VJG�
ICOG�OCR�CPF�OWUV�EQORGVG�VQ�DG�VJG�NCUV�QPG�UVCPFKPI�
6JGTG�CTG�VJTGG�OQFGU�QH�RNC[�KP�$CVVNG�4Q[CNG��5QNQ��&WQ�CPF�5SWCF��

6Q�TGRQTV
Users can report other users for harassment, 
KPCRRTQRTKCVG�NCPIWCIG��DWNN[KPI�CPF�JCEMKPI�
,WUV�ENKEM|‘Email Us’|CPF�ƂNN�QWV�VJG�TGSWKTGF�ƂGNFU��
#HVGT�UGNGEVKPI�VJG|2TQFWEV|CPF|)COG�/QFG��
UGNGEV|4GRQTV�2NC[GT|CU�VJG|+UUWG�6[RG��6JKU�YKNN�
OCMG�UWTG�VJGUG�TGRQTVU�CTG�FKTGEVGF�VQ�VJG 
correct team.

If a user wants to delete a ‘friend’ within the game 
they can simply go to the icon on the top right of 
VJG�UETGGP�YKVJ�VJG�VJTGG�ƂIWTGU�CPF�UGNGEV�VJG�
WUGT�CPF�ENKEM�‘unfriend’��6JGTG�KU�PQ�YC[�VQ�DNQEM�
a user in the game. If a user is harassing another 
user they should follow the appropriate steps 
above to report them.

.KMG�CP[�QPNKPG�ICOG��(QTVPKVG�ECP�DG�C�RQUKVKXG�
UQEKCN�CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�
HTKGPFU�
PQV�VQ�OGPVKQP�C�ITGCV�RQVGPVKCN�DQPFKPI�
GZRGTKGPEG�KH�[QW�EJQQUG�VQ�RNC[�YKVJ�[QWT�EJKNF���
,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�OQPKVQT�VJCV�
chat. We always encourage open conversations 
around privacy and personal safety.
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41$.1:�KU�VJG�YQTNFoU�DKIIGUV�RNCVHQTO�HQT�GOGTIKPI�CPF�KPFGRGPFGPV�ICOG�FGXGNQRGTU��
CPF�VJG[�QHHGT�VJG�CDKNKV[�VQ�GCTP�TGCN�OQPG[�HTQO�VJGKT�ETGCVKXG�GHHQTVU�

41$.1:�KU�QRGP�VQ�RGQRNG�QH�CNN�CIGU��'CEJ�RNC[GT�UVCTVU�D[�EJQQUKPI�CP�CXCVCT�CPF�IKXKPI�
KV�CP�KFGPVKV[��6JG[�ECP�VJGP�GZRNQTG�41$.1:���KPVGTCEVKPI�YKVJ�QVJGTU�D[�EJCVVKPI��RNC[KPI�
ICOGU��QT�EQNNCDQTCVKPI�QP�ETGCVKXG�RTQLGEVU��'CEJ�RNC[GT�KU�CNUQ�IKXGP�VJGKT�QYP�RKGEG�
QH�WPFGXGNQRGF�TGCN�GUVCVG�CNQPI�YKVJ�C�XKTVWCN�VQQNDQZ�YKVJ�YJKEJ�VQ�FGUKIP�CPF�DWKNF�
CP[VJKPI��

016'��#NVJQWIJ�4QDNQZ�KU�RTKOCTKN[�HQT�EJKNFTGP��YKVJQWV�RGTOKUUKQP�HTQO�C�RCTGPV�QT�NGICN�
IWCTFKCP�VJG�CRR�KU�FGGOGF�����

41$.1:
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%JCNNGPIGU
The purpose of the game is for players to 
interact CPF�OCMG�HTKGPFU�YKVJ�QPG�CPQVJGT��
This is achieved by wandering around the 
QPNKPG�YQTNF�VQ�UVQR�CPF�VCNM�YKVJ�QVJGT�
players. The most dangerous aspect about the 
game is that it appeals most to young children 
under the age of 12 and therefore a very easy 
platform for predators to target them.

The game also allows players to invite each 
other into their online bedrooms and engage 
KP�UGZWCNKUGF�DGJCXKQWT��9JKNUV�VJGTG�CTG�PQ�
‘simulated’�UGZ�CEVU��VJG�KPUKPWCVKQP�KU�VJGTG��
/QTG�CFXCPEGF�RNC[GTU�CTG�CDNG�VQ�ETGCVG�VJGKT�
own online worlds for other players to enter, 
which often means that pornographic content 
can be uploaded for children to see.

6Q�TGRQTV�CDWUG�KP�ICOG�

 Click on the Menu button, located at the  
 upper left of the screen. This icon looks like  
 three lines stacked on top of each other.

 Click Report tab at the top of the menu.
 Click on the Which Player pull-down menu,

 and select which player to report.

 Click on the Type of Abuse pull down  
 menu, to select the inappropriate action.

 Additional details can be written in the  
 Short Description box.
� %NKEM�5WDOKV�VQ�ƂPCNKUG�

*QY�VQ�DNQEM�C�WUGT

6Q�DNQEM�C�4QDNQZ�OGODGT�IQ�VQ�VJGKT�RTQƂNG�
page. Under their character thumbnail, you’ll 
see a ‘More’�DWVVQP��*KV�VJG�DWVVQP��CPF�ENKEM�
‘Block user’��6JKU�CFFU�VJG�WUGT�VQ�[QWT�DNQEM�
list, which you can manage at any time within 
the ‘Privacy’ tab of the Account Settings page.

.KMG�CP[�QPNKPG�ICOG��4QDNQZ�ECP�DG�C�RQUKVKXG�
UQEKCN�CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�
VJGKT�HTKGPFU�
PQV�VQ�OGPVKQP�C�ITGCV�RQVGPVKCN�
DQPFKPI�GZRGTKGPEG�KH�[QW�EJQQUG�VQ�RNC[�YKVJ�
[QWT�EJKNF���,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�
monitor that chat. We always encourage open 
conversations around privacy and personal 
safety.
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*QY�FQGU�KV�YQTM!

To sign up to Discord you simply need an email and a 
WUGTPCOG��+V�VCMGU�WPFGT�ƂXG�OKPWVGU�VQ�OCMG�CP�CEEQWPV�
with Discord. This enables the user to open up invitations 
and messages from people around the world.

To add somebody on Discord the user must have the other 
RGTUQPoU�WUGTPCOG��6JKU�ECP�GCUKN[�DG�CUMGF�VJTQWIJ�KP�
game chat.  
 
%JCNNGPIGU

Some of the issues with Discord are that younger children 
OC[�IGV�KPXKVCVKQPU�HTQO�TCPFQO�WUGTU�VJKPMKPI�KV�KU�UCHG�VQ�
chat with them. A criminal has the potential to groom the 
child and get various sources of information such as: credit 
card details, house address, school, age and much more. 

Ensure that you have conversations with your young person 
CDQWV�VJG�RQVGPVKCN�TKUMU�KPXQNXGF�YKVJ�WUKPI�RNCVHQTOU�NKMG�
Discord.

6JG�%CTN[�4[CP�(QWPFCVKQP�KU�UGGKPI�[QWPI�WUGTU�DGKPI�CUMGF�
to add people on Discord. This can create the opportunity 
for criminals to groom, manipulate and coerce young users 
through conversations that unfold via various gaming 
platforms.

Discord is a great app to help users communicate with their 
HTKGPFU�DWV�YKVJQWV�VJG�TKIJV�UGVVKPIU�KP�RNCEG�KV�ECP�GZRQUG�
the user to unwanted or inappropriate contact from criminals 
or by strangers.

2TKXCE[�5GVVKPIU�/GPW 

%NKEM�VJG�NKVVNG�FQYP�CTTQY�PGZV�VQ�VJG�UGTXGT�PCOG�CPF�[QWoNN�
ƂPF�C�FTQR�FQYP�OGPW�YKPFQY��+P�CFFKVKQP�VQ�DGKPI�CDNG�VQ�
CFLWUV�PQVKƂECVKQP�CPF�UGTXGT�UGVVKPIU��[QW�ECP�CFLWUV�RTKXCE[�
settings on a per-server basis as well. Selecting / deselecting 
VJKU�QRVKQP�NGVU�[QW�DNQEM�&/U�
&KTGEV�/GUUCIGU��HTQO�WUGTU�
in that server that aren’t on your friends list. Normally, sharing 
C�OWVWCN�UGTXGT�KU�CNN�KV�VCMGU�VQ�CNNQY�&/U��6JKU�QRVKQP�ECP�
ƂNVGT�QWV�CP[QPG�[QW�FQPoV�YCPV�VQ�JGCT�HTQO�

$NQEM�$WVVQP

+P�VJG�ECUG�VJCV�[QW�IGPGTCNN[�NKMG�GXGT[QPG�KP�C�UGTXGT�

&KUEQTF�KU�CP�CRR�WUGF�YKFGN[�KP�VJG�ICOKPI�EQOOWPKV[��+V�CNNQYU�WUGTU�VQ�KPXKVG�GCEJ�QVJGT�
VQ�UGTXGTU��YJKEJ�CNNQY�VJGO�VQ�VCNM�VQ�GCEJ�QVJGT�QXGT�VGZV��OKETQRJQPGU�CPF�UGPF�RJQVQU�VQ�
GCEJ�QVJGT��7UGTU�ƂPF�VJKU�RNCVHQTO�C�EQPXGPKGPV�CPF�GCUKGT�YC[�VQ�EQOOWPKECVG�TCVJGT�VJCP�
VJTQWIJ�VJG�ICOG�FKTGEVN[�


GZEGRV�HQT�C�HGY�KPFKXKFWCNU���VJG�&/�NKUV�JCU�C�SWKEM�CEEGUU�
OGPW�VQ�C�WUGToU�RTQƂNG��+P�[QWT�&/�EJCV��ENKEMKPI�VJG 
"�7UGTPCOG�YKNN�DTKPI�WR�VJG�WUGToU�RTQƂNG��[QW�ECP�ENKEM�VJG�
three dots in the top right to pull up a menu that will let you 
DNQEM�VJG�WUGT�

4GRQTV�C�7UGT

To report another user on Discord you will need screen shots 
QH�VJG�GXKFGPEG��1PEG�[QW�JCXG�VJKU��[QW�YKNN�PGGF�VQ�GOCKN�
Discord directly: UWRRQTV"FKUEQTFCRR�EQO

(TKGPF�4GSWGUVU

(QT�CFFKVKQPCN�EQPVTQN��&KUEQTFoU�UGVVKPIU�KU�CFLWUVKPI�HTKGPF�
TGSWGUV�RTKXKNGIGU��6Q�ƂPF�VJKU�OGPW��QRGP�WR�[QWT�7UGT�
5GVVKPIU�CPF�ENKEM�VJG�(TKGPFU�VCD��JGTG�[QW�ECP�UGV�YJQoU�
allowed to send you a friend request.

'XGT[QPG�� Selecting Everyone means that anyone who 
MPQYU�[QWT�&KUEQTF6CI�QT�KU�KP�C�OWVWCN�UGTXGT�YKVJ�[QW�ECP�
send you a request. Having this selected will automatically 
KPENWFG�DQVJ�(TKGPFU�QH�(TKGPFU�CPF�5GTXGT�/GODGTU�QRVKQPU�

(TKGPFU�QH�(TKGPFU�� Selecting this means that for anyone to 
add you, they must have at least one mutual friend with you. 
;QW�ECP�XKGY�VJKU�KP�VJGKT�WUGT�RTQƂNG�D[�ENKEMKPI�VJG�/WVWCN�
(TKGPFU�VCD�PGZV�VQ�VJG�/WVWCN�5GTXGTU�VCD�

5GTXGT�/GODGTU 

Selecting server members means users who share a server 
with you can send you a friend request. Deselecting this 
means that you can only be added by someone with mutual 
friends as you.

Note: Friends of Friends and Server members can be both 
selected or deselected, allowing you to customize what ways 
you are willing to receive friend requests. If you only want to 
add friends you want to choose, you can deselect all three 
options, and not receive ANY requests.

&+5%14&
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*QY�FQ�+�TGRQTV�CPQVJGT�WUGT�KP�VJG�CRR!�
9JKNG�VJGTG�KU�C�TGRQTV�DWVVQP�VQ�ƃCI�CP[�KPCRRTQRTKCVG�
EQPVGPV��VJCV�OGVJQF�VCMGU�VJG�‘after the damage is done’ 
CRRTQCEJ�VQ�MGGRKPI�VJGKT�CRR�HTGG�HTQO�RQTPQITCRJ[ 
and bullying.

If a user sees any inappropriate 
content they should report  
it immediately using the report 
button on the top right of 
the screen.

+H�VJG�WUGT�KU�UWDLGEVGF�VQ�CP[�
inappropriate content they should 
end the chat straight away and 
report the other user. We would also 
recommend turning off ‘auto accept 
matches’ and ‘nearby’.

*QY�FQGU�KV�YQTM!
Before connecting, the user will see the age and gender 
of the potential ‘friend’, they can then choose to accept or 
FGP[�VJG�XKFGQ�TGSWGUV��1PEG�VJG�NKXG�XKFGQ�EJCV�JCU�GPFGF�
GCEJ�WUGT�IGVU�VQ�FGEKFG�YJGVJGT�QT�PQV�VJG[�YQWNF�NKMG�VQ�
continue chatting with the other user. If both users decide yes 
they can continue to chat either via ‘text’ or ‘live video chat’.  

/QPMG[�KU�CP�CRRNKECVKQP�VJCV�CNNQYU�KVU�WUGTU�VQ�EQPPGEV�YKVJ�UVTCPIGTU�CNN�
QXGT�VJG�YQTNF�XKC�C����UGEQPF�XKFGQ�EJCV��7RQP�ETGCVKPI�C�/QPMG[�CEEQWPV�
VJG�WUGT�OWUV�NQI�KP�WUKPI�JKU�QT�JGTU�5PCREJCV�FGVCKNU��UGVVKPI�CP�CIG�
VJKU�ECP�
DG�YJCVGXGT�VJG[�NKMG��CPF�RTQXKFKPI�C�RJQPG�PWODGT��6JG�WUGT�KU�CDNG�VQ�RKEM�
‘similar interests’�DGHQTG�EQPPGEVKPI�YKVJ�CPQVJGT�WUGT��

%JCNNGPIGU
There are many reports of users opening a video chat and 
DGKPI�UWDLGEVGF�VQ�HWNN�QP�PWFKV[��UGGKPI�VJG�QVJGT�WUGT�
RGTHQTOKPI�UGZWCN�CEVU��ITQVGUSWG�NCPIWCIG��PCOG�ECNNKPI��
bullying and drug use.

The application gives users an option to turn location services 
on in order to be connected to people in their area. The 
user must also allow access to their camera and microphone. 
6JGTG�JCXG�DGGP�OCP[�TGRQTVU�QH�RTGFCVQTU�WUKPI�/QPMG[�VQ�
groom and access young people. 
 
The Carly Ryan Foundation would not recommend anyone 
under the age of 18 use this application.

/10-';
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How does it work?

On Snapchat, users go by a handle. 
To add friends, you can upload your contacts, search for 
people you know or use the ‘Quick Add’ feature which 
suggests friends of friends or strangers easily. You can also 
automatically add someone by taking a picture of their 
“Snapcode,” a special QR code unique to each user. 

To begin a conversation every Snap starts with a photo or 
video. Snapchatters can layer text, emojis, doodles, and 
more on top, and choose how long they want the Snap to be 
displayed (up to 10 seconds, or until the receiver clicks off). 
Then, you can send the Snap to one or more friends. Stories 
is a feature that lets you string Snaps together into one 
longer narrative that stays available for 24 hours.

Be mindful who are you sharing images with and always 
remember that everything on the internet is permanent. 
Make sure you are happy for potentially anyone to see 
your snaps and share without permission.

Live Stories

Live Stories are compilations of Snaps submitted by 
Snapchatters from events and locations around the world. 
Discover allows you to explore channels from established 
publishers who curate their own content. The Discover screen 
in Snapchat also includes a selection of the day’s Live Stories.

Video and Text Chat

Snapchat also allows for one-on-one chat. Like Snaps, chats 
are cleared when a recipient leaves the Chat screen. But you 
always have the option to save a message you’d like to keep.

Lenses, Filters and Stickers

There are many ways to customise the look of your Snaps. 
Lenses add real-time special effects and sounds to a Snap. 
(KNVGTU�QHHGT�FKHHGTGPV�FGUKIP�QXGTNC[U��)GQ�ƂNVGTU�CTG�C�
RQRWNCT�YC[�VQ�EWUVQOKUG�[QWT�5PCR�CV�URGEKƂE�NQECVKQPU�QT�
events around the world. Stickers are colourful images and 
cartoons that give you additional ways to share content.

Snapchat is a popular messaging app that lets users exchange pictures and videos (called snaps) 
designed to disappear after they’re viewed.

SNAPCHAT
A P P  FA C T S
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Memories

Memories is a private collection of the Snaps and Stories 
that you choose to save and that don’t disappear. You can 
use Memories to create new Stories and Snaps. You can also 
choose to store certain Memories in the password-protected 
“My Eyes Only” section, which is an important feature for 
parents to be aware of.

Snapcash

Snapchat’s payment feature is not for users under 18, but 
you should know about it so nobody “borrows” your debit 
card to pay someone back or receive money via Snapchat. 
Snapchat partnered with Square Inc., to enable users to link 
their Snapchat and debit card accounts to be able to make 
peer-to-peer payments for things like paying someone back 
for lunch.

Spectactles

Spectacles consists of sunglasses with a built-in video camera. 
The glasses light up to show that you are taking a Snap, 
VJKU�OC[�PQV�DG�QDXKQWU�VQ�GXGT[QPG�CV�ƂTUV�UQ�KH�[QWT�MKFU�
are using Spectacles, talk with them about protecting other 
people’s privacy by asking permission before recording them. 
You can connect the glasses directly to a phone via Bluetooth 
or WiFi to add videos to Memories.

Challenges

Snapchat is the number one application used for ‘sexting’ 
or ‘sending nudes’ between underage people. Users must 
be mindful of the social and legal consequences of sending 
images like these. If the user is under 18 years old it is illegal 
for them to produce, distribute or possess these types of 
images. 

Child abuse pictures are illegal if they are: 
 asked for;
 taken;
 received and kept; or
 sent, posted or passed around 

The maximum penalty for sharing child abuse material can be 
up to 15 years in jail this includes an offenders details placed 
on the sex offender register. 

Age rating according to app provider
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Privacy

Privacy settings that are available within Snapchat are the 
ability to restrict who can send a user photos or videos, 
‘snaps’. This can be enabled by going into the Settings 
menu, select ‘Who can send me snaps’, then select ‘My 
friends’. This will ensure only people the user knows will be 
able to connect with them via the application.
It is important to read the Snapchat privacy policy as it 
provides information about how the images and videos are 
stored and used. Users need to be aware that Snapchat has 
the right to reproduce, modify and republish photos and 
videos, and save them to the Snapchat servers, particularly 
in relation to the ‘Live Story’ feature.

Snap Map

The Map allows Snapchat users to see where their friends 
are, as long as these friends choose to share their locations 
with them. Location sharing with friends via the Map is 
optional and is off by default; however, if you submit a Snap 
to Our Story, it may appear publicly on the Map in the exact 
location it was taken. Once you opt-in, whatever audience 
you’re sharing with can see your live location updated, every 
time you open the Snapchat app, regardless of whether you 
send them or anyone else a Snap.

Location Sharing Options Include:
Only Me (Ghost Mode): 
Your location won’t be visible to anyone else on the Map. 
You can turn Ghost Mode on and off or opt to set a timer.

5GNGEV�(TKGPFU��%JQQUG�URGEKƂE�HTKGPFU�VQ�UJCTG�[QWT�
NQECVKQP�YKVJ��(TKGPFU�[QW�UGNGEV�CTGPoV�PQVKƂGF�YJGP�[QW�
choose them.

My Friends: Your location will be shared with all of your 
friends this includes friends you add in the future. 
This option doesn’t include people who’ve added you as a 
friend, but who you haven’t added back.

To edit your location settings, just tap the      button in 
the top-right corner of the Map screen. You can change 
who can see your location, or you can hide your location 
completely by going into Ghost Mode.

App Fact Sheets available from the Carly Ryan 
Foundation. Please email: info@carlyryanfoundation.com

How to block a user
 Go to your friends list.
 Hold the name of the offending user.
 Select ‘More’ on the menu that appears.
 Select ‘Block’ to stop receiving Snapchats from that

 person or pick ‘Remove Friend’ if you want to remove  
 them from your contacts.

How do I report abuse on Snapchat?

To report a Story on the web from your computer, click the 
button on the video, then click ‘Report’. 

Like any social media Snapchat can be a positive social 
activity that keeps kids connected to their friends. Just 
be mindful of screen time and be aware of who they are 
connecting with. We always encourage open conversations 
around privacy and personal safety.

Age rating according to app provider
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Instagram is a photo and video sharing app that has been an almost exclusively 
mobile platform. Once the user has either taken/selected a photo or video they 
ECP�UETQNN�VJTQWIJ�VJG�GFKVKPI�ƂNVGTU�CPF�GZRGTKOGPV�YKVJ�VJG�DGUV�QPG�HQT�VJCV�
particular image.

INSTAGRAM

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

13+
Age Rating in 
the App Store:

*QY�FQGU�KV�YQTM!
After the user has created an account they can follow 
other Instagram users and ‘like’ or ‘comment’ on their 
photos and videos. Instagram is owned by Facebook 
and accounts between the two can be linked to verify 
the users age and identity. 

Instagram accounts are public by default, but can be 
set to ‘private’ if the user wishes. If an account is set 
to public then it opens it up for any other user on 
Instagram to view. If the account is set to ‘private’ 
then only the users that follow the account are able to 
view it. Setting an account to private allows the user 
to choose who follows them, which gives the user 
more control of who is able to view their content.

Instagram is being used by young people to share 
their lives with their friends. Some challenges around 
the use of Instagram are young people taking 
PWFG�UGNƂGU�CPF�UGGMKPI�CVVGPVKQP�CPF�CEEGRVCPEG�
from strangers, bullying comments and the ability 
to access inappropriate photos and videos. It 
is important you know how to block and report 
inappropriate users on Instagram.

Privacy Settings
Account settings can be found by selecting the three 
FQVU�QP�VJG�TKIJV�JCPF�UKFG�QH�VJG�VQR�QH�[QWT�RTQƂNG�
page: 

 Scroll to ‘Privacy and security’
 Tap ‘Account privacy’
 Switch on the toggle ‘Private Account’

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
info@carlyryanfoundation.com

We would recommend turning off the location 
function for the camera on the users mobile device. 

By doing this, it ensures that the location of where the 
photo was taken isn’t embedded in the image.
If location services are turned on for the camera 
then any one can drag and drop a photos geotag 
information into a Google search and locate exactly 
where the photo was taken. For most smart devices, 
this option can be toggled within their ‘Settings’ 
menu.

*QY�FQ�+�DNQEM�QT�TGRQTV�CPQVJGT�WUGT 
QP�+PUVCITCO!
 
To report a post:

Tap the three dots above the post
Tap Report and follow the on-screen instructions

6Q�TGRQTV�C�RTQƂNG�

6CR�VJG�VJTGG�FQVU�CV�VJG�VQR�QH�VJG�RTQƂNG
Tap Report and follow the on-screen instructions

Like any social media Instagram can be a positive 
social activity that keeps kids connected to their 
friends. Just be mindful of screen time and be 
aware of who they are connecting with. We always 
encourage open conversations around privacy and 
personal safety.

A P P  FA C T S
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*QY�VQ�OCMG�[QWT�(CEGDQQM�RTQƂNG�RTKXCVG

5VGR�� 

1� %NKEM�QP�VJG�VJTGG�RCTCNNGN�NKPGU�CV�VJG�DQVVQO�TKIJV� 
 corner of the screen. 
�� 5ETQNN�VQ�VJG�DQVVQO�CPF�ENKEM�VJG�n5GVVKPIU���2TKXCE[o� 
� VCD�CPF�ENKEM�n5GVVKPIUo�
3� %NKEM�QP�VJG�6KOGNKPG�CPF�6CIIKPI�QRVKQP��
 You can control everything with regards to who  
 gets to post and tag on your Timeline and also  
 who can see it. Go through all seven options and  
 customise it for you. Activating Timeline review  
� KU�CNUQ�TGEQOOGPFGF��1PEG�[QWoXG�FQPG�VJKU�[QWT� 
 Timeline will only be viewable to the people you  
� EJQQUG�VQ�NQQM�CV�KV��

5VGR���

Go to the ‘Privacy’�VCD�KP�VJG�UGVVKPIU�RCIG��(CEGDQQM�
QHHGTU�[QW�UGXGTCN�FKHHGTGPV�QRVKQPU�UQ�[QW�ECP�CFLWUV�
GZCEVN[�JQY�RTKXCVG�[QW�YCPV�VQ�DG��%JGEM�[QWT�RTKXCE[�
UGVVKPIU�TGIWNCTN[��1HVGP�YJGP�(CEGDQQM�WRFCVGU�VJG�
UGVVKPIU�OC[�IQ�DCEM�VQ�RWDNKE�D[�FGHCWNV��

1VJGT�2TKXCE[�5GVVKPIU

6Q�OCPCIG�[QWT�RTKXCE[�QP�(CEGDQQM�
QP�C�EQORWVGT���
CEEGUU�VJG�RTKXCE[�UGVVKPIU�D[�ENKEMKPI�QP�VJG�FQYPYCTF�
facing arrow in the upper right-hand side of the page and 
select ‘Settings’��+P�VJG�NGHV�JCPF�EQNWOP��ENKEM� 
on ‘Privacy’. 

To access these settings on a mobile device select the 
three lines on the bottom right of your screen. Scroll down 
to ‘Settings & Privacy’. Here you can change a number of 
UGVVKPIU��4GUVTKEVKPI�YJQ�ECP�UGG�VJG�WUGTU�RTQƂNG 
and timeline.

(CEGDQQM�KU�C�UQEKCN�PGVYQTMKPI�UGTXKEG�YJGTG�OKNNKQPU�QH�RGQRNG�IQ�VQ�
KPVGTCEV�YKVJ�QVJGTU��(CEGDQQM�JCU�QXGT�QPG�DKNNKQP�CEVKXG�WUGTU��OQTG�VJCP�
JCNH�QH�VJGO�WUG�(CEGDQQM�QP�C�OQDKNG�FGXKEG��6JG�WUGT�ECP�ETGCVG�C�RGTUQPCN�
RTQƂNG�YKVJ�RJQVQU��NKUVU�QH�RGTUQPCN�KPVGTGUVU��EQPVCEV�KPHQTOCVKQP��CPF�QVJGT�
RGTUQPCN�KPHQTOCVKQP�YJKEJ�KU�UJCTGF�COQPI�VJGKT�EJQUGP�HTKGPFU�

(CEGDQQM�WUGTU�JCXG�VJG�CDKNKV[�VQ�KPVGTCEV�YKVJ�C�YKFG�TCPIG�QH�KPFKXKFWCNU��
6JTQWIJ�(CEGDQQMoU�PGYU�HGGF��WUGTU�JCXG�VJG�CDKNKV[�VQ�KPVGTCEV�KP�RWDNKE�
EQPXGTUCVKQPU�YKVJ�RGQRNG�YJQ�CTG�PQV�YKVJKP�VJGKT�HTKGPFU�NKUV�

# 2 2 � (# % 6 5

13+
Age Rating in 
the App Store:

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO

(#%'$11-

Under the ‘Who can see my stuff?’ section, users can 
OCPCIG�YJQ�KU�CDNG�VQ�CEEGUU�VJGKT�VKOGNKPG�CPF�RTQƂNG��
0GZV�VQ�‘Who can see your future posts?’��ENKEM�QP�‘Edit’ to 
ensure that ‘Friends’ is selected.

*QY�ECP�+�TGRQTV�C�HCMG�RTQƂNG!

+H�[QW�JCXG�C�(CEGDQQM�CEEQWPV�CPF�YCPV�VQ�TGRQTV�
someone that’s pretending to be you or someone 
[QW�MPQY�

 )Q�VQ�VJG�RTQƂNG�QH�VJG�KORGTUQPCVKPI�CEEQWPV�
 Click on the cover photo and select Report.
 Follow the on-screen instructions for impersonation  

� VQ�ƂNG�C�TGRQTV�

*QY�FQ�+�DNQEM�CPQVJGT�WUGT�QP�(CEGDQQM!

 Click at the top right of any Facebook page.
 Click Privacy Shortcuts.
 Click ‘How do I stop someone from bothering me?’
 Enter the name of the person you want to block and  

 click Block.
 5GNGEV�VJG�URGEKƂE�RGTUQP�[QW�YCPV�VQ�DNQEM�HTQO�VJG� 

 list that appears and click Block again.

Age rating according to app provider
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YouTube is free video sharing website and application that is owned by Google. The platform allows 
its users to upload, create and watch other users videos. With over 1 billion users it is one of the 
most popular platforms on the internet.

Anybody can access videos on YouTube, but in order to upload a video the user must create their 
own YouTube account. If a user sees inappropriate content they can nƃCIo or report it if it violates 
YouTube’s community guidelines. Many popular types of videos on YouTube are music videos,  
nJQY�VQ�XKFGQUo and gaming videos.

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

App Fact Sheets available from the Carly Ryan 
Foundation. Please email: info@carlyryanfoundation.com

YOUTUBE
A P P  FA C T S

13+
Age Rating in 
the App Store:

YouTube Kids

With over 400 hours of content uploaded to YouTube every 
OKPWVG�KV�KU�GZVTGOGN[�FKHƂEWNV�HQT�)QQING�VQ�MGGR�WR�YKVJ�
VJG�OQPKVQTKPI�QH�KPCRRTQRTKCVG�EQPVGPV�

(QT�WUGTU�WPFGT�VJG�CIG�QH����YG�TGEQOOGPFGF�WUKPI�
‘YouTube Kids’��;QW6WDG�MKFU�KU�HTGG�VQ�FQYPNQCF�CPF�WUG��
7UGTU�ECP�JCXG�WR�VQ���RTQƂNGU�CVVCEJGF�VQ�VJG�QPG�CEEQWPV��
'CEJ�RTQƂNG�ECP�JCXG�KVoU�QYP�XKGYKPI�RTGHGTGPEGU�

6JG�RNCVHQTO�JCU�HGCVWTGU�NKMG�‘watch history’, ‘block 
channels’�CPF�ƂNVGTU�VQ�MGGR�XKFGQU�OQTG�‘child friendly’. 
2CTGPVU�ECP�CNUQ�ETGCVG�VKOGTU�HQT�XKFGQ�WUG�YJKEJ�ECP�
GPCDNG�VKOG�TGUVTKEVKQPU�QP�VJGKT�EJKNFTGPoU�UETGGP�VKOG�

YouTube Premiun
YouTube Premium is a monthly subscription service that 
removes advertisements from all videos on the platform. 
7UGTU�ECP�CNUQ�TGUVTKEV�VJG�XKFGQU�UQ�VJCV�VJG[oTG�OQTG�
NKOKVGF�YKVJ�PQ�‘suggested’ videos that often occur after a 
XKFGQ�JCU�DGGP�XKGYGF��

/QTG�QHVGP�VJCP�PQV�VJG�UWIIGUVGF�XKFGQU�CTG�not suitable 
HQT�[QWPIGT�RGQRNG��6JKU�RNCVHQTO�KU�GURGEKCNN[�KFGCN�HQT�
VGGPCIGTU��8KFGQU�ECP�CNUQ�DG�FQYPNQCFGF�CPF�YCVEJGF�
CV�CP[�VKOG�YKVJQWV�CP�KPVGTPGV�EQPPGEVKQP��6JKU�HWPEVKQP�KU�
fantastic for family trips in cars and airplanes. 

Privacy Settings on YouTube
Public Anyone is able to search and view the 
 users videos.
2TKXCVG Only people the user allows can search for  
 and watch their videos.

Unlisted Only people that the user sends the link to  
 can view their videos. 

‘Comments on users videos’ is turned on as a default 
QRVKQP��JQYGXGT�VJKU�ECP�DG�FKUCDNGF��6Q�FQ�UQ��VJGUG�CTG�
VJG�UVGRU�VQ�HQNNQY�

 Sign in to YouTube on a computer.
 Go to Creator Studio > Video Manager.
 Select the box next to any of the videos you want  

 to manage. 
 At the top of the screen, click the Actions menu. 
 Select More actions > Comments. 
 Select or unselect Do not allow comments.

How to make your account private

%NKEM|VJG|‘Edit’ button, and then choose ‘Private’ or 
‘Unlisted’�HTQO|VJG|‘Privacy Settings’�FTQR�FQYP�OGPW��

+H�[QWT|;QW6WDG�CEEQWPV|KU�NKPMGF�VQ�)QQING�2NWU�and 
[QW|UGV|[QWT�XKFGQ�VQ|RTKXCVG��[QW�UGG�C�ƂGNF�KPVQ�YJKEJ�[QW�
ECP�GPVGT|VJG|GOCKN�CFFTGUUGU�QT|RTQƂNG|PCOGU�QH�RGQRNG�
YKVJ�YJQO�[QW�YCPV�VQ�UJCTG�[QWT�XKFGQ�

How do I block another user on YouTube?
 Login to your YouTube account.
 Click on the name of the user you want to  

� DNQEM��6JKU�YKNN�VCMG�[QW�VQ�VJGKT�RTQƂNG�
 %NKEM�VJG�VJTGG�FQVU�QP�VJG�VQR�TKIJV�QH�VJGKT�RTQƂNG
 In the drop down menu, you will be given the  

 option to ‘Block User’.

How do I report another user on YouTube?
 Login to your YouTube account.
 Click on the name of the user you want to  

� TGRQTV��6JKU�YKNN�VCMG�[QW�VQ�VJGKT�RTQƂNG�
 %NKEM�n#DQWVo�QP�VJGKT�RTQƂNG��VJG�JKV�VJG� 

� ƃCI�DWVVQP�
 In the drop down menu, select the option that  

 best suits your issue.

Age rating according to app provider
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9KEMT�MGGRU�EQPXGTUCVKQPU�RTKXCVG�D[�WUKPI�
peer-to-peer encryption which does not rely 
on centralised private decryption methods.
Instead, both the users ID and device undergo 
multiple rounds of salted cryptographic 
hashing using SHA256. All data is encrypted 
using AES256 in transit and when stored on 
your device. Both messages and media are 
‘forensically wiped’ from your device after 
VJG[�GZRKTG�

You can even set messages to self-destruct a 
few seconds after the recipient reads them.
+VoU�C�FKIKVCN�UGEWTKV[�DWDDNG�VJCV�OCMGU�UWTG�
nobody can snoop on your conversations,  
and nobody can access your stuff.

*QY�FQ�+�DNQEM�QP�9KEMT!

;QWoNN�ƂPF�VJG�‘Block’ feature in your 
conversations list on mobile. When you are in 
conversations, view the info of the contact you 
YKUJ�VQ�DNQEM�D[�RTGUUKPI�VJGKT�CXCVCT�
KOCIG�
KPKVKCN�PGZV�VQ�VJG�%QPVCEV�PCOG��CPF�RTGUU�VJG�
‘Block’ symbol.

1P�FGUMVQR��[QW�ECP�ENKEM�QP�VJG�RGTUQPoU�
avatar within a conversation or in the contact 
list to get to their info to pop up.

The default setting allows you to receive 

9KEMT�KPUVCPV�OGUUCIKPI�CRR�CNNQYU�WUGTU�VQ�GZEJCPIG�GPF�
VQ�GPF�GPET[RVGF�CPF�EQPVGPV�GZRKTKPI�OGUUCIGU��RJQVQU��
XKFGQU��ƂNG�CVVCEJOGPVU�CPF�GPF�VQ�GPF�GPET[RVGF�XKFGQ�
EQPHGTGPEG�ECNNU�

OGUUCIGU�HTQO�CP[QPG�YJQ�MPQYU�[QWT�9KEMT�
+&�
WUGTPCOG���6JG�‘Block List’ setting lets 
[QW�DNQEM�URGEKƂE�RGQRNG�HTQO�UGPFKPI�[QW�
9KEMT�OGUUCIGU��+H�[QW�FQ�PQV�YCPV�VQ�TGEGKXG�
OGUUCIGU�HTQO�C�EGTVCKP�WUGT��CFF�VJGKT�9KEMT�
ID to the ‘Block List’ or simply select the ‘Block’ 
icon in their contact card when you receive a 
message from them.

6JG�DNQEMGF�WUGT�YKNN�PQV�TGEGKXG�C�PQVKƂECVKQP�
QT�CP[�KPFKECVKQP�VJCV�VJG[�JCXG�DGGP�DNQEMGF��
but their messages will no longer show up on 
your devices.

*QY�FQ�+�FGNGVG�O[�9KEMT�CEEQWPV!

;QW�ECP�FGNGVG�[QWT�9KEMT�CEEQWPV�HTQO�YKVJKP�
the app. You will have to be able to login to the 
app in order to delete your account. There is no 
way to delete an account without the current 
YQTMKPI�RCUUYQTF�

1P�DQVJ�K15�CPF�#PFTQKF��[QW�ECP�IQ�VQ� 
 Settings > Terminate Account

9+%-4
#22 � (#% 6 5

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF
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App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO
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6GNGITCO�KU�C�OGUUCIKPI�CRR�YKVJ�C�HQEWU�QP�URGGF�CPF�UGEWTKV[��
KVoU�UWRGT�HCUV��UKORNG�CPF�HTGG��;QW�ECP�WUG�6GNGITCO�QP�CNN�[QWT�
FGXKEGU�CV�VJG�UCOG�VKOG�t�[QWT�OGUUCIGU�U[PE�UGCONGUUN[�
CETQUU�CP[�PWODGT�QH�[QWT�RJQPGU��VCDNGVU�QT�EQORWVGTU�

6'.')4#/
#22 � (#% 6 5

16+
Age Rating in 
the App Store:

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO

6GNGITCO�KU�C�HTGG�VGZVKPI�CRRNKECVKQP�YKVJ� 
\GTQ�CFXGTVKUGOGPVU�

#NN�VJG�VGZVU�CPF�RJQPG�ECNNU�CTG�GPET[RVGF�VJTQWIJ�
6GNGITCO��CPF�[QW�ECP�UGPF�CDUQNWVGN[�CP[�ƂNG�V[RG�[QW�
want — even large ones up to 1.5 GB. This is unique to 
OQUV�OGUUCIKPI�CRRU�VJCV�UWRRQTV�KOCIG�CPF�XKFGQ�ƂNGU�

The messages are synced across all supported devices 
DGECWUG�VJG�OGUUCIGU�CPF�ƂNGU�CTG�UVQTGF�KP�VJG�ENQWF��
;QW�ECP�FGNGVG�VGZVU�YJGPGXGT�[QW�YCPV�CPF�OCMG�UGETGV�
chats that dissolve messages on a timer. 

%JCNNGPIGU

You can address up to 5,000 of your closest friends in one 
single group message. 

Secret Chats are possible and encouraged. The app 
GZRNCKPU�JQY�VQ�ETGCVG�C�5GETGV�%JCV�OGUUCIG�s�VJGUG�
messages are not available in the cloud and cannot 
DG�CEEGUUGF�QP�QVJGT�FGXKEGU�s�QPN[�VJG�UGPFKPI�CPF�
receiving device can access the content of the messages.

If your child uses this, it should be with no usernames 
CPF�LWUV�DGVYGGP�HCOKN[�OGODGTU�CPF�VTWUVGF�HTKGPFU��
JQYGXGT��VJKU�CRR�OCMGU�VJGUG�FGVCKNU�FKHƂEWNV�VQ�OQPKVQT�
and enforce. The app was clearly created for adult 
interaction. The secretive nature of this app lends itself 
to inappropriate and questionable content sharing and 
behavior. The ability to connect with total strangers 
with the added option for secret environments and 
EQPXGTUCVKQPU�KU�GZVTGOGN[�TKUM[�CPF�RTQDNGOCVKE�HQT�VGGPU�

*QY�FQ�+�DNQEM�QP�6GNGITCO!

1RGP�VJG�6GNGITCO�CRR�QP�[QWT�#PFTQKF� The Telegram 
KEQP�NQQMU�NKMG�C�YJKVG�RCRGT�RNCPG�KP�C�DNWG�EKTENG�

 Tap the three horizontal lines icon.
 Tap Contacts on the menu.
 Select the contact you want to block.
� 6CR�[QWT�EQPVCEVoU�PCOG�QT�RTQƂNG�RKEVWTG��
 Tap the three dots icon.
 Tap Block on the menu.
 Tap OK in the pop-up.

*QY�FQ�+�FGNGVG�O[�6GNGITCO�CEEQWPV!

+15
 Go to https://my.telegram.org/auth?to=deactivate
 Enter Telegram associated Phone number.
� %QPƂTOCVKQP�EQFG�UGPFU�VQ�[QWT�6GNGITCO�CEEQWPV�
� 'PVGT�VJG�EQPƂTOCVKQP�EQFG�
 Click on Deactivate account option.
 Under Delete your account option click on Done.
 Click on Yes, delete my account button.

#PFTQKF
 Go to https://my.telegram.org/auth?to=deactivate
 Type your phone number.
 Tap Next.
� 6[RG�VJG�EQPƂTOCVKQP�EQFG�
 Tap Sign In.
 Tap Deactivate account.
 Tap Done.
 Tap Yes, delete my account.
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6KPFGT�KU�C�nFCVKPIo�CRRNKECVKQP�VJCV�KU�HTGG�VQ�FQYPNQCF��
URGEKƂECNN[�FGUKIPGF�HQT�OQDKNG�FGXKEGU��7UGTU�ECP�WRITCFG�
VJGKT�CEEQWPVU�VQ�RCKF�XGTUKQPU�KH�VJG[�YKUJ���6KPFGT�2NWU�CPF�
6KPFGT�)QNF�

6+0&'4
#22 � (#% 6 5

18+
Age Rating in 
the App Store:

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO

6JG�RCKF�XGTUKQPU�IKXG�VJG�WUGTU�OQTG�
HGCVWTGU�UWEJ�CU�

 Unlimited Likes
 Rewind the last swipe
 5 Super Likes per day
 See who likes you
 Passport to swipe around the world

6JG�WUGT�OWUV�CWVJGPVKECVG�VJGKT�RTQƂNG�D[�
GKVJGT�NKPMKPI�KV�VQ�VJGKT�(CEGDQQM�RTQƂNG�
YJKEJ�KP�VWTP�YKNN�NKPM�VJGKT�RTQƂNG�RKEVWTGU�CPF�
RGTUQPCN�KPHQTOCVKQP�VQ�VJGKT�6KPFGT�RTQƂNG�

#NVGTPCVKXGN[�VJG�WUGT�ECP�OCMG�CP�CEEQWPV�YKVJ�
their mobile phone number and manually add 
VJG�RKEVWTGU�VJG[�YQWNF�NKMG�VQ�FKURNC[��6JGTG�KU�
also a section where the user can write a short 
description about them self.

1PEG�VJG�WUGT�JCU�ETGCVGF�VJGKT�CEEQWPV�
they will be shown other users accounts. 
The application uses location based services 
EQPPGEVKPI�RGQRNG�YJQ�CTG�KP�C�EGTVCKP�MO�
radius. It also bases the connections on ‘age’ 
CPF�nUGZWCN�RTGHGTGPEGUo�VJCV�VJG�WUGT�UGNGEVGF�
YJGP�UGVVKPI�WR�VJGKT�RTQƂNG��

6Q�NKMG�UQOGQPG�GNUGoU�RTQƂNG�VJG�WUGT�OWUV�
UYKRG�TKIJV��QT�VQ�FKUNKMG�C�RTQƂNG�VJG[�OWUV�
UYKRG�NGHV��+H�VYQ�WUGTU�nNKMGo�GCEJ�QVJGToU�RTQƂNG�
VJG[�CTG�DQVJ�PQVKƂGF�CPF�ECP�VJGP�OGUUCIG�
one another.

%QPEGTPU�TGICTFKPI�VJG�CRRNKECVKQP
� 1DLGEVKƂECVKQP
 Rejection
 Creates low self esteem
 Users can be subjected to cyber bullying
 7UGTU�ECP�ƂPF�VJGOUGNXGU�DGKPI�UGPV� 

 sexually explicit images and messages
 Shares GPS radius location
 Safety concerns if users meet up

*QY�FQ�+�DNQEM�CPQVJGT�WUGT�QP�6KPFGT!
 Open the Tinder Application
 Open your messages with the person who  

 you’d like to block
 Tap the “more” button in the top right  

 corner, then tap “Un-match.”

*QY�FQ�+�TGRQTV�CPQVJGT�WUGT�QP�6KPFGT!
You can report users that you’ve already 
matched with, and users you haven’t matched 
YKVJ��6Q�TGRQTV�UQOGQPG��IQ�VQ�JKU�JGT�RTQƂNG�

 Tap the menu icon 
� 
GNNKRUGU�KEQP� 

 Report

JHYS`Y`HUMV\UKH[PVU�JVT

Age rating according to app provider

Carly Ryan Foundation Inc 2020



)TKPFT�KU�C�IGQ�UQEKCN�PGVYQTMKPI�CPF�QPNKPG�FCVKPI�CRRNKECVKQP�
IGCTGF�VQYCTFU�IC[��DK��CPF�VTCPU�CPF�SWGGT�OCNGU��+V�TWPU�QP�K15�
CPF�#PFTQKF�CPF�KU�CXCKNCDNG�HQT�FQYPNQCF�HTQO�VJG�#RRNG�#RR�5VQTG�
CPF�)QQING�2NC[��)TKPFT�EQOGU�KP�DQVJ�HTGG�CPF�UWDUETKRVKQP�DCUGF�
XGTUKQPU�
)TKPFT�:64#��|

)4+0&4
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4CVJGT�VJCP�VJG�EWNVWTG�QH�FCVKPI�CPF�
UYKRKPI�RTQOQVGF�D[�6KPFGT��)TKPFT�
KU�VTCFKVKQPCNN[�OQTG�UWKVGF�VQ�UGZWCN�
GPEQWPVGTU�CPF�JQQM�WRU�

)TKPFT�KU�C�IGQ�NQECVGF�JQQM�WR�CRR�HQT�
OGP�VQ�OGGV�OGP��DCUGF�QP�YJQoU�ENQUGUV�
VQ�VJGO��9JGP�[QWoXG�ETGCVGF�CP�CEEQWPV��
[QW�ECP�CFF�QPG�RJQVQ�CPF�C�UOCNN�DKQ�CDQWV�
[QWTUGNH�s�VJQWIJ�VJKU�KU�V[RKECNN[�UCXGF�HQT�
UGZWCN�RTGHGTGPEGU�TCVJGT�VJCP�KPHQTOCVKQP�
QP�[QWT�JQDDKGU�QT�[QWT�KPVGTGUVU��7UGTU�
CTG�VJGP�NKUVGF�KP�QTFGT�QH�RTQZKOKV[�QP�VJG�
KPVGTHCEG�YJGTG�[QW�OC[�DGIKP�KPVGTCEVKPI�

%JCNNGPIGU�

 In-built camera function where users can  
� UGPF�GZRNKEKV�RJQVQU�VQ�QPG�CPQVJGT

 7PFGTCIG�WUGTU�NQIIKPI�KP�VQ�GZRNQTG�VJGKT��
� UGZWCNKV[�CPF�RTQFWEKPI�UGNH�IGPGTCVGF���
 child abuse images

 5JCTGU�)25�TCFKWU�
CU�NKVVNG�CU����O�
 /KETQVTCPUCEVKQP
 Bodyshaming
 4GLGEVKQP
 Racism

2TKXCE[�5GVVKPIU�

Grindr does not have a large amount of options 
when it comes to privacy. The most important 
QPG�VQ�VCMG�PQVG�QH�KU�distance tracker. An 
option that displays how far away you are b 

6Q�JKFG�[QWT�FKUVCPEG�HTQO�[QWT�RTQƂNG�

1.� 6CR�n/GPWo�
2. Tap ‘Settings’ 
��� 6CR�n'FKV�2TQƂNGo�

6JKU�KU�YJGTG�[QWoNN�ƂPF�VJG�QRVKQP�VQ�VWTP�QH�
FKUVCPEG�VTCEMGT�

*QY�FQ�+�TGRQTV�CPQVJGT�WUGT�QP�)TKPFT!
Reporting users in Grindr is a simple process. 

1. Tap on the icon that appears at the upper  
� TKIJV�JCPF�EQTPGT�QH�VJG�WUGToU�RTQƂNG�

2. 'KVJGT�VCR�n$NQEMo�QT�n4GRQTVo

1PEG�TGRQTVGF�[QW�YKNN�IGV�CP�QRVKQP�VQ�VGNN�
the Grindr team what happened.

.KMG�CP[�CRR�)TKPFT�ECP�DG�WUGF�UCHGN[�CPF�
DG�RQVGPVCKNN[�DGPGƂEKCN��,WUV�DG�OKPFHWN�QH�
screen time and be aware of who you are 
connecting with. We always encourage open 
conversations around privacy and personal 
safety.
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*GT��HQTOGTN[�&CVVEJ��KU�C�IGQ�UQEKCN�PGVYQTMKPI�CRR�IGCTGF�VQYCTFU�
NGUDKCP��SWGGT��DKUGZWCN�CPF�DKEWTKQWU�YQOGP��+V�KU�CXCKNCDNG�HQT�K15�
CPF�#PFTQKF��7UGTU�ECP�LQKP�VJG�CRR�YKVJ�VJGKT�(CEGDQQM�CEEQWPV�QT�
GOCKN�CFFTGUU��

*'4
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*'4�JCU�CP�QRGP�CRRTQCEJ��YKVJ�VJG�NQPI�
VGTO�IQCN�QH�EQPPGEVKPI�SWGGT�YQOGP�
VQ�VJGKT�EQOOWPKV[�TCVJGT�VJCP�DGKPI�C�
UKORNG�JQQMWR�CRR��+V�KU�FKXKFGF�KPVQ�VJTGG�
CTGCU��n(GGFo��YJGTG�[QW�ECP�TGCF�VJGKT�
DNQI�QP�GXGT[VJKPI�.)$6�
NGUDKCP��IC[��DK��
VTCPUIGPFGT���n%JCVo��YJGTG�[QW�OGUUCIG�
WUGTU�VJCV�JCXG�NKMGF�[QW�DCEM�CPF�n/GGVo��
YJGTG�[QW�UGG�CPF�NKMG�QVJGT�WUGTU�

%JCNNGPIGU�

 (CMG�RTQƂNGU�CPF�ECVƂUJ�CEEQWPVU
 Creates low self esteem
� 1DLGEVKƂECVKQP
 Rejection
 Users can be subjected to cyber bullying
 Users can ƂPF�VJGOUGNXGU�DGKPI�UGPV� 

 sexually explicit messages
 Shares GPS radius location
 Safety concerns if users meet up

2TKXCE[�5GVVKPIU�

2TQƂNG�FGVCKNU�KPENWFG�[QWT�PCOG��CIG��JGKIJV��
UGZWCNKV[��IGPFGT�KFGPVKV[��TGNCVKQPUJKR�UVCVWU��
RJQVQU��VGZV�KVGOU��CPF�HTKGPFU�NKUV��;QWT�HTKGPFU�
list is public to everyone. 

*QY�FQ�+�TGRQTV�CPQVJGT�WUGT�QP�*'4!�

1. +P�VJG�n/''6o�UGEVKQP��UGNGEV�VJG�p���q�KEQP��
� QP�VJG�VQR�TKIJV�QH�VJGKT�RTQƂNG
2. Select ‘Report User’ and select an option

*QY�FQ�+�DNQEM�CPQVJGT�WUGT�QP�*'4!�

1.� +P�VJG�n/''6o�UGEVKQP��UGNGEV�VJG�p���q�KEQP��
� QP�VJG�VQR�TKIJV�QH�VJGKT�RTQƂNG
2.� 5GNGEV�n$NQEM�7UGTo�

*QY�FQ�+�FGNGVG�O[�*'4�CEEQWPV!

Tap settings icon in the top left hand corner > 
Tap p5WRRQTVq > p%NQUG�#EEQWPVq

.KMG�CP[�CRR�*'4�ECP�DG�WUGF�UCHGN[�CPF�DG�
DGPGƂEKCN��,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�
be aware of who you are connecting with. 
We always encourage open conversations 
around privacy and personal safety.

JHYS`Y`HUMV\UKH[PVU�JVT
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4GFFKV�KU�C�UQEKCN�PGYU�CIITGICVKQP��YGD�EQPVGPV�TCVKPI��CPF�
FKUEWUUKQP�YGDUKVG��4GIKUVGTGF�OGODGTU�UWDOKV�EQPVGPV�VQ�VJG�UKVG�
UWEJ�CU�NKPMU��VGZV�RQUVU��CPF�KOCIGU��YJKEJ�CTG�VJGP�XQVGF�WR�QT�
FQYP�D[�QVJGT�OGODGTU��+P�VJGQT[��4GFFKV�KU�C�RNCEG�YJGTG�KPVGTPGV�
PGYU�KU�UJCTGF��DWV�KPETGCUKPIN[�KVoU�VJG�RNCEG�YJGTG�KVoU�CNUQ�DQTP�

4'&&+6
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6JG�UKVG�DKNNU�KVUGNH�CU�VJG�pHTQPV�RCIG�QH�VJG�
KPVGTPGV�q�KVoU�DTQMGP�WR�KPVQ�OQTG�VJCP�C�
OKNNKQP�EQOOWPKVKGU�MPQYP�CU�pUWDTGFFKVU�q�
GCEJ�QH�YJKEJ�EQXGTU�C�FKHHGTGPV�VQRKE��
6JG�PCOG�QH�C�UWDTGFFKV�DGIKPU�YKVJ��T���
YJKEJ�KU�RCTV�QH�VJG�74.U�VJCV�4GFFKV�
WUGU��(QT�GZCORNG���T�PDC�KU�C�UWDTGFFKV�
YJGTG�RGQRNG�VCNM�CDQWV�VJG�0CVKQPCN�
$CUMGVDCNN�#UUQEKCVKQP��YJKNG��T�DQCTFICOGU�
KU�C�UWDTGFFKV�HQT�RGQRNG�VQ�FKUEWUU�
DQCTF�ICOGU��6JQUG�CTG�UVTCKIJVHQTYCTF�
UWDTGFFKVU��DWV�VJG[�ECP�IGV�WPKSWG��UWEJ�CU�
�T�DKTFUYKVJCTOU����#�UWDTGFFKV�FGXQVGF�VQ�
RKEVWTGU�QH�DKTFU�YKVJ�CTOU�

%JCNNGPIGU�

 Reddit management is very hands-off.
 Subreddits moderated by users which can

 lead to trolling, online bullying or 
� GUECNCVKQP�QH�EQPƃKEV�

 &GUVTWEVKXG��VQZKE��XKQNGPV��CPF�JKIJN[
� UGZWCNK\GF�UWDTGFFKVU�CXCKNCDNG�VQ�WUGTU
� YKVJ�C�XGTKƂGF�GOCKN�CFFTGUU�

 'ZRQUWTG�VQ�JKIJN[�KPPCRRTQRTCKVG�EQPVGPV

2TKXCE[�5GVVKPIU�

While the Reddit website states that the 
YGDUKVG�UJQWNF�QPN[�DG�DTQYUGF�D[�WUGTU����
CPF�QXGT��VJG�CRR�UVQTG�JQYGXGT�ENCUUKƂGU�KV�CU�
17+.

%CP�[QW�RTKXCVGN[�OGUUCIG�WUGTU!

;GU��#�WUGT�ECP�ENKEM�QP�C�WUGTU�PCOG�CPF�VCR�
p5GPF�/GUUCIGq�KP�VJG�VQR�TKIJV�EQTPGT�QH�VJG�
screen. 

*QY�FQ�+�TGRQTV�RQUVU!

1. Identify the offending post.  
2.� %NKEM�n4GRQTVo�QP�VJG�UOCNN�ITC[�NGVVGTKPI��
 that lies beneath the post.

6KRU�(QT�4GFFKV�

 Understand the subreddits you are apart  
 of and their rules.

 Do not post any personal information.

.KMG�CP[�UQEKCN�OGFKC�4GFFKV�ECP�DG�C�
RQUKVKXG�UQEKCN�CEVKXKV[�VJCV�MGGRU�WUGTU�
EQPPGEVGF�VQ�VJGKT�HTKGPFU��,WUV�DG�OKPFHWN�
of screen time and be aware of who you are 
connecting with. We always encourage open 
conversations around privacy and personal 
safety.

JHYS`Y`HUMV\UKH[PVU�JVT
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6WODNT�KU�C�OKETQDNQIIKPI�CPF�UQEKCN�PGVYQTMKPI�YGDUKVG��6JG�UGTXKEG�
CNNQYU�WUGTU�VQ�RQUV�OWNVKOGFKC�CPF�QVJGT�EQPVGPV�VQ�C�UJQTV�HQTO�
DNQI�VJCV�VJG[�ECP�EWUVQOK\G��7UGTU�ECP�HQNNQY�QVJGT�WUGTUo�DNQIU��
CPF�OCMG�VJGKT�QYP�DNQIU�RTKXCVG�KH�VJG[�FGUKTG�
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6WODNT�NGVU�[QW�GHHQTVNGUUN[�UJCTG�CP[VJKPI��
2QUV�VGZV��RJQVQU��SWQVGU��NKPMU��OWUKE��
CPF�XKFGQU�HTQO�[QWT�DTQYUGT��RJQPG�CPF�
FGUMVQR��6WODNT�CRRGCTU�VQ�JCXG�C�[QWPIGT�
WUGT�FGOQITCRJKE�KP�EQORCTKUQP�YKVJ�QVJGT�
UQEKCN�PGVYQTMU�

%JCNNGPIGU�

 .CEM�QH�RTKXCE[
 Pornographic content
 Innappropriate content
 Phishing scams and security issues
 4QOCPVKEK\KPI�WPJGCNVJ[�DGJCXKQWTU

2TKXCE[�5GVVKPIU�

2CTGPVU�UJQWNF�DG�CYCTG�QH�6WODNToU�NCEM�QH�
RTKXCE[��+V�KU�FKHƂEWNV�VQ�ETGCVG�RTKXCE[�UGVVKPIU�
that prevent information from being public. As 
a result, most posts made by users are open to 
the public.

While the Tumblr privacy settings prohibit 
private accounts, you may create a secondary 
blog that is private — allowing only users that 
MPQY�C�RCUUYQTF�VQ�CEEGUU�KV��6JKU�RCUUYQTF�KU�
not the one you use to log in.

1RGP�[QWT�FCUJDQCTF > ENKEM�QP�VJG�RTQƂNG�VCD�
icon on the bottom right > ENKEM�[QWT�CEEQWPV�
name at the top right > p%TGCVG�C�PGY�DNQIq

You will be directed to this page to create 
[QWT�PGY�DNQI��5GNGEV�pRCUUYQTF�RTQVGEV�VJKU�
DNQIq�CPF�GPVGT�C�FGUKTGF�RCUUYQTF�VJCV�[QW�
may share with followers you pre-select to 
view content on this secondary Tumblr.

It is also worth noting users can direct 
message each other and engage in private 
chats.

.KMG�CP[�UQEKCN�OGFKC�6WODNT�ECP�DG�C�
RQUKVKXG�UQEKCN�CEVKXKV[�VJCV�MGGRU�WUGTU�
EQPPGEVGF�VQ�VJGKT�HTKGPFU��,WUV�DG�OKPFHWN�
of screen time and be aware of who you are 
connecting with. We always encourage open 
conversations around privacy and personal 
safety. 

JHYS`Y`HUMV\UKH[PVU�JVT
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*CRRP�KU�C�NQECVKQP�DCUGF�OQDKNG�FCVKPI�CRR�VJCV�TGNKGU�QP�WUGTU�VQ�
RJ[UKECNN[�ETQUU�RCVJU�KP�TGCN�NKHG�HQT�VJGKT�RTQƂNGU�VQ�UJQY�WR�QP�VJGKT��
HGGF��#�WUGT�VJGP�EJQQUGU�VQ�NKMG�QT�FKUNKMG�VJCV�RTQƂNG��CPF�CNNQYU�
WUGTU�VQ�EJCV�KH�DQVJ�RCTVKGU�NKMG�GCEJ�QVJGT��
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'XGT[�VKOG�[QW�ETQUU�RCVJU�YKVJ�CPQVJGT�
JCRRP�OGODGT�KP�TGCN�NKHG��VJGKT�RTQƂNG�
UJQYU�WR�QP�[QWT�VKOGNKPG��1P�GXGT[�RTQƂNG�
[QW�ECP�UGG�VJG�PWODGT�QH�VKOGU�[QWoXG�
GPEQWPVGTGF�VJKU�RGTUQP��#PF�KH�[QW�FQPoV�
YCPV�VQ�UGG�C�RGTUQP�QP�*CRRP�CP[OQTG��
[QW�LWUV�JCXG�VQ�ENKEM�QP�VJG�ETQUU�DWVVQP��
#NVGTPCVKXGN[��KH�[QW�DQVJ�nNKMGo�GCEJ�QVJGT��
[QW�CTG�RTQORVGF�VQ�C�VCD�YJGTG�[QW�ECP�
DGIKP�VQ�EJCV�YKVJ�VJCV�WUGT�

%JCNNGPIGU�

 (CMG�RTQƂNGU�CPF�ECVƂUJ�CEEQWPVU
 Creates low self esteem
� 1DLGEVKƂECVKQP
 Rejection
 Users can ƂPF�VJGOUGNXGU�DGKPI�UGPV� 

 sexually explicit messages
 Shares GPS radius location
 ‘Times You’ve Crossed’ feature
 Safety concerns if users meet up

'ZRGTKOGPVU�JCXG�DGGP�EQPFWEVGF�YKVJ�VJG�
app to test its ‘crossed paths’ feature. The 
GZRGTKOGPV�KPXQNXGF�VYQ�RGQRNG�ETQUUKPI�
RCVJU���VQ���VKOGU�KP�VJG�URCEG�QH���YGGMU��$[�
narrowing down each time they crossed paths, 
QPG�WUGT�YCU�CDNG�VQ�CEEWTCVGN[�ƂPF�YJGTG�VJG�
other user lived.

There is no option to turn this feature off.

*QY�&Q�+�6WTP�1HH�%TQUUKPI�%NWUVGT!

Sharing your crossing clusters lets you see 
where [QW�ETQUUGF�RCVJU�CPF�JGNRU�[QW�ƂPF�
[QWT�OCVEJGU�GCUKN[�D[�WUKPI�VJG�/CR�HGCVWTG��

We recommend turning this off, to do so:

1RGP�VJG�CRR� �%NKEM�RTQƂNG�KEQP�QP�DQVVQO�
TKIJV� �6CR�n/[�2TGHGTGPEGUo� �6CR�n5JCTG�/[�
Crossing Cluster’ slider to turn off

(TQO�VJG�n/[�2TGHGTGPEGUo�OGPW��[QW�ECP�CNUQ�
hide your age, your last active date and or 
your distance.

.KMG�CP[�CRR�*CRRP�ECP�DG�WUGF�UCHGN[�CPF�
RQUKVKXGN[��,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�
be aware of who you are connecting with. 
We always encourage open conversations 
around privacy and personal safety.
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(NKRITKF�KU�C�UQEKCN�NGCTPKPI�RNCVHQTO�VJCV�CNNQYU�GFWECVQTU�VQ�CUM�C�
SWGUVKQP��VJGP�VJG�UVWFGPVU�TGURQPF�KP�C�XKFGQ��5VWFGPVU�CTG�VJGP�CDNG�
VQ�TGURQPF�VQ�QPG�CPQVJGT��ETGCVKPI�C�nYGDo�QH�FKUEWUUKQP��+V�KU�C�RTKXCVG�
RTQITCO�VJCV�KU�OCPCIGF�D[�VJG�UEJQQN�YJGTG�VGCEJGTU�OWUV�KPXKVG�
UVWFGPVU�VQ�VJGKT�nITKFo�
ENCUU��CPF�CUM�ENCUU�SWGUVKQPU�
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6JG�RWTRQUG�QH�VJG�CRR�KU�VQ�DTKPI�MKFU�QWV�QH�
VJGKT�UJGNNU�CPF�OCMG�VJGO�HGGN�OQTG�EQOHQTVCDNG�
answering questions in class.

016'��7UGTU�WPFGT����CTG�CNNQYGF�QP�(NKRITKF�
CU�NQPI�CU�VJG[�CTG�UVWFGPVU�

Privacy is a top priority for FlipGrid. In their terms, 
it states: Your privacy and that of your students is 
important to us:

 We do not use personal information to market  
 or advertise to you or students

 We do not sell user personal information.

Flipgrid does use your personal information 
for certain stated purposes, such as providing 
and improving the service and communicating 
with Grid Owners (but not Students) about 
new Flipgrid features and events. Please read 
the Privacy Policy below, as it describes what 
information we collect from you, how we use 
that information, and the legal bases we have to 
process your information. 

JVVRU���NGICN�ƃKRITKF�EQO�RTKXCE[�JVON�

With Flipgrid, students do not create accounts. 
Educators provide students a Flip Code and 
students enter this on the Flipgrid app or at 
ƃKRITKF�EQO� The Flip Code also creates a 
shareable URL 
G�I���ƃKRITKF�EQO�(NKR%QFG��

After entering the Flip Code, students will need 

to verify they have permission to access the Grid. 
This depends on the Grid security you  
have setup:
1 School Email Domain - Students enter the  
 Flip Code and verify their school email using  
 Microsoft or Google. If you see an error  
 message in red text

�� Student ID List - Students enter the Flip  
 Code and input their Student ID # or scan  
� C�34�EQFG�HQT�XGTKƂECVKQP��1PN[�VJQUG� 
 on your Student ID list have access (great for  
 students without email).

3 PLC or Public - Allow anyone to view videos  
 with just the Flip Code (additional Grid  
 Password is optional). To record a video,  
 participants verify their email address via  
 Microsoft or Google.

6JG�CRRNKECVKQP�KU�C�ENQUGF�PGVYQTM�CPF�JCU�PQ�
public chat functionality with the outside world. 
(WTVJGTOQTG��UVTCPIGTU�CTG�WPCDNG�VQ�OCMG�
CEEQWPVU�CPF�CVVGORV�VQ�KPƂNVTCVG�VJG�ENCUU�

JHYS`Y`HUMV\UKH[PVU�JVT
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#RGZ�.GIGPFU�KU�C�HTGG�VQ�RNC[�QPNKPG�DCVVNG�TQ[CNG�ICOG�YJGTG�WUGTU�FTQR�KPVQ�C�OCR�KP�VJG�JWPV�HQT�
YGCRQPU�CPF�GSWKROGPV��6JG�WUGTU�VJGP�JWPV�GCEJ�QVJGT�FQYP�KP�VJG�JQRG�VQ�DGEQOG�PWODGT���� 
2NC[GTU�ECP�GKVJGT�RNC[�D[�VJGOUGNXGU��KP�RCKTU�QT�KP�C�USWCF�QH�VJTGG��

#RGZ�YCU�TGNGCUGF�HQT�/KETQUQHV�9KPFQYU��2NC[5VCVKQP����CPF�:DQZ�1PG�QP�(GDTWCT[���������CPF�
TGIKUVGTGF����OKNNKQP�RNC[GTU�KP�VJGKT�ƂTUV�YGGM��(QTVPKVG�VCMKPI�VYQ�YGGMU�VQ�TGCEJ�VJCV�UCOG�PWODGT��
#RGZ�.GIGPFU�KU�UKOKNCT�VQ�(QTVPKVG�KP�VJG�YC[�VJCV�VJG�ICOG�KU�HTGG�VQ�FQYPNQCF�CPF�CXCKNCDNG�HQT�
GXGT[QPG��7UGTU�CNUQ�JCXG�VJG�EJQKEG�VQ�DW[�EQUOGVKE�KVGOU�
OKETQ�VTCPUCEVKQPU��YJKEJ�CNNQY�VJGKT�
EJCTCEVGT�VQ�NQQM�WPKSWG�VQ�QVJGTU�

#2':�.')'0&5
#22 � (#% 6 5
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%JCNNGPIGU
Users are able to connect with other random users around the 
world through their in-game voice chat feature. This poses 
potentially inappropriate contact between users.

$G�CYCTG�KH�[QWT�EJKNF�JCU�CEEGUU�VQ�C�DCPM�ECTF��QT�DCPM�ECTF�
details that have been previously saved onto a device as they may 
be able to purchase in-game cosmetic items through the games 
in-game micro transaction store.

*QY�FQ�+�TGRQTV���WPHTKGPF�CPQVJGT�WUGT!
Users can report other users for harassment, inappropriate 
NCPIWCIG��DWNN[KPI�CPF�JCEMKPI�DWV�KV�JCU�VQ�DG�FQPG�GZVGTPCNN[�

6Q�4GRQTV
&WG�VQ�PQ�KP�ICOG�TGRQTVKPI�U[UVGO��#RGZ�RNC[GTU�OWUV�ƂNG�C�
report through EA’s website (https://help.ea.com/en/contact-us/) 
CPF�ƂNG�C�ENCKO�YKVJ�YJCVGXGT�GXKFGPEG�VJG[�CTG�CDNG�VQ�RTQXKFG��
EA will then contact them after their assessments.

#�HGY�JGNRHWN�VKRU�YJGP�TGRQTVKPI�RNC[GTU�
/CMG�UWTG�VQ�KPENWFG�VJG�RNC[GT
U��HWNN�KP�ICOG�PCOG��URGNNGF�CU�
CEEWTCVGN[�CU�RQUUKDNG��+H�KV�NQQMU�NKMG�VJG�RNC[GT�KU�WUKPI�WPWUWCN�
or uncommon characters in their in-game name, screenshots 
CTG�VQVCNN[�CEEGRVCDNG�FQEWOGPVCVKQP��5ETGGPUJQVU���XKFGQ�CTG�
incredibly useful tools for validation.

7PFGTUVCPFKPI�VJG�KP�ICOG�UVQTG�
#RGZ�.GIGPFU�KU�HTGG�VQ�RNC[��DWV�KVoU�OQPGVK\GF�YKVJ�C�NQQV�DQZ�
U[UVGO�VJCV�KU�UKOKNCT�VQ�VJCV�QH�1XGTYCVEJ��6JG�DKIIGUV�FKHHGTGPEG��
HQT�PQY��KU�VJCV�VJG�NQQV�DQZGU�KP�#RGZ�.GIGPFU�EQUV�OQTG��CPF�
they’re not as good.

6JG�NQQV�DQZGU�QH�#RGZ�.GIGPFU�CTG�ECNNGF�#RGZ�RCEMU��CPF�GCEJ�
one contains three items. Loot can be of common, rare, epic or 
NGIGPFCT[�SWCNKV[��CPF�CV�NGCUV�QPG�KVGO�KP�GCEJ�RCEM�YKNN�DG�TCTG� 
or better.

'CEJ�#RGZ�2CEM�QHHGTU�VJG�HQNNQYKPI�MKPFU�QH�NQQV��EJCTCEVGT�
UMKPU��YGCRQP�UMKPU��DCPPGT�HTCOGU�
C�HTCOG�CTQWPF�VJG�EJCTCEVGT�

QP�VJG�NQCF�UETGGP�CPF�QP�VJG�DQZ�VJCV�FTQRU�YJGP�C�RNC[GT�
FKGU���DCPPGT�RQUGU��UVCV�VTCEMGTU��SWKRU�
XQKEG�NKPGU���ƂPKUJKPI�
CPKOCVKQPU�CPF�ETCHVKPI�OGVCNU�
OGVCNU�VJCV�FTQR�KP�UOCNN�
COQWPVU�CU�NQQV��ETCHVKPI�C�NGIGPFCT[�YGCRQP�QT�UMKP�EQUVU 
������%TCHVKPI�/GVCNU��

None of these items will affect in-game performance; they are 
RWTGN[�EQUOGVKE��6JG�NGIGPFCT[�EJCTCEVGTU�UMKPU�CTIWCDN[�IKXG�
VJG�EQQNGUV�XKUWCN�WRITCFGU��YJKNG�YGCRQP�UMKPU��ƂPKUJGTU��CPF�
banner frames offer a descending amount of in-game prestige 
among opponents.
  
;QW�ECP�QPN[�IGV�C�VQVCN�QH����HTGG�DQZGU�HTQO�NGXGNNKPI�WR�KP�VJG�
ICOG��CPF�KH�[QW�YCPV�OQTG��[QW�JCXG�VQ�DW[�VJGO�YKVJ�#RGZ�
Coins, a premium currency that you buy with real money. You can 
CNUQ�IGV�GZVTC�EWTTGPE[�HQT�DW[KPI�KP�NCTIGT�KPETGOGPVU��YJKEJ�KU�
C�EQOOQP�VCEVKE�WUGF�D[�ICOGU�YKVJ�RTGOKWO�EWTTGPE[�VQ�OCMG�
RNC[GTU�URGPF�CU�OWEJ�CU�RQUUKDNG�CU�SWKEMN[�CU�RQUUKDNG�

'#�CPF�4GURCYP�UGNN�#RGZ�%QKPU�KP�VJGUG�DWPFNGU�

 1,000 AC for $10 (100 coins per dollar)
 2,150 AC for $20 (107.5 coins per dollar)
 4,350 AC for $40 (108.75 coins per dollar)
 6,700 AC for $60 (111.66 coins per collar)
 11,500 AC for $100 (115 coins per dollar)

Please note: dollars are US, Australian conversion will apply 
in-game.

;QW�ECP�CNUQ�DW[�UMKPU�C�NC�ECTVG�HTQO�C�TQVCVKPI�UGNGEVKPI�UETGGP�
VJCV�QHHGTU�QPG�NGIGPFCT[�EJCTCEVGT�UMKP�CPF�VYQ�NGIGPFCT[�IWP�
UMKPU�RGT�YGGM��;QWoNN�RC[�HQT�VJG�RTKXKNGIG�JQYGXGT��'CEJ�UMKP�
EQUVU�������#RGZ�%QKPU��YJKEJ�KU�TQWIJN[�GSWKXCNGPV�VQ�����
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When using websites such as YouTube you may 
have found yourself going down a rabbit hole; 
what begun as Guitar Chords 101 has now 
DGEQOG� n�� VKOGU� RGQRNG� IQV� IQNFGP� DW\\GTU�
QP�p$TKVCKPoU�)QV�6CNGPVq�����o��6JKU�FQGU�PQV�
JCRRGP� D[� EJCPEG��/QTG� VJCP� ��� RGTEGPV� QH�
time spent on YouTube is spent watching what 
the algorithm recommends. 

In short, social media algorithm’s suggest 
RGTUQPCNK\GF�EQPVGPV�VJCV�KU�OQUV�TGNGXCPV�VQ�C�
users interests. This is the case for most apps 
and websites offering the same service in a 
SWGUV�VQ�MGGR�VJGKT�RTQFWEV�nUVKEM[o�

*QY�FQGU�VJKU�CHHGEV�WU!

Algorithms have changed the way we use social 
media, particularly the length of our useage. 
The most pressing issue is that of wanting to 
see more; a fear of missing out. This can either 
mean wanting to see something more intense, 
more dramatic, more violent, more funny or 
UKORN[�CP�CPZKGV[�QH�PQV�UCVKUH[KPI�C�EWTKQUKV[��
6JG�YJKVG�NKG�YG�VGNN�QWTUGNXGU�QH�nLWUV�QPG�OQTG�
video/photo/post’ is where algorithm’s prey. 
$WV� YKVJ� ���� JQWTU� QH� EQPVGPV� WRNQCFGF� VQ�
;QW6WDG�GXGT[�OKPWVG�HQT�GZCORNG��LWUV�UGGKPI�
everything is simply unattainable. 

#P|CNIQTKVJO|KU�C�UVGR�D[�UVGR�OGVJQF�QH�UQNXKPI�C�RTQDNGO��+V�KU�
EQOOQPN[|WUGF|HQT�FCVC�RTQEGUUKPI��ECNEWNCVKQP�CPF�QVJGT�EQORWVGT�
TGNCVGF�CPF�OCVJGOCVKECN�QRGTCVKQPU��#P|CNIQTKVJO|KU�CNUQ|WUGF|VQ�
OCPKRWNCVG�FCVC�KP�XCTKQWU�YC[U��UWEJ�CU�KPUGTVKPI�C�PGY�FCVC�KVGO��
UGCTEJKPI�HQT�C�RCTVKEWNCT�KVGO�QT�UQTVKPI�CP�KVGO� 

%JCNNGPIGU

Addiction is the biggest issue seen on websites 
that implement suggestive algorithms. New 
recommended content constantly stimulates 
[QWT�DTCKP�OCMKPI�[QW�YCPV�VQ�UVC[�CPF�XKGY�CU�
much as possible. 

A viewer may often view a video and after it 
JCU� ƂPKUJGF�� KV� OC[� QHHGT� UQOGVJKPI� TGNCVGF�

DWV� LWUV� FKHHGTGPV� GPQWIJ�� VJCV� KV� UVKOWNCVGU�
VJG�DTCKP�OCMKPI� VJG�WUGT� GPICIG� HWTVJGT�� 6JKU�
is the beginning of an addictive cycle that can 
continue, and only grow stronger.

6KRU�

 Acknowledge that the website you are 

 viewing is possibly using social algorithms 

 5GV�ƂTO�FGCFNKPGU��CU�VQ�PQV�IQ�QXGTVKOG�

 Find time for breaks inbetween device time

#.)14+6*/5
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9JCV�KU�6YKVEJ!

The leading live streaming platform where people play games, 
OCMG�ETCHVU��CPF�UJQYECUG�VJGKT�FC[�VQ�FC[�NKXGU��CVVTCEVU�QXGT�
two million broadcasters every month. The number grows 
GCEJ� [GCT�� VJCPMU� KP�RCTV� VQ�JQY�GCU[� KV� JCU�DGEQOG� VQ� NKXG�
UVTGCO��CPF�RNCVHQTOU�NKMG�(CEGDQQM��+PUVCITCO�CPF�;QW6WDG�
also increasingly encourage people to share and watch live 
stories. With the push of a button on your game console or 
RJQPG�� [QW� ECP� UJCTG� YJCVGXGT� [QWoTG� FQKPI� CV� VJCV� GZCEV�
OQOGPV�YKVJ�HTKGPFU�CPF�UVTCPIGTU�CNKMG��6JG�TKUG�QH�RQRWNCT�

CPF� RTQƂVCDNG�� KPƃWGPEGTU� QP� RNCVHQTOU� NKMG� ;QW6WDG� CPF�
6YKVEJ�JCU�CNUQ�OCFG� VJG� KFGC�QH�DGKPI�CP�QPNKPG� KPƃWGPEGT�
aspirational. Some parents note that their children pretend 
VQ�WPDQZ�VQ[U�VQ�C�PQPGZKUVGPV�CWFKGPEG��CPF�VGCEJGTU�TGRQTV�
that their students often say they want to pursue YouTubing 
as a career.

If live streaming is a practice, the person behind the camera 
is the product. While there are things you can practice and 
improve, your popularity as a streamer comes down to whether 
QT�PQV�RGQRNG�NKMG�[QW�QT�ƂPF�[QW�KPVGTGUVKPI�
 
%JCNNGPIGU

Live streaming can be a fun activity, but not being able to edit 
your content at a later stage poses challenges. Whatever you 
say is out there for good, and users should be conscientious of 
the dialogue they use. 

%JQQUKPI�LWUV�VQ�UVTGCO�VJG�ICOG�KU�VJG�UCHGUV�RQUUKDNG�QRVKQP�
available, adding in live video streaming of yourself can open 
WR�EJCNNGPIGU�YKVJ�CEEKFGPVCN�NGCMKPI�QH�RGTUQPCN�KPHQTOCVKQP��
+V�CNNQYU�CP[QPG�CPF�GXGT[QPG�VQ�UGG�YJCV�[QW�NQQM�NKMG�CPF�
your personal enviroment. Be wary of accidentally leaving 
RGTUQPCNN[�TGXGCNKPI�QDLGEVU�KP�HTCOG�
K�G��C�UEJQQN�WPKHQTO��QT�
a letter with an address). Ensure that you have conversations 
YKVJ�[QWT�[QWPI�RGTUQP�CDQWV�RQVGPVKCN�TKUMU�KPXQNXGF��UWEJ�CU�
stranger contact, potential bullying or their information being 
VCMGP�CFXCPVCIG�DGHQTG�NGVVKPI�VJGO�NKXGUVTGCO��

5GZWCNKUGF�%QPVGPV

6JGTG�KU�C�RTGXCNGPV�UWDEWNVWTG�QH�UGZWCN�CPF�NGYF�DGJCXKQWT�
RQRWNCT� VJCPMU� VQ� VJG� CDKNKV[� VQ� UGPF� OQPGVCT[� FQPCVKQPU�
to streamers. Users have found other ways around the new 
clothing guidelines, wearing revealing attire, or acting 
salaciously.

6YKVEJ|KU�C|NKXG�UVTGCOKPI�XKFGQ|RNCVHQTO�QYPGF�D[�6YKVEJ�+PVGTCEVKXG��C�UWDUKFKCT[�QH|#OC\QP��6JG�
UKVG�RTKOCTKN[�HQEWUGU�QP�XKFGQ�ICOG�NKXG�UVTGCOKPI��KPENWFKPI�DTQCFECUVU�QH|G5RQTVU|EQORGVKVKQPU��
KP�CFFKVKQP�VQ�OWUKE�DTQCFECUVU��ETGCVKXG�EQPVGPV��CPF�OQTG�TGEGPVN[��pKP�TGCN�NKHGq�UVTGCOU��%QPVGPV�
QP�VJG�UKVG�ECP�DG�XKGYGF�GKVJGT�NKXG�QT�XKC|XKFGQ�QP�FGOCPF�

%JCV�4QQOU���2TKXCVG�/GUUCIGU�

6YKVEJ� CNNQYU� KVU� XKGYGTU� VQ� LQKP� KP�QP� VJG� EQPXGTUCVKQP�YKVJ�
EJCV�TQQOU��/CP[�6YKVEJ�EJCPPGNU�CTG�MPQYP�HQT�VJGKT�QHHGPUKXG�
JWOQWT� CPF� VJQWUCPFU� VCMG� VJG� QRRQTVWPKV[� VQ� URGY� TCEKUV�
bigotry, insults, and other hate speech. 

6YKVEJ� JCXG� TGNGCUGF� CP| n#WVQ/QFo| HGCVWTG� YJKEJ� ECP� DG�
GPCDNGF�QP�EJCPPGNU�VQ�DNQEM�EGTVCKP�QHHGPUKXG�YQTFU�DGHQTG�
they are published, although there are ways around such 
features, such as deliberately misspelling banned terms.

6JGTG� KU� CNUQ� C� n9JKURGTo� HGCVWTG�� YJKEJ� CNNQYU� [QW� VQ� VCNM�
privately with other users. This allows people to share messages 
in secret to members of a channel or chat room, which could 
allow for cyberbullying, grooming or other malicious activity.

9JCV�ECP�RCTGPVU�FQ�VQ�MGGR�VJGKT�MKFU�UCHG!

9G� CNYC[U� CFXQECVG� HQT� EQOOWPKECVKQP� ƂTUV�� &KUEWUUKPI�
these issues with your child is the best way to reach a mutual 
WPFGTUVCPFKPI�CDQWV�YJCV� KU�CPF�KUPoV�QMC[� KP�[QWT�HCOKN[�QT�
community.

If you don’t want to restrict Twitch in your home, there are 
UQOG�UVGRU�[QW�ECP�VCMG�VQ�OKPKOKUG�VJG�TKUMU�

 Ensure you know what channels your child is subscribing 
and watch a snippet of their content.

 Immediately block any strangers that try to send personal 
messages, or ask your child for any information on themselves.

 Don’t let preteens watch Twitch content unsupervised.

69+6%*
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*QY�&QGU�*QWUGRCTV[�9QTM!

When starting an account with Houseparty, the app 
YKNN�CUM�WUGTU�VQ�CNNQY�CEEGUU�VQ�VJGKT�PQVKƂECVKQPU��
OKETQRJQPG� �� ECOGTC� CPF� NQECVKQP� UGTXKEGU� VQ�
IQ� HQTYCTF� YKVJ� VJGKT� RTQƂNG�� 6Q� IGV� EQPPGEVGF��
*QWUGRCTV[� YKNN� CUM� VQ� GKVJGT� EQPPGEV� (CEGDQQM�
and/or Snapchat contacts and then begin adding 
them to a users Houseparty contacts. Alternatively, 
WUGTU�ECP�ENKEM�VJG�no�KEQP�CV�VJG�VQR�TKIJV�CPF�CFF�
friends by searching their username.

1PEG�VJG�CRR�JCU�QRGPGF��C�WUGTU�nTQQOo�
WPNGUU�
NQEMGF��KU�QRGP�HQT�CP[QPG�QP�VJGKT�EQPVCEV�NKUV�VQ�
LQKP��9JGP�C�HTKGPF�LQKPU��HTKGPFU�QH�VJGKTU�ECP�LQKP�
VQQ��6JG�OCZKOWO�PWODGT�QH�WUGTU�VJCV�ECP�GPVGT�
a room is eight. 

1P� VQR� QH� *QWUGRCTV[oU� TQQO� HGCVWTG�� WUGTU� ECP�
CNUQ� TGEGKXG�PQVKƂECVKQPU�YJGP� HTKGPFU�CTG�QPNKPG��
can play games, privately message users and send 
n(CEGOCKNUo�
XKFGQ�OGUUCIGU��VQ�VJGKT�HTKGPFU�NKUV�

.QEMKPI�;QWT�4QQO

#U�VJG�PCOG�UWIIGUVU��*QWUGRCTV[�KU�C�XKTVWCN�XGTUKQP�QH�C�DKI�IGV�VQIGVJGT��+H�[QWT�HTKGPFU�CTG�pKP�
VJG�JQWUGq��[QW�ECP�EJCV�VQ�VJGO�QPG�QP�QPG��QT�[QW�ECP�ICVJGT�C�ITQWR�KP�C�TQQO�VQ�VCNM�QT�RNC[�
ICOGU��GKVJGT�NQEMKPI�VJCV�TQQOoU�FQQT�QT�NGCXKPI�KV�QRGP�HQT�PGY�RGQRNG�VQ�YCNM�KP�CPF�LQKP�[QW�

*QY�&Q�+�$NQEM�4GRQTV�#�7UGT!
    
1.�1P�VJG�VKVNG�UETGGP��VCR�VJG�WUGTU�PCOG
2.�9JGP� VJG�PGY� VCD�QRGPU�� ENKEM� VJG�EQI�YJGGN�
PGZV�VQ�VJG�WUGTU�PCOG
���%NKEM�VJG�$NQEM�4GRQTV�QRVKQP�QP�VJG�PGY�RQR�
up
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n.QEMKPI� [QWT� TQQOo�
prevents anyone from 
entering the users room, 
unless personally invited. 
For younger users, we 
highly recommend they 
MGGR� VJGKT� TQQOU� NQEMGF�
and only invite users they 
MPQY�RGTUQPCNN[�

1.�1RGP�*QWUGRCTV[�CRR

2.� *QXGT� [QWT� ƂPIGT� QP�
top of the Houseparty 
title and drag down

���6CR�VJG�QRGP�RCFNQEM�
icon in the middle at the 
bottom

%JCNNGPIGU

 Private text & video messaging
 No established privacy settings
 Stranger contact via mutual friends in a room
 Hiding identity via the ‘disable camera’ feature

Additionally, you 
can also choose the 
QRVKQPU��p)JQUVKPIq��
p+P�6JG�*QWUGq�CPF�
p7PHTKGPFq�

In The House: When 
switched on, you 
TGEGKXG�C�PQVKƂECVKQP�
when this user is 
online

Ghosting: When 
switched on, this 
selected user will not 
TGEGKXG�PQVKƂECVKQPU�
when you are online.

Unfriend: Remove 
user from contacts

*QWUGRCTV[�ECP�DG�C�RQUKVKXG�UQEKCN�CEVKXKV[�VJCV�MGGRU�WUGTU�
connected to their friends. Be mindful of screen time and 
aware of who you are connecting with. We encourage open 
conversations around privacy and personal safety.
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